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Abstract— The healthcare industry is continuously reforming and
adopting innovative technologies that allow the digitalization of
health information and automation of clinical processes. Some of the
crucial requirements in these adaptations and implementations are
interoperability across different departments and the security of a
patient's sensitive data, mainly when data exchange.
The provisioning of confidentiality, integrity, consistency of data
and data quality management is vital to ensure the best healthcare
service delivery. The blockchain technology is a revolutionary
invention, which ensures data integrity and confidentiality inside
any system. The blockchain technology with application layers built
on it, promise a mechanism that provides data integrity and privacy,
most privacy, and security in healthcare services. In this paper, we
propose an e-referrals model with the main focus on supporting
authentication and authorization of entities in the process of issuing
referrals to provide data integrity and confidentiality. The proposed
model offers a framework for managing patients' referral data
between doctors on the primary, secondary, and tertiary levels of
healthcare.
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[. INTRODUCTION

Today, citizens’ health care is of prime importance in
most world countries, as the number of patients and diseases
continues to increase. Maintaining health records for every
patient is a necessity for managing future health needs for
citizens. Computer-aided medical support terms, such as e-
Health, e-health record, e-referrals, e-scheduling, and e-
prescription have appeared as a result of the evolution of
information and communication technologies (ICT).

The existence of diverse health devices and apps with a
combinations of the Internet of Things (IoT) have contributed
to transfer of a large amount of medical data daily. Access
and sharing patient's data before, during and after the
treatment process are every day needs of doctors and other
healthcare staff [1]. This extensive connected but distributes
database of citizens' health information creates significant
privacy, security, and availability issues.

Electronic availability of these data online makes it easier for
hackers and other malicious attackers to access this
confidential information. Also, the openness of patient's data
via the internet, exposes this information to more hostile
attacks compared to the paper-based records [2].

Referrals represent the link and interface between
healthcare providers in primary and secondary healthcare [3].
According to [4], [5], [6], the referral process is defined as
transferring (including data sharing) of responsibility of
patient healthcare from referral provider to another physician
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or provider. This transfer of patient healthcare should be
reversed back in an appropriate time. Consequently, linking
healthcare service levels is essential.

Paper-based referrals sending by fax, still the standard
process in many practices, creates referral delays due to
incomplete or missing information such as patient data,
clinical laboratories, etc [7]. Paper-based referral processes
can lead to inadequate information exchange, lost or
misplaced paper records, as well as medication errors
resulting from illegible handwriting with limited
standardization [8].

E-referral is an electronically transmitted message such as
XML documents or PDF documents that can be received and
viewed by the reviewer [9], [10]. According to that, e-
referrals represent a new mechanism for the integration of the
different levels of health care [11]. E-referrals allude to the
automation of the referral process in which appointments and
other information regarding the consultation and review are
transferred between two or more healthcare providers. E-
referral systems have been designed to improve wait times
and efficiency by electronically standardizing information
and communication within the referral process.

Healthcare data are highly sensitive data, and the process
of their sharing or transferring them from one institution to
another (from primary healthcare to secondary, secondary to
tertiary or horizontally between clinics on the same level of
healthcare) has always had privacy and confidentiality
concerns [12]. According to EU legislation, [13] a patient has
to provide consent when someone wants to access his/her
data. The law enforcement and other specific public agencies
may legally access health information, according to the
Health Insurance Portability and Accountability Act [14].
Medical referrals are transmitted between primary and
secondary, secondary, and tertiary healthcare institutions or
horizontally between clinics on the same level of healthcare
daily. Medical referrals are subject to potential attacks from
unauthorized persons.

The referrals are prone to attack by intruders and may be
intercepted, modified, or fabricated. Even if data are safely
shared between different doctors the integrity of health
records [15] remains a significant issue. Data privacy [16] is
also under threat, and health and medical data are prone to
safety crises. Due to the sensitivity of the information
contained in the referrals, especially the medical findings and
doctors' opinion, the possibility of intercepting this
information is a risk that should not be ignored.



Because of heavy regulation and bureaucratic
inefficiency, the e-referral system's innovation is not on a
high-speed line. At the same time, many healthcare facilities
have a critical need for such new innovation, especially in the
area of data privacy and security [17]. According to findings
presented in [17], the patient's data contains data that is highly
valued to cybercriminals. Healthcare facilities must introduce
new security measures to address these threats or be subject
to the all-out of failure to do so. Blockchain technology
represents a useful mechanism for securing and protecting
vulnerable patient data. The application of blockchain in the
healthcare area represents an important challenge for solving
privacy and security concerns [18]. Blockchain technology
has the potential to address the interoperability challenges
[19] in healthcare information systems and to be the technical
standard that enables healthcare entities to share electronic
health data securely.

The main goal of this paper is to propose a framework
model for e-referrals that can be used by doctors, patients and
different entities involved in e- referral processes. Our
solution solves privacy, security, availability, data integrity
and confidentiality problems, and access control over e-
referral data. The remainder of the paper is organizing as
follows. Section 2 highlights the literature review and work
related to the blockchain and healthcare system. Section 3
presents the model for the e-referral blockchain system. We
discuss the proposed system model and future plans in section
4 and conclude the paper in section 5.

1L LITERATURE REVIEW - BLOCKCHAIN IN HEALTHCARE

When we are trying to research and review available
literature concerning blockchain in an e-referrals information
system or general in healthcare, it is crucial to understand the
context of blockchain technology and the proposition her
usage as a means for providing patient's data security
mechanism. To do this, first, we need to give a brief
description of blockchain technology and then analyze the
previous work in an academic environment in a relationship
with the use of blockchain to address privacy and security
concerns in healthcare.

The blockchain is one of the most often used phrases of
the last couple of years, so that Gartner has suggested that
blockchain would reach the peak of inflated expectations very
soon [20]. The idea of utilization of blockchain in healthcare
comes out of the need for security and interoperability in
healthcare. The existence of diverse health devices and apps
with a combinations of the Internet of Things (IoT) have
contributed to a transfer of a large amount of medical data
daily. This data traffic and exchange need management
regarding privacy and security. Blockchain technology can
offer a solution that not only helps to securely store and
sharing of medical and healthcare data but also to assure the
confidentiality of each patient's data by giving the patients, as
well as their medical and health data ownership [17].
Blockchain technology can redefined the data modeling and
governance deployed in many healthcare applications. This is
mainly due to its adaptability and ability to segment, secure,
and exchange medical data and services in an unprecedented
way. Many current development projects in healthcare have
blockchain technology in the center of their development
[21].

With the progress in electronic health and medical-related
data, data store in healthcare cloud, the promotion of
regulations for patient data privacy protection, new
opportunities are appearing for health data management, as
well as patients’ convenience to access and share their
health's data [22].

The blockchain is a distributed ledger technology based

on the principles of a peer-to-peer network and cryptographic
notions (such as hash, asymmetric encryption, and digital
signature). Blockchain, as a concept of a distributed database,
was for the first time described by Nakamoto in 2008 [23].
This technology provides a transparent, decentralized,
authenticated platform that applies a consensus-driven
approach to facilitate the interactions of multiple entities in
the network through the use of a shared ledger.
The blockchain technology consists of blocks, with each
block representing a set of transactions. Like a structure of
data [24], a blockchain has several significant properties
described below. First, blocks are provably immutable - this
means each block contains a hash, or numeric digest of its
content, that verifies the integrity of the containing
transactions. The hash of the next block in the blockchain
network is dependent on the hash of the current block, the
hash of the current block is dependent on the hash of the
previous block. This effectively makes the entire blockchain
history immutable, as changing the hash of any block “n —i”
would also change the hash of block n [25].
The functioning blockchain does not depend on a central,
trusted authority, rather than, the responsibility of functioning
is distributed to all nodes which participate in the network.
Because is missing central authority that will verify the
validity of the blockchain, a mechanism for reaching network
consensus must be employed [26]. The concept of
decentralized trusted authority comes as an opposite solution
to almost every system that was built using the client-server
architecture. Removing the central trusted authority outside
of the system means there is no longer a mediator processing
the actions and the data.

Several techniques used to ensure network consensus are
Proof of Work function in Bitcoin [23], Proof of Stake [27],
and Proof of Activity [28]. Firstly, Blockchain technology
was originally designed for the financial sector, and it has the
potential to change the healthcare system for the better. By
providing a mechanism for the controlled exchange of
sensitive data for healthcare professionals, blockchain
technology can improve the transparency and data sharing
between clinical and research data systems [29].

Current identity tools and mechanisms do not support this
modern approach to authentication and authorization. Instead
of checking on physical identity documents, the processes,
and methods that are required expensive and tedious counter
visits, they must change to the direction on simplifying the
checks but, at the same time, maintaining the level of security
with using new technology like the blockchain.

There are a lot of different approaches in the literature for
supporting healthcare authentication. Trust management is
tied to authentication mechanisms as the means to identify the
trustee. Recent work from Zyskind et al. [30] shows the
interest of blockchain technology as a personal data
management platform focused on privacy. According to
Zyskind et al. [30], the blockchain helps to leverage user
control over data in the context of social networks and big



data. Blockchain technology may offer a way to bypass the
problem of the central government body of identity control
by delivering a secure solution without the need for a trusted,
central authority. Blockchain-based identity authentication is
particularly salient in the last few years of internet
penetration.

III. SYSTEM DESIGN FOR E-REFERRAL

For the implementation of blockchain technology in the
healthcare system, especially in the e-referrals process, we
have first to understand how blockchain ledger works under
the hood. Blockchain technology owns a built-in identity
mechanism, a cryptographically secure key pair. So each
participant with a specific activity on the network is assigned
these keys. All participants knew each other by these keys
because the original identities of participants in the network
are not visible [31].

The smart contract plays a vital role in performing the
agreement among various stakeholders involved in the
system when implementing the blockchain in the e-referrals
system. By developing the codes can be created a smart
contract and these codes define the agreement signed by the
various stakeholders such as a patient, doctor, or physician.
A smart contract is an integral and inseparable part of the
blockchain-based applications. A smart contract represents a
computer protocol that follows specific rules, codes and
constraints agreed by all participants in the network. It is an
agreement made among various involved stakeholders in the
defined system. The referrals data can be encrypted and
shared with the whole ledger available within the respective
network.

To implement the e-referral system in our case, we propose
decentralized identity management built on top of an
Ethereum (or multi-block) consortium network. Our
proposed identity management system is using the
decentralized smart-contract standard that defines the method
for ownership and transferability of the referrals. With these
features are enabled:

- Eliminate the possibility of the existence of counterfeit

referrals

- Enable regulatory insight into the number of issued and

realized references for every citizen

- Enable regulatory insight into the number of unfulfilled

referrals for every citizen

- Enable regulatory insight into the number of specialist

reports, findings, assessments and opinions

- Create an immutable record for issued referrals,

specialist reports, findings, assessments, and opinions

The patient referral process workflow starts when a
patient is registered to receive health services, and medical
personnel determines the diagnosis of the patient. Referral
form has to complete with the name of the referred healthcare
facility and other required information when the patient needs
to be referred to. There are two types of referrals which be
issued, an emergency referral and an outpatient referral.
Depending on the referral type, the patient will be served in
the designated healthcare facility by either emergency or
outpatient measures. If a referral is returned, then the referred
healthcare facilities have to fill in the referral form. After that,
the referral's institution receives referral data.

Figure 1 represents a logical architecture of the proposed
e-referral management system model. Application layer, a
Database, and an authentication and authorization server are
the main components of the proposed model. Authentication
and authorization of the users, system make by validating
transactions in the blockchain network. The user (the patient,
doctor, physician) communicates with the system through the
e-referral application. This e-referral application can be web,
mobile, or a standalone application that interacts with the
application server via integration services to perform the
desired functions. For delivering a requested medical and
health data, the application server needs to communicate with
the database and the authentication server. To accomplish
these activities, users must be authenticated and authorized.

Participants in the
e-referral process

E-referral application Application layer

A O

Fig. 1: Logical architecture of the e-referral system model

The application server assigns work to the authentication

server to check the authenticity of the user and to authorize
access to the database. A standalone or cloud-based database
may be used [32], and it is used in the system to limit the
amount of data in the blockchain as much as possible. After
receiving a permission validation from the authentication
server, access to the database from the application server is
allowed. The authentication server has an intermediary role
between the application server and the blockchain network. It
authenticates and authorizes the user and able to interact with
the blockchain network. The blockchain network records data
operations and various data access requests for immutability
and integrity protection. The nodes in the blockchain network
keep the network in running state and maintain the ledger.
Nodes follow the rules in the smart contract, validate and
broadcast transactions and run the consensus protocol.
The patient first must registers in the trusted services offices
by providing personal details (such as ID, Biometrics, and
PIN), together with the public key of the patient. Also, to
enable a referral needs the public key of the doctor. Since the
registration process is a one-time process, patients provide
their details using their mobile devices or web application.

The public key(s) of the doctor(s) responsible for referrals
are added to the information file of the patient. The doctors
together with their public keys, must be already registered in
the trusted services. After the patient's registration process,
the constructed information file about the patient will be sent
to the blockchain. Next, the patient goes to the doctor to gets
the needed referral. By using the mobile application on a
mobile device, the patient generates ID and a secret key pair
(private/public key pair) to authenticate him/herself. After
that, if the doctor wants to issue referral/s, he/she will send a
request to the blockchain network using his/her key material.
Upon receiving the referral request by the blockchain
network, it will check the validity of the doctor and whether
the patient has granted the update permission to that



particular doctor. If the check is successful, it performs the
referral issuing operation. When filling the data for specialist
reports, findings, assessments and opinions, similar kind of
steps are taken.

Figure 2 shows the steps of healthcare data management
workflow in blockchain.

Execute referral
smart contract

Doctors

. Patient includes (receives)
Blockchain referral tokens for each
3 network referral process
’ atients
Gals
gpecialt

Checks and verifies é
doctor’s ID and g
patient public key
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Fig. 2: E-referral process with blockchain

Three leading roles of participants are mainly existing in our
proposed system:

1. Primary healthcare doctor - Issues referrals by executing a
smart contract that tokenizes a valid prescription. During the
process of issuing referrals are used metadata such as doctor's
ID, patient's ID, quantity, healthcare institution where the
patient is referred, the type of review to be performed,
physician (see Figure 2).

2. Patient - Receives a token representing a valid referral
prescribed by a doctor. The patient receives the necessary
health service at an authorized healthcare facility by sending
token to the facility's public wallet (responsible for storing
the users' private and public cryptographic keys).

3. Specialist (doctor on the next level of healthcare) - After
receiving a token from a patient, the doctor makes the
necessary examinations and filled the specialist reports,
findings, assessments and opinions, prescribe medication,
etc. After these actions specialist sends information to the
doctor and patient. Specialist checks and verifies a valid
referral by checking the permission blockchain for a signature
between the patient and doctor.

Healthcare authorities with read-only access to the ledger
may be considered to be a "fourth role".

IV. DISCUSSION AND FUTURE WORK

The rapid developments in Information Communication
Technology (ICT) causes increased digitalization in the
healthcare sector. One of the top priorities in the healthcare
sector is to provide safer manners of accessing the patients'
health and medical information throughout the whole process
of referrals process. Blockchain technology assumed to be
among one of the suitable ways of authentication,
authorization, and sharing the health and medical
information. The potential of blockchain in the e-referrals
process is being realized by many involved stakeholders
(patients, doctors, physicians, healthcare management staff)
and its immense impact on improving the healthcare

interoperability and collaboration and enhanced healthcare
economy and revenues.

One of the vital on-going obstacles in the current e-
referrals systems is the lack of a mechanism for
authentication and authorization, and blockchain offers the
possibility to handle this issue. The blockchain's future in
healthcare sector seems to be quite pronounced and visionary.
However, the practicality of the healthcare applications and
especially application for e-referral using blockchain is
mostly untested yet. From these reasons, the future
development includes implementation a functional prototype
of the proposed architecture, shown in Section 3. A proposed
system model is based on an open-source community
blockchain framework called Hyperledger Fabric. It is also
permitted instead of using Hyperledger Fabric, to use other
cloud-based blockchain services. Future work includes
implementation and testing of the proposed system in a
closed environment, development of most of the components
of the system, connection with some outsourced components,
demonstration of the up-scaling of the system and goes to real
implementation.

V. CONCLUSION

Blockchain technology in healthcare information systems
has brought immense opportunities in terms of not only
providing secure and efficient data storage but also sharing
and control access to the data. System model for identity and
access management in the e-referrals process using
blockchain technology are prposed in our paper. The core
focus in the paper is pointed to the theoretical design of a
secure and efficient data access mechanism for current
referrals systems using the blockchain technology. We have
also proposed the potential smart contract agreement
considering this e-referrals scenario.

Blockchain implementation in the e-referrals system and
in general in healthcare systems is a significant challenge in
a rapidly evolving era of privacy and security concerns. With
the progress in electronic health and interoperability,
healthcare data store in the cloud and patient data privacy
protection regulations, new opportunities are appearing for
health data management, as well as patients’ convenience to
access and share their health data.
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