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Abstract. In this paper, we present a novel method for realizing S-boxes
using non-associative algebraic structures - quasigroups, which - in cer-
tain cases - leads to more optimized hardware implementations. We aim
to give cryptographers an iterative tool for designing cryptographically
strong S-boxes (which we denote as Q-S-boxes) with additional flexibility
for hardware implementation. Existence of the set of cryptographically
strong 4-bit Q-S-boxes depends on the non-linear quasigroups of order 4
and quasigroup string transformations. The Q-S-boxes offer the option
to not only iteratively reuse the same circuit to implement several dif-
ferent strong 4-bit S-boxes, but they can also be serialized down to bit
level, leading to S-box implementations below 10 GEs. With Q-S-boxes
we can achieve over 40% area reduction with respect to a lookup table
based implementation, and also over 16% area reduction in a parallel im-
plementation of PRESENT. We plan to generalize our approach to S-boxes
of any size in the future.

Keywords: lightweight cryptography, S-boxes, ASIC implementation,
quasigroup S-boxes

1 Introduction

Today, we live in a time where computing reaches its third phase, in which perva-
sive computing takes over important roles in daily life. Huge deployment of per-
vasive devices (lightweight solutions), on one hand, promises many benefits that
makes our lives better, but on the other hand, opens huge number of questions
related to the security and privacy of these devices. In this sense, implement-
ing security into lightweight solutions requires special cryptographic techniques
that should be applied in resource-constrained environment. These can be done
via lightweight cryptography. The term “lightweight” does not necessary imply
weak cryptography. On the contrary, its main goal is to achieve uncompromised
security by means of new secure algorithms whose implementation requires as
lightweight hardware and software area as possible [1].
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Example for lightweight devices can be RFID tags or smart cards which
are used in many industries. They are immensely used in electronic payment,
product tracking, transportation and logistics, access control and identification
systems. RFID tags use radio-frequency electromagnetic fields to transfer data
from a tag attached to an object. In general, they can be divided into passive and
active according to the power source that they use. Active RFID tags provide
their own power supply in form of battery, whereas passive are powered by the
electromagnetic fields used to read them [2]. They have to be extremely low-cost
and low-power devices, meaning that they have to be implemented in minimal
chip area. Therefore, in what follows we limit our focus to passive RFID tags.
We note that in the rest of this paper talking about RFID tags, we refer to the
passive tags.

Because of the fact that RFID tags are deployed into untreated environment
where enemy has full control over the device and physical access to it, greater
attention must be paid to their security. To provide security of these devices, new
cryptographic protocols have been proposed in the last few years. These protocols
basically used symmetric cryptography, which can be successfully implemented
in constrained hardware environment. In most cases of RFID tags, low cost and
low power require symmetric cryptographic primitives with low gate count to
be used. In order to achieve better results for low gate count in RFID tags,
researchers have focused on block ciphers [3] [4] and hash functions [5] [6].

The structure of the paper is the following. In Section 2, we give a brief
overview of the lightweight implementation of S-boxes of proposed lightweight
block ciphers. In Section 3, we present an iterative tool for designing crypto-
graphically strong S-boxes with the help of quasigroups of order 4. In section
4, hardware implementation results for Q-S-boxes are provided and the results
are compared with previous work. Finally, the paper is concluded with future
directions in Section 5.

2 Previous Work

From cryptographic point of view, unarguably, the most critical components in
lightweight symmetric cipher design are substitution boxes, S-boxes. They are
responsible for confusing the input data via their highly non-linear properties.
On the other hand, from a lightweight implementation point of view, they are
the highest area occupying modules within the cipher and basically determine
the overall cipher area. Therefore, implementing lightweight solutions for block
ciphers depends on how lightweight can be presented their S-boxes.

In what follows, we are focused on lightweight S-box implementations. It
is very common practice to state the area of a digital block implemented on
silicon in term of gate equivalents (GE). One GE is equivalent to the area of
the two-input NAND gate with the lowest driving strength of the corresponding
technology [4].

mCRYPTON is the first special design of block cipher targeted for tiny per-
vasive devices. It is designed by following the overall architecture of Crypton,
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but with a little bit simplification of the building blocks to fit the block/key
sizes. The nonlinear substitution building block uses four 4 x 4-bit S-boxes, each
of which occupies 27 GE [7].

In [8], a lightweight hardware implementation of the known cipher DES is
presented by Leander et al. at FSE 2007. DESXL is a modified variant of DES,
where the eight S-boxes are substituted by a single cryptographically stronger
S-box which is repeated eight times. This 6 x 4-bit S-box is implemented in a
serialized ASIC design, which requires 32 GE for a single 4-bit S-box.

In the same year, Bogdanov et al. at CHES conference presented a new ultra-
lightweight block cipher, PRESENT [9]. The design of PRESENT is extremely
hardware efficient, and the serial implementation of it with 80-bit key length
requires as low as 1000 GE [4]. The PRESENT S-box is a 4-bit S-Box which
requires 28 GE.

In 2009, Hummingbird is proposed as a new ultra-lightweight crypto algo-
rithm for RFID tags by Engels and Smith et al. [10]. It has a hybrid structure
of block cipher and stream cipher and was developed with a minimal hardware
footprint in mind. Hummingbird uses four Serpent type 4-bit S-boxes which
require hardware area in the rage of 20 to 40 GE [11].

In [12], a new lightweight cipher proposal is presented at CHES 2011. This is
a 64-bit block cipher, LED, which is as small as PRESENT and faster in software,
but slower in hardware. It uses the same PRESENT type S-box in its non-linear
layer.

Also in 2011, TWINE, another of the family of lightweight block ciphers [13],
was presented. It is the first cipher that combines features like no bit permuta-
tion, no Galois-Field matrix and generalized Feistel network. The components
that are used are only one 4-bit S-box and 4-bit XOR. The ASIC hardware
implementation of TWINE S-box is about 30 GE.

In all these cases, all research made on the 4-bit S-boxes has focused on
lookup table based S-boxes. While, they are very well established and easy to
analyze, their design space is very limited with a minimum achievable area of
about 20 GE, without compromising security. They cannot be optimized via
folding, serializing, or any other means, without additional area overhead. Our
approach defers from the existing via its specific methodology, which offers a
more optimized hardware implementation of S-boxes suitable for lightweight
ciphers in RFID tags.

3 Owur Approach

In this paper, we present a novel method for realizing S-boxes using non-associative
algebraic structures - quasigroups, which - in certain cases - leads to more op-
timized hardware implementations. We aim to give cryptographers an iterative
tool for designing cryptographically strong S-boxes (which we denote as Q-S-
boxes) with additional flexibility for hardware implementation. Existence of the
set of cryptographically strong 4 x 4-bit Q-S-boxes depends on the non-linear
quasigroups of order 4 and quasigroup string transformations.
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Quasigroups of order 4, themselves are 4 x 2-bit S-boxes. If they are presented
as vector valued Boolean functions [14] and more precisely in their ANF, it can be
seen that their maximal algebraic degree is 2. Quasigroup string transformations
have an advantage to transform a given string with length n bijectively to output
string with the same length n, and also, to raise the algebraic degree of the
final bijection output. Therefore, quasigroups of order 4 with algebraic degree
2 (called non-linear quasigroups) and quasigroup string transformation (called
e-transformation) with adequately chosen leaders generate 4 x 4-bit Q-S-boxes.
An algorithm for generating Q-S-boxes is given in our previous paper [15]. The
minimum number of rounds (iterations) for this methodology is 4. Hence, with
this methodology we can generate Q-S-boxes in different ways depending on the
number of rounds and the number of leaders that we have chosen. In the previous
paper [15] we defined an optimal S-box as a Boolean map S : F3 — F3 which is
a bijection, has algebraic degree of 3 on all the output bits, and has linearity of
1/4 and differential potential of 1/4. Also, we presented results with 2, 4 and 8
different leaders and 4 and 8 rounds, respectively, and we listed all the Q-S-boxes
that fulfill the predetermined criteria to be an optimal.

3.1 Sample Q-S-box

We apply the methodology for generating cryptographically strong Q-S-boxes to
generate a sample Q-S-box with a given quasigroup of order 4 (chosen from the
class of 432 non-linear quasigroups) and two different leaders.

Ezample 1. Let (Q, *) be one non-linear quasigroup and /; and ls (leaders) be
elements from the set @ = {0, 1,2,3}. We present leaders and quasigroup with
two-digit binary representation, like:

ll =1—-01

lo=3—11

* |00 01 10 11
0000 10 01 11
= (0110 01 11 00
1001 11 00 10
11|11 00 10 01

W N = O %
W= N OO
O W N
N O W N
=N O W W

We get the first input block of 4 bits in lexicographic ordering (0000), and
then the method for producing the output is shown graphically in Figure 1.

Afterwards, we repeat this procedure on all possible 4-bit input values in
lexicographic order, and we obtain permutation of order 16, which is our Q-
S-box. The corresponding Q-S-box from this example given in its hexadecimal
notation is shown in Table 1.
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00 00
/ i yd
01 10 01
N Y
R IR
/ i / i
0{ 0{ 10
Y
Y
11 10 11

Fig. 1. Four e-transformations that bijectively transforms 4 bits into 4 bits by a quasi-
group of order 4.

Table 1. Sample of Q-S-box

x 0 [T [2 3[4 51067 89 [AB]|CD]E|F
Sx) |[E 6 [C B0 [T [8 2 [DI[3[A][F [9 [5 [4 |7

4 Hardware Implementation of Q-S-boxes

We start our hardware implementation by mapping the algorithm for generating
optimal Q-S-boxes directly to hardware. Like in the Example 1, we implement
a Q-S-Box of 4 — th degree, i.e. with 4 layers of non-linear mappings. This
requires 4 x 2-bit lookup tables and multiplexers as shown in Figure 2. The
resulting Q-S-box has been synthesized with non-linear quasigroup and several
different leaders. In all the cases, it has been found to occupy between 38-46
GE. This number is far above the gate counts of existing ciphers. However, the
S-box has 4 layers of non-linear mappings inside, which means that it should be
possible to implement the S-box in a round-based approach. This is equivalent
to implementing only 2 or 1 of the non-linear mapping layers inside the Q-S-
box (which we refer to as Q-S-box rounds) and executing it twice or 4 times,
respectively, for each substitution layer operation. One might argue that such
a solution would require additional registers for the storage of temporary state
of Q-S-box outputs. However this is not the case, since the registers are already
integral part of the cipher because of the round based operation. Therefore, it
can be realized with minimum overhead with respect to a single-round-operation
S-box. Figures 3 and 4 show the multi-round Q-S-box (with a single non-linear
layer and 4-round operation) alone and with a generic SP-network cipher.
Gate count of such a Q-S-box heavily depends on the overall cipher structure.
Its standalone gate count would be huge due to the extra registers and multi-
plexers required for the multi-round operation. However, the actual (or effective)
gate count depends on the reduction it causes on the overall area of the cipher it
is part of. Therefore, we chose the PRESENT block cipher as our target platform
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Fig. 2. Direct Q-S-box implementation

and implemented it first with its standard S-boxes in order to determine the
overall cipher area and the area of the S-boxes. In the next step, we replaced
the PRESENT lookup table based S-box with several different 4-round Q-S-boxes
that have the same cryptographic properties as the original PRESENT S-Box.
As a result, we have observed that the effective area of the 4-round Q-S-box to
be between 15.5 to 19.75 GE. This corresponds to a 30 — 45% reduction on the
S-box area and 12 — 18% on the overall cipher area, depending on the choice of
quasigroup and leaders.

Q
Lo Pl
Q

Fig. 3. Multi-round Q-S-box implementation
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Fig. 4. Multi-round Q-S-box based PRESENT-like cipher implementation

The resultant cipher has 25% of the data throughput of the original cipher.
However, compared to a serialized implementation, where the throughput drops
to 1/16 —th, it is still an acceptable compromise. In terms of time-area product,
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the Q-S-box parallel cipher solution is 3.2 times worse than the original parallel
cipher, whereas a serialized implementation is 10 times worse.

We repeated the same procedure to a 2-round Q-S-box based cipher, in the
hopes of enhancing the time-area product. However, it turned out that the re-
sultant Q-S-box can achieve only the gate count of the original PRESENT S-box,
in the very best case, with zero overall improvement in the cipher area. In simi-
lar way, we implemented Q-S-boxes with only a single 4 x 2 lookup table, with
which we could reduce the area by another 2 — 3% w.r.t. a full 4 x 4 lookup table
based approach, in certain cases. But we deem this much reduction not practical
considering the further throughput reduction by a factor 2.

Another argument is that the resultant cipher does not any more hold the
cryptographic properties of the original PRESENT cipher. With a completely
different substitution layer, all of its cryptanalysis have to be done from scratch.
This, in fact, is true. However, it should be noted that we have chosen PRESENT
only as the development and proof-of-concept platform for our Q-S-box proposal.
In a completely new cipher, designed from scratch with properties and hardware
structures of Q-S-boxes taken into consideration, it will be possible to achieve the
same security levels as the PRESENT cipher, and possibly even more reduction
in gate count. As a matter of fact, applying the Q-S-boxes in another existing
cipher might result in completely different area reduction figures. Another active
research we still work on is the ability to represent any given S-box as a Q-S-
boxes, which would solve all the above mentioned problems.

5 Conclusion and Future Work

Q-S-boxes offer the option to not only iteratively reuse the same circuit to imple-
ment several different strong 4-bit S-boxes, but they can also be serialized down
to bit level, leading to S-box implementations below 10 GE. With Q-S-boxes we
can get over the 40% of area reduction w.r.t. a lookup table based implementa-
tion, and also over the 16% of area reduction w.r.t. a parallel implementation of
PRESENT.

As the future work, we will focus on two different directions: The first is
to extend our current approach to S-boxes of any size, while the second, also
the harder, is to express any given S-box as a Q-S-box. This might require
application of different techniques such as application of Grobner bases and
brute-force search (possibly with hardware acceleration), all of which will help
to extend the application of quasigroups into different fields of research.
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