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ABSTRACT As the world becomes increasingly dependent on technology, cybersecurity education has
become more important than ever before. However, teaching cybersecurity to primary school students
faces several challenges, including limited resources, lack of specialized teachers, and age-appropriate
content. In this paper, we propose a new and innovative approach for teaching cybersecurity to primary
school students, which addresses these challenges. The proposed approach, implemented with 339 students
in five primary schools in North Macedonia, combines peer learning and a game-based approach to
develop students’ communication, collaboration, and critical thinking skills, and create engaging learning
environments. Upper-grade students deliver lectures and create educational games for their lower-grade
peers, fostering learning communities where students share their knowledge and experiences, and learn from
one another’s diverse perspectives. The game-based approach is used to create interactive and engaging
learning environments where students design or play games to develop their critical thinking skills and
empower their cybersecurity knowledge. Initial evaluation results after one year of implementing this
cybersecurity learning concept, carried out with 124 students from three participating schools, indicate
that students exposed to peer learning and a game-based approach could retain their knowledge, with their
knowledge levels outperforming those of students who received traditional classroom instruction. Moreover,
students have positive attitudes toward implemented approach and believe that it has effectively enhanced
their communication, collaboration, and critical thinking skills while creating exciting and engaging learning
environments. These findings suggest that this new and innovative approach has the potential to effectively
teach cybersecurity to primary school students, fostering long-lasting knowledge and creating engaging
learning environments. Its implementation can be easily adopted in different educational contents and
surroundings.

INDEX TERMS Cybersecurity education, engaging learning environments, game-based approach, long-
lasting knowledge, peer learning.

I. INTRODUCTION highlighting the need for improvements in cybersecurity
The significance of cybersecurity education is evident. education [1], [2], [3]. These improvements should be
Studies reveal a shortage of cybersecurity professionals, implemented at all levels of education, starting with the basics
of good digital behaviour in primary education. Primary
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from an early age [4]. This education can cover topics such
as internet safety, avoiding online scams, protecting personal
information, and responsible digital citizenship. By educating
students about these concepts at a young age, they will be
better equipped to handle the challenges of the online world
as they grow older. It can also create a culture of cybersecurity
awareness and potentially identify young talent in the
field for the future workforce. However, primary schools’
cybersecurity education is currently limited. Many barriers
prevent effective cybersecurity education in formal classroom
environments, such as a shortage of qualified teachers and a
lack of educational resources [5], [6]. Some initiatives such
as “Safer Internet Day” (https://www.saferinternetday.org/)
and “Internet Matters” (https://www.internetmatters.org/)
provide educational resources to support primary school
cybersecurity education, but a more systematic approach is
needed.

The cybersecurity education varies globally, with some-
times notable differences between different countries [7]. For
example, USA cybersecurity programs emphasize practical
skills and hands-on experience while European programs
often blend cybersecurity with broader computer science
education. Both regions invest in government-supported
initiatives to enhance cybersecurity education and workforce
development [8].

Cybersecurity education for primary school students poses
many challenges, such as limited resources, lack of special-
ized teachers, constantly evolving technology, limited access
to technology, limited parent and community engagement,
limited understanding of the concept, and providing age-
appropriate content [9], [10], [11], [12], [13]. Various
teaching approaches have been implemented to tackle these
challenges, mainly focused on establishing an interactive and
engaging learning environment.

One such approach is game-based learning, which delivers
educational content through games and interactive activities.
This approach has proven to effectively improve student
interest, engagement, and learning outcomes [14], [15],
[16]. It provides challenging, motivating and stimulating
learning environments, fostering students’ critical thinking
and problem-solving skills [17]. Considering the digital
culture of today’s students, who tend to have shorter attention
spans and prefer to explore and discover, game-based learning
can effectively engage students in the learning process [18].
It also promotes active and self-directed learning, enabling
students to progress at their own pace, including secure areas
and genuine educational settings [19], [20]. Furthermore,
it can benefit students requiring more time or repetition
to understand the material thoroughly. Game-based learn-
ing can be highly personalized and adapted to different
learning styles and individual needs, engaging students in
self-assessment [21]. Games can also provide immediate
feedback, allowing students to adjust their learning approach
and learn from their mistakes, supporting individualized
progress [22].
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However, designing an educational game is a challenging
task that requires considering various factors such as enter-
tainment, education, and difficulty level based on student
performance and providing immediate feedback [23], [24].
While designing educational games can be complex and time-
consuming, the benefits are clear. Game-based learning has
the potential to transform the traditional classroom, making
learning more engaging, interactive, and effective. Despite its
benefits, it should not be used as the sole instruction method
but in conjunction with other teaching methods to create a
well-rounded and comprehensive learning experience.

Another approach to establishing an interactive and
engaging environment is peer learning, where students teach
and support each other in learning, fostering cooperation
and self-regulated learning. Peer learning refers to the
students’ activities where they can teach and support each
other, promoting knowledge sharing and teamwork. This
collaborative approach values cooperation over competition
and encourages students to work together towards common
learning goals [25]. In the last decade, many researchers have
confirmed the positive impact of peer learning on students’
learning and academic achievement [26]. At the same time,
peer learning activities can enhance students’ critical thinking
skills, help them retain information better, and improve their
overall academic performance [27].

Peer learning can increase student motivation, engage-
ment, and confidence in their abilities and knowledge [28],
[29], [30]. However, it also requires effective facilitation and
guidance from the teacher. Through peer learning activities,
students can engage in discussions, provide feedback, and
share their experiences and perspectives, which can help
deepen their understanding of the material [31], [32].
Furthermore, peer learning can promote the development of
essential social and emotional skills, such as communication,
leadership, and empathy, which are essential for success both
in and outside the classroom [33].

Game-based learning and peer learning can be a good
combination for addressing the challenges of cybersecurity
education. They promote engaging, interactive, and dynamic
learning, foster communication and collaboration, and make
learning more enjoyable for students. In addition, these
approaches address the challenges faced by the effective
integration of cybersecurity education in primary schools.

Games can be used to present cybersecurity concepts in
a more accessible and interactive manner, making it easier
for students to comprehend complex ideas and retain the
information. Facing realistic situations, students can develop
a deeper understanding of online safety problems and learn
how to behave online. The peer learning approach can
encourage students to work together, share their knowledge
and experiences, and learn from each other’s strengths and
weaknesses. Students can develop their communication and
collaboration skills by working in groups and learning how
to approach cybersecurity challenges from multiple perspec-
tives. By incorporating these approaches into cybersecurity
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education, students can develop the knowledge and skills
they need to protect themselves and others while they are
online.

The main goal of this paper is to propose a new and
innovative approach for teaching cybersecurity in primary
schools, combining the use of peer learning and a game-
based approach. The effectiveness of this methodological
approach was evaluated based on students’ attitudes toward
its implementation, particularly in relation to the skills
development and the creation of engaging learning envi-
ronments. Additionally, students’ knowledge of the learned
cybersecurity topic was evaluated after one year to determine
whether implementing this approach helps to promote long-
lasting knowledge. The research questions investigated in this
paper are:

« Can this methodological approach (combination of peer
learning and game-based approach) be used to develop
students’ communication, collaboration and critical
thinking skills and create interesting and engaging
learning environments for learning cybersecurity topics?

o Are there any gender differences when implementing
peer learning and a game-based approach for cyberse-
curity topics?

o Is this combination of peer learning and game-based
approach enabling students to acquire long-lasting
knowledge in cybersecurity topics?

The proposed methodology for using a game-based approach
and peer learning during cybersecurity education is described
in the next section. Then, Section III presents the results
from the implementation process, and a discussion about
these results is elaborated in Section IV. Finally, Section V
concludes the paper.

Il. METHODOLOGY

This paper outlines a new approach to teaching cybersecurity
in primary schools that combines peer learning and game-
based approaches. The goal is to make learning about
cybersecurity more engaging and interactive for students,
especially teenagers, who may not be receptive to traditional
teaching methods. This approach leads to developing stu-
dents’ communication and collaboration skills, and critical
thinking and problem-solving skills concerning cybersecurity
issues. The method uses peer learning to create a community
of learners and game-based activities to encourage active
participation and engagement.

Figure 1 illustrates the proposed methodological approach
for teaching cybersecurity in primary schools, combining
peer learning and game-based activities to enhance student
engagement and understanding. The general idea is to utilize
the skills and knowledge of upper-grade students to educate
lower-grade students, creating a community of learners who
actively participate in and contribute to the learning process.
The approach involves several interconnected steps, each
aimed at developing critical thinking, communication, collab-
oration, and problem-solving skills related to cybersecurity.

Upper-grade students’ activities include:
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(U1) Upper-grade students begin by searching for infor-
mation on cybersecurity and misinformation. They analyze
and evaluate this information and draw conclusions. These
activities develop their critical thinking and analytical skills.
As aresult, they prepare workshops for lower-grade students.

(U2) Using the prepared materials, upper-grade students
deliver workshops to lower-grade students. This step involves
peer learning, open discussions, communication, and collab-
oration. In this way, they transfer their knowledge and skills
to the lower-grade students, who participate in the workshops
and provide feedback.

(U3) After conducting the workshops, upper-grade stu-
dents design interactive games in Scratch, focusing on
the most challenging cybersecurity issues identified during
the workshops. This process helps them reinforce their
knowledge and skills by creating engaging educational tools.

(U4) Finally, upper-grade students refine the games based
on feedback from lower-grade students. They then create
short educational videos using these games. Using this
approach, they produce high-quality educational resources
that can be used in various educational contexts.

Lower-grade students’ activities include:

(L1) Lower-grade students participate in the workshops
conducted by upper-grade students. They engage in discus-
sions, learning through peer interaction and collaboration.
In this way, they increase their understanding of cybersecurity
and contribute feedback to help improve the educational
materials.

(L2) Lower-grade students play interactive games designed
by upper-grade students. This step emphasizes learning
through play, critical thinking, and communication. In addi-
tion, they provide feedback on the games created by upper
grade students, helping them to refine and improve the games
further.

Teachers introduce peer and game-based learning method-
ology to students and monitor the entire process. During the
process they focus on developing different skills among the
students:

Focus on developing critical thinking skills: The proposed
methodology emphasizes developing critical thinking skills.
Students analyze information, make conclusions, and engage
in discussions that challenge their understanding and reason-
ing.

Focus on peer learning: The approach heavily relies on peer
learning, where students learn from each other. This method
fosters a sense of community and collaboration, encouraging
students to share knowledge and support one another.

Focus on game-based approach: The use of game-based
learning is a key component of this methodology. Designing
and playing games makes learning about cybersecurity
engaging and interactive, helping students retain information
more effectively.

The final output includes a collection of open educational
resources, such as teaching materials, Scratch-based games,
and educational videos. These resources are shared online
and can be used by teachers, students, and other interested
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FIGURE 1. Proposed methodological approach for teaching cybersecurity in primary schools.

parties, promoting widespread access to quality cybersecurity
education.

To ensure that the correct cybersecurity content is provided
with the proposed approach, we involved external evaluators
to assess the educational materials that have been developed.
These evaluators were independent experts capable of eval-
uating the implementation progress and providing feedback.
In our case, the academic Computer Incident Response Team
(CIRT) fulfilled this role. This group of experts responds to
computer security incidents and offers support, advice, and
assistance to organizations and individuals affected by cyber-
attacks or other types of security incidents.

For this study, students’ opinions about the development
of their critical thinking skills, communication, and collab-
oration skills as a result of this approach were collected.
In addition, their attitudes were also used to determine
whether this approach creates an interactive, engaging
learning environment. Students’ opinions and attitudes were
measured using a five-point Likert scale, with answers
ranging from “strongly disagree” (1) to “‘strongly agree”
(5). The measured statements concerned the development
of critical thinking, communication, and collaboration skills
and whether the approach made the learning process more
exciting and increased students’ engagement. This is a
very suitable way to provide a quantitative measurement
of students’ opinions and attitudes in primary schools
because they can easily understand these measured state-
ments and choose level of agreement or disagreement
with them.

Furthermore, students’ knowledge of given cybersecurity
topics was assessed twice, at the beginning and one year after
implementing the proposed approach. Finally, a comparison
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of students’ results was used to determine whether imple-
menting peer learning and a game-based approach can lead
to the acquisition of long-lasting knowledge and skills.
Students’ assessment was done in some of the participating
schools, in lower grades, on a voluntary basis. The same
students were assessed at the beginning and after one
year. The results were obtained using multiple-choice tests,
focusing on fundamental online safety issues that are part of
the curriculum in primary schools. Both tests consisted of
three categories of questions: sharing personal information,
respecting other people’s privacy, and identifying insecure
links. We’ve decided to use multiple-choice questions in the
test to obtain quantitative data, which can be easily analyzed,
and will ensure standardization and comparability of student
responses. Each question was assigned a score of 1 for a
correct answer and O for an incorrect one, and we have
evaluated the mean value of students’ answers. The idea was
to evaluate the retention time of gathered knowledge and
skills, in each category and in general, as a result of this
approach.

Additionally, other groups of students from the same
schools and academic levels that learn about cybersecurity
in a traditional classroom setting were also tested. Those
students had no previous experience with peer learning and
game-based approach while learning about cybersecurity
topics. The idea was to see whether the implemented
methodology during cybersecurity education influences long-
lasting knowledge acquisition.

All activities involving human participants were in accor-
dance with the ethical standards and laws of the Republic of
North Macedonia. Informed consent was obtained from all
individual participants included in the study.

VOLUME 13, 2025



M. Videnovik et al.: Using Peer-Learning and Game-Based Instruction

IEEE Access

TABLE 1. Students’ gender distribution, their overall opinions and attitudes and their knowledge of cybersecurity topics.

Aspects of s Gender Stuqents opruions ind Students’
methodological approach Students’ group Mal Femal attitudes towards the knowledge
ale emale approach

Implementation of peer Upper-grade students 37 4.73 0.92
learning and game-based Lower-grade students 139 4.59 0.82
approach

.. . Lower-grade students 71 / 0.90
Acquiring long-lasting Lower-grade students after one
knowledge g 71 / 0.95

year

Ill. RESULTS

The study of the proposed approach for teaching cyberse-
curity in primary schools occurred in five North Macedonia
schools. Two teachers from each school participated as
facilitators, while students from grades 6™ to 9" were divided
into two groups. The upper-grade students (8" and 9')
enhanced their cybersecurity knowledge and skills, and then
created educational materials (lectures and games) to be
used to teach lower-grade students (6™ and 7" grades). This
methodological approach was implemented with 263 students
from lower grades (47.15% male and 52.85% female) and
76 students from upper grades (51.32% male and 48.62%
female).

Comparation on students’ knowledge on cybersecurity
topics at the beginning and one year after the implementation
of the proposed approach was done with 124 students
(42.76% male and 57.26% female). Those students were
chosen from three of the participating schools on a voluntary
basis from the students that were 6™ and 7" grade when
the proposed approach was implemented. The overall results,
including average values of students’ opinions and attitudes
about the methodological approach (on a scale from 1 to 5)
and the average value of students’ knowledge on specific
topics (on a scale from O to 1), are presented in Table 1.

A. IMPLEMENTATION OF THE APPROACH

Initially, students from upper grades worked in groups
and explored, gathered information, discussed it among
themselves, analyzed it from different perspectives and made
joint conclusions. In this way, students developed their
critical thinking, communication, and collaboration skills
through peer learning approach. Students empowered their
cybersecurity competencies and created different teaching
materials (presentations, videos, quizzes, worksheets) and
prepared workshops on cybersecurity (Fig. 2).

KopekTHO OHJIajH 0/IHECYBaH:€ T

7e, Katno Tped: 0 OECTRaE AONEKA T0

FIGURE 2. Educational materials prepared by upper-grade students.
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Lower-grade students learned about cybersecurity topics
through lessons delivered by upper-grade students using
the already-created educational materials. Through this peer
tutoring process, lower-grade students were encouraged to
actively participate in the activities, join open discussions and
critically think about some challenging situations during their
online activities.

According to lower-grade students discussions, upper-
grade students managed to identify the most challenging
issues on this topic. The teachers were just organizers of
the activity and monitored the work, providing feedback and
contributing as necessary.

To create an engaging and interactive learning environment
where students will learn by playing, upper-grade students
created interactive educational games in Scratch concerning
cybersecurity (Fig. 3) based on previously identified issues.

=

rnag

FIGURE 3. Interactive scratch-based educational games created by
upper-grade students.

Lower-grade students played those games, and their feed-
back was used to improve created educational games. Lower-
grades students improve their cybersecurity knowledge by
playing those games. Educational videos according to the
created games were recorded and available to use afterwards.
The collection of all the created resources was published
online (https://dig-ed.org/open-educational-resources/) and
shared with other educators as open educational resources.

B. EVALUATION OF THE METHODOLOGICAL APPROACH

Students’ attitudes towards developing their communication,
cooperation, and critical thinking skills as the result of the
implemented methodological approach were evaluated by
questionnaire. In addition, information about establishment
of engaging learning environments during peer learning and
game-based learning activities was also obtained. Those
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results are presented in Table 2, and for each statement, the
mean (on a scale from 1 to 5) and standard deviation (SD) are
presented, showing the dispersion of students’ answers.

TABLE 3. Students’ knowledge of different online safety topics in
different time periods.

Questions regarding: beztittl}ri?ng after one year
TABLE 2. Results of students’ attitudes towards implementation of the respecting others online 0.94 (0.23) 0.95(0.21)
methodological approach in different age groups. privacy of personal information 0.81 (0.39) 0.97 (0.23)
identifying insecure links 0.94 (0.25) 0.94 (0.16)

Statements: This Mean (SD)
methodological approach has lower-grade upper-grade
improved my: students students
critical thinking skills 4.45(0.77) 4.72 (0.48)
communication skills 4.61 (0.72) 4.67 (0.57)
collaboration skills 4.64 (0.68) 4.72 (0.48)
interest in learning 4.66 (0.70) 4.86 (0.48)
engagement in learning 4.60 (0.71) 4.70 (0.49)

The results show positive attitudes toward implementing
peer learning and game-based approaches during cyberse-
curity education. However, slightly lower values can be
noticed in evaluating the approach from lower-grade students
compared to their peers from upper grades, especially
concerning the development of critical thinking skills.

Furthermore, upper-grade students have more consistent
answers, especially concerning developing critical thinking
skills, while this dispersion is more significant in lower-
grade students. This might result from the different strategies
through which students have developed those skills. For
example, upper-grade students developed their communica-
tion, collaboration and critical thinking skills while creating
educational materials (presentations and games), meaning
they were all actively involved in the learning process.
On the other side, lower-grades students developed their
competencies through participation in the activities, which
means that their progress is based on their engagement in the
activities.

Students’ interest and engagement in learning were
evaluated very highly by all students, which showed that
they liked the process of peer learning and the game-based
approach. Hands-on activities during learning make it more
motivational and challenging for the students, acquiring their
active engagement and persistence during work. This kind
of learning is more interesting than other teaching methods,
according to most of the students (4.66 — lower-grade students
and 4.86 — upper-grade students).

The acquired students’ knowledge about cybersecurity was
evaluated in three participating schools, in lower grades,
on a voluntary basis. Their knowledge concerning sharing
personal information, respecting other people’s privacy,
and identifying insecure links, was assessed twice, at the
beginning and one year after the implementation of the
proposed approach.

The results about students’ knowledge concerning online
safety in the three previously mentioned categories (on a
scale from O to 1) are presented in Table 3. In addition, the
standard deviation (SD) of their answers is calculated for
each cybersecurity topics, enabling to identify the dispersion
of students answers in each of the categories and for
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each period. The results in Table 3 show that students
managed to keep their gathered knowledge after one year.
Moreover, acquired knowledge concerning keeping private
information safe has increased. Moreover, students have more
consistent answers after one year of the implementation of
the proposed approach. It leads to the conclusion that the
proposed approach can enable acquisition of long-lasting
knowledge among students. Additional 87 students (59.77%
male and 40.23% female) who learned about cybersecurity
in a traditional classroom were also assessed after one year.
The idea was to evaluate their knowledge on given topics and
conclude whether the implemented methodology influenced
acquiring long-lasting knowledge. Table 4 compares the
students’ knowledge after one year of learning depending on
the methodological approach used for teaching cybersecurity
topics.

TABLE 4. Students’ knowledge of different online safety topics after one
year of learning according to the used learning approach.

Using peer learning

Questions regarding: The tradltlor.lal and a game-based
way of teaching
approach
respecting others online 0.83(0.37) 0.95(0.21)
privacy of personal 0.87 (0.33) 0.97 (0.23)
information
identifying insecure links 0.87 (0.33) 0.94 (0.16)

Students that were learning about cybersecurity topics
using peer learning and a game-based approach have better
knowledge than those learning in a traditional classroom—
the most significant difference concern issues related to
respecting other people online.

IV. DISCUSSION

Innovative pedagogical approaches should be implemented in
education to create engaging learning environments that will
increase students’ interest and motivation for learning and
inspire them to participate actively in classroom activities.
Results presented in Table 2 show that peer learning
led to the creation of an open, involving, and engaging
learning community, where students could talk openly about
the topic, communicate, and learn from peers, understand
each other, and actively participate in the activity. Game-
based learning made learning fun and enjoyable for the
students. By utilizing a medium that students use daily, their
engagement and motivation for learning were achieved. This

VOLUME 13, 2025



M. Videnovik et al.: Using Peer-Learning and Game-Based Instruction

IEEE Access

Students' attitudes toward implemented peer learning and game-based approach
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FIGURE 4. Students’ opinions and attitudes toward implemented methodological approach.

confirms findings provided by [14], [15], and [16] to be
correct in the cybersecurity education as well.

Results clearly show that all students have a positive
attitude toward the approach, especially upper-grade stu-
dents, who actively created educational materials, devel-
oping higher-order thinking skills while analyzing infor-
mation, evaluating and making conclusions within the
group (Fig. 4).

Implemented peer learning and a game-based learning
approach is very attractive for upper-grade students that
were actively involved in the activities during the whole
process. It can lead to the conclusion that hands-on activ-
ities, where students were involved in creating materials
(lectures and games), are most interesting and motivating for
students. Those activities develop students critical thinking
skills [27], which is the reason why upper-grade students have
improved their critical thinking skills more than lower-grade
students.

Overall, more than 90% of all students agree with
the statements that implementation of the peer learning
and game-based approach improves their critical thinking,
collaboration and communication skills and that interesting
and engaging learning environments can be created in that
way (our first research question). This relates to the findings
stated in [19], [20], [28], and [29] but confirms them in the
cybersecurity education setting as well.

Further analysis of students’ attitudes shows that female
students have more positive attitudes towards this approach
than male students. The analysis of students’ attitudes
according to gender is presented in Table 5. It can be easily
noticed that almost in all statements, female students have
assessed this approach slightly better.

Female students (both lower grades and upper grades)
have found this approach very interesting and engaging,
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TABLE 5. Students’ attitudes towards implemented methodological

approach based on their gend
Statements: This Lower-grade Upper-grade
methodo]ogica] students students
2pp roach has male female male female
improved my:
critical thinking skills 4.36 4.53 4.72 4.70
communication skills 4.54 4.67 4.62 4.73
collaboration skills 4.52 4.74 4.62 4.88
interest in learning 4.55 4.76 4.79 4.91
engagement in learning 4.49 4.71 4.54 4.85

which has developed their communication skills. The only
statement that male students from upper grades have assessed
better (4.72) than female students (4.70) concerns developing
critical thinking skills. On the other side, this is a field where
all students from lower grades have the slightest improvement
due to the approach, especially male students.

Almost all girls from upper grades enjoyed the activities
and were actively engaged, developing their collaboration
skills. The situation is similar with the answers based on
gender in lower-grade students. It is a very interesting result
because it proves that using peer learning in combination with
a game-based approach can be an excellent way to engage
female students in the learning process.

This gives us an insight into our second research question
showing that there are gender differences when implementing
peer learning and game-based approach and that female
students enjoy this approach more and develop their skills at
the same time.

A comparison of students’ knowledge at the beginning
and after one year of implementation of the proposed
methodological approach is presented in Fig. 5. It can be
concluded that after one year of implementation of the
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approach, students’ knowledge of cybersecurity is even better
than before, and there is smaller dispersion in their answers.

[ at the beginning
after one year of implementation of the approach

Students' knowledge on
cybersecurity

FIGURE 5. Comparison of students’ knowledge regarding cybersecurity
topics at the beginning and after one year of implementation of peer
learning and game-based approach.

On the other hand, a comparison of students’ knowledge
after one year of learning in the traditional classroom and the
implementation of peer learning and a game-based learning
approach (Fig. 6) shows that students that have learned in the
traditional classroom still have dispersion in their answers.
In contrast, the knowledge of students that learn through the
proposed methodological approach is increased over time.
This confirms findings for increased deeper understanding
of the material as stated in [31] and [32] in cybersecurity
educational setting.

[ traditional classroom [ peer learning and GBL approach

1
0.9
0.8

0.6

0.1

<

~

Students' knowledge on
cybersecurity

ot
o

FIGURE 6. Comparison of students’ knowledge regarding cybersecurity
topics after one year of depending on the implemented approach.

The fact that students manage to keep gathered knowledge
and skills after one year (even improved in some segments)
leads to a conclusion that a combination of peer learning
and game-based learning can be an excellent approach for
acquiring long-lasting knowledge and its implementation in
real-life situations (third research question).

Further analysis of the student’s knowledge of given
cybersecurity topics, by gender, at the beginning and after one
year showed no significant difference in the retention process
depending on the student’s gender (Table 6 ).
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TABLE 6. Students’ knowledge of given cybersecurity topics at the
beginning and after one year of implementation of the proposed
approach by gender.

at the beginning after one year

Questions regarding:

male  female male female
respecting others online 0.96 0.93 0.96 0.94
privacy of personal 081 082 096 098
information
identifying insecure links 0.94 0.93 0.92 0.96

All students have improved their knowledge and skills
concerning protecting their private information online. Male
students have better knowledge about respecting other
people’s privacy, whereas female students know better how to
protect their personal information and behave with suspicious
links. However, those are not significant differences.

A comparison of students’ results by gender leads to the
conclusion that gender has little or no bearing on the used
learning approach (Table 7 ).

TABLE 7. Students’ knowledge of given cybersecurity topics after one
year of implementation of different learning approaches by gender.

Using peer learning

The traditional and a game-based

Questions regarding: way of teaching

approach
male  female male female
respecting others online 0.81 0.87 0.96 0.94
privacy of personal information 0.88 0.87 0.96 0.98
identifying insecure links 0.90 0.83 0.92 0.96

The overall conclusion would be that there are no gen-
der differences concerning the acquirement of long-lasting
knowledge. After one year of learning about cybersecurity,
all students (male and female) have similar knowledge on
the topics, which improved more in a group of students that
practiced peer-learning and game-based learning approach.

The presented methodological approach, utilizing peer
learning and game-based instruction, can be easily
adapted to various educational contexts and different
students’ ages. The obtained results give us valuable
insight into the benefits of the implementation of the
proposed methodology for teaching cybersecurity in primary
schools.

The main limitation of the research is that it addresses
a small number of participants and provides information
about relatively unbalanced data sets (especially concerning
the number of students from upper grades compared to
lower grades). Implementation of the proposed approach
on a larger scale could be useful for validation of the
findings. Additionally, students’ knowledge and skills were
evaluated using multiple-choice tests, which opens the
possibility for different kinds of assessment in our future
work. The influence of access to technology or students’
socio-economic status on the acquisition of long-lasting
knowledge of cybersecurity will be an interesting topic to be
explored with a larger dataset, too.
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V. CONCLUSION

This paper introduces a methodological approach to teach-
ing essential cybersecurity topics in primary education.
By implementing a peer learning and game-based approach
(first research question), we established an interactive and
engaging learning environment to increase students’ interest
and motivation for the topic and develop their cybersecurity
competencies. The peer learning approach involved upper-
grade students delivering lectures and creating educational
games for their lower-grade peers, fostering learning com-
munities where students openly discussed and shared their
knowledge and experiences, learning from one another’s
diverse perspectives. The game-based approach led to
an interactive and engaging learning environment where
students developed their critical thinking skills through
designing or playing a game and empowered their cyberse-
curity knowledge.

Students have positive attitudes toward implementing peer
learning and a game-based approach during cybersecu-
rity education. They believe this approach has effectively
enhanced their communication, collaboration, and criti-
cal thinking skills while creating exciting and engaging
learning environments. Notably, upper-grade students have
slightly more positive attitudes towards the used approach,
where they have developed their skills by creating the
materials (lectures, workshops, games, videos). This led
to the conclusion that hands-on activities, where students
are actively involved in the process, are more motiva-
tional and challenging, making learning more interesting
for them.

Related to the gender differences (second research ques-
tion), female students have more positive attitudes toward
this approach than male students, especially when it comes
to developing their communication skills due to active
engagement in the learning process. This finding is very
intriguing because it proves the efficacy of combining peer
learning with the game-based approach in engaging female
students in the learning process.

Initial evaluation results after one year of implementing
cybersecurity learning indicate that students exposed to
peer learning and a game-based approach could retain
their knowledge (third research question), with their
performance even slightly surpassing their initial lev-
els. Furthermore, their knowledge levels outperformed
those of students who received traditional classroom
instruction.

The proposed approach has the potential to effectively
teach cybersecurity to primary school students, fostering
long-lasting knowledge and preparing them for the increas-
ingly digital world.
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