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Abstract

The main idea of this paper is to delve deeper into the necessity of creating a digital forensic copy when collecting and securing digital evidence, the reason being that the non-creation thereof or creating it incorrectly will lead to further steps in the digital forensic procedure becoming pointless, and the digital evidence to be "Fruits of the poisonous tree"

Creating a digital forensic copy is the first step after the digital evidence arrives at the digital forensics lab. It should not only be so because the written procedures require it, but because the digital forensic copy is further the source of the digital evidence, and at the same time – the source remains unchanged.

The paper provides practical advice on what the parties in court proceedings (particularly in criminal proceedings) should pay attention to regarding the creation of the digital forensic copy. The first and original advice is that a forensic copy should be immediately made. There is no procedure that can justify not making a digital forensic copy, except for a on-site digital forensics expert on a war field.

The paper addresses one of the crucial questions that has been referred to very little so far, and many times it has been misinterpreted – is data extraction the same as making a digital forensic copy and why not?

One of the basic methods used in this paper is the comparative method and it will be used to explain the importance of the digital forensic copy procedure by comparing it with other medical, biological and physical procedures that are very commonly known and are part of people's everyday life, so that through such examples, a reader from any professional profile can get a visual representation of the justification of the main hypothesis.
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1. Introduction

Human activity in almost every aspect is increasingly transmitted through digital devices, thus leaving digital traces of our actions. In such a case, the activities very often become legally relevant, that is, such activities can create legal acts. The most frequently mentioned are incriminating activities, i.e. activities that are against the law and are described as such in the Criminal Code, but they can often also cause a civil dispute, and they can also be a constructive element of a legal relationship - for example, purchase. Whatever form is established, such activity, in case it causes a legal relationship, it becomes digital evidence. As such, it must be properly collected and secured. Digital evidence is very sensitive and easily altered, so there must be no deviation from the prescribed procedures. A topic for analysis in our paper is one of the basic parts of that process of digital forensics – the creation of a digital forensic copy.

We will rightly say that it is perhaps the most significant part of this procedure, because whether or not some evidence will be accepted in court depends on this procedure of creating a digital forensic copy, as it is the first in the chain.

A digital forensic copy is not and cannot be a simple copying of files from a digital device, and moreover, and even more, a simple copying of files from a digital device renders the original unusable. That is why it is extremely important to know what are the peculiarities to which, first of all, a lawyer should pay attention to when evaluating digital evidence from the point of view of observing good practices for digital forensics.

We believe that this paper may open some already closed court processes, but it will certainly contribute to the existing ones and those to come because digital forensics is in its infancy when it comes to its application in court cases, and therefore, judges and prosecutors often make huge mistakes, and lawyers do not fully represent the interests of their clients, primarily due to ignorance. Our goal is not to help the accused, nor the prosecutors, nor the defendants, nor the plaintiffs, but to emphasize the practical challenges in creating the digital forensic copy, primarily from the aspect of observing the written procedures, so as to have a fair field for legal battle.

Therefore, the main hypothesis of our paper is that the digital evidence weakens in its legal force without the creation of the digital forensic copy, becoming subject to a legal attack for its possible contamination.


2. Basic differences between the two processes

The two concepts can easily be conflated if one does not engage with their underlying technical characteristics. While the aim of this paper is not to explore these technical dimensions in detail, it is nevertheless necessary to provide a concise overview of their general distinctions. This preliminary clarification will serve as a foundation for the subsequent discussion of the legal aspects.

A forensic copy—also referred to as a forensic image or mirror copy—denotes the process of replicating all data from the source medium (such as a computer, mobile phone, or storage device) in a forensically sound manner, ensuring that the original data remains completely unaltered. The emphasis here is on the concept of forensically sound, as any deviation from established digital forensics protocols strips the process of its forensic character, leaving it merely as an ordinary copy.

The process of creating a forensic copy entails generating a complete duplicate of the source medium, encompassing not only the active data but also unused space, remnants of deleted files, unallocated sectors, and other residual fragments of the device’s memory. Such an exact replica is produced through a bit-for-bit copying procedure of the source medium and is commonly referred to as a forensic image.

In contrast, simple copying or cloning of an electronic medium refers to the duplication of its contents without the application of forensic methodologies. Typically, such copying captures only the portions of the medium that are actively occupied, namely those sectors containing recorded data. By contrast, unallocated space remains outside the scope of this process.

The creation of a forensic copy necessitates the use of specialized forensic tools—preferably certified instruments—to ensure complete accuracy and adherence to established forensic procedures, except in cases of professional negligence. By contrast, the creation of a simple copy may be facilitated by general software applications or even through basic functionalities embedded within operating systems. Such processes, however, operate within a far more flexible and less rigorous framework.

If the distinction between the two processes were to be reduced to a single, admittedly simplified, sentence, it might be phrased as follows: a forensic copy constitutes a replication of all data, whereas the copying of a medium’s content does not necessarily entail that everything has been duplicated.

3. The legal aspects of creating a digital forensic copy

As previously noted, the creation of a simple copy of digital media is essentially a “freestyle” procedure. It may range from a basic copy-paste operation to the use of software tools for cloning, but in all cases, it remains at the discretion of the individual performing the copying. From a legal standpoint, such a procedure primarily serves to produce working material for the subsequent analysis of digital evidence. A simple copy, however, does not in itself possess evidentiary value in legal proceedings, unless explicitly recognized by applicable procedural rules. Consequently, this type of copying generally follows the creation of a forensic copy, which alone retains evidentiary integrity and may then be distributed to the parties concerned.

By contrast, the creation of a digital forensic copy is a process that must invariably adhere to established, written procedures. Failure to comply with these procedural requirements renders the resulting copy inadmissible and without probative value before the competent decision-making authorities.

The significance of adhering to written procedures is further underscored by the fact that the most influential and authoritative institutions have codified such requirements within their own legal frameworks. In the following section, we will examine several of these institutional provisions:
· The European Anti-Fraud Office - Guidelines for identification, collection, acquisition and preservation of digital evidence
· Guidelines for Digital Forensics Laboratories outline the procedures for establishing and managing a Digital Forensics Laboratory (DFL) - Interpol
· U.S. Department of Justice, National institute of justice - Digital evidence policies and procedures manual

where each of these legal acts frames the issue in its own manner, the differences are primarily semantic rather than substantive with respect to the recognition of the importance of creating a digital forensic copy.

Forensic imaging is defined in the (Department of Justice (DOJ) and Administrative Office of the U.S. Courts (AO) “Recommendations for Electronically Stored Information (ESI) Discovery Production in Federal Criminal Cases”)

Forensic image (mirror image) of a hard drive or other storage device - коA process that preserves the entire contents of a hard drive or other storage device by creating a bit-by-bit copy of the original data without altering the original media. A forensic examination or analysis of an imaged hard drive requires specialized software and expertise to both create and read the image. User created files, such as email and other electronic documents, can be extracted, and a more complete analysis of the hard drive can be performed to find deleted files and/or access information. A forensic or mirror image is not a physical duplicate of the original drive or device; instead it is a file or set of files that contains all of the data bits from the source device. Thus a forensic or mirror image cannot simply be opened and viewed as if you were looking at the original device. Indeed, forensic or mirror images of multiple hard drives or other storage devices can be stored on a single recipient hard drive of sufficient capacity.

As demonstrated, a clear distinction exists between a forensic copy and a simple duplication of data from storage devices. The creation of a forensic copy constitutes a legal prerequisite for the validity of the forensic process. It should not be perceived merely as a technological operation reducible to a procedural technicality. Rather, it requires the use of specialized software that also enables subsequent access to the generated forensic image. Consequently, only individuals with the knowledge and capacity to operate such software may properly act as forensic experts. This principle also underscores an equally important aspect: the analysis of digital evidence must be conducted exclusively on the forensic copy, and never on the original medium or on a simple copy of the data.

In this respect, (The European Anti-Fraud Office - Guidelines for identification, collection, acquisition and preservation of digital evidence) are particularly instructive. Within these Guidelines, the definition of a forensic copy explicitly incorporates the mandatory inclusion of a hash value. The hash value itself is a strictly technical concept and will not be elaborated upon here; however, it is important to emphasize that without the generation of a hash value corresponding to the digital record, the forensic copy cannot be legally validated. Specifically, Section 1.9(e) of the OLAF Guidelines provides a definition of the digital forensic copy—referred to therein as a forensic image:

Digital forensic image: The forensic (bitwise) copy of original data contained on a digital storage medium, acquired during a digital forensic operation and stored in binary format with a unique hash value.

According to the OLAF Guidelines, the purpose of creating a forensic copy—or forensic image—is to generate a working medium upon which the collected evidence may be examined and analyzed. Following the initial creation of a forensic copy, a second forensic copy is produced, which then serves as the basis for examination and analysis. These provisions reflect OLAF’s internal rules, which are also reflected in many other regulatory frameworks, although some prescribe the creation of only a single copy. OLAF, however, appears to advance a step further by ensuring that the original forensic copy remains preserved in an untouched state. Where necessary, replication is performed on this secondary copy, thereby ensuring that the original source medium is subjected to the copying process only once. This rule is explicitly codified in Article 8.1 of the Guidelines:

Immediately after the return from the digital forensic operation, the DES (Digital Evidence Specialist) shall create two back-up copies of the digital forensic image on tape, and place them in sealed envelopes with unique identification numbers. One of these is the in-house backup copy, which shall be stored in the OLAF Forensic Archives. The other is the off-site backup copy, which shall be stored in a protected area outside the OLAF premises. Both premises are protected by access control and CCTV cameras.

The process of digital forensics unfolds through several distinct phases, the third of which—according to ISO/IEC 27037:2012—is the acquisition phase. This phase follows the stages of seizure and prevention (i.e., the isolation of the evidence). At this stage, the digital forensic examiner is required to create a forensic copy of the seized evidentiary material, typically stored on a digital medium. The (ISO/IEC 27037:2012) standard, which governs procedures in digital forensics, explicitly establishes the creation of a digital forensic copy as a mandatory requirement during the acquisition phase. Accordingly, the standard defines this obligation within the section on Acquisition (referring to the acquisition of data from devices) in the following terms:

The acquisition process involves creating a digital evidence copy such as complete hard disk, partition, selected fIles and all actions and methods. All unavoidable alteration during acquisition should be clearly documented. Integrity of data acquired is maintained to ensure that a copy acquired has not been modifIed since acquisition.

(Guidelines for Digital Forensics Laboratories outline the procedures for establishing and managing a Digital Forensics Laboratory (DFL) - Interpol) likewise emphasize the centrality of creating a digital forensic copy. According to these Guidelines, the primary purpose of the copy is to ensure that the original medium remains untouched, while subsequent examination and analysis are carried out exclusively on the copy. This sequence of steps is consistent with the principle of the chain of custody, where compliance with procedures at every stage constitutes a condition sine qua non for maintaining evidentiary reliability. In this regard, Section 5.1.1 (“Overview”) of the Interpol Guidelines reaffirms the point that the creation of a forensic copy of a seized electronic device is not merely a formal requirement. Rather, it serves a crucial practical function: the preservation of the integrity of the evidence.

Acquisition or, as it is better known, data acquisition, is the process of creating a forensic copy of the electronic evidence (exhibit) such as hard disk, thumb drive or server in the form of an image file or files. The image file or files will then be used for the next stage of the process in analysing the evidence. The acquisition is made in order to preserve the integrity of the electronic evidence. It is to produce an identical copy of the data without changing the content of the electronic evidence in any way.

Within the framework of the Council of Europe, the Directorate General for Human Rights and the Rule of Law has adopted the Basic Guide for the Management and Procedures of a Digital Forensics Laboratory. Like the aforementioned (A basic guide for the management and procedures of a digital forensics laboratory - Directorate General of Human Rights and Rule of Law – Council of Europe,), this Guide also addresses the creation of a digital forensic copy. To avoid repetition, one element merits particular emphasis: the section entitled The Mirroring Process, which underscores the requirement that mirroring be carried out exclusively with specialized software designed for that purpose.

The imaging of a storage medium can be done using specialised imaging software. There are free as well as commercial products available which can aid in that process. Reliable and fast software should be chosen which can produce a bit-by-bit copy or an image in one of the forensic image formats and is able to verify the copy.


4. The differences in creating a forensic copy and copying content – ​​a legal-philosophical approach


If our argument were to rely exclusively on normative acts adopted by international institutions, the assertion that the creation of a forensic copy is legally and substantively distinct from the simple copying of digital content would rest solely on positive law. To move beyond this normative foundation, we propose to examine the claim through the prism of our own legal-philosophical interpretation.

The practice of copying evidence is traditionally associated with written documents, particularly when such evidence is obtained from state institutions or other official custodians of information. In these cases, the requesting party receives a certified copy of the requested documents, accompanied by the custodian’s signature and seal, affirming that the copy is TRUE TO THE ORIGINAL. In Macedonian legal practice, this certification is typically carried out by affixing the notation “TRUE TO THE ORIGINAL” (верно на оригинал) on each page of the document, whether it is produced upon request or submitted by the parties, while the original remains in the custody of the issuing authority. This procedure is both logical and necessary: a written document is comparatively resistant to alteration, and any attempted modification would generally require a crude forgery—something that is relatively easy to detect upon verification.
The circumstances are markedly different in the case of digital records. Possession of the original medium grants its holder almost unrestricted power to alter the content of electronic data. While the individual tasked with creating a copy may indeed reproduce the medium, if the data has already been modified, the resulting copy will merely replicate the altered information. Crucially, such a copy will not preserve the traces of alteration or other forensic artifacts necessary to establish that the record had been tampered with.

These issues become particularly acute in cases involving a criminal law dimension. In such circumstances, the individual in possession of potential evidence has a strong incentive to alter the content of digital records. Consequently, relying on simple copying while leaving the source medium in the custody of that individual could result in catastrophically unreliable data. Moreover, alterations may have been carried out long before the investigation commenced, meaning that only a forensic analysis is capable of revealing whether and how the records were manipulated.

The central justification for creating a forensic copy lies in the preservation of metadata—the “data about data” embedded within digital records. In the case of simple copying, most metadata remains with the original medium and is not transferred to the duplicate. From a comparative perspective, this is akin to photocopying a sheet of paper: while the text is reproduced, the fingerprints of the person who handled the paper remain on the original, thereby depriving the copy of one of the most critical evidentiary elements.

Thus, copying the content of a digital medium may, in lay terms, appear to constitute the acquisition of evidence. However, such copying does not capture the attributes necessary to establish authenticity. These attributes, contained within the metadata, are indispensable not only for demonstrating authenticity, but also for verifying the immutability of the record and reconstructing the history of any modifications.

From a formal legal perspective, the only correct method is through the creation of a forensic copy. While any ordinary user of information technology may perform a simple copy-paste of the contents of a digital storage device, the creation of a forensic copy is a specialized process that can be carried out exclusively by a qualified digital forensic examiner. Moreover, the subsequent phases of the procedure must likewise be performed by the same professional in order to preserve continuity and integrity. A forensic copy not only requires dedicated software for its creation but also specialized tools for its opening and interpretation. Its preservation and storage are similarly governed by specific legal norms, underscoring the heightened procedural safeguards surrounding this process.

Therefore, simply copying the contents of a memory device is not only forensically unsound but also a process that compromises the integrity of the evidence. In such cases, there is no assurance that the copying has been performed in a forensically secure manner. By way of analogy, a laboratory technician in a medical setting cannot vouch for the accuracy of an analysis if the sample was previously collected with an undefined instrument of unknown sterility. Even minor negligence could introduce contaminants—such as viruses—that distort the results. In the digital realm, a comparable risk arises: improper copying methods may introduce computer viruses or other irregularities, leading to erroneous conclusions about the evidentiary material.


5. What will definitely change?


From a technical perspective, IT experts readily distinguish between the two processes, perceiving their differences as predictable and logical, provided they are carried out separately. From a legal perspective, however, the divergence between creating a forensic copy and simply copying digital content entails changes of essential formal significance. Law, as a phenomenon, is inseparably bound to the attributes of place, time, and subject (creator). When these attributes are undefined, the legal relationship becomes abstract, and the norm operates only in general terms without attaching to any concrete legal situation. Alterations to these attributes—particularly those of time, place, and authorship—are therefore of decisive importance in determining the fate of a given legal relationship. The attributes most directly affected by the distinction between forensic copying and simple copying are the following:

The time stamp of copied files is an attribute that will inevitably change. In the case of simple copying, the time stamp—reflecting the moment of creation and last modification—is overwritten, so that the copy records the time of copying as its creation time. Yet, time is one of the most critical attributes in a legal relationship, as it determines when an event occurred. Through such copying, this evidentiary marker is effectively erased, depriving the record of a decisive element of authenticity.

The creator of the document. Although metadata regarding the document’s creator may in some cases be preserved, its reliability becomes problematic once the electronic file is transferred to another location. Frequently, part of the metadata will identify the copier’s computer as the creator. In legal terms, the subjective element—the authorship of a document—constitutes an essential attribute of a legal relationship. Without precise identification of the creator, the relationship risks degenerating into an error in personae or becoming effectively impersonal.

The place of creation. Many electronic documents also carry embedded information about the geolocation where they were created. In the course of simple copying, however, this metadata is highly likely to be altered or erased altogether, thereby undermining its evidentiary reliability. In either case, the place of creation becomes problematic, weakening the capacity of the document to serve as a trustworthy reflection of the underlying legal reality.

Another important question inevitably arises: Can the copying of data from a device be regarded as seizure? Our position is that it cannot. Copying does not constitute seizure, since the authority conducting the measure does not take possession of the actual evidence but merely of its duplicate. The original medium remains with the holder, who thereby retains both access to and control over the evidentiary material. Put differently, in the terminology of criminal law, the situation is akin to leaving the offender with the very instrument used to commit the crime, or with the object containing incriminating information. To assume that such an individual would refrain from altering or destroying that evidence is illusory.

The contrast between simple copying and the creation of a forensic copy gives rise to numerous unresolved dilemmas, only a few of which have been definitively addressed in legal doctrine. This makes the issue a particularly suitable subject for in-depth scholarly research. Among the most pressing questions are those relating to privacy protection and the long-term preservation of digital evidence, especially since simple copying falls outside the procedural framework that requires strict adherence to the chain of custody. As a result, files copied in this manner remain largely unprotected and highly vulnerable to potential manipulation.


6. Breaking the chain of evidence as a problem when copying data

Chain of custody/evidence is the most important procedural presumption for a digital proof to be valid. Given the fact that digital evidence is very easily manipulated (you can practically manipulate millions of data in digital form in less than a second), the chain of custody/evidence is the one that should demonstrate the integrity and authenticity of the data. This means that literally not single second must not digital evidence remain unprotected, literally the use of it must not be outside the records of its use and access to it must not be entrusted to persons who do not have authorization and proper expertise. Breaking the chain of custody/evidence is the same as breaking the chain that pulls the car uphill. If cut off, no matter how strong the other segments are, the car will uncontrollably fall into the abyss, i.e., the evidence will become illegal.

When files are copied from the medium on which they are stored, it is inevitable that the data structure will be accessed, even if only by invoking the copy function. This in itself raises concerns regarding the integrity of the evidence. Such access does not automatically imply bad faith on the part of the person performing the copying, nor does it necessarily mean that the evidence has been contaminated. The files may, in fact, remain completely intact. Nevertheless, the very possibility of interference generates a legitimate suspicion on the part of the opposing party, which is sufficient to undermine confidence in the evidence. This situation may be illustrated by analogy: if one were to touch another person’s glass of drinking water with a finger, the water might remain physically uncontaminated, yet for the other person it would no longer be perceived as safe to drink. 

Therefore, copying data directly from the original medium undoubtedly breaks the chain of custody. Any duplication of evidentiary material is permissible only from the forensic copy, never from the original. The original must remain completely untouched, as it is the sole source suitable for the creation of a forensic copy—on the condition that all prescribed digital forensic procedures are strictly followed.


6. CONCLUSION


Digital forensics is almost 40 years old, and it has been developing as the existing digital devices, but many new are appearing as well. That is why the search for digital evidence is not only in computers, but also in digital sunglasses, wrist watches or "in the clouds" where we store our data backups.

It is this dynamic that requires the existence or at least bringing the procedure of collecting digital evidence to a universal level, which will not depend on the type of device. One of those universal segments of digital forensics is the creation of a digital forensic copy, which is a procedure that fits into all types of digital devices that serve to store some kind of data.

Referring thereto, it is highly important, first of all, that lawyers are familiar with this process, having in mind that these days we are increasingly witnessing the sayings: "look on the Internet", "check on the phone", "text me on messenger", "send us an email" and the similar, which indicates that we will look for the facts in a court case in the same location.

The documents of the highest European and world institutions that deal with digital forensics clearly indicate the importance of the digital forensic copy, and they all unexceptionally define the general rules for digital forensics. 

The creation of a forensic copy of the original medium containing the initially collected digital evidence constitutes the second essential condition for its lawful treatment. Ideally, such a copy should be made immediately upon the seizure of devices that hold digital evidence, in order to prevent any risk of loss or destruction during transport. If any analysis is performed directly on the original medium—except in exceptionally justified circumstances, such as imminent risk of destruction due to physical damage—the authenticity of the evidentiary material can no longer be guaranteed. For this reason, virtually all relevant organizations establish the creation of a digital forensic copy as one of the very first steps in the investigative process, most often as the second procedural stage. Put simply, no one has the right to “scribble” on the original.

And here we reach the crucial point of this study paper: the simple copying of the contents of a memory device is not only insufficient, but also fundamentally flawed. Such a practice risks producing entirely misleading conclusions.
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