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Abstract

Recent WebAssembly advancements including better programming lan-
guage support and the introduction of both the WebAssembly System
Interface, and the WebAssembly Component Model, have transformed
it from primarily a client-side technology to a server-side one as well.
The advantages associated with WebAssembly, such as cross platform
portability, small software artifacts sizes, fast start up times, and per
execution isolation make it a good fit for serverless scenarios. While
there are existing initiatives for using WebAssembly in such serverless
contexts, orchestration is still an open question. To overcome this issue,
we present a way for extending Kubernetes, allowing it to orchestrate
natively executed WebAssembly modules, in addition to containers. We
describe an extension to an existing WebAssembly software shim for con-
tainerd and a new Kubernetes WebAssembly operator. Benchmarking
results from the proposed solution obtained using 9 serverless func-
tions packaged both as WebAssembly modules and OpenFaaS functions
running in containers, show that WebAssembly has clear advantages
for frequently executed serverless functions which require elasticity.
WebAssembly functions enjoy two times faster deployment times and
at least an order of magnitude smaller artifact sizes while still offering
comparable execution performance. However, when it comes to sus-
tained performance for long running serverless functions with processor
intensive workloads, containers are the preferred choice, compensat-
ing for the increased cold start times with faster execution times.
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1 Introduction

The serverless computing paradigm has experienced a steadfast growth in pop-
ularity and adoption since its inception [1]. Formally defined as a symbiosis
between Function as a Service (FaaS) and Backend as a Service (BaaS) offer-
ings [2], it provides developers with high levels of abstraction in terms of the
underlying hardware where their software is executed, allowing them to focus
on writing the programming logic itself, instead of managing the infrastruc-
ture. The distinct benefits of serverless computing compared to other ”as a
Service” products such as reduced development times, potentially lower infras-
tructure costs through granular billing policies, effortless vertical scaling, and
an overall simplified development process [3], make it a feasible and attrac-
tive technology not only for web services running in the cloud, but for a
plethora of other applications as well. Domains where serverless computing
has already been successfully used include event-driven workloads commonly
associated with Internet of Things (IoT) use-cases [4, 5], implementation of the
Multi-Access Edge Computing (MEC) specification [6-8], High Performance
Computing (HPC) [9], and the handling of Augmented Reality /Virtual Reality
(AR/VR) workloads [10].

While the overall concept of serverless computing is versatile, when look-
ing into the details of each use-case it becomes evident that there is no single
blueprint which can be applied to every scenario. Different applications require
different context specific optimizations and decisions, each with their own ben-
efits and drawbacks. These choices can have a wide ranging impact on start-up
times, security, performance and cost, both from the users’ and providers’ per-
spective. One such impactful aspect which is currently of great interest to the
research community is the choice of the runtime environment for executing the
serverless functions [11]. The most widely used options today, both by com-
mercial and open-source providers, are containers and micro virtual machines.
Containers, made popular by the advent of Docker, but defined long before
that, allow a reproducible and to an extent isolated environment in which
(un)trusted functions can be run in a multi-tenant fashion. The large number
of container runtimes available today means that they can be used on various
hardware platforms. Micro virtual machines, on the other hand, offer greater
isolation, while also being more lightweight and faster to start than full-fledged,
traditional, virtual machines [12-14]. Despite this, micro virtual machines are
not as wide-spread as containers partly due to the lack of a comprehensive,
user-friendly ecosystem of tools and applications.

Even though both containers and micro virtual machines are well estab-
lished serverless runtime options today and already integrated by commercial
and open-source serverless platforms alike, there are still a number of open



Springer Nature 2021 BTEX template

WebAssembly Orchestration in the Context of Serverless Computing 3

issues which prevent their wider deployment for event-triggered, time sensitive,
workloads which require high levels of elasticity, small cold start delay, and per
invocation isolation of functions [15]. A cold start delay or cold start time, in
serverless terminology, is the time it takes to prepare a function instance for
execution, once a request is received [16]. Existing runtime technologies, despite
optimizations [17-19], still suffer from large cold start times, mainly because
they were designed around the idea of long running workloads, which is con-
trary to the serverless paradigm. As a result of this, per invocation isolation of
function executions is also very costly to implement, with serverless platforms
instead resorting to reusing function instances across multiple executions, thus
foregoing isolation between runs. The same issues apply to rapidly scaling a
given function either up or down, since the cold start delay applies to each
new instance [20]. This leads to serverless platforms keeping active instances
?warm”, leaving them running for a period of time in case they are required
to serve requests again, which also leads to increased costs and unnecessary
resource usage.

A potential solution to the previously described challenges affecting server-
less computing is the introduction of WebAssembly (WASM) as a runtime
environment where functions would be executed [21]. WebAssembly, at its core,
is a binary instruction format first envisioned as a client-side technology [22],
but which has recently seen greater adoption in server-side scenarios as well
[23]. Server-side applications of WebAssembly have been made possible by the
definition of the WebAssembly System Interface (WASI) [24], which allow it to
leverage the underlying operating system’s functionality for interfacing with
the hardware and thus handle aspects such as file and network Input/Out-
put Operations (I/O) [25, 26], in a similar fashion as to what is the POSIX
interface. Some of the benefits that WebAssembly could introduce to serverless
computing are drastically reduced cold start times, per invocation isolation of
functions, and compatibility with existing and widely accepted programming
languages by the developer community. While server-side WebAssembly run-
times already exist, the open issue of WebAssembly orchestration needs to be
tackled before WebAssembly can be seen as a first-class serverless runtime,
similar to what are containers and micro virtual machines today.

The goal of this paper is to propose and evaluate a concrete approach
with which WebAssembly modules can be orchestrated at scale in serverless
scenarios. We focus our effort on extending Kubernetes, the popular container
orchestrator, allowing it to be used not only for container management, but also
for management of WASM modules. This makes it possible to design hybrid
serverless platforms which leverage multiple runtime environments, selecting
the most optimal one for a given scenario. To this effect, the main contributions
of this work are:

® Develop a Kubernetes operator which allows the scheduling and running of
WebAssembly serverless functions in a Kubernetes environment;

e Extend a WebAssembly software shim for the containerd container run-
time, making it possible to run both WebAssembly and more traditional,
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containerized, serverless functions using the same uniform Command Line
(CLI) and Application Programming (API) Interfaces;

® Benchmark the proposed solution using 9 serverless functions in 4 differ-
ent scenarios, comparing its performance to the open-source OpenFaaS
serverless platform which is using containers as the underlying runtime
environment;

® Describe a way in which the Kubernetes orchestrator can be extended to
support high resolution execution metrics, not limited to a resolution of one
second, beneficial for future research dealing with this orchestrator.

All of the scripts, software, software modifications and results presented in
this paper have been open-sourced under a permissive license and are freely
available for reuse. The rest of the paper is organized as follows: in Section
2 we describe the state-of-the-art research related to WebAssembly as a run-
time environment for execution of serverless functions. We then continue with
Section 3 where we outline the used methodology for modifying the Kubernetes
orchestrator to support WebAssembly modules, discuss the benchmarking
functions, the motivation behind the execution scenarios and the execution
strategies themselves. In Section 4 we present the obtained results, comparing
the performance of the same set of serverless functions executed as WebAssem-
bly modules and traditional container-based serverless functions in the same
environment managed by Kubernetes. We finish the paper with Section 5,
summarizing the obtained results, drawing conclusions, and outlining ideas for
future research.

2 Related Work

With the introduction of the WebAssembly System Interface [27], the
WebAssembly ecosystem has made its first steps towards becoming a viable
technology for execution of server-side workloads. All of the WASI APIs are
developed as community proposals [24], allowing anyone to asses the current
implementation progress and contribute by themselves. WebAssembly’s inher-
ent advantages in terms of portability, fast instantiation and security, have
allowed it to be identified as a potential runtime environment for execution of
serverless functions [21, 23], despite its lack of feature parity with more mature
alternatives. One such feature which can be beneficial in a serverless context,
but is currently in the design phase is the support for multi-threading [28].
Proposals [29], along with actual serverless platform implementations [30]
which leverage WebAssembly as their runtime environment have already been
published, confirming the expected improvements to the cold start delays.
Existing work done by Long et al., who have analyzed the cold start delays
between containers and WASM modules shows that WebAssembly workloads
offer up to 10 times faster start up times [31]. However, actual execution
performance, measured after the environment has been set up is lower for
WebAssembly modules compared to both native and containerized execu-
tion [32, 33]. These performance differences can be attributed partly to the
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missing WebAssembly features, as well as to the introduction of additional
intermediary layers between the hardware and the actual code being executed.

Despite the fact that WebAssembly’s adoption for serverless scenarios
brings numerous advantages which are not possible with current runtime
environments [34], existing shortcomings primarily in the area of sustained
execution performance, further underline the importance of choosing the right
runtime environment depending on the nature of the serverless function being
executed. Taking into account that WebAssembly workload orchestration is
still an open question, this raises the possibility of reusing existing orchestra-
tion engines aimed at other runtime technologies and extending them to work
with WASM modules as well. As a starting point for this effort, previous work
focusing on optimizing orchestration engines for efficiently running serverless
workloads even in resource constrained environments such as the edge can
be used [35]. Goethals et al. [36] have also recently showcased a strategy for
extending Kubernetes clusters to low-resource devices.

Sebrechts et al. [37], with the same aim of reducing the resource footprint of
Kubernetes, have proposed a strategy for using Kubernetes operators executed
as WebAssembly modules. A Kubernetes operator is a software component
running inside the Kubernetes cluster which has direct interaction with the
API server, and is responsible for maintaining the desired state of a certain
aspect of the cluster [38]. However, to the best of our knowledge, there is no
existing work which has extended Kubernetes as to allow it to orchestrate
actual WebAssembly workloads in the same way that is currently possible for
containers. Our aim is to fill this gap, building on top of previous work done in
this area in terms of performance evaluation of Kubernetes distributions [35]
and integration of WebAssembly with the CLI and API of container runtimes
[39].

3 Methodology

To achieve the end-goal of a unified environment where containers and
WebAssembly modules could be executed side-by-side and orchestrated by the
same instance of the Kubernetes orchestrator, a number of steps were required,
all of which are discussed in detail in this section. We first focus our atten-
tion on extending the existing containerd container runtime with support for
WASM modules through the use of software shims, a process described in
Subsection 3.1. Once containerd can be used as the underlying container run-
time by Kubernetes, Subsction 3.2 describes the Kubernetes operator which
we have developed that is capable of leveraging the modified version of con-
tainerd in order to orchestrate WASM modules. To test the performance of the
proposed platform, we have extended an existing set of WebAssembly serveless
benchmark functions and also adapted them for execution in a container-
ized environment. Details about these functions, along with an evaluation of
the conversion process between a WebAssembly module and a containerized
version of the same serverless function compatible with a popular serverless
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platform is provided in Subsection 3.3. We conclude this section with Subsec-
tion 3.4 where we describe the execution strategy of the selected benchmarking
functions across two different environments.

3.1 Extending Container Runtimes

The evolution of the complex ecosystem of container engines, container run-
times, and container orchestrators has resulted in the development of modular
software which can be easily extended and made interoperable with third-party
components. Containerd [40] is one such modular container runtime whose
functionality can be extended through the use of software shims [41]. This
feature makes it possible to reuse the existing CLI and API of containerd for
managing other environments, not just containers. Recognizing this versatil-
ity, a number of containerd shims have been developed, including ones that
provide the ability for containerd to interface with a WebAssembly runtime
[42]. A detailed description and comparison between such shims is available in
[39]. To realize the goal of Kubernetes orchestrated WebAssembly modules, we
have chosen to base our work on the open-source containerd Spin shim [43].

Spin [44] is a WebAssembly runtime environment based on the popular
Wasmtime runtime [29, 45], that also provides additional tooling, making the
process of developing and running WebAssembly modules easier. It has support
for a number of programming languages, including Rust and Go [46]. Apart
from support for WASI, it also implements additional features which make it
a viable solution for use in serverless scenarios. Spin allows remote invocation
of WebAssembly modules via HTTP or Redis triggers, without requiring the
necessary programming logic for doing so to be manually implemented by the
developer into every function. This works in one of two ways, depending on
the source programming language used for developing the WASM module.
In the case of Rust, it leverages the WebAssembly component model, which
allows WASM module reuse in a similar fashion to shared libraries [47]. For all
other supported languages apart from Rust it uses an intermediary component
called WebAssembly Gateway Interface (WAGI) [48] which acts as a Common
Gateway Interface (CGI) proxy. It listens for incoming requests, and passes
them serialized as standard input to the WASM module. Everything that is
printed on the standard output during the module’s execution is serialized
and sent as a response to the invoking party. Apart from allowing faster and
simpler development of serverless function, this integrated invocation strategy
also has the potential to even further reduce the file size of WASM modules,
thus easing their distribution.

Since containerd is used as an interface for the Spin runtime, the distribu-
tion medium for the WebAssembly modules, in this case, are Open Container
Initiative (OCI) images. Such OCI images containing WASM binaries are
created from a ”scratch” layer, and contain only the WASM module itself
along with a structured Spin file describing the runtime behavior, for exam-
ple the invocation URL. This ensures that the resulting OCI image is as small
as possible, not bundling any additional dependencies, omitting the need to
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use more complex base images, as is usually the case with serverless plat-
forms which leverage containers as their runtime environment. Additionally, by
reusing the OCI format, it is also possible to make use of all existing container
image registries for a simplified and uniform distribution of WASM serverless
functions.

It is widely accepted that to exploit the benefits of serverless functions
to their full extent, integration with external systems needs to be possible.
This behavior is even explicitly specified in the formal definition of serverless
computing, as being comprised of FaaS and BaaS. Even though WebAssembly
has limited support for network sockets, Spin allows outbound communication
from the WebAssembly modules either via HT'TP requests or a Redis queue.
With this feature, serverless functions instantiated as WebAssembly modules
have a feature parity with their container based counterparts, allowing them to
make use of the same BaaS products for persistence, reporting, authentication,
and authorization.

Outbound network communication while undoubtedly beneficial, and
required for real-world use-case scenarios, complicates the integration with
Kubernetes. In a Kubernetes cluster, the container networking is handled by
a Container Network Interface (CNI) plugin [49]. To allow outbound commu-
nication while running in a Kubernetes cluster, bypassing the CNI plugin, the
WebAssembly module can be run in the host’s network namespace. Since Spin
allows outbound network communication only towards endpoints which have
been explicitly whitelisted during the WebAssembly’s module deployment, this
does not pose an increased security risk. Sharing the host’s network names-
pace also does not impact the invocation mechanism for the given WASM
module, since it can be exposed using a standard Kubernetes service object.
The purpose of such a service object is to declare the listening network port
of the respective Spin shim responsible for serving the module, allowing other
Kubernetes components to interact with it. More details regarding the shim’s
extension and the resulting interface for communicating between Shim and
the container orchestrator are provided in the next subsection, where we also
discuss the overall architecture of the Kubernetes operator.

In conclusion, Wasmtime’s proven performance [39], together with the bun-
dled functionality for invoking and communicating with external resources
were the deciding factors in selecting Spin as the underlying environment for
executing serverless function.

3.2 WebAssembly Support in Kubernetes

To allow the seamless deployment of WASM modules in a Kubernetes cluster,
and to mimic the instantiation process that is already in place for container
based workloads, we have created a dedicated Kubernetes WASM operator.
A Kubernetes operator is a third-party component which has access to the
Kubernetes API server, can monitor the occurrence of certain events which
are of interest, and can react based on those events, reconciling the cur-
rent state of the cluster with the desired state as defined in the API server.
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The Kubernetes operator defines a new Custom Resource Definition (CRD),
WasmApp, which is used for describing WebAssembly workloads. This intro-
duces an additional abstraction layer to the deployment of WASM modules in
a Kubernetes environment, consolidating information usually scattered around
multiple resources (Deployment, Ingress, Service) into a single one, omitting
boilerplate statements, allowing easier reusability.

The use of Custom Resources (CR), including WasmApp in this case, is
compatible with existing Kubernetes tools, and can easily be integrated even
into existing platforms running on top of Kubernetes. For example, WasmApps
can be deployed using the Helm Kubernetes application manager [50], inde-
pendently or as part of a larger Helm release, even one which is comprised of
additional containerized applications as well.

The Kubernetes operator depends on the presence of the modified version
of the Spin containerd shim. The underlying operations executed during a
WasmApp deployment are visualized in Fig. 1, and can be summarized as
follows:

¢ A new WasmApp Kubernetes custom resource is created in the cluster.

® An event is generated, triggering the Kubernetes operator’s reconciliation
function. The operator validates the passed parameters in the WasmApp
manifest, and if successful, instantiates the necessarsy built-in Kubernetes
resources. Fach WasmApp, at a minimum, is backed by the following
resources: a Deployment, specifying the OCI image, a custom Kubernetes
RuntimeClass, and exposed ports; a Kubernetes Service; an Ingress resource
which configures an existing ingress controller assumed to be already
available in the cluster.

® Once the Deployment is created, it triggers the instantiation of a Pod which
is scheduled on a selected node by the Kubernetes scheduler. The local
Kubelet running at the node, based on the associated RuntimeClass, invokes
the modified version of the Spin shim. It binds the HTTP listener on a
randomly selected port which is shared with the Kubernetes operator via a
Redis instance.

® Once the Pod representing the WASM module enters a ready state, the
Kubernetes operator queries the Redis instance, acquires the value for the
random port, and makes the necessary corrections to the Service and Ingress
objects, so that traffic can pass towards it.

A similar reconciliation process is done for each change and deletion of a
WasmApp resource, adjusting the behavior accordingly. It should be noted
that a Kubernetes version equal or greater than 1.20 is required for running
the operator, since the required RuntimeClass resource which selects what
containerd shim to use for a given Pod is available starting from that version
[51].

It is worth pointing out that when executing WASM modules, there is per
execution isolation, since the runtime environment is not reused across mul-
tiple invocations. After a response is returned, the environment is torn down
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Fig. 1 Deployment Process for a new WASM Serverless Function

and instantiated from scratch for the next request. This behaviour not only
increases the overall security and isolation between functions, but also reduces
their resource footprint, offering true scale to zero behavior when the functions
are not actively being invoked. The described practice can also potentially be
useful in edge computing scenarios, allowing overprovisioning of functions in
case they do not need to be executed concurrently, thus reducing hardware
costs and energy usage.

3.3 Benchmarking Functions and Serverless Platform
Selection

To evaluate the performance of the proposed solution and to compare it with
an existing container oriented serverless platform, we have extended an exist-
ing set of serverless benchmarking functions [39, 52]. During the development
of those functions, attention was paid to only use libraries which could be
compiled as WebAssembly modules. This is an important point to make since,
as discussed previously, WebAssembly currently does not have feature parity
with traditional execution environments, and lacks support for some com-
monly used functionalities, such as multi-threading. However, a number of
proposals are underway in various stages of implementation and adoption [53]
and at this point in time, the core functionality required for developing and
compiling serverless functions to WASM is present. Taking into account the
modular architecture of the proposed solution, the WebAssembly runtimes can
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be replaced with new, more feature rich versions once they are available, pre-
serving the compatibility with the rest of the tools, including the container
orchestrator.

Table 1 describes the serverless functions which have been used for
benchmarking in more details.

Table 1 Description of the serverless benchmarking suite

Name P. Lang.! Description Type?

aes Go Encrypt a given text using AES R
symmetrical encryption multiple
times

float-operation Go Calculate sin, cos and square root M
of an arbitrary number

fuzzysearch Rust Find all occurrences of a given R
phrase in an online text

linear-equations Go Solve a system of linear equations M

matmul Go Square matrix multiplication M

n-body Rust Model the orbits of Jovian plan- M
ets

prime-numbers Rust Search for prime numbers among M
the first n numbers

whatlang Rust Determine the natural language R
of a given string

user-manager Rust Interact with a BaaS database R

over a network

ISource programming language of the given benchmarking function
2M — Microbenchmark; R — Real-world workload

The benchmarking suite is comprised of 5 microbenchmarks and 4 real-
world scenarios for a total of 9 functions. The microbenchmarks are targeted
at evaluating the raw execution performance of the tested platform, while real-
world scenarios are focused on modeling a plausible real-world use-case for
which a serverless platform might be leveraged. The user-manager function
has been added to the benchmarking suite with the aim of evaluating the
HTTP outbound capabilities of Spin, and to test whether indeed it is possible
to interact with external BaaS services from WebAssembly modules. Upon
each execution, the function sends an HTTP POST request to a database as
a service, thus persisting a new record in an SQL database.

All 9 functions were compiled both as WebAssembly modules using the
default optimization options of the bundled WASM compiler in the Spin
toolchain, as well as native binaries using the default options of the Rust and
Go compilers, respectively. No changes were made to the source code of the
functions to accommodate for the different targets, apart from replacing the
Spin HTTP library with its respective native implementation when targeting



Springer Nature 2021 BTEX template

WebAssembly Orchestration in the Context of Serverless Computing 11

the x86 platform. It should be noted though that this operation was only lim-
ited to altering the dependencies list, since the Spin libraries follow the same
API as their native implementations.

Once binaries were obtained for the two target platforms, OCI images were
created. In the case of WebAssembly and Spin, the container image was derived
from a ”scratch” layer onto which only two files were copied, the WASM binary
and the manifest file required for execution of any Spin module. For execution
in a containerized environment, the official Rust and Go function templates
were used, as recommended by the OpenFaaS project [54, 55].

We have selected the open-source version of the OpenFaaS [56] as a ref-
erence implementation of a container-based serverless platform. Even though
there are other alternatives in this space as well [57-59], OpenFaaS is one
of the most popular ones, is undergoing an active development, has an easy
deployment process on an existing Kubernetes cluster without requiring an
extensive set of dependencies, and offers function templates for our chosen
programming languages. It should be noted that our goal was not to evaluate
the performance of the OpenFaaS or any other established serverless platform,
but instead to simply use it to obtain a baseline in terms of cold start and
execution times for container based execution of serverless functions.

3.4 Benchmark Execution Strategy

A total of 4 different execution scenarios were defined for each of the two
evaluated environments:

® Serial execution — each function instance is invoked continuously in a time
frame of 5 minutes using only a single thread.

¢ Function instantiation time and first execution delay — each function is rede-
ployed 100 times, measuring the time for it to become ready to serve new
requests after it has been removed. Once ready, the function is invoked,
measuring the response time of its first invocation.

e Concurrent execution — each function instance is continuously invoked for 1
minute by 5 threads, each limited to a maximum of 5 requests per second.
In the most optimal scenario, this translates to a maximum of 25 requests
per second for 1 minute, or a total of 1500 requests in the given time frame.

® Image size evaluation — comparison of the OCI image sizes hosting WASM
modules and native binaries.

All of the tests were performed in the same environment, using a set of
4 identical bare-metal machines. Each machine had a dedicated role in the
experiments, as follows: 1 Kubernetes master node; 2 Kubernetes worker nodes;
1 helper node not part of the Kubernetes cluster from which the benchmarks
were executed. The hey [60] benchmarking tool was used for conducting the
experiments. The machines were all part of the same local area network (LAN),
interconnected by a 1Gbit switch. The OCI images for the 18 functions in total
(9 WASM and 9 container-based) were all preloaded on the worker nodes, thus
eliminating any unexpected impacts on the obtained results due to network
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issues and congestion which could not be easily reproducible. The hardware
characteristics of the bare-metal nodes, as well as the release versions of the

major software components which were utilized are provided in Table 2.

Table 2 Details about the execution environment

Component Description

CPU Intel Xeon x5647, 2.93GHz, 4 cores
Storage 320GB mechanical hard drive
Memory 8GB DDR3

Operating System Ubuntu 22.04.1 LTS
Containerd Version v1.5.16

Kubernetes version  1.22.17

K3s version v1.22.17+k3sl

Spin version 0.6

We have opted to use K3s [61] as the Kubernetes distribution of choice
due to its lightweight design, easy installation, and easy customizability. K3s
bundles all of the necessary Kubernetes components including the kubelet,
kube-controller-manager, kube-scheduler, and the Kubernetes API in a sin-
gle binary. In order to support more precise time-related measurements,
modifications to the source code of the K3s distribution were required. By
default, Kubernetes exposes information about timestamps related to con-
tainer scheduling, container initialization, and container start up times up to
a resolution of a second. This was seen as a limiting factor during the exe-
cution of the benchmarks and we have mitigated it by modifying the logging
logic of the K3s binary. At each event which was of interest, such as container
schedule time, container initialization time, container start time, container
ready time, we have logged the exact timestamp, up to a microsecond preci-
sion. By cross-referencing these logs with the unique Pod names obtained from
the Kubernetes API, we were able to get much more precise measurements
regarding the pod lifecycle events both in the case of running WASM work-
loads using the Spin shim, as well as when executing native containers in the
case of OpenFaaS.

To limit external network traffic, required services such as object stor-
age and database as a service were implemented in the same LAN as Docker
containers running on a dedicated host not part of the described Kubernetes
cluster. The object storage service required for the execution of the whatlang
function was mocked using an nginx web server configured to serve the required
set of files, while the database as a service was implemented using a Post-
greSQL instance that had a REST API exposed using the pRest open-source
project [62].
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4 Results

The obtained results from each of the 4 different testing strategies are dis-
cussed in details in the subsections that follow. We start by comparing the
serial execution times between WebAssembly and native containers created by
the OpenFaaS serverless platform. We then focus on the function instantiation
times, before moving forward with evaluating the performance characteris-
tics during multiple concurrent executions of the same function. We finish
this section with a comparative analysis of the OCI image sizes for each test
between the two execution scenarios.

4.1 Serial Execution

To evaluate the serial execution performance of WebAssembly modules
deployed within a Kubernetes cluster and to compare it with the results
obtained from the OpenFaaS platform, all 9 functions were executed for 5 min-
utes using a single thread, thus limiting the number of concurrent requests to
1. Reuse of TCP connections among requests was explicitly disabled, as to not
skew the results. It should be noted that this execution scenario is less than
optimal for WASM and it is expected that containerized execution will offer
better results, since it has better sustained performance. In this test, the main
drawback of using containerization, which is the large cold-start delay, is elim-
inated because the container is already running when the request is issued. On
the other hand, in the case of Spin and WebAssembly, the function instance is
started once the request is received, the result is computed, and the instance
is brought down, offering true per invocation isolation. Despite this, with the
inclusion of this test we hope to provide additional clarification in terms of the
performance differences between a warm container instance and WebAssem-
bly, which together with the rest of the tests should paint a clearer picture
whether the potential benefits obtained by using WebAssembly in terms of
reduced cold start times are offset by the increased execution times. Figure 2
presents the mean response times per function for both Spin and OpenFaaS.

0.1404 Scenario
0.1331 — wasm

0.0798 0.0811

mes openfaas
012
5010
°
E
£
3008
£
T 006 it 0.0574
g esikd 00497
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Fig. 2 Comparison of Function Mean Response Times in Seconds between WASM (Spin)
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Judging by the mean response times, OpenFaaS offers faster execution in 6
out of 9 tests. WebAssembly modules are faster in the float-operation, fuzzy-
search, and user-manager tests. Interestingly, the two functions with outbound
HTTP capability, fuzzysearch and user-manager, have a better performance
as WebAssembly modules than native containers. Even though in the major-
ity of the cases the results are comparable, the highest difference in the mean
response times is exhibited for the aes and matmul functions. OpenFaaS offers
16.63% faster execution in the case of the aes benchmark and 27.56% in the
case of matmul. This result is expected, taking into account that they are both
processor intensive workloads.

Figure 3 plots all obtained response times across all executions with the
aim of evaluating the performance consistency of the two scenarios.

aes

float-operation

° fuzzysearch e DA

E linear-equations ——

_5 matmul |

g n-body ?

- prime-numbers ? Scenario
user-manager ——————ay4d & wasm

whatlang — openfaas
0.1 0.2 0.3 0.4

Response Time (s)

Fig. 3 Response Times in Seconds Across Different Serial Execution Runs

OpenFaaS exhibits less consistent execution performance, characterized
by higher unpredictability. Table 3 summarizes the standard deviation and
coeficient of wvariation for the serial execution response times across all
functions.

As shown by the table above, across all 9 tests, WASM exhibits lower stan-
dard deviation and coefficient of variation for the function response times.
In light of these results, it is worth mentioning that the OpenFaaS server-
less platform stack is more complex than the WebAssembly stack, since it
requires multiple additional components [63], including an intermediary gate-
way through which all requests are proxied, as well as monitoring agents
running on each node, helping with the scaling. The execution of these compo-
nents introduces additional nondeterministic load which might account for the
more variable execution times. In the case of WebAssembly, the only required
component is the Spin shim.

To verify the statistical significance of the execution results for WASM and
OpenFaaS, we used a nonparametric Mann-Whitney U test, with the following
two hypotheses and an alpha value of 0.05:
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Table 3 Comparison of Standard Deviation and Coefficient of
Variation for Serial Executions

Function SD! WASM  SD! OF?2 CV3 WASM  CV3 OF?
aes 0.0055 0.0068 0.0907 0.1312
float-operation 0.0045 0.0052 0.1124 0.1286
fuzzysearch 0.0137 0.0606 0.1029 0.4317
linear-equations  0.0047 0.0054 0.0935 0.1253
matmul 0.0051 0.0057 0.0885 0.126
n-body 0.0044 0.0057 0.1093 0.1451
prime-numbers 0.0044 0.0058 0.1099 0.1463
user-manager 0.0121 0.0131 0.1522 0.1608
whatlang 0.0044 0.0059 0.1083 0.1469

IStandard deviation
20penFaaS

3Coefficient of variation

e HO: the two populations are equal
e H1: the two populations are not equal

In all 9 cases evaluating the results from the different function executions,
the obtained p-value was smaller than 0.05, leading to the rejection of the null
hypothesis, and thus concluding the statistical significance of the results.

4.2 Function Instantiation

The time to instantiate a new instance of a given function is a very important
metric in serverless scenarios, especially in use-cases where a function needs to
be regularly migrated to different nodes (e.g., multi access edge computing) or
needs to scale up and down to meet a varying rate of invocations. To better
evaluate the total function instantiation time, we performed 100 deployments
of each function both for WASM and OpenFaaS, measuring the time between
when the Kubernetes API reported the pod as successfully scheduled and the
time it was started on the selected node. Fig. 4 shows the mean instantiation
times for all 9 functions across the two evaluated scenarios.

Fast deployments are one of the main advantages of WebAssembly, and this
is confirmed with the obtained results as well. WASM modules consistently
have around 2 times faster instantiation times than their container counter-
parts in the OpenFaaS case. This can be attributed to the more lightweight
software artifacts when it comes to WASM, discussed in more details in sub-
section 4.4 below. The smaller number of OCI image layers for WASM modules
not only conserves storage capacity, but also allows faster instantiation due to
the reduced time required for extracting the image archive. It should be noted
that the mean times presented in Fig. 4 do not include the response time of
the first invocation. To evaluate whether the first invocation after instantiation
offers worse results compared to sustained serial execution, we executed once
each function after deployment, before deleting it and repeating the instanti-
ation process. Fig. 5 shows the mean response times of the 9 functions being
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Fig. 4 Comparison of Function Mean Instantiation Times in Seconds between WASM
(Spin) and OpenFaaS

invoked immediately after their instantiation, once the pod has entered a ready
state.
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Fig. 5 Comparison of Function Mean Response Times for First Invocation after Instanti-
ation

The response times during a first invocation are higher, albeit to a small
extent, compared to those obtained during sustained serial execution, which
were discussed in details in Subsection 4.1. This is somewhat expected with
one potential reason being the caching behavior of the underlying operating
system. Interestingly, the time differences for the two functions with outbound
HTTP functionality, fuzzysearch and user-manager, has increased more sub-
stantially between WASM sustained serial execution, with WASM still being
faster. Additionally, WASM exhibits better performance in two additional
tests, n-body and prime-numbers, which was not the case previously. Both of
these functions were invoked with the same input parameters across all exe-
cutions, allowing the long-lived OpenFaaS container to have more efficiently
cached intermediary results across serial executions, previously. Since in this
scenario a new container is created from scratch for each invocation, this
advantage is no longer present.
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To test the statistical significance of the obtained results, we repeated the
same nonparametric Mann-Whitney U test described in the subsection evalu-
ating the serial execution peformance, reusing the hypotheses with the same
alpha value of 0.05:

e HO: the two populations are equal
e H1: the two populations are not equal

In all cases the obtained p-value was significantly smaller than alpha,
leading to the rejection of the null hypothesis.

In conclusion, WASM instantiation times are two times faster across the
board for all functions, while offering comparable execution performance,
especially for simpler workloads which are not CPU bound.

4.3 Concurrent Execution

To test the performance of the two execution environments under a sustained
concurrent load, each function was executed for a duration of 1 minute using
5 threads, each limited to 5 requests per second. In the most optimal case,
when the rate of incoming requests is less than the response time of a given
function (and thus no queuing is required), this translates to 1500 requests
in the time frame of 60 seconds. No automatic scaling strategies were applied
for OpenFaaS, and the default behavior of the Spin shim was utilized. As
discussed previously, Spin instantiates the WASM module upon each request
and shuts it down once processing is complete. Translating this behavior to
the described scenario, the 1500 requests per function are handled by 1500
different instances of the same WASM module, offering per request isolation.
In the case of OpenFaaS, a single long running container with an embedded
HTTP server is handling all the incoming requests.

Fig. 6 shows the results obtained during concurrent execution of the 9
functions for each of the evaluated scenarios.
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Fig. 6 Comparison of Mean Response Time during a Concurrent Execution between WASM
(Spin) and OpenFaaS
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Analyzing the figure, WASM shows lower mean response time for 4 func-
tions: float-operation, n-body, prime-numbers, and whatlang. In the two
functions which include outbound HTTP logic, fuzzysearch and user-manager,
OpenFaaS shows better performance, which was not the case during serial
execution of the same functions. One possible reason for this is the keep-
alive connection polling mechanism of the underlying HTTP library [64],
which is possible when multiple outbound requests are made from the same
long-running container in a short period of time, as is the case in this scenario.

The results from some functions such as n-body, prime-numbers, and what-
lang are very similar between both WASM and OpenFaaS. To test whether
a statistically significant difference exists, we repeated the nonparametric
Mann-Whitney U test with an alpha value of 0.05 and the hypotheses:

e HO: the two populations are equal
e H1: the two populations are not equal

Insufficient evidence to reject the null hypothesis was present in two cases:
n-body (p=0.23) and whatlang (p=0.25). In the remaining cases the obtained
p-value was smaller than alpha, leading to the rejection of the null hypothesis.

Fig. 7 compares the performance consistency between WASM and Open-
FaaS, visualizing all of the obtained response times.
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Fig. 7 Response Times in Seconds Across Different Concurrent Execution Runs

Similarly to the serial execution case, fuzzysearch exhibits a more incon-
sistent performance profile in the case of OpenFaaS than WASM. Focusing
solely on the the standard deviation and coeflicient of variation across all con-
currently executed functions, we see results that are very similar between each
other, with minor differences in terms of the computed values, as shown in
Table 4.

In conclusion, OpenFaaS offers better concurrent execution performance
compared to WASM when using an already warm container instance. However,
WASM offers true scale to zero behavior without incurring an additional cold
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Table 4 Comparison of Standard Deviation and Coefficient of
Variation for Concurrent Executions

Function SD! WASM  SD! OF? CV3 WASM CV? OF2
aes 0.0253 0.0205 0.2828 0.2711
float-operation 0.0201 0.02 0.3481 0.3356
fuzzysearch 0.0231 0.0227 0.1336 0.1506
linear-equations  0.0221 0.0195 0.2923 0.3097
matmul 0.0235 0.0195 0.2777 0.3004
n-body 0.02 0.0199 0.3347 0.3277
prime-numbers 0.0193 0.0187 0.3279 0.3102
user-manager 0.0233 0.023 0.212 0.2334
whatlang 0.0203 0.0193 0.3353 0.3159

1Standard deviation
20penFaaS

3Coefficient of variation

start delay, easier scalability, and comparable concurrent performance when
executing workloads which are not processor intensive.

4.4 Image Size Evaluation

The size of the software artifacts representing the functions to be executed is
an important parameter when discussing serverless platforms and runtimes.
Taking into account that serverless platforms, in production environments, can
span across hundreds of nodes, and that functions need to be instantiated on
multiple nodes either due to scaling or migration, large artifacts can have a
significant impact on network traffic, storage requirements, and even process-
ing power, in case they are transferred in an archive format (for example OCI
images). Both the Spin shim and OpenFaaS work with the OCI image format,
allowing for a comprehensive comparison between the image sizes for the func-
tions. Whereas Spin only requires the WASM binary and a manifest file to be
present in the image, the recommended OpenFaaS templates include additional
supporting tools, and are based on slimmed down versions of OCI operating
system images (alpine or debian-slim). Table 5 shows the size difference in
kilobytes between the WASM and OpenFaaS OCI images.

A notable size increase is present in the case of Rust based functions since
despite optimizations to the Dockerfile of the OpenFaaS template and intro-
duction of two-staged builds, we still had to use ”debian:bullseye-slim” as a
base image. In the case of the Go functions, a more lightweight ”alpine” base
image is used. Nevertheless, as a result of using such base images, the Open-
FaaS artifacts are at least an order of magnitude larger than their WASM
counterparts. This can directly translate to higher costs for storage, increased
utilization of network links, larger cold start times, and higher CPU utilization
along with an increase in energy consumption during the unpacking process of
the images.



Springer Nature 2021 BTEX template

20 WebAssembly Orchestration in the Context of Serverless Computing

Table 5 Comparison of OCI image sizes between WASM and
OpenFaa$ in kilobytes

Function WASM Size (KB) OF! Size (KB) Increase?
aes 132 8780 x66.52
float-operation 122 8790 x72.05
fuzzysearch 712 52620 x73.9
linear-equations 161 8920 x55.4
matmul 134 8850 x66.04
n-body 562 50970 x90.69
prime-numbers 675 50950 x75.48
user-manager 733 52500 x71.62
whatlang 753 51040 x67.78
1OpenFaaS

2Size increase of the OpenFaaS OCI image compared to WASM

5 Conclusion

The lack of a comprehensive orchestration framework for WebAssembly mod-
ules is one of the last remaining hurdles that needs to be overcome before
WebAssembly can be used as a serverless runtime technology for deployment
of functions at scale, on par with other alternatives. To this effect, we extended
the popular container orchestrator Kubernetes, allowing it to be used for man-
aging WebAssembly modules, in addition to containers. Using a software shim
which allows the containerd container runtime used by Kubernetes to interact
with the Spin WebAssembly runtime, along with a new and dedicated Kuber-
netes operator for managing WASM workloads, we presented a solution that
allows WASM serverless functions to be deployed using Kubernetes. The pre-
sented modifications do not require any changes to the underlying Kubernetes
API, thus keeping compatibility with existing tools and application managers,
allowing them to be reused in this new context.

The fact that at this point WebAssembly does not offer complete feature
parity with more mature execution environments is expected to be resolved
in the future, as more WebAssembly proposals are fully implemented and
adopted by the WASM runtimes. The lack of certain specific features does not
prevent the use of WASM for serverless functions, and the core functionality
is already available. We feel that it is important to tackle the orchestration
problem as early as possible, which might also lead to increased interest in this
technology and thus grater adoption. This is also supported by the fact that
the proposed solution for orchestrating WASM modules using Kubernetes is
modular, allowing newer and more advanced WASM runtimes to be used once
they become available, integrating them in the same way, through the use of
software shims.

Results from the performance benchmarks conducted using a set of 9
benchmarking functions deployed both as WebAssembly modules using the
Kubernetes WASM operator, as well as standard containers deployed using
the OpenFaaS serverless framework confirm that WASM can indeed be seen
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as a viable serverless runtime. Taking into account that each request is served
by a dedicated instance of the WebAssembly module, the presented solution
offers comparable execution performance to container based alternatives for
most workloads, while offering per invocation isolation, and drastically smaller
storage footprint. The software artifacts for WASM modules are at least an
order of magnitude smaller than the traditional OCI images for containerized
serverless functions, since they do not require any underlying layers, and can
be constructed from a ”scratch” one. This leads to drastically reduced stor-
age requirements, as well as faster deployment times in case the artifact is not
yet present on the given compute node. Experiments show that WASM mod-
ules have at least 2 times faster instantiation times compared to containers,
even when the software artifacts are already preloaded on the nodes, and no
external network connectivity is required.

In conclusion, WebAssembly has a great potential to be used as a run-
time environment for multi-tenant serverless functions which are frequently
invoked, require elasticity, and are not computationally intensive. The dras-
tically reduced cold start times, coupled with smaller artifact sizes, native
scale to zero capability, and per invocation isolation make WebAssembly the
preferred choice for such scenarios. For serverless functions with processor
intensive workloads, containers offer better performance, and for more com-
plex workloads the time savings as a result of the faster instantiation time of
WASM modules can be offset by the longer execution times. This supports the
conclusion that at least for the time being, WebAssembly should be used in
tandem with existing serverless runtime technologies, and not as a complete
replacement for them. As a result of these findings, we plan to design a high-
level, multi-tenant, serverless platform in the future, which could be directly
accessed by multiple groups of users, allowing them to choose the most opti-
mal runtime environment for their function during the function deployment
process.

6 Threats to Validity

We strove to mitigate to the extend possible any potential threats to validity
to the presented results during the design and execution phases of the research.
To this effect, all tests were executed on completely uniform set of bare-metal
nodes, with the exact hardware configuration. All of the OCI images required
for instantiating the serverless functions were preloaded beforehand on the
nodes, as to eliminate any outside influence on the function deployment times
which would not be controllable. The functions which required outbound net-
work communication to connect to BaaS services such as object storage and
external databases reachable via a REST API, did so using local instances of
those services, hosted in the same local area network. We recognize that the
benchmarking functions might not be optimized to the full extend possible
in terms of execution performance, but since the same version was executed
across all nodes and both scenarios (both WASM and OpenFaaS) this makes
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the obtained results relevant when compared with each other. Finally, the
presented results are representative of the software component versions avail-
able during the time when the research was conducted. It is expected that
additional performance improvements will be available in the future, in newly
released versions of the software.
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