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ELECTRONIC BANKING IN MACEDONIA

Biljana Petrevska!

Jasmina Mishoska?

Abstract

The objective of this paper is to analyse the electronic banking in
the Republic of Macedonia. This paper is going to describe the concept
of electronic banking and the Strategies that commercial banks in the
Republic of Macedonia are using in their daily operations, and it will
suggest the necessary reforms in the Juture in order to fully implement
this concept in the Republic of Macedonia. It will consist of 4 parts. The
Jirst part of this paper will be an introduction to the framework that will
explain the subject of research, while in the second part we will analyze
in detail the concept of electronic banking and its characteristics. In the
third part of this paper we will explain the implementation of the system
of electronic banking in the Republic of Macedonia. F inally, in the
Jourth part of this paper “Conclusion”, we are giving our basic
conclusions that will arise Jrom our paper.

Keywords: bank, Strategies, electronic banking, commercial
banks in the Republic of Macedonia.
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ELEKTRONSKO BANKARSTVO U MAKEDONI1JI

Sazetak

Cilj ovog rada Je da se analizirg elektronsko bankarstvo
Republici Makedoniji. Ovaj rad ¢e opisati koncept elektronskog
bankarstva i Strategije koje komercijalne banke y Republici Makedoniji
koriste u svakodnevnom poslovanju, i predioziti neophodne reforme 1

Kljucne  reci: banke, Strategije,  elektronsko bankarstvo,
komercijalne banke 1, Republici Makedoniji.

L. INTRODUCTION

The world we live in today is constantly evolving and adapting to
the new demands of modern society. Scientific and technological

financial institutions can do much more to get closer to its customers
and to adapt their operations to their wishes. The creation of electronic
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they put the products closer to the offices and homes of potential
customers worldwide.?

The electronic money however, represent any electronic medium
- material, device, or system in which payment is executed by the
transmission of electromagnetic stored information.

Methodological, this paper is based on data and experiences that
shape the basic thesis of the specificity and importance of electronic
business. In the research and drafting of the paper will be implemented
more scientific research methods such as historical method,
comparative analysis, methods of logical lock, analytical and synthetic
method, document analysis and more online pages, all in order to
determine the progress of the Republic of Macedonia in this regard.

2. THE CONCEPT OF ELECTRONIC BANKING AND ITS
CHARACTERISTICS

According to the Decision of the information security of the
bank's, electronic banking is defined as the supply of banking services
and products through interactive electronic communication channels,
such as access to financial information, products and services,
execution of banking transactions and etc.*

According to the European Central Bank, the term electronic
money means electronically stored monetary value of the device that is
widely accepted as a means of payment and can be used for payment to
a third party other than the issuer of the device, without the need in the
process payment to use bank accounts, but the same payment is used
by undertakings other than the issuer. 3

This definition is accepted by the National Bank of the Republic
of Macedonia (NBRM), so that all payment operations in the country
are in accordance with the instructions for submitting data on payment
transactions by payment operations must submit data among other

3 Todorova S., “Osnovi na marketing ", Praven fakultet “Justinijan Prvi”, Skopje,
2009, str. 72-78.

“National Bank of the Republic of Macedonia, “Decision of the information security
of the bank”, (“Official Gazette™ of RM No.31/2008, 78/08, 31/09,74/12), 2008, p.6.

3 Www.ccb.inl/home/glossarv/html/g’losse.en.html#32, Accessed at 5.4.2018 in 12:00.
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things, for use of cards with the function of electronic money according
to the definition above.

Electronic banking is an alternative that allows banks to make
them more accessible and cheaper their traditional products and
services to end users via etc. electronic channels. Electronic banking is
not just a specific type of electronic business which is typical for banks

but at the same time it is the basis for the promotion and popularization

electronic banking basically are establishing two types of relations
depending on the end user for which it is intended, namely®:

1. Electronic banking for legal entities (business to business -
B2B), and

2. Electronic banking for individuals (business to customer -

B2C).

The development of electronic banking was due to more
extensive application of computer and telecommunications technology
in the processing and transmission of data and information. AJj these
technologies carry big evolutionary and technological changes in the
functioning of banks and other financial institutions. So, this process
leads to the introduction of new procedures and technologies that bring
new challenges and Opportunities.

The outgoing purposes of electronic banking were:’

" the development of electronic payments in order to reduce
payments by checks,
and use of other forms of cashless payment and cash;

* toreduce operating costs by reducing the workforce;

" to allow automatic depositing and withdrawing cash through
remote terminals ji.e. ATMs;

" toallow computer payment services;

-_— 0O

% Deutsche Bundes Bank, “Electronic banking from q prudential supervisory
perspective” - Deutsche Bundes Bank Monthly Report December 2000,

7 Zdravkova Zivaljevic V., “Electronic money and the development of electronic
banking”, Economic Faculty, UKIM, Skopje, 2008, p.21.
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* to develop transactions for the disposal of wages, pensions,
etc., by
electronic means;

" to introduce systems for electronic payment of bills without
using checks and cash;

" to develop a range of services and to create new sources of
income; and

" toincrease existing market and number of customers.

However, in the 1960s, American Multinational Corporation
Technology and Consulting developed magnetic tape which can store
data that could be used by plastic card for electronic reading.®

Today, electronic banking can be also defined as the provision of
banking services and initiating and efficiency of payments through the
banking system via electronic means and other advanced technologies.
9

The technological revolution especially contributed to the
development of electronic operations of banks into two main parts,
namely:'©

* Electronic keeping interbank things, and
* Electronic conduct of operations with customers and on theijr
account: retail banking and corporate banking.

The main change that occurred in banking is actually the
possibility of electronic payment, which includes the development of
specific tools with which you carry out these payments. In traditional
systems of paying retail there are severqa/ systems for electronic funds
transfers that today many are used, which are: ATMs, EFT/POS
systems and electronic cards. Among the new instruments and
mechanisms of the Internet are: intelligent cards, digital money and
micro transactions, '

% Shah Mahmood, Clarke Steve, “E-Banking management. Issues, solutions and
Strategies ", Information Science reference, New York 2009, p.10.

? Apostolos Ath. Gkoutzinis, “/nternet banking and the law in Europe: Regulation,
Financial Integration and Electronic Commerce ", Cambridge University Press, New
York 2006, p.7.

" Ibid, p.4.

"' Temjanovski R, “E-business”, European University, Skopje, 2009, p.222.
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The basic distribution networks in electronic banking today are:'?

* ATM (Automated teller machine) systems (ATMs);

* POS (Point of sale) terminals or EFTPOS (Electronic funds
transfer at point of sale);

* Home banking;

* Telephone banking;

* Online Banking PC-based Intranet;

* Internet banking;

* Mobile Banking; and

* Home office banking.

The future of electronic banking and its implementation will
certainly depend on the organizational infrastructure in the banking
sector. Because electronic money require new organizational forms and
the creation of a new architecture, comes to new organizational roles
and jobs. The solutions are based on the principle of networking of
people, organizational, technological and information infrastructures.
However, this does not mean that the traditional banking business lost.

So, we think that the main characteristic of electronic banking is
the introduction of electronic transfer of funds. Today instruments of
payment in paper form is increasingly reduced and removed from
service, and instead is increased the use of payment instruments in
electronic form. Namely, electronic payments today are performed at
high speed in relation to the applied methods of the past.

3. THE IMPLEMENTATION OF THE SYSTEM OF
ELECTRONIC BANKING IN THE REPUBLIC OF
MACEDONIA

Today, the banking sector as the most important part of the
financial system of any country, in the Republic of Macedonia consists
of 18 banks and 11 savings banks. '

Llectronic banking service of Stopanska Banka AD Skopje
allows from home, from office or from anywhere with Internet access,

12 Petrevski G., “Managing bank ", Economic Faculty, UKIM, Skopje, 2011, p.341.
13 https://www.finance.oov.mk/files/ul I/institucii_bankarski sistem 0.pdf,
Accessed at 6.4.2018. in 12:00.
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to perform financial transactions or to inspect the situation and reports
of accounts and credit and deposit products of the bank.

Electonic banking of Stopanska Banka AD Skopje takes place via
encrypted communication between the client and the bank through the
Internet. For this electronic banking service Stopanska Banka AD
Skopje uses its own programming solutions and the highest standards
of security identification. To use this service you need to have a
computer connected to the Internet and log into one of the bank's
branches.

What are the opportunities/services within the electronic banking
service?'4

* Monitoring of accounts (in real time);

* Monitoring of transactions through accounts;

* Taking excerpts from the accounts (in several file formats);

* Payment on several grounds by order PP-3( (via KIBS, MIPS
or IBSP);

* Payment of obligations to the treasury account PP-50);

* Processing of wages for employees with PP-53;

* Payment abroad in foreign currency in 1450 with a warrant;

* Buying and selling foreign currency to e-banking;

" Easy payments between own accounts just by selecting from
the drop down menu;

" Payments with pre designed templates for commonly used
overheads or loan products of the bank;

" Appointment of accounts with alias names for easier
identification in payments;

* Create custom templates for orders that are commonly used;

* Searching and sorting of orders generated in electronic
banking service using different criteria.

Internet Bank of Komercijalna Banka AD Skopje is automate
business process in the bank. Internet bank is not required to change
existing work processes, procedures and practices of the company's
employees. All phases of the input tax, its signing and forwarding to be
accomplished, are part of the work of Internet bank in a way that

14 htt)://\\/WW.slb.com.mk/elel

7.4.2018, in 12:00.
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corresponds to the process in writing. Unlike many other Internet banks
which include complex systems of multiple software components and
limit the connectivity and operation with the bank solely from

Internet Bank of Komercijalna Banka AD Skopje is the sole
provider of complex policies of signature, i.e. real reflection of the
policy of signing paper orders submitted through the Internet.
Customers decide for themselves about the limits on the amounts that a
signer can sign as well as the required number of signatures for a given
amount of the levy, which reduces the possibility of internal fraud and
fraud in the bank, and is also getting higher level of control of financial

approval of payment, 'S

NLB Klik— electronic banking for individuals enables fast, simple
and reliable execution of banking services through any computer
connected to the Internet.

Depending on your needs you can choose between two packages
of NLB Klik which are: Mini Click and Maxi Click.

Mini Click - is a package that is used with the username and
password. With it you can check the status of accounts and pay monthly
overheads.

Maxi Click — is a complete package for electronic banking that is
used by the token. With this package you can check status of bills to
pay monthly utility costs, payments to all natural and legal persons -
participants in the payment operations, to pay obligations on credit
cards and loans and transfers funds between different accounts.'¢

-_— 00O

15 Komerci jalna Banka AD Skopje, “Opportunities of Internet Bank of Komercijalna
Banka AD Skopje™, Skopje, 201 0, p.8.

16 www.nlbtb.com.mk/DeI"ault.as X?mid=145&I1d=1 » Accessed at 8.4.201 8,1in 12:00.
T A elaultaspxmid=145&I1d=|
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There are 2 types of tokens for generating one-time password
when payments via NLB Klik - electronic banking, including: NLB
mToken and NLB Token.

NLB mToken is a software application for mobile phone which
Serves to generate one-time passwords for user authentication and
confirmation of payments via NLB Klik. The password that is
generated by NLB mToken can be used only once for a single payment
or a notice. To generate a one-time password with NLB mToken you
must entered PIN number which was previously determined. NLB
mToken application is the same as the device NLB token, just instal] a
cell phone and it's more convenient and accessible for use.

NLB Token is an electronic device for generating one-time
passwords. The password generated by the NLB Token is used only
once for a single payment or a notice, whereas its importance at the time
of generation time is very short. To generate a one-time password token
with NLB, you initially putting Visa Electron card identification in
Token NLB which is enabled, and then enter a PIN number to use when
you withdraw cash from ATMs and payment of sales outlets. NLLB
Token is a combinational device because it can be used by more than
one user. Also, if you lose it, there is no danger of abuse, !’

Electronic Banking of Halkbank offers's:

* archive extracts from the opening of the denar transaction
account;

" overview of daily transactions;

" overview of realized orders and their grouping according to
different criteria for making analyzes according to customer
needs;

" input, signing and processing all types of non-cash orders -
PP30, PP50, PP53; and

" creating templates for payments.

Internet service of Silk Road Bank is designed in order to allow
quick and easy access to the bank account that offers!®:

17 www.nlbtb.com.mk/Default.as DX?mid=149&I1d=1, Accessed at 8.4.2018, in 14:00.

13 http://ww \rv.‘hallx'bank.C()mAmk/elektronsko—bankarslvo.ns X, Accessed at 9.4.2018,
. —————===udlIkdISvVo.nspx
n 12:00.

' https://silkroadb
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* free access to customer funds;

® performing bank transactions at any time;
* fast and secure cashless payment;

® free internal payments;

* free insight and lessons learned; and

" the lowest commissions.

Electronic banking in the Republic of Macedonia in the last two
Yyears is in continuous development. A growing number of people accept
it as the only way to pay its obligations.2° Sure, it is great advantage
instead of waiting queues in the banks, All you have to do s your bank

Certainly each bank promotes its own way of payment, with
different features and prices of services. We have tried to make a little
comparison of several banks in the Republic of Macedonia offering
electronic banking for individuals, namely:

1. Stopanska Banka AD Skopje

Appearance of the solution is great, easy to use and seemingly
everyone could use without any problem. The cost is relatively cheap,
i.e. for 50 denars you receive a CD with the digital signature, and key

2. Komercijalna Banka AD Skopje

-_— OO

Www.investicii.com mk/index.php?option=com content&view=article&id=
245:2()()8-()6-3()-()‘)-4()—4()&calid:65:2()()8-()6-3()~lO-38-53&ltemid=] 16, Accessed

at 10.4.2018, in 12:00.

20

55



The look is quite satisfactory, with minor difficulties that you can
manage. The digital signature can get the USB token that will cost 1500
denars or you can request a free get 40 codes that will use for payment.
After you spend your free codes again ask for new codes. Prices for
services are slightly more expensive than Stopanska Banka AD Skopje,
but still cheaper than going to the counter. Interestingly is the decision
to pay your bills or Komercijalna Banka AD Skopje has a service that
is directly connected to systems such as Telecom, EVN etc. Namely by
entering your name and account, the system will immediately show you
how much you need to make payments accordingly to your account.
Also helpful are the messages that themselves create, in addition to the
existing set up by the bank.

3. NLB Tutunska Banka

We do not have tested the solution, but according to the data
received, the organization templates and samples are similar to the
previous two banks. Prices are similar to Komercijalna Banka AD
Skopje. Medium on which is placed the key and the signature is a USB
token that will cost you 750 denars.

4. ProCredit Banka

Although the service is more expensive than previous banks,
however great advantage is in terms of waiting on queues in banks.
Medium you receive the signature is USB Token and will costyou 1300
denars, and one-time use of the service will cost you 100 denars per
month.

4. CONCLUSION

Electronic banking is an alternative that allows banks to make
more accessible and cheaper their traditional products and services to
end users via etc. electronic channels. Electronic banking is not just a
specific type of electronic business which is typical for banks but at the
same time it is the basis for the promotion and popularization of other
kinds of electronic business such as electronic commerce.

No doubt, the Internet has forever changed our lives. Availability
of communication affects not only the way we work, but also how we
communicate with banks. Comfort, flexibility, speed and availability
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have become a priority to any customer who seeks an effective way to
guide personal finance. Now there's no waiting for hours in the bank
queue. Electronic banking has become a true "haven" for temperament.
busy, and sophisticated persons.

Electronic banking prolongs people's lives. No more unnecessary
hassles for your time coincides identical to that of the bank, no hassles
if you lost the copy of the paid bill and no hassles if you're stuck on a
business or a private trip, so you miss the deadline for payment of the
installment of the loan.

Electronic banking service differs from bank to bank, but in fact,
it means all of the following services:

* Online-insight into the account balance, the cards, loans and
other
debt;

® Online-insight into the turnover of accounts;

* Online-transfer money to accounts within the bank and outside
of it;

* Online-payment of bills, loan installments, coverage minus the
current account; and

* Online buying and selling foreign currencies.

Almost all banks in the country offer the above services for
electronic banking. However, to use these services you need to sign a
contract with the bank in which clearly defined the conditions, rights
and obligations when using such services. In most cases, the activation
of these services are free for customers. If you consider the average
recovery of commission in the mail or at the counter of a bank for
paying utilities or telephone, it is clear that with electronic banking you
can save some money.

Inrecent years, electronic banking increasingly gains momentum,
especially in terms of safety. Sophisticated encryption when using
different devices (digital certificates, CDs, smart cards, etc.) provides
security and privacy of data, which is the first and key requirement for
the use of electronic banking. The use of devices for security of
transactions in most of the banks is free, but pay attention to the fact
that some banks may order you once to pay, because you have collected
such a device when signing the contract.
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However, in the future the electronic banking in the Republic of

Macedonia to start mass use is necessary to pass a longer period to
accommodate generational change, generations open to learning, and
generations that accept novelties.?!

10.
11.
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