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Abstract—The serverless pay-as-you-go model in the cloud
enables payment of services during execution and resources used
at the smallest, most granular level, as was the initial idea
when setting the foundations and concepts of the pay-as-you-go
model in the cloud. The disadvantage of this method of payment
during execution and the resources used is that it is subject to
financial damage if we have an attack on serverless services.
This paper defines notions for three types of attacks that can
cause financial damage to the serverless pay-as-you-go model and
are experimentally validated. The first attack is Blast DDoW
- Distributed Denial of Wallet, the second attack is Continual
Inconspicuous DDoW, and the third one is Background Chained
DDoW. We discussed financial damages and the consequences of
each type of attack.

Index Terms—distributed denial of wallet, serverless, FaaS,
DDoS, pay as you go model

I. INTRODUCTION

The Pay-as-you-go model allows us to pay only for the
services we use. However, this term is general and covers many
services that are in the cloud. Each of these services defines
the payment model differently. Some of the dependencies on
the payment model can be which services are from laaS, PaaS,
FaaS, or SaaS [I]]. If we use a virtual machine service pay-
as-you-go model, it will mean that we pay for what we use
in terms of virtualization and do not pay for hardware man-
agement and operations. However, for the system deployed
inside the virtual machine, we will also pay for the time when
the application is not used, i.e., we do not have requests that
arrive at the system. The disadvantage of this method is that
we will pay for the time for which our system does not work
effectively. The advantage of such a system, which is deployed
in a virtual machine and is not paid during the execution of
the request and the resources it uses, as in certain serverless
[2]] services, is that if we have an attack, the financial damage
that will be inflicted is independent of the number of requests
coming to the system. Serverless services have a pay-as-you-
go model that depends on the execution time of an individual
workload and the resources used, which means it is subject to
attacks such as DoS, DDoS [3] or tests - Load Testing, Stress
Testing, which will cause financial damage. The advantage
of serverless services is that many of them are flexible and
automatically scalable, which causes an increase or decrease in
the resources needed to meet a specific workload. If we have
an attack, the resilience of serverless services will cause an
increase in resources to satisfy the workload, which will have
even more significant financial damage. Suppose we have a

flexible system that can satisfy a large workload. In that case,
a Distributed Denial of Service Attach type attack can turn
into a Distributed Denial of Wallet (DDoW) [4] attachment
on a serverless pay-as-you-go model. This paper defines three
types of attacks on the serverless pay-as-you-go model. The
first one is Blast DDoW, which is Distributed Denial of Service
attachment that generates a large workload in a short period
and maximizes the use of configured service resources. The
second type of attack is the Continual Inconspicuous DDoW
which generates a small workload over a long period, making
it much more difficult to detect than the Blast DDoW, causing
less financial damage. The third type of attack is Background
Chained DDoW which refers to a group of serverless services
that are somewhere in the system’s background. However,
we do not know their endpoint and have no access to that
service, but we take advantage of the fact that these services
can be triggered by actions taken on our part. An example of
a Background Chained DDoW would be automated browsers
like Selenium [S] to create several users requests that in the
background would trigger a chained reaction to one or more
serverless services. The paper is further organized as follows.
An overview of similar attacks on serverless services is given
in Section II. The system is described in Section III with
details on methods - experimental architecture, experiments,
and evaluation methodology. Section IV addresses results from
the experiments, Section V discusses the results, and Section
VI concludes with a perspective on future work.

II. RELATED WORK

With the appearance of serverless technology, the security
vulnerabilities and challenges of the technology are revealed.
Some papers define and explain the potential security problems
of serverless technology.

A. DDoS in Cloud computing

Survey on DDoS Attacks and Defense Mechanisms in Cloud
and Fog Computing [6] categorizes DDoS attack strategies,
and exhausting victim resources is one of them. This category
of DDoS attacks is the one that corresponds to the three types
of attacks that are defined in this paper, consuming resources
and thus causing significant financial damage. Agrawal and
Tapaswi in [[7] discuss how the attackers exploit the cloud
computing features to launch various DDoS attacks. This
survey considers the high-rate and all the possible variants
of low-rate DDoS attacks in a cloud computing environment.
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Blast DDoW and Continual Inconspicuous DDoW defined in
this paper correspond to the categorization of high-rate and
low-rate DDoS attacks, respectively.

B. DDoS and DDoW - Serverless

Denial of Wallet, forced financial exhaustion is defined In
[4]. This work defines and identifies the threat of Denial of
Wallet. The serverless platform used to execute functions is
OpenFaaS, a mock application that will trigger the functions
on OpenFaaS runs on Apache Server 2.1. They presented
Theoretical damage analysis with the official cost guides for
each platform they use; AWS Lambda, Google Cloud Func-
tions, Microsoft Azure Functions, and IBM Cloud Functions.
Linear increase of costs incurred with Google Cloud functions
resulting in the most significant charges followed by AWS
Lambda, IBM Cloud Functions, and finally Azure Functions.
With 1000 nodes, a slow rate attack of 2000 requests per
hour will cost an application owner roughly $40,000 after one
month and between $400,000 and $500,000 if left unchecked
for a year. Ten thousand nodes will do the same damage
in one month that 1000 nodes would do in a year [4].
OWASP released a report [8]] about the most common attacks
and risks associated with serverless. Vulnerabilities can be
exploited to initiate Blast DDoW and Continual Inconspicuous
DDoW. OWASP stated that logging and monitoring enable
cyberattacks to go unnoticed as consumers cannot identify
that their applications have been compromised or that their
services are used for illicit purposes. We exploit this flaw
in our paper on the Continual Inconspicuous DDoW attack,
executed for an extended period, to cause long-term financial
damages and to be unnoticed precisely because of the flaws
in logging and monitoring. In [9] a new framework for secur-
ing serverless applications was proposed called SecLambda.
Using SecLambda, three security functions are developed for
modeling and monitoring application behaviors, obfuscating
credentials in requests, and rate-limiting, in order to prevent
flow injection attacks, data leakage, and DoS attacks [9].

III. METHODS

The solution architecture of the three types of attacks on
serverless services defined in this paper is shown in Fig. [T}

A. Solution architecture

Blast DDoW and Continual Inconspicuous DDoW are at-
tacks on an already known public service address. Back-
ground Chained DDoW can be Blast DDoW or Continual
Inconspicuous DDoW, but the difference is that we do not
know the URL address of the serverless service, and we
are not authorized to access the service. To generate work-
load to serverless services in Blast DDoW and Continual
Inconspicuous DDoW we use Workload Generator which
generates and sends workload to DDoW target service. The
implementation of Workload Generator is serverless and uses
multiple serverless services in the cloud to be able to generate
a large number of requests per second, but the architecture and
implementation of this generator is not discussed in this paper.
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DDoW target service in the experiments was Google Cloud
Function which has 1000ms execution time, 256MB memory
allocated, CPU 400MHz, minimum instances 0, and maximum
instances 3000. Background Chained DDoW attack can also
be Blast DDoW, to generate a large number of requests, or
Continual Inconspicuous DDoW to generate a small number
of requests to the serverless service but in large time periods of
days, weeks, months, and even years, which will cause long-
term financial damages. Since we do not know the URL of
the service or we are not authorized in this type of attack,
browser automation can be used. The browser automation via
the user interface will cause the triggering of one or more
chained serverless services in the cloud. In this paper, Blast
DDoW and Continual Inconspicuous DDoW will be evaluated
experimentally because Background Chained DDoW can be of
both types and is a combination of multiple serverless services
that are triggered in the background.

B. Experiments

1) Blast DDoW : This experiment ran for 30 minutes.
The Workload Generator is configured with the number of
requests per second, target URL of the serverless service,
setting for how long the Workload Generator will work, and
other settings. The implementation of Workload Generator
itself has a certain delay when the serverless instances that
will generate the calls are raised. The goal of this experiment
is to generate as many invocations per second as possible.
The value we will target is 3000 invocations per second. The
Workload Generator is capable of generating more invocations
per second, but for this experiment we will focus on 3000.
This experiment should generate a large number of requests
to the service in a short period of time that would cause large
financial damages and Denial of Service until the attack is
discovered.

2) Continual Inconspicuous DDoW: The experiment ran for
24 hours. The goal of this experiment is to generate a small
number of invocations per second but over a long period. The
experiment ran for 24 hours and is supposed to model the
financial damage if such attacks were carried out for days,
months, or years without being noticed.

3) Background Chained DDoW: This type of attack can be
one of the previous Blast DDoW or Continual Inconspicuous
DDoW. Also, it can be a combination of several serverless
services that are chained and are the target of the attack
without knowing their URLs. However, they are not public,
and we are not authorized to access them, so we use browser
automation to trigger a chained reaction that will trigger
serverless services in the background. In this paper, we will
not evaluate Background Chained DDoW because it depends



on several factors, such as which and how many serverless
services are used and how they are connected. Since we do
not know the public URL of the service and are not authorized
to access it when we carry out the attack directly, we do not
know exactly which services we are using, so we do not even
know how much the financial damage would be.

C. Evaluation methodology

In both experiments, we will evaluate the financial damage
from the attacks. Price per day for the number of invocations
per second and active instances will be considered evaluation
metrics. The invocations per second and active instances will
help evaluate how serverless services’ resilience will affect the
attacks’ financial damage.

Price per day for number of invocations per second -
what will be the financial damage for one day if we have a
number of invocations per second all day. Abbreviations: SPD
— Seconds per day, IPS — invocations per second, TOI — Total
number of invocations. 24 x 60 x 60 = 86400SPD, SPD -
86400, TOI = SPD x IPS. Invocations: TOI, Minimum
number of instances: 0, Maximum number of instances: 3000.
Price estimate per day is calculated using Google Cloud
Pricing Calculator [10] for Google Cloud Function [[11].
Active instances — with the increased number of IPS, a
greater number of active instances will be launched, so we
will be able to evaluate how the increased number of IPS and
the increased number of active instances affect the financial
damage.

IV. RESULTS

For both serverless pay as you go model attacks, results
were obtained for price per day for number of invocations/s
and active instances.
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A. Blast DDoW

Fig. ] presents the invocations/s for Blast DDoW and
how they affect the price that will have to be paid to the
cloud provider due to the attack. For the average number of
invocations/s 1982.10, the price per day is 856.75 USD. For
the Min number of invocations/s 308, the financial damage
from the attack is 133 USD per day. For Max number of
invocations/s 2949, the financial damage from the attack is
1274 USD per day. The Blast DDoW type of attack can cause
significant financial damages in a short period if our serverless
services are not protected. Fig. [3] shows active instances of
Google Cloud Function for the Blast DDoW attack type. We
can see that the maximum number of active instances launched
during the attack is 3000. This means that this attack caused
the launch of the maximum number of theoretically possible
active instances of Google Cloud Functions.

B. Continual Inconspicuous DDoW

Fig. [] presents the invocations/s for Continual Inconspic-
uous DDoW and how they affect the price that will have to
be paid to the cloud provider as a result of the attack. For
the average number of invocations/s 155,347, the price per
day is 63.65 USD. For Min number of invocations/s 8.55,
the financial damage from the attack is 3.50 USD per day.
For Max number of invocations/s 160, the financial damage
from the attack is 65.79 USD per day. This type of attack
can cause minor but long-term financial damages. The results
shown in Fig. [ are from a 24h attack with an average of
155 invocations/s. Fig. [5] shows active instances of the Google
Cloud Function for the Continual Inconspicuous DDoW attack
type. We can see that the average number of active instances
launched during the attack is 304. The implementation of
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the Workload generator allows for the generation of a lin-
ear number of invocations/s with a standard deviation of 8
invocations/s for 24h as the Continual Inconspicuous DDoW
attack was executed. The execution time of the DDoW target
service for both Blast and Continual Inconspicuous DDoW is
a linear time that corresponds to the set value for executing the
function, which is 1000 ms. DDoW target service is scalable.
With the increase of the workload, the throughput increases,
and response time is nearly constant (Blast DDOW SD = 0.1s,
Continual Inconspicuous DDoW SD = 0.004s).

V. DISCUSSION

The three types of attacks on the serverless pay-as-you-
go model defined in this paper can cause sizeable financial
damage. Smaller companies, startups, and even large compa-
nies can suffer significant damage from this attack, which can
be both DDoS and DDoW simultaneously. The first type of
Blast DDoW attack sends many requests per second, which
can be detected because monitoring metrics can be observed.
Blast DDoW tends to cause significant financial damage in a
short period, which is why it is possible to have a denial of
service if the serverless service does not scale well or there are
other services after the serverless service that cannot handle
the increased workload. The second type of attack, Continual
Inconspicuous DDoW, is intended to be executed over a long
period and at a lower intensity, making it inconspicuous but
causing financial damage in the long run. The third type of
Background Chained DDoW attack can be Blast DDoW or
Continual Inconspicuous DDoW in that we do not have direct
access to call the serverless service, we are not authorized,
or we do not know precisely how many and what kind of
serverless services exist in the background. With this type of
attack, with the help of browser automation, and automation
of user interface actions, we want to cause the triggering of
a chained reaction that will cause the execution of serverless
services. One example is if we assume that a client application
for user registration in the background uses a serverless
service. With the help of browser automation like Selenium
[5] or its alternatives, we can create users. We can use one
of the services that create temporary email addresses. Such
automated creation of users in the form of either Blast DDoW
or Continual Inconspicuous DDoW attacks in the background
will cause the serverless service to run. For example, this
service can apply some algorithm to the image attached during
creation by the user and save it in Cloud Storage. Then there
can be a serverless service that processes the entered user
registration data and saves it.

1) Example - Blast DDoW: The average number of in-
vocations/s from the Blast DDoW experiment is 1982.10
invocations/s. If we execute the attack for 2 days, the financial
damage will be 2 x 856.75 = 1713.5USD.

2) Example - Continual Inconspicuous DDoW: The average
number of invocations/s from the Continual Inconspicuous
DDoW experiment is 155,347 invocatons/s. If we execute the
attack for 1 month, the financial damage will be 30 x 63.65 =
1909.5USD.

These are rough calculations and estimate the financial damage
that may occur. The financial damage from the attacks is in US
dollars, and the effective date for the price of cloud provider
services is 2022-06-29.

VI. CONCLUSION

This paper presented three serverless pay-as-you-go model
attacks and experimentally verified the financial damage. The
pay-as-you-go model, together with the flexibility of serverless
services, allows payment during execution and the resources
used at the level of request or event-driven. However, this
method is subject to attacks that will exploit the elasticity and
thus the increase or decrease of resources and the payment
method during execution, and the resources used. In this paper,
three types of attacks were defined: Blast DDoW, Continual
Inconspicuous DDoW, and Background Chained DDoW. Some
recommendations to protect yourself from attacks are not to
set up public services but to use IAM Identity and Access
Management [12] services from the cloud. Set alarms that
will notify via mail or Pub/Sub messages, if the price for
a service exceeds a certain threshold, allowing us to detect
the attack. Configuration of serverless services and protection
mechanisms implemented inside the code can protect against
such attacks.
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