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Dear readers, 

Nowadays, it is a known fact that modern risks are multifaceted and 

multidimensional. They are political, economic, security, technological, health, 

environmental, etc., and require a multi-centered perspective, given that they 

imply contemporary risks, when speaking of their prevention and control. 

Precisely because of the changing nature of the modern challenges, the synergy of 

natural, social and technical sciences is essential when speaking of reaching the 

goal of creating new knowledge and solutions in order to respond to complex 

challenges, and above all, strengthen the resilience of society and establish 

management mechanisms that recognize the new reality. This was confirmed by 

the COVID-19 pandemic, which emerged as a health, but also geopolitical, 

security and economic challenge, but also by other tensions that constantly imprint 

a new dimension of mistrust and competition between the great powers in the field 

of international relations. 

The previously defined thematic framework brought together some of the 

leading researchers, scientists and experts from the Western Balkans, who joined 

their forces at the international conference entitled “How to deal with uncertainties 

in an increasingly complex environment – New cartography of risks and crises”, 

that was held in the hotel “Croatia” in Cavtat, on September 29-30. 

The two-day conference justified the expectations of numerous participations 

from the academic society, public agencies and business community, as well as the 

organizers and partners, given that the lecturers were some of the most prominent 

regional and Western European experts in strategic risk and crisis management, 

originating from the following institutions: Center for Risk Analysis and Crisis 

Management (Belgrade), Croatian Association for International Studies (Zagreb), 

Faculty of Criminalistics, Criminology and Security Studies of the University of 

Sarajevo, Faculty of Philosophy (Institute for Security, Defense and Peace) of the 

University “Ss. Cyril and Methodius” in Skopje, and the Institute for 

Standardization of Serbia (ISS). The conference was conducted in partnership with 

the Institute for Strategic Risk Management (London), the Faculty of Political 

Sciences of the University of Montenegro, the “Luarasi” University from Tirana 

and the Youth Network for Strategic Risk and Crisis Management. Bearing in 



How to deal with uncertainties in increasingly complex environment? 

6 

mind the complex circumstances we are facing and the necessity to emphasize the 

academic and professional dialogue, lecturers from the region, thus including 

lecturers from Croatia, Serbia, Bosnia and Herzegovina, Montenegro, Albania and 

Macedonia, as well as Great Britain, Italy, Finland, Sweden, the Netherlands and 

Australia, presented the results of their research and offered functional 

recommendations for successfully overcoming the problems in question. 

Opting for a multidisciplinary approach to contemporary security challenges, 

aware of the fact that a long-term solution must be sought for in linking different 

academic disciplines and through a multidisciplinary concept discussion, the authors 

of the texts of the proceedings: “How to deal with uncertainties in increasingly 

complex environment – New cartography of risk and crisis” recognized that the 

modern world is at a historical transition, in the conditions of contemporary crises 

and unprecedented new challenges. Changing the width of their perception through 

various multidisciplinary insights is imposed as an imperative in the process of 

discovering new knowledge and scientific truths, based on the need for new 

policies and approaches to management in the time that stands before us. All the 

more so, as the challenges, risks and threats that marked the beginning of the 21
st
 

century exposed all the weaknesses of the current policies and institutional 

mechanisms for dealing with them. Epidemics, migration, terrorism, climate 

change, CBRN threats, cyber-attacks, and many future challenges touched upon by 

the authors of the papers presented in these proceedings, include a wide range of 

insecurities that we face today, and they inevitably affect states, societies, 

organizations, but also individuals. They emphasize the global character of the 

modern security, and, at the same time, the importance of the growing 

interdependence of scientific disciplines in the process of shaping reality and 

future security practices. 

The procedings that lay before you are consisted of three parts: Geopolitical and 

Security Challenges in the Light of COVID-19 and the Ukrainian Crisis, including 

the Environmental and Energy Challenges; Critical Infrastructure Protection; and 

International Standards on Security and Resilience with anemphasis on the issue of 

Pandemics and Epidemics. 
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In the first part of the Proceedings, the papers thematize extremism, migrations, 

war, environmental and energy challenges from a security, political, legal and 

philosophical perspective. 

In the second part of the Proceedings, entitled “Critical Infrastructure 

Protection”, the authors examine various approaches and methods in protecting 

national infrastructure systems in different contexts, with a special emphasis on the 

conditions of pandemics, CBRN threats and cyber threats. 

The last part of the proceedings summarizes international standards and best 

practices in fostering organizational and community resilience, emphasizing 

experiences, scientific and critical attitudes stemming from pandemics and other 

security issues. 

Having all the previously mentioned in mind, we can thus conclude that the 

contemporary risk and crises have once again reiterated the necessity of analyzing 

the lessons learned and constructing strategies based the acquired experiences, in 

order to ensure better outcomes of our future encounters with similar security 

challenges, which are deemed to happen often in the future. 

At the very end, we offer our sincere gratitude to all the authors of the papers 

published in the Proceedings of “How to deal with uncertainties in an increasingly 

complex environment – New cartography of risks and crises”, with high hopes that 

our joint efforts will provide a good insight and a strong basis for dealing with the 

uncertainties that await us in the future. 

In Belgrade, March 2023. In the name of the Editorial Board, 

Prof. dr Zoran Keković 
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SECURITY CHALLENGES + ENVIRONMENTAL AND 

ENERGY CHALLENGES 
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Marija Đorić*
)

HOW TO DEAL WITH VIOLENT EXTREMISM 

IN THE WESTERN BALKANS? 

Abstract: Violent extremism represents one of the biggest contemporary global problems that 

did not miss the Western Balkans. The main goal of the author is to research the specificities, forms 

and drivers of violent extremism in the Western Balkans, based on which the adequate approach to 

prevention and combatting this violent extreme phenomenon will be depicted. The prevention of 

violent extremism is of essential significance, having in mind that, in this way, the occurrence of 

terrorism, which is an even more complex security problem, is prevented. With the use of the 

method of comparative analysis, the author will reach a conclusion regarding the similarities and 

differences among the Balkan states when speaking of the attitude towards violent extremism. 

Besides the analysis of strategic and institutional approaches, the focus will be set on actions of the 

international factors, as well as the academic community and the civil sector, who are in fact the 

unavoidable actors in this field. Through the analysis of different approaches in the Western 

Balkans, the author will attempt to discover weaknesses, but the good examples as well, in the 

context of facing violent extremism. The expected result is depicted in certain innovative 

approaches, put in the service of degrading violent extremism to a marginal occurrence. 

Key words: extremism, violent extremism, Western Balkans, radicalization, terrorism, security. 

INTRODUCTION 

Violent extremism is a global phenomenon faced by numerous countries 

world-wide, including the Western Balkans region. In the mere beginning, 

controversies surrounding the geographical term ‘Western Balkans’ should be put 

to the fore, given that, for a certain group of domestic theoreticians, the Western 

Balkans represents a political phenomenon of manipulative character.
1)

 One of the 

most common explanations is that, in regional scientific geography, the Balkan 

peninsula is divided into East, North and South, as well as that Serbia could, 

geographically speaking, belong only to the Central Balkans, and by no means to 

the Western Balkans. However, the European bureaucracy started using this term 

informally in 1997, only to set it in official use by 1998, and thus, nowadays, this 

term is widely accepted and refers to the countries of former Yugoslavia (with the 

exception of Croatia and Slovenia), as well as Albania. At a second glance, the 

Western Balkans countries (Serbia, Montenegro, North Macedonia, Bosnia & 

Herzegovina, Albania) represent, at this moment, a region that is not quite a part of 

the EU, though it strives to become one. 

1) See more in: Stepić, Milomir. 2012. „Zapadni Balkan: primer geografskog raspojmljivanja i 
geopolitičkog manipulisanja“, Nacionalni interes, no. 3, pp. 9-34. 

) Senior Researcher at the Institute for Political Studies, Republic of Serbia. 

UDC: 316.647.7(497-15) 
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Besides having a common foreign policy goal (depicted in the EU 

membership), the Western Balkans countries are linked by the not so glorious 

conflict past, which represent a new challenge in EU integration process. Still, if 

we focus on violent extremism, countries of the Western Balkans can learn a lot 

from each other, especially having in mind the fact that they are facing similar 

security issues and that, through joint regional approach, they could make wonders 

when speaking of prevention of extremism. 

When speaking of the forms of extremism, the Western Balkans countries 

have, during the past decades, faced ethnic separatism and religious extremism, 

while in contemporary times, the region has witnessed an intensification and the 

rise of the extreme right-wing, as well as the extreme left-wing. 

The goal of this research is to identify forms of violent extremism, and then, 

through strategic and institutional approach, present the method used by the countries 

of the Western Balkans in combatting this issue. Due to common past (as well as 

mutual language), the following countries of the former SFRY were selected as 

case studies: Serbia
2)

, Montenegro, Bosnia and Herzegovina and North Macedonia. 

 

 

1. VIOLENT EXTREMISM AS A PHENOMENON 
 

Extremism falls to the specter of the most elusive social phenomena, given 

that it is conditioned by time, place of occurrence, as well as ideological motives. 

What one group of political actors sees as extremism, the other will deem as 

mutually accepted attitude or behavior. Thus, we cannot speak of a unique 

definition of extremism on a global level. One of the existing academic definitions 

stresses that extremism represents ‘behavior and attitude that is borderline allowed, 

with a tendency of crossing that line’ (Đorić 2014, 134-135). As a political (and 

above all, social) phenomenon, extremism can occur in different forms. One of the 

most common classification criteria in recent times is violence, based on which 

extremism is classified as violent or non-violent. Given that there is a thin line 

between these two forms of extremism, Schmid rightfully stressed that both forms 

of extremism represent “two sides of the same coin” (Schmid 2014, 15). 

                                                
2) Without the autonomous region Kosovo and Metohija. 
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Violent extremism is a phenomenon that is increasingly being mentioned not 

only in national strategies, but international documents as well. On the 

international plan, OSCE represents an organization that coined the term PVERLT 

(Preventing violent extremism and radicalization that lead to terrorism), nowadays 

representing the vital part of OSCE antiterrorist activities. Even in 2012, this 

organization stressed in some of its documents (such as the Consolidated 

Framework in the Fight against Terrorism) that the fight against violent extremism 

is no longer solely a task of state institutions, but that the entire society should be 

involved (women, youth leaders, media, civil society, etc.).
3)

 Still, the crucial 

moment in the institutional mapping of the phenomenon of violent extremism is 

believed to have taken place in 2015, when the administration of the president of 

the US Barack Obama officially declared the fight against violent extremism.
4)

 

The United Nations as well are, to a great extent, dedicated to prevention of 

violent extremism and radicalization, and thus this organization organized a global 

meeting of the UNDP in Oslo in 2016, with a goal of preventing radicalization, all 

with the idea of preventing the spread of violent extremism.
5)

 After this meeting 

emerged the UNDP conceptual framework for prevention of violent extremism, 

based on eight fundamental drivers of radicalization
6)

, later adopted by OSCE as 

well.
7)

 Passing of the UN resolution No. 2178 was very significant for the fight 

against violent extremism, given that it is based on prevention of radicalization and 

mobilization of individuals for participation in terrorist groups in foreign 

battlefields. The UN encouraged in their Action plan for prevention of violent 

extremism from 2015 all Member States to work on a comprehensive prevention 

of violent extremism through passing different strategies and action plans. 

                                                
3) See more in: OSCE. December 7, 2012. DECISION No. 1063, OSCE CONSOLIDATED 

FRAMEWORK FOR THE FIGHT AGAINST TERRORISM. Accessed at: https://www.osce.org, 

23.02.2019. 
4) This fight was primarily directed towards groups with jihadi ideology, such as ISIS, Al Shabaab, 
etc. According to: Perry, Valery (ed.). 2019. Extremism and violent extremism in Serbia: 21st-

Century Manifestations of an Historical Challenge, ibidem-Verlag, Stuttgart, p. 26. 
5) See more at: UNDP. 2016. PREVENTING VIOLENT EXTREMISM THROUGH PROMOTING 
INCLUSIVE DEVELOPMENT, TOLERANCE AND RESPECT FOR DIVERSITY. 

Global Meeting, 14-16 March, 2016, Oslo. Accessed at: https://www.undp.org, 01.02.2022. 
6) The following drivers are in question: 1. Impact of global politics; 2. Economic exclusion; 
3. Political exclusion; 4. Inequality together with violation of human rights; 5. Dissatisfaction with 

the existent economic and social system; 6. Unacceptance of diversity in society; 7. Weak state 

capacities and lack of security; 8. Change of global culture (with a special emphasis on intensification 

of violence in the media). 
7) See more in: OSCE. 2014. Sprečavanje terorizma i borba protiv nasilnog ekstremizma i 
radikalizacije koja vodi ka terorizmu: Pristup putem rada policije u zajednici, Vienna, p. 29. 

https://www.osce.org/pc/98008?download=true
https://www.undp.org/content/undp/en/home/librarypage/democratic-governance/preventing-violent-extremism-through-promoting-inclusive-develop.html
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Even though violent extremism has already entered the official documents on 

the international level, the issue of its definition is still of an amorphous character. 

Therefore, for example, for the USAID, violent extremism ‘refers to advocating, 

engaging in, preparing, or otherwise supporting ideologically motivated or 

justified violence to further social, economic and political objectives’.
8)

 

Regarding the UK’s Crown Prosecution Service, violent extremism ‘can be 

defined as the use of any means or medium to express views which foment, justify 

or glorify terrorist violence in furtherance of particular beliefs, behavior that seeks 

to provoke others to terrorist acts, foment other serious criminal activities, or 

fosters hatred which might lead to inter-community violence’ (Wither 2016, 40). 

With the goal of providing as much detailed explanation of violent extremism 

as possible, the OSCE established a term radicalization that leads to terrorism and 

violent extremism, which can be explained as a ‘dynamic process whereby an 

individual comes to accept terrorist violence as a possible, perhaps even legitimate, 

course of action. This may eventually, but not necessarily, lead this person to 

advocate, act in support of, or engage in terrorism’ (OSCE 2020, 7). 

In the following chapters of this paper, the author will provide an analysis of 

institutional and strategic principles of four countries of the Western Balkans 

(Serbia, Montenegro, North Macedonia, Bosnia & Herzegovina) when speaking of 

prevention of violent extremism. 

 

2. VIOLENT EXTREMISM IN THE WESTERN BALKANS 

 

2.1. SERBIA – CASE STUDY 

In Serbia, different forms of violent extremism and terrorism can be identified. 

During the past several decades, Serbia has been intensively combatting ethnic 

separatist terrorism and extremism in the territory of Kosovo and Metohija, 

as well as in the southern part of Central Serbia (Preševo, Bujanovac, Medveđa).
9)

 

                                                
8) See more in: USAID. 2011. The Development Response to Violent Extremism and Insurgency: 
Putting Principles into Practice, Washington DC: USAID, p. 2-3. Accessed at: https://www.usaid.gov, 
12.06.2022. 
9) For several years, Serbia combatted the terrorist organization UÇK, which acted in the territory 
of the Serbian province Kosovo and Metohija, only to have these ethnic separatist tendencies 
spread to the southern part of Central Serbia as well through actions of the “Liberation Army of 
Preševo, Bujanovac and Medveđa”. 

https://www.usaid.gov/sites/default/files/%20documents/1870/VEI_Policy_Final.pdf
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Besides that, Serbia also faced some problems regarding religiously funded 

terrorism linked to Syrian and Iraqi battlefields, which were joined by 49 of adult 

Serbian citizens (Petrović & Stakić 2018) who became members of some of the 

terrorist organizations present in these fields.
10)

 With the COVID-19 pandemic, 

hand-in-hand with the migration crisis, came along the intensification of the 

extreme right-wing, which is increasingly on the rise. It is interesting noting that, in 

Serbia, the extreme left-wing is also increasingly becoming strong (predominantly 

as a response to social problems and a reaction to the extreme right-wing), even 

though it has been marginalized during several past years. 

The Criminal Law of the Republic of Serbia recognizes several criminal acts 

related to terrorism.
11)

 In October 2014, a Law on Amendments of the Criminal Law 

of the Republic of Serbia (Official Gazette of the Republic of Serbia No. 108/2014) 

was adopted, thus introducing two new criminal acts into Criminal Law: 

 “Participation in a war or an armed conflict in a foreign country”, Article 386a,

 “Organization of participation in a war or an armed conflict in a foreign

country”, Article 386b.

These provisions refer to individuals who illegally participate in a war or an 

armed conflict on the territory of a foreign country, and the Office of the Higher 

Public Prosecutor is in charge of their implementation. On the other hand, 

provisions presented in Article 393a of the Criminal Law apply to individuals who 

joined terrorist organizations, for which implementation the Prosecutor's Office for 

Organized Crime is in charge. It is important stressing that Serbia is the only country 

in the Western Balkans region to differentiate FTF (Foreign Terrorist Fighter) and 

FF (Foreign Fighter), which is in accordance with the UN Resolution No. 2396. 

When speaking of a strategic framework, Serbia passed a National Strategy 

for prevention and combatting terrorism for the period from 2017-2021.
12)

 

In the strategy, the four most important fields are separately defined: (1) Prevention 

of terrorism, violent extremism and radicalization that leads to terrorism; 

(2) Protection through detection and removal of threats from terrorism and other 

vulnerabilities in the protection system; (3) Criminal prosecution of terrorists, with 

respect to human rights, rule of law and democracy and (4) Response of the system 

to a terrorist attack. 

10) It is believed that the majority of people joined the terrorist organization called the “Islamic State”. 
11) “Terrorism”, Article 391; “Public incitement to conducting terrorist acts”, Article 391a; 
“Recruitment and training for conducting terrorist acts”, Article 391b; “Financing terrorism”, 
Article 393; “Terrorist association”, Article 393a. 
12) At the time being, the new strategy is being created. 
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In an institutional sense of the word, P/CVERLT in Serbia falls to the 

jurisdictional specter of the National Coordination Body for Prevention and 

Combatting Terrorism (hereinafter: National Coordination Body). This Body was 

formed by the Government’s Decision passed in 2019, and in the same Decision, 

the National Coordinator was defined. The National Coordination Body has 26 

members and is consisted of representatives of the most significant ministries, as 

well as representatives of security services of the Republic of Serbia. 

2.2. MONTENEGRO – CASE STUDY 

Until nowadays, two criminal proceedings were conducted in the Higher Court 

of Montenegro relating to the criminal act of participation in foreign armed 

formations, in line with Article 449b of the Criminal Law of Montenegro.
13)

 Since 

2012, a total of 23 adult Montenegrin citizens departed to Syria, while five 

individuals (Đorić 2020, 9)
14)

 participated in the Ukrainian battlefield (Đorić 2020, 9). 

Besides that, ethnic nationalist extremism was been noted to be on the rise for the 

last several years in Montenegro as well. 

The main role in prevention of violent extremism in Montenegro is given to 

the National Operational Team (NOT)
15)

, as well as the National Coordinator for 

Prevention of CVE.
16)

 NOT is divided into several RAN groups: RAN 1 for 

communication and narratives; RAN 2 for education and youth; RAN 3 for local 

communities; RAN 4 for health and social protection; RAN 5 for police and other 

law enforcement authorities; RAN 6 for prisons and probational punishments; 

RAN 7 for exit strategies. 

Violent extremism and terrorism are recognized in the Strategy for National 

Security as methods of fulfilling political and other goals that directly impact vital 

and strategic interests of the state. Moreover, violent extremism is also recognized 

in the Strategy of Defense of Montenegro, while the issue of prevention of 

terrorism is also treated within the Strategy for prevention and combatting terrorism, 

13) One proceeding reffers to the Syrian, and the other to the Ukrainian battlefield. 
14)

 All five of them returned. 
15) Within NOT, a Team for Help and Protection is formed as well, consisting of representatives of 
relevant subjects that are members of the National Operational Team. The role of Team for Help 
and Protection is enabling efficinency in action. 
16) This title is nowadays expanded, and thus we are speaking of a National Coordinator for the 
fight against violent extremism, terrorism, money laundering and terrorism financing. 
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money laundering and terrorism financing. The phenomena of violent extremism 

and radicalization are dealt with in detail in the Strategy for prevention of violent 

extremism 2016-2018, as well as in the complementary Action Plan. This strategy 

was adopted in December 2015, and the competent body for creation of the 

Strategy was the Ministry of Justice. 

The Bureau for Operational Coordination and Harmonization of 

Activities of Organs of the Intelligence and Security Sector controlled the 

measures of the Action Plan for implementation of the CVE Strategy for the period 

of 2016-2018. 

Within NOT, a Team for Help and Protection was formed as well. With the 

goal of promotion of work, institutional strengthening and linking, as well as 

providing systemic response and approach to every single case, NOT initiated 

formation of the Team for Help and Protection. This team is consisted of 

representatives of relevant subjects, all members of the National Operational 

Team, for the purpose of rational and efficient conduct. 

In 2021, with the change in Government, Montenegro formed a National 

Interdepartmental Operational Team for Prevention of National Extremism 

and Terrorism, thus spreading the existing focus from violent extremism to 

terrorism as well. 

2.3. NORTH MACEDONIA – CASE STUDY 

According to official data, a total of 156 citizens of North Macedonia departed 

to the Syrian and Iraqi warzones (Spasovska 2022). This explicitly points to the 

fact that this state has, for several years now, been facing the issue of religiously 

motivated extremism and terrorism.
17)

 Besides that, North Macedonia has for 

several years been hit by ethnic separatist terrorism, to which testifies the terrorist 

attack conducted in 2015 in Kumanovo by Albanians originating from the territory 

of Kosovo and Metohija. Having in mind all of the above, the fight against 

radicalization and violent extremist is one of the top priorities of the Government 

of the Republic of North Macedonia. 

17) One of the most extensive actions that resulted in arrests of extremists and terrorists was 
organized in 2016 (best known under the codename “Ćelije”) in Struga, Gostivar, Kumanovo and 
Skopje, when returnees from foreign battlefields who were preparing for new attacks were arrested. 
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The Republic of North Macedonia falls to the specter of countries which have 

separate strategies for violent extremism and terrorism, that were simultaneously 

passed for the period of 2018-2022. Besides these two strategies, the phenomena 

of violent extremism and terrorism are also dealt with in the National Strategy for 

Fight against Money Laundering and Terrorism Financing. 

Within the Criminal Law, a criminal act of participation in foreign armies, police, 

paramilitary and parapolice formations (Art. 322-a) is separately treated. Besides 

that, there is also a criminal act treating the act of terrorism (Art. 394-b), as well as 

the criminal act of “terrorist threat to constitutional law and security” (Art. 313). 

The main state institution that deals with the issue of violent extremism is the 

National Committee for Prevention of Violent Extremism and Fight against 

Terrorism, founded for the first time in 2017. 

 

2.4. BOSNIA AND HERZEGOVINA – CASE STUDY 

Bosnia and Herzegovina is burdened by numerous political problems, among 

which are violent extremism and terrorism as well. During several past years, this 

state faced significant problems related to religiously funded terrorism, having in 

mind that, according to official data, between 250 and 300 citizens of Bosnia and 

Herzegovina departed to battlefields in Syria and Iraq.
18)

 According to other 

sources, this numbers rises up to 360 people, and thus, it is difficult to define 

precisely the exact number.
19)

 

Until nowadays, a total of 62 adults and 22 children returned to B&H, while 

eight children whose parents are citizens of B&H or who originate from B&H 

returned to other countries. Currently, in the territory under control of the 

(predominantly) Kurdish Syrian Democratic Forces (SDF), a total of 52 citizens of 

B&H can be found in local prisons and camps.
20)

 In cooperation with the US, the 

first group of 25 citizens of B&H returned in December 2019 (seven men, six 

women and 12 children).
21)

 

                                                
18) See more in: SRNA. October 19, 2022. Na povratak sa ratišta čeka još 82 državljana BiH. 
Accessed at: https://lat.rtrs.tv, 23.10.2022. 
19)

 See more in: Kešmer, M. December 3, 2021. Četverogodišnji dječak porijeklom iz BiH 
nastradao u kampu Al-Hol u Siriji. Accessed at: https://www.slobodnaevropa.org, 15.08.2022. 
20) See more in: SRNA. October 19, 2022. Na povratak sa ratišta čeka još 82 državljana BiH. 
Accessed at: https://lat.rtrs.tv, 23.10.2022. 
21) See more in: Kešmer, M. January 8, 2021. Bh. državljanke u sirijskim kampovima: Pominje li 
nas iko? Accessed at: https://www.slobodnaevropa.org, 27.10.2022. 

https://lat.rtrs.tv/vijesti/vijest.php?id=490574
https://www.slobodnaevropa.org/a/sirija-bosna-bosanski-djeca-islamska-drzava/31591101.html
https://lat.rtrs.tv/vijesti/vijest.php?id=490574
https://www.slobodnaevropa.org/a/bh-dr%C5%BEavljanke-u-siriji-pominje-li-nas-iko-/31037870.html
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The B&H Strategy for Prevention and Fight against Terrorism for the period 

of 2015-2020 stresses that the comprehensive goal is to prevent all forms of 

extremist and terrorist actions, respecting the values of democracy, rule of law and 

human rights and freedoms. 

The sub-goals presented in the Strategy are the following: 

 1. Prevention of hate crimes, radicalism and terrorism in all forms; 

 2. Protection of critical infrastructure; 

 3. Promotion of investigation and criminal prosecution procedures when 

speaking of acts of terrorism and familiar criminal acts; 

 4. Response/reaction to possible terrorist acts and remediation of their 

consequences. 

The Strategy also defines the tasks of the Ministry of Security of Bosnia and 

Herzegovina, which are especially stressed in the following strategic measures: 

5.1.13 (Creation of programs of resocialization of individuals charged with 

conducting criminal acts of terrorism or participation in paramilitary formations); 

5.1.18 (Participation in prevention of violent extremism and terrorism on an 

international level) and 

5.3.4 (Identification and processing of potential and existing members of 

extremist and terrorist groups). 

In 2014, B&H adopted the Law on Amendment of the Criminal Law of B&H 

(that is, Article 162b.), used for sanctioning departure to foreign battlefields and 

participation in foreign paramilitary organizations. Soon enough, the Council of 

Ministers of Bosnia and Herzegovina adopted an Information on Citizens of 

Bosnia and Herzegovina who are situated in the conflict zones in Syria and Iraq, 

with the goal of their repatriation. The main role in this process is given to the 

Ministry of Security of Bosnia and Herzegovina, as well as the Coordination Team. 

The Coordination Team is consisted of the most significant institutions in the 

state, namely the Prosecutor’s Office of Bosnia and Herzegovina, the Ministry of 

Foreign Affairs of Bosnia and Herzegovina, Ministry of Civilian Affairs of Bosnia 

and Herzegovina, Ministry of Human Rights and Refugees of Bosnia and 

Herzegovina, the State Agency for Investigation and Protection, the Border Police 

of Bosnia and Herzegovina, the Direction for Coordination of Police Bodies, 
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Federal Bureau of Police, Ministry of Interior of the Republic of Srpska, Police of 

the Brčko District of Bosnia and Herzegovina, etc. Apart from the previously 

listed institutions, the competent authorities of entity and cantonal bodies in the 

field of social protection, education and health are engaged as well. 

In the draft
22)

 of the Strategy for the Fight against Terrorism in B&H for the 

period of 2021-2026, for the first time is it explicitly stressed that right-wig 

extremism (referred to in this document predominantly as ethnic nationalism) 

poses a serious threat to the security of this state. Moreover, a close link of the 

extreme right-wing to football hooligan groups and certain clerical structures is 

mentioned as well. 

CONCLUSION 

Through comparative analysis of the presented four case studies (Serbia, 

Montenegro, North Macedonia, Bosnia and Herzegovina), the most significant 

strategic documents and institutional approaches to prevention of violent 

extremism are identified. What can be concluded at first glance is the fact that 

countries of the Western Balkans are synchronized when speaking of strategic and 

institutional approaches to combatting violent extremism. It is not a rare 

occurrence that examples of good practice found in one country are quite 

successfully (with more or less alternations) being used in other countries of the 

region as well. This was especially noticeable during the period of 2014/2015, 

when all countries of the Western Balkans criminalized the act of departure to 

foreign battlefields (which corresponded with the war in Syria and Iraq, but also 

with events in Donbas). Some countries (such as Serbia), in accordance with the 

UN Resolution No 2396, clearly differentiated foreign terrorist fighters (FTF) from 

foreign fighters (FF), that is, a distinction was made between the criminal act of 

“Terrorism” (Art. 391) and “Participation in war or armed conflict in a foreign 

country” (Art. 386a). In other countries of the region, these two occurrences are 

often equaled. It is interesting to mention that in many democratic countries in 

Europe, as well as world-wide, participation in foreign battlefields is not explicitly 

defined as a criminal act, and thus, the countries of the Western Balkans made a 

step forward. 

22) The adoption of the new Strategy was set in motion in 2021. 
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When speaking of taking strategic actions, two approaches can be distinguished: 

1. There is one strategy treating jointly phenomena of violent extremism and

terrorism, and

2. Two different strategies are being created – one for extremism and one

for terrorism.

Having in mind the previously acquired experience, it seems that the future 

trend will revolve around treating violent extremism and terrorism within one 

strategy. 

In many countries, the strategies expired during the COVID-19 pandemic, and 

thus the creation of new strategic documents was prolonged due to technical 

problems (inability to organize direct contact, online communication, etc.), as was 

the case with Serbia, while in some other countries, due to lumbering and complex 

governing systems (as was the case of Bosnia and Herzegovina), the process was 

slowed down. 

What emerged as an evident trend is that the new strategies will have much 

more space dedicated to the right-wing (that is, ethnic nationalist) extremism in 

comparison to previous documents, which corresponds with strengthening of the 

extreme right-wing, not only on a global level, but in the Western Balkans region 

as well. There is an assumption that the COVID-19 pandemic, as well as the 

migration crisis and the war in Ukraine, will additionally intensify the issue of the 

extreme right-wing. 

When speaking of institutions, in all countries, the key roles were given to the 

ministries of force (usually the Ministry of Internal Affairs), while in a more 

personal approach, this task is given to the National Coordinator (P/CVE 

coordinator) who, in some countries, deals solely with violent extremism, while in 

others (for example, in Montenegro), that official deals with terrorism as well. It is 

obvious that, in the future, the role of the National Coordinator will be unified in 

order to treat both violent extremism and terrorism, due to natural overlapping of 

these phenomena. 
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In the context of old and new challenges, it can be said that religious 

extremism is still present, having in mind that more than 400 individuals 

originating from the Western Balkans are currently still being held in Syria and 

Iraq.
23)

 The post-conflict heritage (referring to the wars of the nineties of the 

previous century) is still a well-known, old topic for the countries of this region, 

which can easily result in national tensions. Having in mind the effect of the 

coronavirus pandemic on the global plan, the so-called covid-related extremism 

can be expected, with a power to unite the extreme left-wing and the extreme 

right-wing, especially when speaking of anti-globalism (which is a common 

enemy to both fractions). With an increasing energy and economic crisis 

correlating with the war in Ukraine, the Western Balkans might even become a 

stage of social protests, which will certainly create a new problem with the 

extreme left-wing as well. 

The final conclusion is that the Western Balkans region is quite unstable due 

to mutual disagreements from the past, but also the new challenges to be faced in 

the future. Maybe the countries of the Western Balkans should be a little bit wiser 

and learn from the mistakes made during their difficult and dynamic joint history. 

Given that every crisis nurtures various forms of extremism, it is possible that the 

new multiplied crises will represent a fertile ground for some new toxic ideologies. 

Only through joint coordination in the field of prevention of violent extremism and 

terrorism, as well as joint learning from good (and bad) practices can countries of 

this region be ready to face new security challenges. 

 

                                                
23) See more in: Kešmer, M. May 27, 2022. BiH prvi put ima strategiju za suzbijanje desnog 

ekstremizma. Accessed at: https://www.slobodnaevropa.org, 23.10.2022. 

https://www.slobodnaevropa.org/a/terorizam-bih-desnicari-ekstremizam-borci-teroristi/31871422.html
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INTRODUCTION 
 

In the recent decade, there has been a significant increase in extremism in 

European countries and globally. Extremism as a notion is often associated with 

terrorism, although they do not completely coincide. What connects these two 

notions is violence. The growing influence of extremist ideologies undermines the 

democratic heritage of a country and its political culture, and when extremism 

turns into violence, human lives are also at risk. Consequently, a strong and 

appropriate response from the state and society is needed in order to prevent and 

counter the emergence and development of extremist ideologies and values, and 

their escalation into violence and terrorism. In other words, it is necessary to 

develop society’s resilience to the emergence of extremism. Achieving these goals 

starts from two aspects, which imply the application of different methods and 

means. The first is legal, which must include the political, institutional and security 

capacities of a state. The second is moral – ethical, which includes the values and 

ideas nurtured by a community – citizens, and the relationship of their political 

culture to extremism. 
 

1. LEGAL ASPECT OF VIOLENT EXTREMISM AND 

TERRORISM 
 

In legal and political theory and practice, there are attempts to expose the 

phenomena of extremism and terrorism, in order so that we, as a society, can 

counter them, that is, with the aim of condemning these phenomena and behaviours 

which pose a threat to our security, but above all, to prevent their occurrence in 

society, because they violate not only legal norms, but also the highest moral 

values. In this context, extremism in the broadest sense represents a certain 

extreme, “a behaviour and thinking on the border of what is permissible with a 

tendency to cross that border, which is contrary to the legal, customary and cultural 

norms of a society” (Đorić 2016, 22). A more destructive type of extremism, 

harmful to the state, is called violent extremism. It differs from non-violent 

extremism, which remains only on the level of a recognizable dangerous value 

system, primarily when it comes to the use of violence in practice. More precisely, 

violent extremism primarily implies violent acts for the purpose of religious, 

ideological or political goals. The usual pyramidal structure of these extremist 

groups consists of: the leader – the person at the top, the members – activists ready 

to implement the planned activities, and supporters – followers and sympathizers 

(Đorić 2016, 20 – 21). 
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The question arises why the majority agrees that extremism is an unacceptable 

and harmful phenomenon for democracy, stability, the rule of law, i.e., for the 

human rights and freedoms in a state. Primarily because it can turn into terrorism, 

or more precisely when we take a closer look, basically every form of terrorism 

has an element of extremism and was born from it. In fact, extremism and terrorism 

are often mistakenly equated, although it is clear that terrorism is a political 

concept, because it has political motives, political goals and political negative 

effects, while extremism can appear in all spheres of social and political life, from 

religion, culture, to sports and, finally, in politics. In this sense, in theory, terrorism, 

as a phenomenon known for centuries, is observed through politically motivated 

violence directed against a certain government, in order to achieve political goals 

by applying various means and methods while inducing fear, threatening and 

intimidating (See: Đorić 2020, 13), or through the use of illegal violence to induce 

fear, with the intention of coercing and intimidating the government or a society in 

order to achieve political, religious or ideological goals (See: Hrabar 2012, 281). 

Investigating its original meaning, the word terrorism itself originates from 

the Latin word terror and means fear, horror, dread, etc. In this sense, we could 

say that different authors tried to define the occurrence of terrorism, although it 

has long been a globally recognizable problem with an emphasized emergent 

element of aggressiveness, depending on which aspect of terrorism special 

emphasis had been given to. Thus, the definition of terrorism given by Brian 

Jenkins is the one most often mentioned in the literature. He believed that 

“terrorism is the use or threat of the use of force aimed at achieving political 

changes”. Following the genesis of terrorism, it is necessary to point out the 

historical fact that the word terrorism (in the context of so-called modern 

terrorism, in contrast to the previously recorded religious terrorism) appeared 

practically for the first time during the French civil revolution among the Jacobins, 

who imposed a dictatorship over the population. The goal at the time was to use 

the so-called reign of terror to force people to recognize and live under the rule of 

a smaller number of people and to work in their interest. Mass terrorism, which 

experienced its expansion in the 20
th

 century and its ubiquity in the 21
st
 century, 

seems to be present daily in its cruellest sense, as evidenced by the availability and 
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the spread of the media and the internet on a global scale. In this context, we agree 

that the turning point in the global fight against terrorism in the world was the 

terrorist attack on the USA in 2001, which is often considered by the public as the 

tragic event that changed the whole world (See: Marić 2012, 89-91). 

When it comes to Montenegro and its fight against these dangerous and 

undesirable phenomena and specific security challenges, in numerous government 

documents in the field of prevention and countering violent extremism, the starting 

point is the conclusion that the problems of violent extremism and terrorism, 

which are used as methods for realizing political and other goals, can result in 

collapse and destruction of national, strategic and vital interests. Accordingly, in 

order to eliminate them, the state must make all administrative and technical 

capacities available, ensure good coordination of all entities of the security system, 

and especially international cooperation (National Security Strategy of Montenegro, 

8-13). The National Security Strategy of Montenegro and the Defence Strategy of 

Montenegro point to the fact that these security problems are part of a broader 

regional and global security threats and risks, and that it is necessary to effectively 

implement all necessary measures and activities to fight against terrorism at all 

levels, and against further radicalization, recruitment and financing of terrorism 

(National Security Strategy of Montenegro 2018, 13; Defence Strategy of 

Montenegro 2019, 5). Thus, in accordance with the Strategy for Countering 

Violent Extremism 2016-2018 and the accompanying Action Plan, the National 

Operational Team for the Implementation of the Action Plan for the 

Implementation of the Strategy for Countering Violent Extremism was formed, 

which was given the mandate to prepare a new strategy for the prevention and 

countering violent extremism for the period 2020-2024. Therefore, the 

Government of Montenegro, on February 6, 2020, adopted the Strategy for 

Prevention and Countering Radicalization and Violent Extremism for the period 

2020-2024, stating in it that various forms of violent extremism and radicalization 

are global problems that the state must actively and efficiently confront, both at the 

local, central, regional and interstate levels. To this end, as emphasized by the 

Government of Montenegro, it is necessary to increase the resilience and 

capacities of the society, empower institutions and strengthen the international 
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position of Montenegro in the fight against these dangerous and harmful 

phenomena. Therefore, it should be taken into account that we are in the sensitive 

area of the Western Balkans, burdened by the mortgage of wars from the end of 

the 20
th
 century, the target of various geo-strategic interests and influences, with 

the evident and increasingly present hate speech in the media, social networks, i.e. 

the internet as a whole, even individual cases of ethno-nationalist radicalisation, 

which all require decisive, comprehensive and successful action and countering 

such undesirable and dangerous phenomena (See: Strategy for Prevention and 

Countering Radicalization and Violent Extremism for the period 2020-2024, 2020, 

6; Please note that the problem of terrorism prevention is also analysed in the 

Strategy for the Prevention and Countering Terrorism, Money Laundering and 

Terrorism Financing, as well as in the Cyber Security Strategy of Montenegro). 

It should be noted that this Strategy was created on the basis of numerous 

relevant international documents: starting from guidelines and resolutions of the 

United Nations, reports and communications of the European Commission, EU 

policies and priorities for the relevant sectors, to the decisions, programs and 

guidelines of the Council of Europe and the OSCE, etc. The Strategy highlights the 

special importance of Resolution 2242 of the United Nations Security Council on 

the necessity of states’ more efficient and persistent fight against terrorism and 

violent extremism, whereby great importance is given to preventive activities and 

measures, in accordance with the principles and values of the Charter of the United 

Nations, the Universal Declaration of Human Rights and other international 

documents and mechanisms for the protection of human rights and freedoms in 

modern states (See: Strategy for Prevention and Countering Radicalization and 

Violent Extremism for the period 2020-2024 2020, 3-6). Furthermore, it is 

important to emphasize that the General Assembly and the Security Council of the 

United Nations have adopted decisions stating that the drivers of violent 

extremism are the following: weak socio-economic opportunities, discrimination 

and marginalization, violations of human rights and freedom, radicalization 

influenced by injustices, abuses and tensions. That is why the United Nations 

proposes preventive measures aimed at dialogue and conflict resolution, strengthening 

good governance, gender equality, education, employment and human rights and 
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freedoms, as well as the rule of law, etc. Additionally, the Strategy follows the 

standards of the European Union and is harmonized with the Joint Action Plan on 

Counter-Terrorism for the Western Balkans (Tirana, 2018). It foresees the 

common goals that should be achieved by the countries of the Western Balkans in 

order to eliminate terrorism and prevent the emergence of violent extremism. 

Starting with the creation of a strong legal and institutional framework, through the 

exchange of information, operational cooperation, strengthening the capacity to 

fight money laundering and financing of terrorism, to the protection of citizens and 

infrastructure. Finally, the main goal of the Strategy is the need to “increase the 

resilience of society, better response of institutions and stronger international 

position of Montenegro in the fight against radicalism and violent extremism” 

(Find more: Strategy for Prevention and Countering Radicalization and Violent 

Extremism for the period 2020-2024 2020). 

The fact stated in the Strategy is that the Western Balkans region is a 

particularly sensitive area due to different geo-strategic interests and influences, 

recent wars and divisions in society. Thus, in the Report of the European 

Commission on Montenegro (2019), it was determined that Montenegro is 

marginally threatened by the emergence of radicalization and foreign fighters (in 

this sense, 23 persons left for Syria from 2012-2018, and two criminal proceedings 

were conducted in the Higher Court due to the suspicion that certain persons 

participated in foreign armed forces. They have served prison terms. Find more: 

Strategy for Prevention and Countering Radicalization and Violent Extremism for 

2020-2024 2020, 6-11). Additionally, the Police Directorate, assessing threats 

from violent extremism, believes that, in Montenegro, there is no risk of greater 

violent extremism that would affect human rights and freedoms, although it is 

clear that this threat is very real and requires preventive, systemic and strategic 

measures. All this should be taken even more seriously in the light of unstable 

geopolitical events, which were primarily caused by the war in Ukraine and 

continuous individual terrorist attacks in various parts of the world. Factors that 

influence radicalization are different: starting from structural (political events 

at the regional and global level, violation of human rights, corruption and lack 

of responsibility, etc.), then individual (influence of religion, social exclusion of 
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individuals, desire to acquire financial benefits, etc.), to enabling access to 

weapons, as well as access to social networks in order to access radicalized groups – 

the so-called enabling factors (Strategy for the prevention and suppression of 

radicalization and violent extremism for the period 2020-2024 2020, 6-8 – 

Situation Analysis; For Montenegro, the criminal court proceedings for attempted 

terrorism from 2016, in which certain leaders of political parties, were highlighted). 

In accordance with the Law on basic principles of intelligence and security 

sector in Montenegro, a National Operational Team was formed, which is 

responsible for the implementation and monitoring of the Strategy and relevant 

action plans. Furthermore, in 2021, a National Coordinator was appointed and a 

National Interdepartmental Operational Team was formed to counter violent 

extremism, terrorism, money laundering and terrorist financing. The authorities of 

the European Commission for countering terrorism, in addition to supporting this 

National Operational Team and Montenegrin efforts for the prevention of violent 

extremism and countering terrorism, especially emphasize the constant need to 

fight against all forms of radicalism and violent extremism, which are increasingly 

present in the Western Balkans countries. Finally, a large number of conferences 

that were organized in Montenegro (with the support of international organizations, 

the Government and embassies of Western European countries, etc.) were also in 

the function of the fight against violent extremism and radicalism, because the 

European future of Montenegro, European values and strong institutions are the 

best way for the Montenegrin society to provide an adequate response to these 

dangerous and negative phenomena. 

The Criminal Code of Montenegro, within the framework of crimes against 

humanity and other goods protected by international law, stipulates, among others, 

in Article 447, the criminal offence of terrorism, then public instigation to commit 

terrorist acts (Article 447a), recruiting and training to commit terrorist acts (Article 

447b), financing of terrorism (Article 449), terrorist association (Article 449a), 

participation in foreign armed forces (Article 449b) and others (Criminal Code of 

Montenegro 2020). 
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The Law on Prevention of Money Laundering and Financing of Terrorism in 

Montenegro regulates measures and actions aimed at detecting and preventing 

money laundering and financing of terrorism, as well as the powers and work of 

the organizational unit of the Ministry of Internal Affairs (Financial Intelligence 

Unit) that performs tasks aimed at preventing money laundering and financing of 

terrorism (Law on Prevention of Money Laundering and Terrorist Financing 2021). 

The following is, in particular, considered as terrorist financing in the context of 

this Law: providing or collecting or an attempt of providing or collecting funds or 

property, in any way, directly or indirectly, with the intention or with the knowledge 

that they may be used, in their entirety or in part, for preparation or execution of a 

terrorist act by terrorists or terrorist organizations. Additionally, encouraging or 

assisting in providing or collecting the aforementioned funds or property, etc 

(Law on Prevention of Money Laundering and Terrorist Financing 2021). 

 

2. MORAL ASPECT OF VIOLENT EXTREMISM AND 

TERRORISM 

 

The answer to the question of how violent extremism arises should contain a 

multidisciplinary interpretation and consideration from the point of view of 

different scientific disciplines, primarily humanistic ones. Obviously, one of the 

reasons why our historical era can be considered as a civilization at risk is found in 

the emergence of ideologically motivated violence with the goal to achieve social, 

economic, religious, political and other goals. Although it is a security challenge, 

we can study violence in the modern world not only as a political and social 

problem, but also a moral one, because basically it is about not abiding to not only 

legal regulations, but to universal ethical values as well. Also, in this way, a 

broader framework can be established for action in the direction of countering and 

prevention of the causes of violent extremism and terrorism as its ultimate form of 

manifestation. As we can see, this negative practice of solving social issues is 

present even in the age of highly developed technology and economic development 

in modern political communities. In a way, violent extremism has a transnational 
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character, so its appearance on the historical scene must be explained in terms of 

its causes, methodology and goals for the world in which we live in. At the same 

time, it has national, regional and widest global significance for the global 

community. In this context, we will try to shed light on the phenomenon of violent 

extremism in its various dimensions, in order to have a more comprehensive 

understanding of its principles, guided by the ancient ideal that understanding is 

the first step in solving problems, and knowledge is the basis of preventive action. 

Primarily, it is necessary to analyse:  

 1. The phenomenology of violence; 

 2. The ideology of violence and dogmatism as a methodology for creating 

individuals’ fanatical consciousness; 

 3. The function of morality in limiting violent extremism; and 

 4. Whether it is possible to control a crisis. 

In order to explain the phenomenology of violence in the world of global-

institutional connection, we will use anthropological findings, since anthropology 

is a philosophical discipline that studies humans, human nature and societies. 

Aristotle defined a man as zoon politikon, according to which sociality is the 

fundamental determination of human nature, the basis of our differentiation in 

relation to the animal world (See: Aristotle 2017). A human is a political being, 

insofar as he has a logos (mind), so that in the axiological sense he can evaluate 

experiences, from the point of view of moral values as good and evil, and due to 

this property, he is capable of creating a human community. At the basis of the 

philosophical understanding of Aristotelianism, trust in the rationality of human 

nature, the power of philosophical reasoning, is emphasized. Reason uses 

dialectics, which can be used to acquire conceptual principles and knowledge of 

principles, as norms of moral behaviour. Philosophy as a theoretical discipline 

served the establishment of moral behaviour and the establishment of practical 

philosophical disciplines: ethics and politics. In this context, only a spiritually 

developed human can serve the interests of the state and be a good citizen in order 

to participate as actively as possible in the public life of a polis. 
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According to this, the political culture in Ancient Greece rested on the moral 

formation of one’s personality and education of citizens for participation in social life. 

However, the fundamental rationale of modernity arose from the denial of the 

connection between ethics and politics, freeing up space for the legitimization of 

violence, because political goals are seen as something above moral and legal 

regulations. In this context, violence has a utilitarian character, it is connected with 

the realization of political demands of certain groups that want to seize social power. 

Hannah Arendt developed a thesis that violence, in contrast to power, force, 

strength and authority as the most important political concepts, is connected with 

the means necessary for its execution (See: Arendt 2002). Additionally, violence 

should be considered in relation to human nature. In Hobbes’ thesis that a man in 

his natural state is evil, subject to interests, innate nature and instincts, we find a 

basis for the assumption that good and evil are much more deeply rooted in man’s 

psychological structure than we could conclude if we adhere to the ideas of 

humanistic philosophy. In any case, we can look for the origin of evil as a lever of 

destruction in interpersonal relations in philosophical, anthropological, psychological, 

social and historical reasons, but also in the politically formed ideology of 

violence. Judging by everything, we can state the view that violence, despite the 

technological development of modern civilization, is still present on the social 

scene, is connected to technical means of destruction, while its character is 

connected to the anthropological nature of the human individual. Its main feature 

is unpredictability. Violence resists control, it is interested in the destruction of 

established power, striving to establish violent practices as a correct model of 

social life. Only power obtained through democratic procedures has legitimacy and 

is politically responsible, because it is based on elections, the rule of law and the 

institutions of the political order. Ultimately, using the means of violence, one 

cannot maintain or create a new form of power in the long term (Arendt 2002, 9), 

insofar as only a weakened power uses violence, while legitimacy itself collapses 

through the use of illegal means: “Violence can destroy power and is completely 

incapable of creating it” (Arendt 2002, 4). 
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Accordingly, violence can only stop the erosion of power in the short term, 

which has been delegitimised using undemocratic methods. Here we can refer to 

the theoretical considerations of the utilitarians, their revitalization of the concept 

of utility, and the rule that encourages citizens to listen only to those decisions of 

the Government, which are morally justified (See: Mill 2000). 

Obviously, the causes of violent extremism in the modern world can be 

considered using the theoretical postulates of different scientific fields. Supporting 

violence as a way of solving political problems, or participating in ideologically 

motivated violence, can first of all be interpreted as illegal ethical behaviour, 

which violates moral norms and universal values. A quasi-political culture, based 

on the abuse of religion and politics, represents a paradigm on which the ideology 

of violent extremism rests. 

First of all, ideology is based on fanaticism and dogmatic exclusivity among 

its supporters. Radical attitudes are based on the ideology of evil, the violation of 

moral principles, and pseudo-religious and pseudo-political explanations that have 

all the characteristics of a mythical consciousness. There is a strong emotional 

feeling, which is forced with the over-dimensioning of national, religious or political 

endangerment. This promotion of violent practice introduces all forms of destruction, 

even terrorist actions for the sake of achieving the holy goals in the future. 

Extremism in theoretical learning, the belief in the superiority of one’s own 

religious or ethnic affiliations, leads to disturbances in thinking and violent practices 

among its amassed supporters, because they have lost the qualities of critical 

thinking and individuality as a result of indoctrination. As the main problem for 

the emergence of violent extremism, we cite ideological education, the creation of 

a totalizing consciousness, amassing and propaganda from the centres of power, 

created so to transform its members into reliable instruments for the execution of 

violence. When part of a large mass of people, a person does not respect moral 

considerations, thus losing the features of a free person and his/her responsibility. 

In fact, a person, shaped to carry out ideological tasks, loses accountability, bowing 

to the collective authority that he/she unquestioningly serves: He/she is ready to 
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achieve extreme goals with extreme means (See: Arendt 1994). It is a total disruption 

of political activity in public life. If we are talking about the radical right, whose 

rise in modern European states is worrisome, dogmatic attitudes, symbols, theoretical 

constructs become the backbone of their political program, which serves to impose 

their own views on social problems: “The whole meaning of an amassed man is a 

demonstration of force, which is vividly manifested by its members, because they, 

in a state of delirium and elevated temperature, bewitched as if in a magical ritual, 

loudly express their political ideas” (Tomović Šundić 2022, 246). 

To summarize, in shaping non-democratic individuals, various means of 

ideological manipulation, political and national myths, symbols, convictions, 

beliefs and dogmatic teachings calculated to awaken emotionality and abolish 

individual opinion, are being used. This is the preparation for loyalty, and the 

creation of obedience-based psychology. In the glossary of the security culture, 

extremism represents a methodology that forms a tendency towards excessive, 

extreme and irreconcilable attitudes, a division to us and them, traitors and 

righteous, where the harshest punishments are foreseen for dissenters. Like the 

Myth of the Cave in Book VII of Plato’s State, the blind adherents of an ideology 

are prisoners in a dark catacomb that symbolizes the darkness of ignorance, 

governed and directed by invisible branches of power. For the Ancient Greeks, 

barbarians were all nations that did not belong to the Hellenic culture; in the 

modern world, neo-barbarism is an effort to cancel all differences: national, 

religious, ethnic, in order to rule more easily with a homogenized mass of like-

minded people. Thus, instead of a free society, the ideal of national cohesion is 

postulated, instead of truth – loyalty, instead of justice – utility, instead of 

solidarity – selfish interests. A person without moral culture and conscience 

becomes a dangerous tool for achieving the proclaimed goals. He/she rejects the 

value-based political order, not respecting legal and moral norms, convinced of the 

correctness of only his/her truth, denying the same right to members of more 

violent ethnic, political or religious groups. Politics as an ideology is actually a 

doctrine of mastering social processes, while forcing dogmatic thinking and taking 

control over the social order and its institutions. 
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Finally, the role of moral education that would be carried out in the 

educational system, the introduction of ethics as an important discipline for the 

formation of free citizens, is an important social strategy in the creation of a 

democratic political culture (See: Strauss 2006). It is the work on shaping new 

patterns of political behaviour, in order to weaken the arguments for the 

emergence of violent extremism and terrorism, by strengthening moral awareness 

based on the principles of tolerance and mutual understanding. This is a way to 

show extremist theories not only wrong, but opposed to truth and morality, as well 

as disastrous for the public interest, as well as for individuals. The thing to keep in 

mind is that ideological brainwashing is not only politically useless, but also 

immoral, since such an individual is actually thoughtless and uneducated. Violence 

against consciousness, as well as violent practices, sooner or later proves to be 

fruitless. History still hasn’t denied that violence has not solved any social problem 

in the long term; it actually just resulted in an enormous increase in the amount of 

destruction: “Violence can only produce violence, but violence has never solved a 

political problem” (Bentham 1948). 

This is why we can understand the problem of violent extremism as a whole if 

we analyse its ethical and anthropological aspect more comprehensively, since the 

bearers of these negative practices are persons as individuals, unprepared to 

respect human dignity. They were educated to deny the fundamental moral 

categories: fairness, goodness, beauty, truth, which as cardinal virtues had a 

prominent place even in the ancient times. Also, the ethics of duty, inspired by 

Immanuel Kant’s categorical imperative, could provide us with a satisfactory 

answer, because we are obliged to preserve world peace and the global community 

not only as an economic or legal order, but as a community of free individuals. 

Therefore, public good, solidarity, moral awareness and responsibility, the 

enhanced role of the humanities, can be important answers to the challenges we 

face in the modern world. 
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In our civilization at risk, it is necessary to ask ourselves whether we can 

control the crisis as a fundamental political and security problem, as well as how to 

avoid Machiavellianism as a style of behaviour in positions of power (See: 

Christie 1970). Global connectivity should not rest only on the profit of capital, but 

the purpose (telos) of our civilization should have a moral dimension. This means 

responsibility in order to put our technological development and economy into the 

function of not only transnational business, but of achieving a fairer distribution of 

social wealth. In order to survive, integration is necessary, based on the common 

goals of all actors on the social scene, with the belief that politics and economics 

depend on people. 

In this context, our resilience to violent ideologies should be based on 

democratic institutions, but also on conscious individuals – personalities resilient 

to various forms of dogmatism. It is about resilience to the imposed image of the 

world, which reduces an individual to a mere consumer. Anthropology of 

personality implies a conceptual framework based on knowledge and moral 

concepts, which do not allow the transition to ideological extremism, and 

ultimately violence. In order for the consciousness to become fanatical, the 

individual must be uneducated, confused in ethical terms for non-ethical action. 

To summarize, all forms of extremism rely on indoctrination of 

consciousness, by creating a totalizing pattern of behaviour, which remains 

hermetic to different interpretations. For this purpose, an ideology of violence is 

necessary, which has a simplified structure of a myth that is worshipped 

uncritically. However, whether we consider the causes (deontology) or the 

consequences (utilitarianism) of the moral law, from the point of view of 

deontological ethics, violence is not allowed in any single case. Regardless of 

democratic rhetoric, violence always destroys and collapses the safety and security 

of all members of a society. This security aspect in the creation of democratic 

political communities remains the key to eliminating instability, dealing with the 

relationship between the strong and the weak, geopolitical aggravation along the 

lines of the East-West conflict. Obviously, in divided political cultures, clientelism 

and partial interests of political and economic elites undermine the security aspect 

and world peace (See: Zuboff 2019). 
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Dealing with crises, political confrontations, extremism, which above all 

endanger citizens, is a moral task, a challenge to strengthen our physical and 

spiritual immunity. To that extent, our common goal is a global community in 

which there is a security system, in which citizens are protected and can lead a 

morally correct life. Disruption in the value system, the collapse of the idea of 

progress, all this favours the creation of a civilization of fear, insecurity, lack of 

freedom, and that is why ensuring peace, security and stability is an increasingly 

difficult task in the face of growing problems. 

Finally, resistance to every form of violent ideologies and extremism should 

be established as a political and ethical goal, the mode of existence of democratic 

political communities. The new political culture should be based on universal 

concepts, as the best form of resistance to the creation of a collectivist paradigm. 

Personal and general security, as well as the stability of the international order, 

should be based on a philosophy of peace, in which there is no room for 

relativizing moral concepts and their value equalization. Classical disciplines – 

anthropology and ethics – can serve in the renewal of the humanistic impulse of 

our civilization, a conceptual framework for social, economic and moral revival 

(see: Foucault 1980). Strenghtening the trust in the rule of law, respect for the 

human right to moral dignity and living in fair communities, in order to reduce 

violence to a minimum, and create awareness of zero tolerance for violent 

practices. If in the end we deliberate seriously about what our common interest is, 

which has political and the widest social implications, it is reasonable to conclude 

that moral behaviour is the conditio sine qua non of overall prosperity, individual 

and collective security, the purpose of existence of human communities. In other 

words, our highest interest is not to act self-interested. This therefore means 

working for the common good. The public sphere should be taken not only as an 

area of pragmatic expression of partial purposes, but as a community in which 

stability is achieved by non-violent means. For these reasons, the phenomenology 

of violence cannot be properly studied without appreciating the potential of a 

scientific view of the world that comes from the sphere of moral philosophy. 
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CONCLUSION 

 

The reasons and causes of the emergence of violent extremism and terrorism 

are different, from difficult social and economic conditions of citizens, to weak 

institutional and political capacities for resistance to geopolitical and economic 

turmoil (economic crisis, migration, wars, etc.). Although the causes are different, 

the consequences are very similar, if not identical, in many parts of the world. 

Extremist ideologies very easily turn into violence and terrorism, which endanger 

the lives of citizens, and disrupt political stability and destroy the value-based 

cohesion of society – the rule of law, human rights and freedoms, and moral 

(ethical) values of citizens. In order to develop resistance to these phenomena, it is 

necessary to engage not only the institutional and legal power of the state, but also 

ethical values in the political culture of a developed modern society (morality, 

solidarity, justice, human rights and freedoms) – the values and norms of society 

and the state. 
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Abstract: Since the beginning of the 21st century, the old continent has been facing the biggest 

surge of refugees, reaching a breaking point in 2015, when Europe greeted about 1.3 million of 

Syrian refugees. Since the year of 2015 will forevermore be remembered as the beginning of the 

Syrian migration crisis, the year of 2021 will remain marked by the fall of the Afghan state and the 

takeover of power by the Taliban, resulting in a big influx of Afghan refugees to Europe. 

Unfortunately, the following year of 2022 did not provide a relief for Europe, having in mind the 

launching of the Russian military intervention in Ukraine, which resulted in yet another driver for 

migration and seeking refuge world-wide, and in the Balkans as well. Throughout all these crises, 

the Balkan route emerged as one of the most significant transition points of many refugees, being 

the final destination to some of them. Having all this in mind, in this paper, the authors will present 

an analysis of these three separate migration crises, with a special emphasis on unique 

characteristics of the arrival, reception and the future perspective of Syrian, Afghan and Ukrainian 

refugee communities in the Western Balkans. Thus, the aim of this paper is to provide a 

comprehensive analysis of the current state, as well as the future perspectives of these three 

contemporary refugee nations, with a special emphasis on the impact of the influx of Syrian, 

Afghan and Ukrainian refugees on political, economic and security situation in the Western 

Balkans. With the use of methods of data collection and content analysis, as well as scientific 

observation and description, the authors will answer the main research question of this paper, thus 

confirming the hypothesis stating that active conflicts pose a political, economic and security threat 

to countries world-wide, given that they represent quite strong drivers for mass migrations of 

population residing in conflict zones. Moreover, the author will also conduct semi-structured 

interviews with prominent stakeholders and first responders to the migration crisis in the Balkans, 

namely interpreters and cultural mediators engaged in the field, in order to provide a 

comprehensive representation of the true impact of mass migrations on political, economic and 

security changes in the Western Balkans. 
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INTRODUCTION 

The first modern humans – homo sapiens, evolved from their early hominid 

predecessors about 200,000 to 300,000 years ago, predominantly in Eastern and 

Southern Africa. About 70,000 to 100,000 years ago, these first humans started 

migrating from Africa into Eurasia, slowly populating region by region. Little by 

little, the human race conquered the planet. Thus, we can say that the human kind 

owes its geographical omnipresence to – migration. 

For thousands of years, humans have moved around the globe for many 

reasons – “in search for food, in flight from enemies, or in pursuit of riches, 

spreading their cultures, languages, diseases and genes” (Ferrie & Hatton 2013, 2). 

Nowadays, the idea of migration still remains imprinted into human conscience, 

and the ‘root causes’ for migration are the same. Namely, it is a known fact that 

the main causes of contemporary migration are predominantly conflicts and harsh 

economic situation
24)

. These two drivers also potentially distinguish migrants from 

refugees, even though both categories deserve the right to decent living conditions 

and a chance for good life. 

The International Organization for Migration (IOM) differentiates several 

typologies of individuals residing or attempting to reside in a foreign country. The 

broadest term – alien, represents ‘an individual who does not have the nationality 

of the State in whose territory that individual is present’ (Sironi et al. 2019, 8), and 

is most often found to be present in the said territory illegally. Aliens can be both 

migrants and refugees, whilst the term migrant is a broader ‘umbrella term, not 

defined under international law, reflecting the common lay understanding of a 

person who moves away from his or her place of usual residence, whether within a 

country or across an international border, temporarily or permanently, and for a 

variety of reasons. The term includes a number of well-defined legal categories of 

people, such as migrant workers; persons whose particular types of movements are 

legally defined, such as smuggled migrants; as well as those whose status or means 

of movement are not specifically defined under international law, such as 

international students’ (Sironi et al. 2019, 132). Apart from clearly defined terms 

24) The common stance present in the academia regarding causality of migrations reiterates that the 
majority of big movements of people are, apart from harsh economic situation and ongoing conflicts, 
predominantly conditioned by demographic explosion (especially when speaking of Africa) and 
social engineering (especially when speaking of Asia and Latin America). 
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immigrants (defined as individuals moving into their country of arrival from their 

country of origin) and emigrants (defined as individuals moving from their 

country of origin to a different country), the most common typology of migrants 

represents economic migrants. Even though economic migrants do not represent a 

category in international law, this term refers to individuals that are moving or 

have ‘moved across an international border or within a State, solely or primarily 

motivated by economic opportunities’ (Sironi et al. 2019, 61). Migrants can be a 

product of forced or voluntary migration. However, the most vulnerable category 

present within any migration crisis – refugees, are predominantly forced to leave 

their countries of origin. In this sense, a refugee is being defined as ‘a person who, 

owing to a well-founded fear of persecution for reasons of race, religion, 

nationality, membership of a particular social group or political opinion, is outside 

the country of his nationality and is unable or, owing to such fear, is unwilling to 

avail himself of the protection of that country; or who, not having a nationality and 

being outside the country of his former habitual residence as a result of such 

events, is unable or, owing to such fear, is unwilling to return to it’ (Sironi et al. 

2019, 171). Finally, both migrants and refugees are given a chance to seek asylum 

and thus be qualified as asylum seekers, that is, individuals seeking international 

protection. ‘In countries with individualized procedures, an asylum seeker is 

someone whose claim has not yet been finally decided on by the country in which 

he or she has submitted it’ (Sironi et al. 2019, 14). However, it is important noting 

that not every asylum seeker will consequently be recognized as a refugee, but 

every recognized refugee is automatically eligible to be an asylum seeker. 

Moreover, it is a common occurrence that people who move out of conflict zones 

are initially labeled as ‘refugees’; however, it must be noted that not every 

individual originating from a conflict zone is in fact a refugee, and many, as it will 

be seen in the case of the Syrian migration crisis in Europe, decide to leave their 

home countries not because the conflict is directly affecting their lives and their 

wellbeing, but because a country collapsed by war is not able to offer them the life 

they wish for themselves. Thus, it can be said that contemporary conflicts most 

often cause migrations, both voluntary and involuntary, and both serve as 

catalyzers of big influxes of both migrants and refugees. Economic hardship, also 

a common cause for migration of people, is yet another result of political and 

security instability in the country, and thus, it can be noted that outbreak of 

conflicts and economic hardship, in this sense, go hand-in-hand. 
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Big movements of peoples have often followed great instabilities, and the 

modern society is no stranger to big influxes of foreign nationals seeking better 

living conditions in another man’s country of origin. In the era of democracy and 

respect of human rights, most countries of the world have engaged the first 

responders, that is, legal and humanitarian professionals, as well as medical, 

security and border police units, in order to provide the best assistance possible to 

this vulnerable category of individuals. Namely, ‘while other countries defended 

themselves from the ‘invasion’ of migrants with barbed wires, walls, and different 

legal solutions, Serbia left its doors wide open and expressed a human dimension, 

which is often forgotten in the times of a crisis’ (Đorić 2017, 43). The same was 

the case with the majority of countries of the Western Balkans. In 2015, the entire 

region was hit by the most pronounced ever influx of (predominantly illegal) 

migrants, originating from the Middle East and Africa, that used the Balkan route 

as their passageway towards Europe. The ‘Syrian migration crisis’ was pronounced 

over in 2019; however, little did we know that it was the first of a series of 

migration crises to emerge, caused predominantly by ongoing conflicts and 

political instabilities world-wide. 

 

1. CONTEMPORARY MIGRATION CRISES 

 

Given the frequency of occurrence, as well as its impact and consequences 

world-wide, and especially in the Western Balkans, special attention should be 

paid to defining the term ‘migration crisis’. According to the International 

Organization for Migration (IOM), migration crisis represents a ‘complex and 

generally large-scale migration flows, as well as the mobility patterns caused by a 

crisis that can often lead to considerable vulnerabilities for affected people and 

communities, and pose serious management challenges in the longer term’ 

(Tantaruna August 30, 2019). A migration crisis can be sudden or gradual, caused 

by natural or man-made causes, and can ‘take place internally or across borders’ 

(Sironi et al. 2019, 137). The term ‘migration crisis’ has been dominantly present 
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in the public discourse in the Western Balkans since 2015, when the region 

registered intensification of influx of migrants and refugees originating from 

numerous Middle Eastern and African countries, but predominantly from Iraq, 

Syria and Afghanistan. The said crisis, lasting for almost five years – from 2015 to 

2019, is nowadays known as the ‘Syrian migration crisis’, given that the most 

prominent group among migrants and refugees consisted of Syrian nationals 

escaping the ongoing conflict and atrocities conducted by the so-called Islamic 

State, a terrorist organization active in Syria, as well as in Iraq. At the time already 

present in migration flows through the Balkans towards Western Europe – the 

Afghan migrants were well present in the region, even long before the beginning 

of the ‘Syrian migration crisis’. Namely, according to the annual report for the 

year of 2012, produced by the Serbian Ministry of Interior, the majority of illegal 

immigrants crossing the borders and entering Serbia were of Afghan and Pakistani 

origin (Bjelica & van Bijlert August 5, 2016). Soon enough, after the retreat of the 

US Army from Afghanistan and consequent rise to power of the Taliban in August 

2021, the exodus of Afghans intensified, and Europe, as well as the rest of the 

world, was faced with yet another ‘migration crisis’ – ‘the Afghan migration 

crisis’. Faced with a reoccurring phenomenon, the world reacted differently in this 

case, and thus provided us with another methodology of response to human 

catastrophe and fear for life. Namely, two countries of the region emerged as ‘the 

great saviors’ of the Afghan refugees – Albania and North Macedonia, as well as 

the so-called “Kosovo”, providing instantly the American administration with 

quotas of refugees they are able to temporarily ‘rescue’, before they continue their 

journey to the United States. The rest of the Western Balkans, worn out by the 

previous consistent migrant flows, remained silent, already taking care of the 

Afghan nationals arriving to the region prior to Taliban takeover, as well as the 

ones continuously arriving illegally through the Balkan route. 

Finally, less than a year later, the launch of the Russian intervention in 

February 2022 served as yet another driver for migration, leaving the Western 

Balkans region, traditionally close to Russia and Ukraine, faced with intensified 
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influx of migrants and refugees from both countries. This ongoing conflict has 

caused the biggest migration crisis in Europe since the end of the World War Two, 

resulting in more than seven million of Ukrainians leaving their country of origin, 

of whom the majority fled to the surrounding countries, and some found their way 

to the Western Balkans as well. Given the fact that the conflict in Ukraine is still 

ongoing, the number of displaced individuals will only continue to rise. Having in 

mind that six months of Russo-Ukrainian conflict generated more refugees than 

the entire ‘Syrian migration crisis’, which resulted in about 6.6 million displaced 

Syrians, the ‘Ukrainian migration crisis’ can be officially proclaimed the biggest 

migration crisis of the 21
st
 century. 

In all three scenarios, the Western Balkans served as a significant crossroads 

for many migrants and refugees travelling towards Western Europe. Namely, 

throughout 2015 and the first half of 2016, the Balkans served as the main 

migration route for Syrian, Iraqi, Afghan and all other migrants and refugees. 

Some of them continued their journeys towards various final destinations, while 

the others remained in migrant camps throughout the region. In 2021, in the surge 

of another migration crisis consisted of Afghan refugees fleeing the Taliban rule, 

Albania, North Macedonia and the so-called “Kosovo” – all previously a part of 

the Balkan route, accepted a significant amount of Afghan refugees, while the 

other countries of the region continued to register illegal border crossings of 

Afghan nationals, as well as refugees and migrants from other nations, on their 

way to Western Europe. And finally, since February 2022, all Western Balkan 

countries lent a helping hand to the arriving Ukrainian refugees, hosting more than 

140,000 individuals from the affected region. Having in mind the current state of 

the world politics, as well as the fact that migration crises, wherever occurring in 

the world, tend to affect the Western Balkans region, the following chapters will 

provide an analysis and assessment of the causes of the given crises, as well as the 

reception of migrants in the Western Balkans, reaction of the public and the state, 

and finally future perspectives of the said refugee nations present in our region. 
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1.1. SYRIAN MIGRATION CRISIS 

 

In 2011, the Arab world was shaken by a series of social uprisings, globally 

known as the ‘Arab Spring’. In Syria, faced with the same discontent of popular 

masses, president Bashar al Assad believed that the Syrian social unrest could be 

‘put to rest’ with the use of force. However, the social unrest turned into a 

revolution, revolution turned into violence, and violence turned into civil war. 

Busy with fighting against the opposition forces, Bashar al Assad left a blind eye 

to the rise of a terrorist organization that will soon enough change the climate in 

the entire region – the so-called Islamic State. By 2014, the Islamic State ‘held 

about a third of Syria and 40 percent of Iraq’ (Wilson Center 2019), and became 

the main menace to society and humanity in both Syria and Iraq. Soon enough, 

rivers of refugees and migrants from Syria started flooding Europe, and the 

Western Balkans as well. 

Nowadays, more than a decade after the beginning of the Syrian civil war, 

‘Syrians constitute the largest forcibly displaced population globally’ (Doumit 

2021, 680), with an estimated 6.6 million refugees, predominantly situated in 

Turkey, as well as in European countries. At the moment, Turkey alone is hosting 

a total of 3.7 million registered Syrian refugees (UNHCR February 2022), while 

the rest settled predominantly in developed countries of in Europe. However, on 

their way to Western Europe, the majority of Syrians still ended up seeking at least 

temporary refuge in Turkey and Greece, before continuing their travels. Some of 

them still remain in these countries, as well as in the countries along the Balkan 

migration route. The said passage is still active, with a recorded intensification of 

border crossings in the region due to travel restrictions imposed as preventive 

measures against the coronavirus pandemic. According to FRONTEX, ‘the 

Western Balkan route was the second most-used path to Europe as the detections 

of illegal border crossings more than doubled in 2021 to a total of 61,735’ 

(FRONTEX n.d.). 

The main final destinations for Syrians in Europe were Germany and Sweden, 

who still host the largest group of Syrian refugees – more than half a million of 

Syrians settled in Germany, while Sweden hosted a little bit over 100,000 Syrian 
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nationals (Doumit 2021, 682). Given that the Balkan route served as the biggest 

migration corridor towards Western Europe in 2015 and 2016, and that North 

Macedonia ‘was the first to face the mass inflows of migrants’ (Oruc et al. 2020, 6), 

the countries along this route almost instantly started establishing detection system 

in order to grasp the given situation, following the example of North Macedonia. 

By December 2015, migration management system was fully functional, 

‘recording all people on the move’ (Oruc et al. 2020, 7) in all Balkan countries. 

The first responders in the migration crisis, notably the security forces, legal 

counsel, humanitarian workers and medical staff, soon enough established 

practices and humanitarian points along the route, thus enabling provision of 

humanitarian aid to the best level possible. 

Still, the reception of Syrian refugees remains ambiguous, though it varied 

during the last decade from full understanding and provision of humanitarian aid 

with empathy, to intensification of anti-immigration attitude among the public and 

strengthening of far-right and nationalist sentiments. Namely, even though the 

Syrian refugee crisis began in 2011, the international community became aware of 

the suffering of the Syrian people around 2015, ‘once the refugee flow began to 

reach European borders at increasing rates’ (Doumit 2021, 680) and when the first 

victims, depicted in the three-year-old Alan Kurdi drowning in an effort to reach 

Greece, started taunting the world. At the given moment, many countries of the 

world, led by the United States, launched a Global War on Terror on one side, and 

established humanitarian corridors on the other. The first Syrian refugees were met 

with understanding, whilst the majority of asylum seekers were in fact granted 

asylum in their wished country of final destination. However, with the surge of 

terrorist attacks on European soil, and notably the ones conducted by followers 

of the so-called Islamic State, conducted in France, Belgium, Germany, the United 

Kingdom and Spain since 2015 onwards, the public sentiment has shifted from 

sympathy to discontent, gradually building towards ultra-nationalist notions of the 

migration crisis colored by anti-Semitism, anti-Muslim and anti-racism. Thus, we 

have witnessed securitization of the migration issue, at which point the question 

of accepting a refugee from a Muslim country was equaled by many with putting 

one’s own nation and wellbeing of the local population at risk. 
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1.2. AFGHAN MIGRATION CRISIS 

 

In 2001, the US military intervention in Afghanistan weakened the position of 

the predominantly Pashtun Islamic fundamentalist group named Taliban, forcing it 

to regroup in the neighboring Pakistan. Less than ten years later, the Taliban began 

taking back the lost territory little by little, only to take over the entire country by 

August 2021. As the country slowly sunk into chaos, mass exodus from Afghanistan 

began as well, forming vast waves of refugees, predominantly towards the United 

States and EU member states. In this case, the main cause for the massive surge of 

Afghan refugees was and still is the Taliban regime, given that the activities of this 

group have also served as strong drivers for migration even before the overtake of 

power in the country. The Balkan route, formerly the main geographical crossroad 

for many migrants and refugees travelling towards Western Europe, once again 

served as a helping hand in yet another migration crisis. 

Afghan refugees were no strangers to the Balkans even before the Taliban 

takeover of the country, given that they represented the second largest group of 

migrants present in the region (Reka October 14, 2021). Namely, in 2015, when 

over a million of people travelled through the Western Balkans, almost 250,000 of 

them originated from Afghanistan, and by the end of the year, Afghans accounted 

for about 20 percent of all arrivals to Europe (Bjelica & van Bijlert August 05, 

2016). The following year, the common criteria was established between Austria, 

Slovenia, Croatia, Serbia and Macedonia, defining the circumstances under which 

someone fled their country of origin as a determinant that ended up enabling free 

passage to Iraqi and Syrian refugees, but not the Afghans, who were 

predominantly perceived to be voluntary migrants, in search of better economic 

conditions (Bjelica & van Bijlert August 05, 2016). This decision left hundreds of 

Afghan nationals stranded in many countries of the Western Balkans, thus 

deeming them as ‘second class migrants’, hidden in the shadows of the great 

Syrian suffering. 
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However, in 2021, when the Taliban took over the country, many countries 

world-wide, led by the United States, begun evacuation of their nationals from 

Afghanistan, whilst the US government attempted to evacuate all Afghan nationals 

linked and employed with American governmental and non-governmental 

organizations as well. Such practice was soon enough adopted by all countries 

world-wide with any kind of governmental or non-governmental organizations 

present in the country. Moreover, more than 100 countries pledged to accept 

Afghans fleeing Afghanistan, among which were Albania, North Macedonia and 

the so-called “Kosovo”, while Serbia and Montenegro ‘said no to the U.S. request’ 

(Reka October 14, 2021). At the given moment, ‘Albania, one of Europe’s poorest 

countries, agreed to take in up to 4,000 Afghan refugees permanently. Kosovo 

will welcome up to 2,000 and North Macedonia up to 2,000 persons’ (Reka 

October 14, 2021). Upon the arrival of Afghan refugees, hotels and student centers 

were allocated for this purpose in Albania and North Macedonia
25)

, while in the 

so-called “Kosovo”, the Afghans settled near the KFOR/NATO base. In the final 

countdown, Albania hosted and is still hosting some of the 2,400 Afghan refugees 

in waiting for US visas, of whom ‘150 have now left on flights to the United States 

and several other EU countries’ (Marusic et al. December 17, 2021). By the end of 

2021, North Macedonia ended up hosting a total of 407 Afghan refugees, ‘76 of 

whom have already left for three different countries’ (Marusic et al. December 17, 

2021), notably France, Ireland and Greece. The remaining bunch is predominantly 

settled in hotels near Skopje. Finally, in the so-called “Kosovo”, a total of 

‘971 Afghans have been placed there in two refugee camps’ (Marusic et al. 

December 17, 2021). 

Besides ‘regularly accepted refugees’ settled in Albania, North Macedonia 

and the so-called “Kosovo”, humanitarian workers engaged in various Western 

Balkans countries state that the Balkan route has been reactivated and has thus 

                                                
25) These hotels and student centers are located in Durres and Shengjin. 
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become ‘the only viable alternative for people on the move as member states like 

Greece and Italy have fortified their borders and the Central Mediterranean route 

grows increasingly deadly’ (ECRE January 21, 2022). Namely, Afghan refugees 

are still present and still constitute the most dominant migrant nationality in the 

majority of Western Balkans countries, though the method of reception has 

slightly shifted during the course of the last decade. 

In the beginning of the mass migration crisis attributed to intensification of 

arrival of Syrian refugees to Europe, the main focus of humanitarian organizations 

was directed towards Middle Eastern migrants, and predominantly Syrians and 

Iraqis. Therefore, in the first months of the crisis, the majority of humanitarian 

workers, and especially interpreters and cultural mediators, were predominantly 

skilled to communicate in Arabic, whilst languages and dialects such as Dari, Farsi 

and Pashto were not that common among humanitarian professionals. Due to 

language barrier and necessity of using English when communicating with Afghan 

(and Pakistani) refugees and migrants, the initial crisis response was limited, in 

waiting for the first assimilated asylum seekers to begin working along the scarce 

Farsi interpreters of Serbian origin. However, currently, the majority of Western 

Balkan states have skilled linguistic teams proficient in Farsi, Dari and Pashto, not 

only academically trained, but also armed with live skills acquired in the field, 

given that the majority of interpreters for these language combinations started 

engaging in the field instantly after graduation. 

Unfortunately, skills alone are not sufficient for successful crisis management 

when speaking of migration crises. Even though more than 100 states world-wide 

decided to host Afghans fleeing the Taliban rule, many EU states remained silent 

or even stressed the need ‘to defend Europe from illegal migration’, still in fear of 

reoccurrence of yet another ‘Syrian migrant crisis’ dressed in the national flag of 

Afghanistan. Namely, France and United Kingdom initially proposed ‘the creation 

of a United Nations-run safe zone in Kabul’ (Mammone September 04, 2021), 
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while some European far-right politicians securitized the new migration crisis, 

pointing to the fact that the migration routes might be used by the Taliban and 

other extremist groups for reaching Europe and possibly conducting terrorist 

attacks. Such statements intensified anti-immigration attitudes among public, thus 

dividing Europe into humanitarians and extreme rightists. Having in mind the 

already present growing anti-migration sentiments towards migrants and refugees 

that appeared following a series of terrorist attacks on European soil, negative 

attitudes towards another migration crisis in Europe, now centered on Afghan 

refugees, did not come as a surprise, especially since the Afghans have long been 

present along the migration routes. 

Apart from the present anti-migration sentiments, it is worth noting that 

acceptance of Afghan refugees, to some extent, has become politicized, given that 

providing security, especially to former US collaborators and local staff of Afghan 

origin, served as a good identifier of pro-US and pro-NATO stance. By providing 

shelter to Afghans, these countries proved that they are the true allies of the US, 

and thus strengthened or at least attempted to strengthen their ties to the American 

government.  

 

1.3. UKRAINIAN MIGRATION CRISIS 

 

In February 2022, the Russian Armed Forces launched a military intervention 

in Ukraine, thus setting off the largest conflict in Europe since the World War 

Two. Rooted in separatist tendencies of Crimea and Donbas dating back from 

2014, this continuing conflict grew into a full-scale war, thus causing vast 

movements of people in the region, first within the territory of Ukraine, then into 

neighboring countries and beyond, to the rest of the world. For the time being, this 

conflict has resulted in displacement of more than seven million Ukrainians from 

their country of origin, of whom the majority fled to the surrounding countries. 
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The Russian Federation played a significant role in providing refuge for 

Ukrainians, given that almost 2.5 million of Ukrainians are currently residing in 

this neighboring country that is apparently, in this case, being both part of the 

problem and part of the solution. The next biggest number of Ukrainian refugees 

was recorded in Poland, currently hosting about 1.3 million of Ukrainians. 

Slovakia, given its geographical proximity to Ukraine, provided refuge to a little 

over 90,000 people, while Romania is currently hosting almost 56,000 and 

Hungary almost 30,000 Ukrainians. When speaking of the Western Balkans 

region, a total of 142,835 Ukrainian refugees and migrants were recorded in seven 

countries of the region, whilst, as of August 30, Bulgaria was hosting a little bit 

over 77,000 of people, followed by Montenegro, a country that provided refuge to 

24,482 people. Serbia is currently hosting around 17,458 Ukrainians, while Croatia 

is hosting 17,487 of them. Finally, a small portion of Ukrainian refugees settled in 

North Macedonia (3,296), Albania (2,780) and Bosnia and Herzegovina (218) 

(UNHCR August 30, 2022). Given the present situation, humanitarian response 

teams were established in countries of the region, whilst in Serbia, governmental 

and non-governmental organizations engaged in the field were joined by linguists 

skilled in both Ukrainian and Russian language in order to provide efficient 

response to the current Ukrainian migration crisis. Still, given that Ukrainians, as 

well as Russians, are traditionally present in the Balkans, the ‘Ukrainian crisis’ 

was not perceived in the public eye as a ‘migration crisis’, but as slightly 

intensified influx of Ukrainian citizens to the region. 

Given the nature of arrival of Ukrainian refugees to the region, as well as the 

fact that, in this case, we are speaking of the arrival of Christian refugees, many 

scholars have reiterated that ‘this is not Europe’s first refugee crisis, but it is 

different, as a comparison with 2015 shows. The size and speed of the exodus are 

one sign, but so is the European Union’s perception that this time it’s different. 

Geographical proximity is an obvious distinctive feature: a far-off conflict is not 

the same as one taking place on the continent itself’ (Garcés March 2022), whilst 

the majority of European politicians stated that Ukrainian refugees are not the 
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refugees Europe is used to – they are Europeans. If reading between the lines, we            

understand that ‘this time these refugees are welcome, and the reason is not just 

their urgent need for international protection, but because they are Europeans, 

Christians, “civilized” and middle-class’ (Garcés March 2022). And finally, this 

time around, as a consequence of the ‘good image’ of Ukrainian refugees, the 

European borders remained and will remain open, contrary to the case during the 

Syrian and the Afghan migration crisis. 

The previously described attitude, as well as the fact that Ukrainians were 

previously able to travel to the majority of European countries for the period of 90 

days without a visa, enabled the creation of a quite intense influx of middle- and 

upper-class Ukrainians, who soon enough found their place in the European real 

estate market by purchasing and leasing apartments and houses privately, thus 

raising the housing prices throughout the region, and especially in Serbia and 

Montenegro. This new development thus gravely impacted economic situation in 

the country, especially given the fact that housing prices in several countries have 

risen to previously unrecorded levels. Such trend has been recorded in almost all 

countries affected by a bigger influx of Ukrainian refugees, which was the case 

with Poland as well, where ‘the demand for apartments for rent has spiked in the 

large Polish cities that have been the refugees’ main destination’ (Rzhevkina April 

22, 2022). 

 

CONCLUDING REMARKS 

 

Big movements of people have never in history been conditioned by positive 

economic, political and security factors, but has most often risen from the need for 

better living conditions and even the need of protecting one’s own life. In this 

sense, big migrations of people indeed deserve to be called ‘crises’, affecting not 

only the countries of origin of migrants and refugees, but the countries of final 

destination as well. 
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The initial hypothesis of this paper stating that migration crises, and especially 

increased influx of Syrian, Afghan and Ukrainian refugees all have great impact on 

political, economic and security situation in the Western Balkan has been proven 

through examination of the three presented migration crises. Namely, the first of 

the three crises – the Syrian migration crisis, however initially met with empathy 

and understanding, soon ended up being perceived by the receiving countries as a 

significant security threat. The securitization of the Syrian migration crisis 

especially enhanced following the series of terrorist attacks in Europe attributed to 

the so-called Islamic State, after which the ultra-nationalist and anti-migrant 

sentiments rose to the fore, thus making the already difficult situation the Syrian 

and other refugees were in even more difficult. 

The second migration crisis came along with coming of the Taliban regime to 

power in Afghanistan in August 2020, causing havoc and panic among Afghan 

nationals trying to leave the country. Given the strong American presence in the 

country and the withdrawal of the US Army from Afghanistan preceding the rise 

of the Taliban, the ‘Afghan migration crisis’ ended up being used as leverage in 

negotiations and strengthening position and relations with the US administration, 

as we have seen on the example of North Macedonia, Albania and the so-called 

“Kosovo” accepting significant quotas of Afghan refugees in waiting for a US 

visa. Moreover, the previously induced anti-migratory attitudes present in the 

European public, despite strong interest of certain countries for provision of aid to 

Afghan refugees, remained quite strong, and the majority of Afghan refugees 

remained neglected and stranded on European borders due to the fact that they 

come from a poor, Muslim country. 

Finally, the ‘Ukrainian crisis’ serves as the best example of prioritization of 

nationality among migrant and refugee nations, given the fact that the Ukrainian 

refugees are world-wide perceived firstly as Europeans, then as Christians, and 

lastly as (favored) refugees. In this sense, we can even speak of a sort of favoritism 
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among migrants, since many countries than previously closed their frontiers before 

the Syrian and Afghan migrants nowadays greet the Ukrainian refugees with open 

hands, lifting visa requirements and enabling special conditions for the new wave 

of migrants. However, this open-door policy slightly backfired, causing significant 

economic problems in host countries, notably the rise of housing expenses and the 

prices in the real estate market throughout Europe. 

However different, all three examples of migration crises represent outcomes 

of serious security, political and economic insecurities in one part of the world 

causing similar outcomes in the other through displacement of vast numbers of 

people. In the Gospel of Matthew, it is said that ‘violence begets violence’. In this 

case, violence does not necessarily beget violence; however, it can be concluded 

that crisis (often) begets crisis, whether of security, political or economic nature, 

whether serious or mild.  
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Abstract: The focus on international, regional and national security changed with the Russian 

invasion on Ukraine, and the geopolitical landscape dramatically put back on the agenda the 

instability in B&H, which could possibly have broader regional implications. The inspiration for 

exploring this phenomenon was originally related to the security situation of Bosnia and 

Herzegovina as a case study. A special aspect of the paper is the analysis of secessionism as a 

threat to national security, where we will draw parallels between the Ukrainian secessionism and 

Serbian secessionism. In order to accomplish this goal, we need to examine the threats that arise 

from the actions of political actors, speeches and discourses of the politics of secessionism in war 

and aggression. Some leaders manipulate the war records for political advantage; others are 

playing with the issues that caused the conflict and are still lingering. 

The scientific goal of this research is reflected in the description of international and national 

capacities, taking into account the structure of the political and security system, and the relations 

and connections between these systems. The social goal of this paper is to present findings about 

the secessionism as the main threat with serious potential, and to get acquainted with the key 

characteristics related to the responsibility of international security actors and risk factors. 

The research is of a theoretical-empirical character. Given the interdisciplinarity of this 

research, to a greater or lesser extent, various general scientific methods will be used, primarily 

the hypothetical-deductive method and the analytical-deductive method, the method of scientific 

findings, and the method of analyzing the content of documents, events and testimonies in terms of 

analysis coordination and readiness of relevant actors in Bosnia and Herzegovina. In the amount 

of literature dealing with this issue, we will analyze relevant political discourse, scientific and 

professional papers, theoretical and empirical research, media sources in the form of reports and 

research, relevant legal legislation, but also the documents of international and other relevant 

organizations. This research should give this issue a more realistic dimension. 
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INTRODUCTION 
 

Perspectives on international, regional and national security have changed 

with the Russian invasion of Ukraine. The geopolitical landscape has once again 

put instability in Bosnia and Herzegovina on the agenda, which could have wider 

regional implications. The inspiration for researching this phenomenon is related 

to the security situation in Bosnia and Herzegovina. The paper is structured as a 

case study and will analyze the implications of the national security of Bosnia and 

Herzegovina due to the war in Ukraine. For conceptualization, a defining 

framework is important, where national security is viewed at the state level, within 

which the security of the nation that supports the state and the security of the state 

that responds and protects the national values and interests are combined 

(Bilandžić 2019, 280). 

Bosnia and Herzegovina is poorly prepared for dealing with internal and 

external crises and represents a fertile ground for geopolitical battles between 

Russia and the West. As an internationally recognized state, Bosni and 

Herzegovina has been turned into a dysfunctional and divided state. Entity 

arrangement is dysfunctional because it enables blocking of state institutions, 

irrational because four levels of government make a huge, unprofitable and 

dysfunctional administration, undemocratic because it violates the fundamental 

human rights and discriminates against citizens of the state. The war in Ukraine 

reminded us how fragile is the current status quo in Bosnia and Herzegovina. 

Worsening of the security situation at the international level could potentially lead 

to more serious instability in B&H. The initial research question is whether the 

security situation in Bosnia and Herzegovina could be seriously undermined, but 

also whether the international security mechanisms are sufficient. 

It is clear that aggression against Ukraine reflects the Russian state 

expansionism. Menkiszak (2014) points out that Putin’s doctrine represents a 

conceptual plan for the Russian domination. That is why we will talk about the 

imperial aspirations of Russia and the attempt to create new rules for the whole 

world, and how this is reflected in Bosnia and Herzegovina. This paper tries to 

respond to the meaning and consolidation of the influence of the Russian 

Federation in Bosnia and Herzegovina, with reference to the danger of separatism. 

Therefore, the analysis in the paper will answer whether Russian ties with the 

leadership of the Bosnian-Herzegovinian entity Republika Srpska represent a 

significant problem in the conduct of state policy and whether there is actually a 

political-security synergy. 
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1. WHY IS THE WAR IN UKRAINE IMPORTANT 

FOR B&H? 

 

With the invasion of Ukraine, there is a risk that Russia will use the existing 

tensions in the Western Balkans to destabilize the region. This applies not only to 

the north of Kosovo*
)
, but also to Bosnia and Herzegovina as well, where leading 

Bosnian Serb politicians are threatening with secession of the Republika Srpska 

entity. Lachert, like many other analysts, states that diverting attention from 

Ukraine is a clear goal (Global 2022). He believes that the conflict between Serbia 

and Kosovo*
)
 and the fragile political situation in Bosnia and Herzegovina are 

suitable for the Kremlin to destabilize the Western Balkans region. With a long list 

of unresolved internal affairs, conflicting political goals and security uncertainties, 

B&H possesses a worryingly large number of possible “triggers” for violence 

(Azinović, Bassuener, Weber 2012, 184). NATO’s intervention in the Balkans in 

the 1990s – first in Bosnia and later against Serbia during the “Kosovo war” – has 

long been viewed by the Kremlin as a humiliating provocation. Since then, Russia 

has been increasing its influence and consolidating its position through separatist 

sentiments. In a 2017 study, Bechev stated that, when it comes to Bosnia and 

Herzegovina, Russian influence mainly refers to supporting separatism in the 

country and blocking B&H’s access to the NATO alliance and blocking 

integration into the European Union. The International Crisis Group (2022) 

emphasizes that the secessionist movement threatens to break Bosnia and 

Herzegovina apart, while Kosovo* and Serbia, still remain at loggerheads over the 

former’s status. Until these disputes are addressed, they will threaten regional 

stability. The war in Ukraine has a significant spillover effect into the Balkans, 

exacerbating existing divisions, highlighting the different geopolitical posit ions of 

countries in the region, and reigniting long-standing tensions between pro-Russian 

and pro-Western factions in the region (Giantin 2022). 

                                                
*) UN Resolution 1244. 
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The research of the Center for Preventive Action, conducted in 2022, includes 

new unforeseen situations regarding the ongoing and potential conflicts (Stares 

2022). Bosnia and Herzegovina found its place on this list. New contingencies 

consist of growing political unrest and separatist threats in Bosnia and 

Herzegovina. The Russians support the Serbs and the maximum autonomy for 

Republika Srpska, as well as wish to ensure that Bosnia never tries to enter NATO. 

Furthermore, it is not surprising that Russia refuses to recognize the authority of 

the Office of the High Representative in B&H and has announced its opposition to 

renewing the mandate of EUFOR in November 2021. Political leaders in the 

Republika Srpska have also refused to recognize the legitimacy of the High 

Representative and prevented it from addressing the RS Parliamentary Assembly 

(Szczerba, 2022). Miranova and Zawadewicz (2018), as well as Bajrović, Kraemer 

and Suljagić (2018) find that Moscow is arming and training Republika Srpska’s 

police far beyond the levels required to deal with the normal law-and-order 

problems arising in the entity. 

By supporting the increased militarization of Republika Srpska, Russia seeks 

to establish a client state where it can damage EUFOR peacekeeping mission 

Althea’s credibility and weaken the transatlantic alliance. If destabilized, Bosnia 

and Herzegovina will be prevented from seeking further integration with the West. 

This can be seen as part of Russia’s larger strategy to disrupt and reshape the 

international order. It is important to note that NATO and other major Western 

institutions deny membership to countries with undefined borders. Russia’s 

support of efforts to divide and destabilize Bosnia thus serves to prevent its 

incorporation into these institutions (Hartwell, Karčić, and Mintel 2022). In terms 

of war in Ukraine, the parliament of entity Republika Srpska passed a set of 

conclusions in June 2022, one of them reaffirming a neutral stance on what was 

called “the Russia-Ukraine conflict” and another one on rejecting sanctions against 

Russia. While Bosnian and Croat leaders in Bosnia have condemned Russia’s 

invasion of Ukraine, Bosnian Serb leaders have continued to seek closer ties with 

Moscow (Ernst 2022). 

https://www.theguardian.com/world/2018/jan/12/russian-trained-mercenaries-back-bosnias-serb-separatists
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Milorad Dodik, the main Bosnian Serb leader, appeared at a public event with 

the Russian ambassador to B&H as a sign of support of Russia’s aggression and 

has visited Moscow twice in 2022 in order to speak with the President of Russia 

Vladimir Putin and the Minister of Foreign Affairs Sergei Lavrov. The last visit  

coincided with Russia’s announcement of a partial mobilization. Dodik has stoutly 

resisted B&H participation in sanctions against Russia. Until February 24, both the 

Kremlin and Milorad Dodik opposed the European Union’s mission in Bosnia and 

Herzegovina and sought to eliminate or reduce it. However, after meeting with 

Vladimir Putin in June 2022 in St. Petersburg, Dodik claimed that Russia would 

approve the extension of the mandate if the further expansion of Operation 

Althea’s troops is prohibited. The Kremlin and its allies in the Republika Srpska 

potentially perceive Althea as much weaker than NATO (Hartwell, Karčić, and 

Mintel 2022). 

One MP from Dodik’s SNSD party, Dušanka Majkić, threatened with a 

Russian military intervention should Bosnia and Herzegovina join NATO. Russia 

has added fuel to the fire by refusing to recognize the authority of the current High 

Representative in B&H and ended its financial support to the office. Also, Krastev 

(2022) points out that the national military of B&H needs to be modernized, but 

the budget has been blocked due to the political stand-off. This not only 

undermines the country’s security, but also imperils the efforts of those in the 

country who want to align B&H more closely with NATO. It is now nearly 

impossible to engage in long-term defense planning due to this budgetary 

uncertainty. Dodik and his party may initially have seen in Putin’s decision to 

invade Ukraine an opportunity to advance their goal of breaking up Bosnia and 

Herzegovina, because Dodik is also aware that the international focus on Ukraine 

could give him as well some space to unwind the current status quo in the Balkans. 

Dodik has been ready and willing to act as Moscow’s agent, in return for political 

and financial support. Serwer warns that pattern – this a minority population that 

https://www.klix.ba/vijesti/bih/dodik-putin-me-pozvao-na-novi-sastanak-u-septembru-eufor-a-moze-ostati-ali-bez-prosirenja/220617179
https://www.klix.ba/vijesti/bih/dodik-putin-me-pozvao-na-novi-sastanak-u-septembru-eufor-a-moze-ostati-ali-bez-prosirenja/220617179
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constitutes a majority on particular territory calling on its “mother” country for 

protection and conducting a referendum on secession – is a classic irredentist 

technique that we have been seeing in Ukraine. Republika Srpska might join the 

Russian vassals in Georgia (South Ossetia
26)

 and Abkhazia), Moldova (Transnistria), 

and Ukraine (Crimea, Donetsk, and Luhansk) as thorns in the paws of the West 

that distract the respective suzerains from pursuing membership in NATO and the 

EU (Serwer 2019, 60). Putin’s invasion encouraged the nationalist leader Dodik 

from the Republika Srpska entity and President Aleksandar Vučić from the 

Republic of Serbia. In an interview given in June 2022, the Russian ambassador to 

Serbia, Aleksandr Bocan-Harchenko, noted that Republika Srpska remains one of 

the most important foreign policy goals of the Russian Federation, regardless of all 

the problems that the Russian state is currently facing (Srna 2022). Nutall (2022) 

explains that the Russian invasion of Ukraine adds fuel to the existing tensions in 

the Balkans. Moscow’s propaganda spread throughout the Balkans by Russian 

media is fueling the fire as the war fuels the pro-Serbian rhetoric and heightens 

tensions across the region. 

1.1. RUSSIAN PROPAGANDA AND MEDIA PATRONAGE 

Russian propaganda has achieved the mobilizing power. Serbian media shows 

a high degree of empathy for Russians and compares Serbian suffering with 

Russian suffering, completely ignoring the crimes against the Ukrainian citizens 

(Atlantska inicijativa 2022). The Serbian media are part of the Russian propaganda 

machinery that creates an anti-Western atmosphere that further distances Serbia 

from European integration. The majority of public opinion is on the Russian side 

when it comes to the Ukrainian war. In the document entitled “Risks and 

Vulnerabilities in the Western Balkans”, published by the NATO Center for 

26) Since 2018, South Ossetia and Republika Srpska have signed an agreement on cooperation and 

friendship. 
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Strategic Communications (2020), it is emphasized that the insufficient level of 

cooperation and interoperability in the country is a major obstacle to the 

development of Bosnia and Herzegovina. In terms of national resilience, B&H is 

poorly prepared for dealing with internal and external crises. Special emphasis was 

placed on the lack of cohesion among the political elite regarding the country’s 

foreign policy orientation, dysfunctional coordination in the event of a crisis, but 

also on the lack of awareness of the danger of information warfare and the 

ineffectiveness of state measures against hybrid threats. In 2016, the EU 

recognized and warned about Russian disinformation and propaganda warfare 

because Russia has the capacity and intention to conduct operations aimed at 

destabilizing other countries (European Parliament 2016). This often takes the 

form of support to political extremists and large-scale disinformation and mass 

media campaigns. The role of the media and the Russian state agency “Sputnik” is 

reflected in the effort to strengthen as much as possible the Russia’s role as an 

arbiter in favor of Belgrade by fueling regional national conflicts, and therefore it 

is no coincidence that Serbs in Serbia, Bosnia and Herzegovina and Montenegro 

are considered as Russia’s closest allies in the southeast Europe in a geopolitical 

struggle with the USA and Europe (Brey 2018). 

Although most of the sources of political disinformation in BiH to be found 

among the local media, a large disinformation hub is formed by an alarmingly high 

number of media from neighboring countries, potentially used by foreign political 

actors. The Serbian edition of “Sputnik” is the only foreign-owned media in this 

hub. “Sputnik” is the only media with a presence in this hub which is owned by a 

state actor outside of the region, embodied in its Serbian-language outlet “Sputnik 

Srbija”. The outlet also offers its radio broadcasts in the local language to several 

radio stations from both Serbia and B&H, and has a significant corpus of followers 

on social media. They found that “Sputnik” articles about B&H have a clear 

editorial bias towards the ruling party in the Republika Srpska, the Serb-led entity 

https://rs.sputniknews.com/
https://rs.sputniknews.com/
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in Bosnia and Herzegovina (AP 2019). This analysis showed that “Sputnik” has de 

facto acted as Dodik’s campaign outlet prior to 2018 elections. Several EU 

countries, as well as NATO, were presented in these narratives as a threat to the 

Serbs, Republika Srpska, or Milorad Dodik in particular. His opponents were 

labelled as “puppets” of foreign actors and/or implicated in several conspiracy 

theories about the alleged coup plans or “colored revolutions” planned by the EU 

or NATO states. Milorad Dodik is undoubtedly the most prominent exponent of 

Moscow, but also the most invisible actor in Bosnia and Herzegovina. In this 

sense, he is also a potential generator of violent conflict (Biserko 2022). Serbia, as 

a key Russian partner, ensures Russia’s survival in the region and expansion of its 

regional influence. In the political-security synergy of these two countries, the so-

called construct of the Serbian world was created, which strongly relies on the 

Russian concept of the Russian World foundation. After the Montenegrin 

parliamentary elections in 2020 and the entry into power of open promoters of 

Russian interests, this construct was presented in Montenegro as well, through 

numerous high-level political and church addresses regarding Montenegro, 

Republika Srpska and Serbia. Šuklinov (2022) is of the opinion that the idea of a 

“Serbian world” begins in the Republika Srpska and Montenegro, where in 2016 

the intelligence officers of the Russian GRU and Serbian rightists attempted a 

coup d’état. The “Serbian world” project is active, but it is dependent on Russia. 

There was even a Russification of Serbian nationalism (Politički.ba 2022). The 

identification of Orthodoxy with the Serbian, that is, the Russian Orthodox Church 

and Putin as the protector of all Orthodox Christians, represents a significant 

success of the Russian soft power in Bosnia and Herzegovina and its entity 

Republika Srpska, Serbia and Montenegro. We see from these examples that we 

are talking about narratives that justify the imperial ambitions of both Russia and 

Serbia. The “Russian World”, as well as the “Serbian World”, represent two 

irredentist projects similar in methodology. The first is oriented towards the return 
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of Russia as a global power, and the second towards the unification of Serbian 

territories (Atlantska inicijativa 2022). Halilović (2022) believes that the Russian 

doctrine and ideology of the Russian world, the doctrine and ideology of the 

Serbian world, the Croatian world and every other doctrinal and ideological large-

state national world, are almost completely identical in content. It is only about 

variations of a general, common doctrine and ideology that differ from each other 

only by the name of the nation-state whose ethnocentrism is in question. Although 

presented as a project to protect the interests of the Serbian people in the region, 

this anachronistic modification of the idea of Greater Serbia in a very short period 

stirred up Montenegrin and Bosnian-Herzegovinian society and initiated a series of 

negative trends that already have an impact on the dynamics of the European 

integration of Montenegro and Bosnia and Herzegovina, with increasingly serious 

security implications (Digital Forensic Center 2021, 79). 

 

2. NATIONAL SECURITY OF B&H AND IMPLICATIONS 

FOR INTERNATIONAL SECURITY 

 

Indeed, the war in Ukraine has shifted the region’s diplomatic dynamics. At a 

press conference following the Russia’s invasion of Ukraine, NATO Secretary 

General Jens Stoltenberg stated the following: “The Kremlin is trying to make 

NATO and the EU provide less support to our partners. Our collective answer 

must therefore be more support to countries like Georgia, Moldova and Bosnia and 

Herzegovina. To help them succeed with their democratic reforms and pursue the 

path that they have freely chosen” (NATO, 2022).  

Today, with growing poverty, fresh wounds from the pandemic, and the 

emerging tectonic geopolitical shifts that started on February 24, tensions in the 

region are probably at their highest level since the end of the last war. In B&H, the 

internal politics is currently divided between two administrative entities 



How to deal with uncertainties in increasingly complex environment? 

 

 

70 

(Federation of Bosnia and Herzegovina and Republika Srpska), on the one hand, 

and between three communities (Bosniaks, Serbs, Croats), on the other, each with 

different sources of certain external support. Just prior to the war, the EU’s foreign 

policy chief, Josep Borrell, announced that the size of the EU’s EUFOR Althea 

peacekeeping forces in the country would jump from 600 to 1,100 troops − a 

significant increase, although perhaps not sufficient to contain a consequential 

outbreak of violence, should one occur. The EUFOR characterized the deployment 

of these forces as a precautionary measure to strengthen the stability in B&H by 

positioning sufficient, capable forces to support the B&H government efforts to 

maintain a safe and secure environment. The signal was nonetheless clear and the 

mission has been to demonstrate the EU’s determination to maintain stability in 

Bosnia and Herzegovina and to express its unequivocal commitment to the 

territorial integrity and sovereignty of the country (Shannon, 2022). The purpose 

of the increase in the presence of the international power is provision of more 

effective support to the state of Bosnia and Herzegovina and ensuring a safe and 

stable situation. The deployment of these forces is a precautionary measure, but 

the dilemma remains regarding the ability to credibly deter violence. 

For almost a decade after the end of the war in 1995, NATO had the primary 

responsibility for peacekeeping in Bosnia and Herzegovina. In December 2004, 

the United Nations, in accordance with the Dayton Peace Agreement, adopted a 

resolution to establish a multinational military implementation force in Bosnia and 

Herzegovina. It is important to note that, through the Berlin Plus Agreements, 

Althea can draw on NATO troops, but this mechanism requires a decisive action 

from the European force. Consequently, NATO transferred its mission to 

Operation Althea. One key difference between Operation Althea and NATO is 

that, under Annex 1-A, Article I (a) of the Dayton Peace Agreement, Althea’s 

mission must be approved by the United Nations. This means that all members of 

the UN Security Council, including Russia and China, must annually agree to 

https://www.nato.int/cps/en/natohq/topics_49127.htm
https://www.osce.org/bih/126173
http://www.securitycouncilreport.org/atf/cf/%7B65BFCF9B-6D27-4E9C-8CD3-CF6E4FF96FF9%7D/Bosnia%20SRES1575.pdf
http://www.securitycouncilreport.org/atf/cf/%7B65BFCF9B-6D27-4E9C-8CD3-CF6E4FF96FF9%7D/Bosnia%20SRES1575.pdf
https://www.europarl.europa.eu/meetdocs/2004_2009/documents/dv/berlinplus_/berlinplus_en.pdf
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continue its mandate. The NATO’s ability to act as the peacekeeping force in 

Bosnia and Herzegovina is authorized under a different section of the Dayton 

Peace Agreement. Annex1-A, Article I (b) states, “NATO may establish a force … 

under the authority of the North Atlantic Council.” This permission is granted 

without a time limit or dependency on the UN Security Council approval. The fact 

that NATO transferred its peacekeeping mission to the European Union in 2004 

does not affect the NATO’s ability to reassume its previous role today. This means 

that NATO could legally deploy troops to Bosnia and Herzegovina, without 

acquiring permission from anyone, including the UN Security Council and the 

political leaders of Republika Srpska. The Althea’s troop strength has varied. 

Originally, it was around 6,500 strong but dwindled over time to a 

mere 600 before invasion of Ukraine (Hartwell, Karčić, and Mintel 2022). The EU 

is working to stabilize the situation in B&H through its EUFOR Althea mission, 

and recently increased its military presence in that country in response to the 

mounting tensions and potential spill-over from the war in Ukraine. It derives its 

mandate from the United Nations Security Council Resolutions (UNSCR) 1551 

and 1575. It provides deterrence and helps ensure the continued compliance with 

the terms of the Dayton/Paris Peace Agreement. By extension, it seeks to 

contribute to a safe and secure environment in Bosnia and Herzegovina in line 

with its mandate, the implementation plan of the Office of the High Representative 

(OHR) and the Stabilization and Association Process (EUFOR, 2021).   

In 2021, the appointment of Christian Schmidt as the High Representative in 

Bosnia and Herzegovina was not confirmed due to opposition by Russia and 

China. Instead, Russia and China voted in favor of a resolution to end the mandate 

of the High Representative entirely. Although this resolution was not adopted, no 

UN Security Council resolution was proposed to confirm Schmidt as a result. All 

members of the Peace Implementation Council approved Christian Schmidt’s 

appointment except Russia. The council’s steering board does not require 

https://www.nato.int/cps/en/natolive/topics_49763.htm
https://www.everycrsreport.com/reports/RS21774.html
https://www.eeas.europa.eu/eufor-althea/eufor-bosnia-herzegovina-military-operation-althea_en?s=324
https://press.un.org/en/2021/sc14585.doc.htm
https://press.un.org/en/2021/sc14585.doc.htm
http://www.ohr.int/international-community-in-bih/peace-implementation-council/
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unanimity for such a decision: Thus, Schmidt assumed the position of High 

Representative on August 1, 2021. The United Nations Security Council in 

November 2022 has renewed the mission of Operation Althea as the Bosnian 

peacekeeping force for one more year. This decision is positive in the short term, 

but the possibility of a Russian or Chinese veto is still worrisome in the long term. 

In addition to other warning messages, the French representative said that 

politicians who call for the secession of Bosnia and Herzegovina cannot be 

tolerated and condemned the glorification of war crimes and the denial of genocide 

(Klix 2022b). It is evident that this kind of environment destabilizes the country in 

security, political, economic and social terms. Blockade of the state, weakening of 

institutions, carelessness and social insensitivity are an excellent framework for 

making the rule of law and democratic order impossible, and for preparing the 

disruption of the security situation. 

 

3. SECESSIONISM AS A THREAT TO NATIONAL 

SECURITY 

 

Secessionism
27)

 has a serious threatening potential for the peace and stability 

of B&H, the region and Europe as well. The problem is particularly acute in 

Bosnia and Herzegovina (B&H) where the government of the entity largely 

inhabited by Serbs, Republika Srpska (RS), is now actively seeking to break out of 

the state structures that have held that country together since the signing of the 

Dayton Peace Agreement. Threats arise from the actions of political actors, 

speeches and discourses of the politics of secessionism. Savanović et al. (2020) 

point out that secessionist rhetoric has been constantly present in the RS since the 

                                                
27) When the domestic and international public talks about secessionism in Bosnia and Herzegovina, 

they mean first of all the possibility that the Republika Srpska, under certain conditions, in the 

foreseeable future, will call a referendum on independence on its own territory, which is an 

unconstitutional category and the scenario for the destruction of the Dayton Peace Accords, a new 

armed conflict and wider instability. 
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very beginning of its existence. In the period from 2006 to 2018, it has strongly 

intensified. The topic of secession did not appear in earlier OHR reports until 

2006. It is important to note that arguments of illegitimacy, discrimination, 

inefficiency, “weak states”, as well as arguments pointing to the factual situation 

and the right of the people to self-determination, are more often used in the 

discourse of political actors, in analogy with other secessionist movements in 

Europe. For years, the narrative of the political structures in the Republika Srpska 

entity has been reduced to the fact that Bosnia and Herzegovina, as a state, is 

regressive and unsustainable, and that its disintegration is imminent. 

The key difference in previous actions is reflected in the fact that, at the end of 

2021, when preparations for a military invasion of Ukraine were underway, the 

National Assembly of the Republika Srpska entity passed a controversial 

resolution in a step towards secession, raising tensions and provoking international 

condemnation. Despite the warnings of the international community and the 

boycott of the opposition, 49 of the 83 deputies of the National Assembly of the 

Republika Srpska (RS) adopted, on December 10, a resolution - supported by the 

leader of the Bosnian Serb Presidency at the state level Milorad Dodik, nowadays 

a President of the RS, as well as by the President of the RS Željka Cvijanović, the 

current Serb member of the Presidency of Bosnia and Herzegovina since the 

October 2022 elections – on the withdrawal from the army, service security, tax 

system and judiciary. The decision implies the transfer of authority from central 

institutions and leaves a six-month deadline for drafting new laws on the armed 

forces, the judiciary and the tax system. Some Western governments – namely 

Germany, the UK, the US, France, Italy – and the EU labeled, the resolution a 

“further escalation step” and threatened with introduction of new sanctions; the 

German Foreign Minister Annalena Baerbock called on the EU to impose 

sanctions on Dodik on December 13, but Dodik showed indifference and said that 

sanctions would lead them to their “true friends” (CrisisWatch 2022). The United 
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States and the United Kingdom imposed sanctions on various Bosnian politicians 

who are threatening the country’s territorial integrity and who are engaging in 

corrupt activities. The European Union threatened to impose sanctions but did not 

do so, primarily because of the opposition from several EU countries, including 

Hungary, Croatia, and Slovenia (Hartwell, Karčić, and Mintel 2022). The Declaration 

on the Constitutional Principles of the RS was also adopted, which obliges the 

institutions of the RS to draw up a constitution according to which Banja Luka 

would be the capital of the entity, and Pale, not far from Sarajevo, would be the 

capital. The Declaration specifies that “all laws imposed by the High Representative 

are unconstitutional”. Previously, on October 20, the same body passed the law on 

medicines and medical devices, which provides for the establishment of an entity 

agency for medicines, operating at the state level since 2009. According to the 

Constitution of B&H, the entities cannot independently return the competences 

that were transferred to the state in the past period (Huskić 2021). 

The essential international mechanism, The Peace Implementation Council, an 

international body set up to oversee the implementation of the 1995 Dayton Peace 

Accords, said on February 10 that the law establishing the entity’s High Judicial 

and Prosecutorial Council would create an “unconstitutional body, which would 

threaten basic legal rights of all citizens of Bosnia and Herzegovina”. On the same 

day, the American Embassy in Sarajevo announced that this move “will allow 

criminals to prosper and corruption to flourish” (CrisisWatch 2022). In response, 

the leader of the opposition Serbian Democratic Party, Mirko Šarović, described 

this move as a “direct threat to peace” that would lead RS “into a spiral of war”. 

The Peace Implementation Council is an international organization formed in 

1995 to implement the Dayton Peace Agreement, and it has been operational in 

conjunction with the Office of the High Representative ever since. The Office of 

the High Representative has shifted the course of action throughout the previous 

12 years. The High Representative Christian Schmidt’s warning from the end of 

https://www.gov.uk/government/collections/uk-sanctions-on-bosnia-and-herzegovina
https://apnews.com/article/business-united-states-race-and-ethnicity-racial-injustice-foreign-policy-247fb6ee80e30731e82d0b45b4cfd2be
https://apnews.com/article/business-united-states-race-and-ethnicity-racial-injustice-foreign-policy-247fb6ee80e30731e82d0b45b4cfd2be
https://www.theguardian.com/world/2021/nov/02/bosnia-is-in-danger-of-breaking-up-warns-eus-top-official-in-the-state
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2021 looms: “The prospects for further division and conflict in Bosnia and 

Herzegovina are very real”. However, the OHR was not used by the Bonn 

authorities between 2011 and 2021, after which it was revived in April 2022, given 

the perceived severity of Serbian moves for secession. Since then, the incumbent 

High Representative Cristian Schmidt has intervened to block RS claims for state 

assets in April 2022, override HDZ’s veto on fully funding the upcoming 

elections, impose an electoral “integrity package” in July, and amend the 

constitution FB&H in October 2022. The issue of state property is precisely the 

area of the new-old political crisis and radicalization of discourse. In November 

2022, Dodik emphasized the following: “If someone dares to interfere in the 

property and legal relations of the RS without discussion and despite our idea of it, 

they will sign the decision that I will propose here on the secession of the 

Republika Srpska” (N1 Sarajevo 2022). 

According to this review, we see that the continuity of secessionist statements 

shows that it is a matter of strategic orientation. Szczerba (2022) in his report to 

NATO states that, prior to the outbreak of war in Ukraine, the parliament of the 

Republika Srpska announced its intention to pull out of the federal tax, judicial and 

military systems and to establish their own instead. Powerful secessionist 

sentiments in Republika Srpska have led to a paralysis of government and 

budgetary gridlock. This blockage has impeded the country’s democratic and 

economic development on a range of fronts. The constitutional order, set up in the 

Dayton Accords, cannot function without inter-communal cooperation, and this 

simply is not present today. Indeed, the Republika Srpska has embarked on an 

effort to construct parallel institutions which would lead to a de facto secession. 

The Croatian parties have also been obstructionist and are deeply dissatisfied with 

the current constitutional order. One of Dodik’s unlikely allies is the Bosnian 

Croat leadership, particularly Dragan Čović, a former Croat member of the 

tripartite presidency and leader of the Croatian Democratic Union of Bosnia and 
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Herzegovina. Čović and Dodik often work in concert to further divide the country 

to consolidate their power and influence. Čović has echoed Dodik’s divisive 

rhetoric and has argued for a third “Croatian” entity in the south of Bosnia and 

Herzegovina, another move that undermines Bosnian sovereignty (Hartwell, 

Karčić, and Mintel 2022).
 
 In the given (geo)political circumstances, Milorad 

Dodik will continue to suggest strategic patience, resistance, various types of 

obstructions, strengthening the combat readiness of the RS police, etc. Therefore, 

he will be patiently waiting for the unfolding of the (geo)political situation and an 

opportunity that will come if the external circumstances change in his favor (Klix 

2022a). In the dark perspective, in the absence of collective security mechanisms, 

Milorad Dodik would have crossed the point of no return and fulfilled his 

repeatedly repeated promise - the declaration of the RS independence. 

 

CONCLUDING REMARKS 

 

Bosnia and Herzegovina, as a state, is a historically interwoven multiethnic 

community. The European crystal palace, built on the illusion of the end of 

history, eternal peace and the triumph of liberal democracy, can collapse at any 

moment, precisely in Bosnia and Herzegovina. From the signing of Dayton until 

today, this agreement has experienced a lot of criticism, and represents a field for 

political manipulations and contradictions. The war ended with the Dayton process 

in 1995, and none of the warring parties was fully satisfied with this agreement. 

The disputes were of a territorial, political, legal and symbolic nature. 

However, it should not be overlooked that this project for peace represents the 

only possible model of peace and prosperity for B&H in the current international 

and internal circumstances. Over time, many international circumstances have 

changed, and so have the requirements for Dayton. The Ukrainian war is an 

extraordinary warning to all external entities to take B&H more seriously. The 

https://www.boell.de/en/2022/03/28/eu-must-stop-appeasing-putins-puppets-bosnia
https://ba.n1info.com/english/news/us-embassy-condemns-territorial-reorganisation-threats-by-bih-croat-parties/
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Russian ties with the leadership of the Bosnian-Herzegovinian entity Republika 

Srpska trully represent a significant problem in the conduct of state policy, and the 

political-security synergy represents a danger in the current conditions and 

relations. Stabilizing Bosnia and Herzegovina is the most pressing need. The risk 

of conflict exists due to Russia’s broader geopolitical interests and secessionist 

threats, despite a slight increase in EUFOR forces and the ongoing international 

diplomatic mediation efforts. 

The coordinated destabilization of the region is visible, followed by media 

coverage. If the malignant idea of separating Republika Srpska from the state of 

Bosnia and Herzegovina succeeds, it would be a sign that the time has come for a 

new world geopolitical order, in which new state borders are drawn and new states 

are created under the patronage of Russia. The secessionism of the Republika 

Srpska entity is a political fiction, a mere propagandistic hoax and an artificial 

debate that the nationalist leader Milorad Dodik skillfully deconstructs into an 

alliance with the Kremlin. 

The perspective and future of B&H lies in integrations and extensive reforms 

that will increase the well-being of the country and contribute to peace and 

stability, both within B&H and in the region. On the other hand, in response to the 

reawakened threat of security as a form of more organized violence, state power 

must be affirmed and strengthened in the sign of national security. 

 



How to deal with uncertainties in increasingly complex environment? 

 

 

78 

REFERENCES 

 

1. Aktuelno. 2022. “Ruski propagandisti u velikom problemu: “Toksične” 

Propagandne Platforme Bliske Službama I Crkvi Srbije U Panici Od Gašenja!”. 

https://www.aktuelno.me. 

2. AP. 2019. “How Serbian Sputnik Infiltrated a Disinformation Hub in Bosnia 

and Herzegovina.” EUvsDisinfo. June 14, 2019. https://euvsdisinfo.eu. 

3. Atlantska inicijativa. 2022. “Proruska Propaganda U Srbiji.” Atlantskainicijativa. 

https://atlantskainicijativa.org. 

4. Azinović, Vlado, Kurt Bassuener, and Bodo Weber. 2012. Assessing the 

Potential for Renewed Ethnic Violence in Bosnia and Herzegovina: A Security 

Threat Assessment. Sarajevo: Fakultet političkih nauka, Univerzitet u Sarajevu. 

5. Bilandžić, Marko. 2019. Nacionalna Sigurnost: Prognoziranje Ugroza. 

Zagreb: Despot infinitus. 

6. Biserko, Sonja. 2022. “Srpski Svet.” Gradski Portal. October 21, 2022. 

https://gradski.me. 

7. Brey, Thomas. 2018. “Russian Media Power and Revisionism in Serbia.” 

Südosteuropa Mitteilungen, no. 04: 26–41. 

8. CrisisWatch. 2022. “CrisisWatch Database.” Www.crisisgroup.org. August 

30, 2022. https://www.crisisgroup.org. 

9. Digital forensic centar. 2021. “DFC Studija - Uloga Rusije Na Balkanu: Slučaj 

Crne Gore – Dfcme.me.” Https://Dfcme.me/. September 16, 2021. 

https://dfcme.me. 

10. Ernst, Iulian. 2022. “Bosnia’s Republika Srpska Seeks Stronger Economic 

Ties with Russia.” Intellinews.com. August 14, 2022. https://intellinews.com. 

https://www.aktuelno.me/crna-gora/ruski-propagandisti-u-velikom-problemu-toksicne-propagandne-platforme-bliske-sluzbama-i-crkve-srbije-u-panici-od-gasenja/?fbclid=IwAR2HcDEeZwJnS-85w8ejWqHPFTuBOrnpsbm00oMM9R8fAv3TwTqPV30L_98
https://euvsdisinfo.eu/how-serbian-sputnik-infiltrated-a-disinformation-hub-in-bosnia-and-herzegovina/
https://atlantskainicijativa.org/proruska-propaganda-u-srbiji/
https://gradski.me/srpski-svet/?fbclid=IwAR0nXKSPvQMfzpNOzwsbhErR1g-Qpryqda1fVe1-Q7c-_QAmhd_jSXyIH7s
https://www.crisisgroup.org/crisiswatch/database?location
https://dfcme.me/dfc-studija-uloga-rusije-na-balkanu-slucaj-crne-gore/
https://intellinews.com/bosnia-s-republika-srpska-seeks-stronger-economic-ties-with-russia-253395/?source=%20bosnia-and-herzegovina&utm_source=Newsletter&utm_medium=Email&utm_%20campaign=Edpicks&_eid=62c4248ec82a3f24812eb88d206fd151&fbclid=IwAR0nXKSPvQMfzpNOzwsbhErR1g-Qpryqda1fVe1-Q7c-_QAmhd_jSXyIH7s


How to deal with uncertainties in increasingly complex environment? 

 

 

79 

11. EUFOR. 2021. “European Union Force in BiH, Operational Althea”. 

https://euforbih.org. 

12. Evropski parlament. 2016. “Usvojeni Tekstovi - Strateška Komunikacija EU 

Za Borbu Protiv Propagande Koju Protiv Nje Provode Treće Strane – Srijeda, 23. 

Studenog 2016.” https://www.europarl.europa.eu. 

13. Giantin, Stefano. 2022. “Russian Aggression Isolates Serbia, Divides Bosnia, 

Unites the Rest of the Balkans.” Nato Defense College Foundation. February 28, 

2022. https://www.natofoundation.org. 

14. Global, Bosna. 2022. “Warsaw Institute: Ruski Cilj – Tenzije Na Balkanu, 

Skretanje Pažnje Sa Ukrajine.” Bosna Global. July 4, 2022. 

https://bosnaglobal.net. 

15. Hartwell, Leon, Hikmet Karčić, and Josephine Mintel. 2022. “Send NATO 

Troops to Help Stabilize Bosnia and Herzegovina.” War on the Rocks. 

August 12, 2022. https://warontherocks.com. 

16. Huskić, Adnan. 2021. “Skupština Pokrenula Proces Prenosa Nadležnosti Sa 

BiH Na RS.” Radio Slobodna Evropa. December 10, 2021. 

https://www.slobodnaevropa.org. 

17. Klix. 2022a. “Hadžikadunić: Bez NATO-a BiH Bi Izgledala Kao Libija, 

Dodik Čeka Geopolitičku Priliku.” Www.klix.ba. July 5, 2022. 

https://www.klix.ba. 

18. Klix. 2022b. “Francuska O Stanju U BiH: Ne Mogu Se Tolerisati Lideri Koji 

Pozivaju Na Secesiju.” Www.klix.ba. November 2, 2022. https://www.klix.ba. 

19. Krastev, Ivan. 2022. We Are All Living in Vladimir Putin’s World Now. 

The New York Times. https://www.nytimes.com. 

20. Menkiszak, Marek. 2014. “The Putin Doctrine: The Formation of a 

Conceptual Framework for Russian Dominance in the Post-Soviet Area.” 

http://www.osw.waw.pl. 

https://euforbih.org/index.php/about-eufor/background
https://www.europarl.europa.eu/doceo/document/TA-8-2016-0441_HR.html
https://www.natofoundation.org/balkans-black-sea/russian-aggression-isolates-serbia-divides-bosnia-unites-the-rest-of-the-balkans/
https://bosnaglobal.net/vijesti/warsaw-institute-ruski-cilj-tenzije-na-balkanu-skretanje-paznje-sa-ukrajine/?fbclid=IwAR07BBF2y7kmMwd3-peKM2BkmV%20ly8fnHsV9CI24_11x0m--N-7C6yF5FRw0
https://warontherocks.com/2022/08/send-nato-troops-to-help-stabilize-bosnia-and-herzegovina/?fbclid=IwAR06KBjsh0G51yHoHNituN-16gaV5a0E0e%20_O9H2ipHK_JQ229PVTOazGR3I
https://www.slobodnaevropa.org/a/sjednica-narodne-skupstine-republike-srpske/31601406.html
https://www.klix.ba/vijesti/bih/hadzikadunic-bez-nato-a-bih-bi-izgledala-kao-libija-dodik-ceka-geopoliticku-priliku/220705034?fbclid=IwAR1hVZSNeBsUI%20lMYTMZvMu83ZRsgLAIeqW0i40qm-Pl-5ScdN4_tO2OhaEg
https://www.klix.ba/vijesti/svijet/francuska-o-stanju-u-bih-ne-mogu-se-tolerisati-lideri-koji-pozivaju-na-secesiju/221102145
https://www.nytimes.com/2022/02/27/opinion/putin-russia-ukraine-europe.html
http://www.osw.waw.pl/en/publikacje/osw-commentary/2014-03-27/putin-doctrine-formation-a-conceptual-framework-russian:OSWCommentary


How to deal with uncertainties in increasingly complex environment? 

80 

21. Miranova, Vera and Bogdan Zawadewicz. 2018. Putin Is Building a Bosnian

Paramilitary Force. Foreign Policy. https://foreignpolicy.com.

22. N1 Sarajevo. 2022. “Dodik: I Will Propose Secession If Anyone Interferes

with RS Entity Property.” N1. November 15, 2022. https://ba.n1info.com.

23. Nuttall, Clare. 2022. “Five Days to Preserve Peace in the Western Balkans |

BALKAN BLOG.” Www.intellinews.com. August 26, 2022.

https://www.intellinews.com.

24. Politicki.ba. May 4, 2022. https://politicki.ba.

25. Reuf Bajrovic, Raichard Kraemer, and Emir Suljagic. 2018. Bosnia on the

Russian Chopping Block: The Potential for Violence and Steps to Prevent It.

Foreign Policy Research Institute, https://www.fpri.org.

26. Savanović, Aleksandar, Aleksandar Vranješ, Nevenko Vranješ, and Željko

Budimir. 2020. “Izvori, Geneza I Priroda Secesionističke Retorike U Republici

Srpskoj.” Politička Misao 57 (1): 93–126. https://doi.org.

27. Serwer, Daniel Paul. 2019. From War to Peace in the Balkans, the Middle

East and Ukraine. Cham, Switzerland: Palgrave Macmillan.

28. Shannon, Seamus. 2022. "EUFOR Reserve Activation 2022", EUFOR

Operation ALTHEA. https://www.euforbih.org.

29. Srna. 2022. “Bocan Harčenko: Položaj Srpske Prioritet Spoljne Politike

Rusije.” Nezavisne Novine. June 16, 2022. https://www.nezavisne.com.

30. Stares, Paul B. 2022. Preventive Priorities Survey. Council on Foreign

Relations: Center for Preventive Action, New York. New York: Council on

Foreign Relations: Center for Preventive Action.

31. Szczerba, Michal. 2022. The Western Balkans: Russia’s war on Ukraine and

the region’s enduring challenges, NATO Parliamentary Assembly, ESCTD.

https://foreignpolicy.com/2018/08/08/putin-is-building-a-bosnian-paramilitary-force/
https://ba.n1info.com/english/news/dodik-i-will-propose-secession-if-anyone-interferes-with-rs-entity-property/?fbclid=IwAR04CM2T-b771l7w2NXey9nTQ%20Vj2N2Hioeie5i9gI85fNLjnv3cQ_u_S1uo
https://www.intellinews.com/balkan-blog-five-days-to-preserve-peace-in-the-western-balkans-254736/?source=blogs&utm_source=Newsletter&utm_medium%20=Email&utm_campaign=Edpicks&_eid=e95e8c83f1a9aad4fa176a3d0ddd8999
https://politicki.ba/vijesti/der-spiegel-ruski-mir-je-prijetnja-svijetu-je-li-srpski-svet-prijetnja-balkanu/23032?%20fbclid=IwAR36TLHrOAqbySxhiMxcjXWWSp60HezfbPGIrvKkE_RNWV-9YVHVVt28J2c
https://www.fpri.org/article/2018/03/bosnia-russian-chopping-block-potential-violencesteps-prevent/
https://doi.org/10.20901/pm.57.1.05
https://www.euforbih.org/index.php/newsroom/2952-eufor-reserve-activation
https://www.nezavisne.com/novosti/bih/Bocan-Harcenko-Polozaj-Srpske-prioritet-spoljne-politike-Rusije/723209


How to deal with uncertainties in increasingly complex environment? 

81 

Mitko Arnaudov*
)

MIGRATION IN THE 21
ST

 CENTURY – DETERMINATOR OF

POLITICAL, SECURITY AND ECONOMIC SUSTAINABILITY 

OF NORTH MACEDONIA 

Abstract: During the last two decades, North Macedonia has been facing the phenomena of 

huge emigration as a consequence of unstable political, security and economic flows in the 

country. Based on the results of the last census in that country, held in September 2021, this 

country lost more than two hundred thousand people in a period of twenty years, which, from a 

strategic point of view, represents a huge internal issue for the ongoing economic flows, potential 

economic growth and national investment strategies. Most of the emigrants have stated that the 

main reason for leaving the country were unstable economic perspectives, continuation of political 

tensions and politically initiated ethnic problems, which all contribute to security instability. Such 

circumstances are the reasons for emigrants to decide to start a new chapter in life abroad, mostly 

in the Western European countries. Moreover, long duration of the European integration of North 

Macedonia represents one of the key reasons why many young citizens of this state have decided to 

emigrate. In this paper, from a practical point of view, the author will analyze and explain the key 

reasons of the migration phenomena in North Macedonia, as well as how these reasons contribute 

to its economic, political and security sustainability on middle term. From the other side, from a 

theoretical point of view, we are going to explain how much small states, such as North Macedonia, 

without strong economic performances and political power on regional and international level, are 

vulnerable, from the perspective of migration, in contemporary globalized international relations. 

The questions we would like to reach an answer to in this paper are the following: Do small states, 
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political instability and security threats really contribute to emigration process? 
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INTRODUCTION 

The problem of migration has been attracting the interest of the European and 

the world public for many years, but it came into the spotlight during the refugee 

crisis in 2015 and 2016. The large population movement, first from Asia and then 

from North Africa to the developed countries in Europe, has caused administrative, 

financial, and then political problems, both in the countries of transit and in the 

countries of final destination (Lutovac, 2018, 9). This issue has caused huge 

problems also in the Western Balkans region, primarily because of the already 

existing problems faced by these countries at the institutional level. At the same 

time, the migration problem, placed in the context of the European integration, has 

a particular importance for the research of the functioning of institutions and the 

process of operationalization of the European values, both in the EU and in the 

Western Balkans region, which is participating in the European integration process 

(Lutovac, 2018, 9). The Western Balkans geographic region – comprised of 

Albania, Bosnia and Herzegovina, Croatia, Kosovo*
)
, North Macedonia, Montenegro, 

Serbia, and Slovenia – is no stranger to refugee flows, having experienced massive 

displacement as a result of violence and ethnic cleansing during the 1990s 

(Greider, 2017). When it comes to North Macedonia and the migrant crisis that 

gripped the European continent in 2015 and 2016, this country has blocked the 

border with Greece, with the intention of stopping the further arrival of refugees 

on its territory, but such decision of Macedonian authorities was in direct 

opposition to the proclaimed policy of Germany, which was based on an invitation 

to refugees to travel freely (Kuljić, 2018, 13). In fact, the migrant crisis presented 

multiple challenges to the European Union: first, political (review of the Schengen 

Agreement, determination of a common position and unified policy, reaction to 

Turkey’s blackmail policy), economic (additional costs of care and allocation for 

Turkey), then cultural (integration of a million Muslims), and the comprehensive 

security challenge (the securitization of the migrant issue and the reconstruction of 

the common European security area) (Radinović, 2018, 276). 

*) UN Resolution 1244. 
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The challenges of the migrant crisis have caused numerous problems in the 

region of the Western Balkans as well. Because the states of this region, even 

though they were not members of the European Union, at that moment were forced 

to guard the external borders of the Union, primarily taking into account the fact 

that the migrants did not want to stay in the territory of Greece, nor in the territory 

of the Western Balkans region. In the case of North Macedonia, migrant crisis saw 

the effects of deploying police forces from the member states of the European 

Union, but also from neighboring countries, such as the Serbian police forces, on 

the borderline between this country and Greece. The goal of these “mixed” police 

forces was to contribute as much as possible to the management of migrant flows, 

the prevention of illegal migration, and the prevention of human trafficking. The 

migrant pressure that North Macedonia faced during 2015 and 2016 was particularly 

strong, considering the country’s limited institutional, economic and security 

capacities. In North Macedonia, an unrelated political crisis related to corruption 

scandals in that period meant that the migration flows did not receive as much 

media attention as in other countries. And if anything, the government’s ability to 

close the border in that period and act on internationally brokered agreements 

shored up its legitimacy against the opposition party (Greider, 2017). During the 

peak of the European migration and refugee crisis, hundreds of thousands of 

asylum seekers and migrants arrived in the European Union via the Western 

Balkans. In 2015, 600,000 of refugees and migrants were registered in the Presevo 

camp alone, on the border of Serbia and the North Macedonia (Greider, 2017). 

At the same time, during the last twenty years, North Macedonia has been 

facing the problem of internal emigration. A significant number of the population 

decided to leave the country due to poor living conditions, primarily low living 

standards, lack of jobs for qualified individuals, political clientelism, but also 

institutional inefficiency, which creates additional insecurity in the society of this 

country. When it comes to economic migrations or the so-called migrations of the 

working population, it is important to point out that they represent movements of 
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the population in search of work outside the borders of their country of origin and 

their roots can be found in the last quarter of the 19
th

 century (Ljuboja, 2015). 

The trend of constant growth in the number of migrants from the Balkans is also 

confirmed by the data of the European Statistics Agency (EUROSTAT) 

(Vučković, 2022). Countries such as Serbia, Bosnia and Herzegovina, Albania and 

North Macedonia continue to show a high emigration character, even in spite of a 

significant drop in emigration at the beginning of the 21
st
 century (Ljuboja, 2015). 

In North Macedonia, there are no official statistics on young people who have left 

the country in the past 10 years, but it is estimated that their number is not less 

than 200,000. These numbers testify to the danger of population loss in North 

Macedonia, which, in the medium term, brings into question the sustainability of 

this country, primarily in the economic context, due to the labor force deficit that 

increases year by year on the labor market in that country. 

A Professor at the University of “Ss Cyril and Methodius” in Skopje, Ilija 

Aceski, said that polls show that a dysfunctional state and the inability to find 

employment legally, through a competition, are the top reasons why young people 

leave the country (Vučković, 2022). “The major problem is the fact that young 

people are losing or have already lost faith in public institutions and the state, and 

the worst thing is that young people in North Macedonia do not see perspective, at 

all” says Aceski (Vučković, 2022). Internal migrant challenges actually represent 

contemporary security challenges of countries because, in the medium and long 

term, due to the lack of qualified labor force, bring into question the sustainability 

of a country’s system infrastructure. In North Macedonia, entire settlements are 

being emptied and left without inhabitants, and according to the results of the 

census, published at the beginning of 2022, this alarming situation is evident in 

certain parts of the country (Simovski, 2022). In the 2002 census, there were 147 

settlements without inhabitants, while according to the latest census, that number 

increased to 207. 
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1. POLITICAL CRISIS AND ECONOMIC PERFORMANCE

AS THE MAIN CAUSES OF EMIGRATION IN NORTH 

MACEDONIA 

The Republic of North Macedonia has been facing a succession of political 

crises since the independence until today. The unstable internal political situation 

in that country greatly contributes to poor economic performance, and thus to the 

poor living conditions of the population, regardless of their national, ethnic or 

religious affiliation. Pervasive corruption in North Macedonia largely determines 

political trends and makes political institutions unstable, inefficient and 

ineffective. In fact, the Republic of North Macedonia has always been considered 

a highly intensive migration area, characterized by both exhaustive inner 

movements of its citizens, as well as continuous emigration processes towards 

other countries (Sotiroski, Hristoski, 2014, 33). North Macedonia has entered the 

new millennium with social problems, ethnic tensions and economic instability 

(Apostolovska-Toshevska, Madjevikj, Ljakoska, Gorin, Radevski, Dimitrovska, 

2018, 59). Almost 2/3 of the emigration flows are directed towards some of the 

European countries (Germany, Switzerland, Italy and other), out of which 12.1% 

towards America and almost 10% towards Australia and Oceania (Apostolovska-

Toshevska, Madjevikj, Ljakoska, Gorin, Radevski, Dimitrovska, 2018, 61). Apart 

from this trend of permanent emigration, many young people, mainly students, go 

to work abroad for a limited period of time through employment agencies or 

students’ “work and travel” and “internship” programs. Most of them work in 

Germany, Italy, Austria, Sweden, the USA, Canada and Australia (Apostolovska-

Toshevska, Madjevikj, Ljakoska, Gorin, Radevski, Dimitrovska, 2018, 62). Based 

on the Eurostat data (2014), in the European countries alone, the number of 

Macedonian citizens increased from 135,000 in 2000 to 240,000 in 2014. 
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“The largest increase is noticed in the receiving countries of the European Union, 

especially in 2011, after the stagnation during the economic and financial crisis 

(2008–2010) (Apostolovska-Toshevska, Madjevikj, Ljakoska, Gorin, Radevski, 

Dimitrovska, 2018, 63). In North Macedonia, the unsustainability of economic 

policy is actually the main cause of emigration. The strong influence of political 

subjects in the creation of economic policies contributes to an unfavorable 

economic situation that directly threatens the inhabitants of this country who reject 

the so-called clientelist model of ensuring economic sustainability. 

In North Macedonia, the political elites are abusing the inter-ethnic relations, 

as well as political opponents as a mechanism for an additional division of the 

society on different levels, and in ,that way the politicians are succeeding in 

marginalizing the real economic problems within the country, as a leading reason 

for emigration. The fact that almost 452,000 people in North Macedonia in 2022 

live below the poverty line, according to the latest data from the State Bureau of 

Statistics, represents a significant indicator of the large emigration of the country’s 

population (Mitevska, 2022). The cost of living in April 2022 in North Macedonia 

was 10.5 percent higher compared to the same month last year, while retail prices 

were 11.1 percent higher in the same period. From the other side, the state debt 

reached a record level of over 7.1 billion euros, or more than 60 percent of the 

gross domestic product (GDP). “We can no longer talk about economic 

development, but economic survival. This implies that capital investments must 

continue in order to maintain the continuity of the private sector”, says the 

economic analyst Arben Halili (Mitevska, 2022). The unstable political situation, 

the irresponsibility of the political elite, as well as the widespread corruption, 

determine the economic problems in North Macedonia, which directly result in a 

significant number of the population leaving the country. 

The great indifference and inferiority of the youth, especially students, who 

should be the generators and the critical mass of the society, is evident in North 
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Macedonia. The latest research detects an increasing mass exodus of young 

people, especially intellectuals from North Macedonia, who are most often looking 

for a “better tomorrow” in the Western Europe countries. This trend of “brain 

drain” is becoming more and more worrying and it is the topic of many formal and 

informal youth meetings (Fazlagić, 2013). Hundreds of thousands of Macedonians 

have already left the country. According to the World Bank statistics, a half a 

million of Macedonians already live abroad. That is about a quarter of the total 

population. One of the Macedonians who already lives and works abroad says that 

a good job in North Macedonia requires political connections (Deutsche Welles, 

2020). Such tendencies bring into question the sustainability of North Macedonia 

because of three key reasons: first, this country is continuously losing its working-

age population; second, the decreasing number of working-age population makes 

the national pension system unsustainable; an third, the country is becoming less 

and less attractive for new investments as a consequence of the deficit in the labor 

market. 

The large variations in the official statistics for 2012 and 2013 between the 

OSCE and the State Bureau of Statistics of North Macedonia testify to the fact that 

North Macedonia does not lead a serious policy, even when it comes to migration 

flows. Thus, according to the data of the State Statistics of North Macedonia, in 

2012, 1,330 inhabitants emigrated from that country, while in 2013, only 945. On 

the other hand, according to official OSCE data, 17,530 inhabitants emigrated 

from North Macedonia in 2012, while in 2013, as many as 20,562 of them did the 

same (Vračić, 2018). In the countries of the region, there are no exact statistical 

data on the number of young people who have permanently emigrated since the 

beginning of the new millennium, and all estimates are based on the OSCE 

database for the period from 2012 to 2016. During that period, an average of 

slightly more than 9,500 of mostly young people left North Macedonia annually 

(Radio Slobodna Evropa/CDM, 2022). 
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The poor living conditions of young people in North Macedonia is evidenced 

also by the fact that an increasing number of them want to continue their lives 

abroad. According to the latest research, 58 percent of young people say that they 

would move out of the country, and 64.8 percent are dissatisfied with their place in 

the country. According to the research of the Foundation for Democracy in 

Westminster, in North Macedonia, there is a high degree of youth dissatisfaction 

related the fact how state authorities take care of this category of people, and there 

is a huge discrepancy between the opportunities and needs of young people at the 

local level and at the central level (Deutsche Welle, 2022). Many young people 

decide to move because of the opportunities they have in other countries in terms 

of social life, cultural events, educational opportunities, etc. Therefore, the 

reasoning is that in these areas the state (North Macedonia) should try to find 

solutions
28)

 that will attract young people to stay in their country. The most 

common emigration is present among the highly educated staff from the field of 

medical professions, as well as from the field of engineering, who have gone to the 

EU member states in recent years, and especially to Scandinavia, Germany, Britain 

(Deutsche Welle, 2022). Better work conditions and economic perspectives are not 

the only reasons for young people to leave North Macedonia. The trends of leaving 

in recent years have also been attributed to the non-economic reasons – they are 

bothered by pollution, politics, corruption, and in an open world, in which there 

are no barriers to migration, young people leave easily, without hesitation. 

Although North Macedonia has a National Strategy for cooperation and preventing 

the brain-drain of young and high-quality personnel 2013-2020, it was not 

implemented, which is shown in the analysis of the Brain Drain Prevention 

Network – composed of seven civil society organizations working in various areas 

related to development of young people, youth policies and rights and youth 

                                                
28) Aiming to stop the negative migration trends in North Macedonia, the authorities have adopted 

the Government Program 2022-2024, which provides support for each employed person up to the 

age of 29 who will be employed for the first time, for all those who have not yet developed 

employment skills to do so through practice. A personal income tax refund is provided for all 

newly employed young people under 30 years of age; the support is also seen in the opening of 

youth centers and local youth councils, with the aim of involving young people in decision-making 

processes and increasing the capacities of the youth. 
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information (Večer, 2020). According to the World Bank data, in the last ten years, 

half a million citizens have emigrated from North Macedonia, most of whom are 

young. The research conducted by the German foundation “Friedrich Ebert”, with 

participation of 1,200 respondents, shows that only eight percent of young 

population wants to stay in North Macedonia, while two thirds of young people 

want to emigrate (Večer, 2020). These trends undoubtedly further bring into 

question the overall sustainability of North Macedonia. Emigration of young 

people not only affects the reduction of the population in the medium term, but 

also makes the institutional infrastructure of the country non-functional because 

the number of employees who retire will not be replaced by new personnel over 

time due to the increasingly pronounced labor force deficit on the labor market. 

 

2. MODERN SECURITY CHALLENGES AS A NEW 

GENERATOR OF EMIGRATION IN NORTH MACEDONIA 

 

The security challenges faced by the North Macedonia from 1990 to 2010 

were not the cause of increase of the rate of emigration among the population of 

this country during the mentioned period. More precisely, the wars in the 

territories of the former Yugoslavia during the nineties, as well as the economic 

sanctions that this country was faced with immediately after the declaration of 

independence, did not affect the residents moving out in large numbers. The 

largest migration of the Macedonian population was recorded in 2001, during the 

armed conflict in the north-western parts of the country. But, in this case, it is 

primarily about the internal migration of the population, that is, on the territory of 

North Macedonia. According to the Ministry of Labor and Social Policy, during 

the eight months of the conflict, there were over 140,000 displaced persons in 

North Macedonia (Popovski, Naumova, 17). But, the important thing in the 

context of armed conflict and migration, what is important is the data that in the 

year after the conflict ended: approximately 90% of the population gradually 

returned to their homes (Popovski, Naumova, 18). 
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On the other hand, North Macedonia continuously began to face population 

emigration due to the unwillingness of the national system to face with the modern 

security challenges that are not related to the so-called traditional threats of 

sovereign states, such as the threats to political sovereignty and territorial integrity. 

In that context, as Gocevski and Gjurovski have stated, the theories of security and 

peace unequivocally indicate that one of the key factors for the promotion and 

preservation of world peace is precisely raising the level of economic development 

of countries (Gocevski, Gjurovski, 2017 pp.20. op.cit.). North Macedonia is 

nowadays facing security threats such as economic underdevelopment, weak and 

dysfunctional institutions, as well as a health system that does not respond to 

modern challenges in the field of public health. These challenges create intra-

institutional security challenges, respectively, the institutional infrastructure of 

North Macedonia creates contemporary security threats which directly threaten the 

security of citizens in the context of creating conditions for normal life. Based on 

it, as we have mentioned previously in this paper, numerous young citizens of 

North Macedonia are deciding to emigrate because they are not satisfied with the 

living conditions that public system in this country provides them. 

The best modern example in that context is the health system of North Macedonia 

facing the Covid-19 pandemic. During the Covid-19 pandemic, the North Macedonia 

has applied more or less the same measures as its neighboring countries. Basically, 

all of them applied “copy-paste” measures in the fight against Covid-19, but North 

Macedonia fared the worst, because it has had the largest number of new Covid-19 

cases and deaths in relation the number of citizens. The difference between North 

Macedonia and other neighboring states was only in the measures for entering and 

leaving the country, where state quarantine was obligatory for Macedonian 

citizens, as well as for foreigners (Mirilović, 2022). During the Covid-19 

pandemic, the citizens of North Macedonia were faced with numerous systemic 

inconsistencies, which have led to a sudden increase in the number of infected 

people, but also to a high mortality rate due to the inconsistency and inefficiency 

of the national health system. 
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Even the NATO membership of North Macedonia did not enable provision of 

better conditions for overcoming the contemporary security threats faced by the 

North Macedonia’s citizens. Although NATO allies through the Euro-Atlantic 

Disaster Response Coordination Centre (EADRCC) have provided different types 

of assistance to North Macedonia in the fight during the Covid-19 pandemic, 

internal institutional and systematic problems in this country were a crucial reason 

for such negative trends during the pandemic. According to data from September 

1, 2022, North Macedonia, from the beginning of the Covid-19 pandemic, has 

registered 340,510 cases, from which 329,434 recovered patients and 9,490 deaths, 

which position this country in the group of the list of European countries with the 

highest rate of mortality due to the pandemic (Worldometers, 2022). 

In fact, modern security challenges, such as political instability, the 

unsustainability of the health system and weak economic development are the key 

determinants of the emigration of the Macedonian population, which, as a process 

determined by internal problems, is also a security challenge in itself, because it 

contributes to further reducing the capacities for creating long-term sustainability 

of North Macedonia. 

 

CONCLUSION 

 

Migration flows are a modern trend present in all parts of the globalized 

world. In fact, the process of globalization has directly contributed to the 

promotion of a large-scale migration due to the ever-increasing possibilities of 

population movement. The great mobility of the population on the global level was 

generated by economic processes and trade exchange at all levels, but also by 

modern technologies that significantly influenced the simplification of mobility of 

the world’s population. There are different reasons for world population migration. 

If only a hundred years ago the reason for migration were the struggle for fertile 
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land and food production or to avoid wars, today it is primarily due to economic 

reasons, i. e. the wish to ensure better living conditions, not just basic human 

needs, such as food and water. But we should not ignore the fact that wars have 

remained one of the main reasons for migration, which we saw in the example of 

civil wars in the former Yugoslavia, but also in the example of war conflicts in the 

Middle East, North Africa and the ongoing war in Ukraine. Almost millions of 

people were displaced as a consequence of the armed conflicts in the Middle East 

and north of Africa which, in fact, were the cause of the European migrant crisis 

during 2015 and 2016. 

On the other hand, when we talk about the migration of the young population, 

the main reasons for migration are primarily the living conditions, respectively, 

finding better economic conditions, as well as the stable systemic organization of a 

society. Based on the existing data, it can be reiterated that the main causes of 

increased population migration in North Macedonia are poor living conditions that 

appeared as a consequence of systemic inefficiency and ineffectiveness. In fact, in 

North Macedonia, it is a cause-and-effect process that is continuously contributing 

to the collapse of the sustainability of this country. At the top is an inefficient and 

dysfunctional political system, riddled with continuous political crises and 

corruption scandals. Such a political system contributes to the constant collapse of 

the infrastructure of the public system in the economic, health, educational, 

security and social contexts. So, the collapsed infrastructure of the public system 

of North Macedonia is enabled to perform its basic function, respectively, to serve 

the citizens. On the other hand, such a dysfunctional public system not only does 

not serve the citizens, but additionally threatens their safety, which is most clearly 

presented in the way of responding during the Covid-19 pandemic. All this 

contributes to the increase of the emigration of the Macedonian population, which 

is not only a consequence, but also a new-established problem that additionally 

determines the political, economic and security trends in this country in a negative 
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way. The emigration of the population of North Macedonia, especially young and 

educated population, is a pervasive problem of this country, which in the medium 

and long term, affects not only the overcoming of existing systemic problems, but 

also the creation of new challenges that permanently block all potentials for the 

development of this country. The development of the economic system is almost 

impossible, due to the deficit of qualified labor on the labor market, which 

automatically deters potential new investments. The social and pension system 

became dependent on foreign lending, due to the impossibility of creating new 

additional value, so in that context, the public expenditures are based on external 

credit institutions. At the same time, the education system becomes absolutely 

dysfunctional because it produces new qualified workforce who are placed on 

foreign markets; at the same time, there is no return of value from investing in 

qualified workforce through the public education model. In fact, all this leads to 

conclusion that emigration is the main problem and challenge for North 

Macedonia, which as a process should be stopped, so that another process of 

solving the systemic and all-pervasive institutional challenges should start, which 

as a consequence of its functioning has produced migration. 
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NEXUS BETWEEN ENVIRONMENTAL CHANGE AND 

SECURITY: DIMENSIONS, PRIORITIES AND CHALLENGES 

 

Abstract: In today’s contemporary world, security is increasingly perceived as a variable 

category that means different things according to who talks about it, the enteties at risks and the 

nature of risks they identify as well. In this regard, the question arises about whether and in which 

way the environment can be set as reference security object and moreover, whether and how 

environmental change can be accepted as a generator of problems for national and human 

security. This paper analyses such effects and impacts of environmental change on security. 

Actually, through the prism of a broader theoretical and academic frame, the paper explores the 

interrelationships and dynamics between environment and security, with the main goal of 

recognizing and determining the impact of environmental change and environmental risks on 

security. Finally, regarding to such an analyze, the paper explores the main aspects and challenges 

for considering environmental change as a security issue. 

Key words: environment, threats, risks, security, securitization. 

 

INTRODUCTION 

 

A multitude of understandings and definitions about security are present in 

security theory and security studies. One of the reasons for such a situation arises 

from the fact that different researchers apply different starting points and 

approaches in security analysis and research. In this regard, an additional reason is 

related to the fact that security is a variable category and thus means different 

things with regards to who talks about it and the entities at risk and the nature of 

the risks they identify. Therefore, security should be perceived as a concept that 

needs to be specified by the context it is used in. However, in its broadest sense, 

security mainly implies freedom from threats. 
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In the traditional aspect, the understanding of security is generally related to 

external relations among the states. Actually, the understanding of security in this 

regard is generally focused on the military threats. Military actions of a country 

against another harms the core values of independence and sovereignty. Moreover, 

military activities and endeavors also harm the lives of military personnel, as well as 

ordinary people. According to such notion of security (dominant during the Cold 

War period), security exists only in the absence of any direct military threats, which 

means that the environment is not included in such an understanding of security. 

On other side, the so-called non-traditional understanding of security moves 

beyond physical and military threats and includes a wider range of tangible and 

intangible threats affecting human lives. Compared to the traditional security 

understanding, which considers security for the boundaries of the states and 

conflicts between countries, the non-traditional security understanding considers 

individual and community security. In this regard, non-traditional or critical 

security views have proposed several new security concepts, starting from the so-

called human security to global security. 

Human security refers to the protection from all threats that endanger human 

lives, which include hunger, poverty, disease and violence as well, while global 

security emerged as a response to the growing unprecedented threats of global 

warming, epidemics, international terrorism, etc. There isn’t a country which can 

prevent and resolve itself alone such global issues and therefore the elimination of 

global threats and risks requires common action with participation of everyone, 

and not just a select few countries. Regarding to the research focus of this paper, it 

should be noted that environmental change as a security risk can be related to the 

both human and global security concept. 

Actually, between these two concepts, additional concepts have been also 

developed in the past period, such as the following: environmental security, 

climate security, food security, pandemic security, energy security, cyber security, 

societal security, financial security etc. Such security concepts have directly 
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confirmed an evolutionary character of the security concept in the context of 

specific security environments. Actually, such security concepts are drawing the 

increasing attention in security research and on the security agenda, and the 

reasons in this regard are mainly related to the increasing frequency of non-

traditional security threats and risks. In this regard, it should be noted that such 

concept of human security goes beyond physical security and now includes 

economic security, food security, health security and environmental security. 

In the following section, the focus is specifically put on the analysis of the concept 

of environmental security, mainly through the prism of whether and how 

environmental issues are becoming security ones.  

 

1. THEORETICAL ASPECTS OF THE ENVIRONMENTAL 

SECURITY 

 

There are numerous interpretations of environmental security, depending on 

how the environment and security are understood themselves. Actually, during the 

last decades, the concrete ways of achieving environmental security within the 

global framework of sustainable development and security agenda have become an 

increasingly important subject of the international and academic debate. A 

multitude of high-level meetings, regional forums, international scientific 

conferences and other multilateral events have instigated public and academic 

discussion on the root causes of the global environmental crisis, its possible 

consequences for present and future generations, as well as possible approaches to 

rebalancing current (economic) growth, with responsibility for the whole planet. 

However, regarding the research focus in the paper, it can be noted that the 

concept of the so-called environmental security is the product of the environmental 

movement and the changed strategic and security landscape by the end of the Cold 

War. The most important interpretations of the concept concern the ways in which 

environmental change puts national security at risk, the ways in which it may be a 

factor in violent conflicts, and the ways in which environmental change puts 

human security at risk. 
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The beginnings of theoretical debates and analyzes about the meaning and 

interconnection between the environment and security can be traced back in the 

80’s of the last century. Actually, researches linking environmental problems to 

non-traditional security concerns in this period tend to reject the state-centric and 

militarized definitions of security that dominated the security studies during the 

Cold War. They support the more holistic or “redefined” conceptions of security 

that extend beyond protecting the state from external aggression, arguing that 

global, regional, and local environmental problems seriously threaten human 

health and well-being and/or economic security (Lester 1977, 55). According to 

this line of thinking, it is in the common interest of all actors, not merely the states, 

to protect the world against environmental degradation for the same reason they 

must protect against organized violence: because both have the potential to harm 

human, material, and natural resources on a potentially large and disruptive scale 

(Stephen 1995, 175-207). 

A significant step forward in the theoretical linking of environment with 

security has been made by the emergence and development of the Copenhagen 

School of Security Studies. Actually, contrary to the dominant, so called 

traditional/military security understanding during the XX century, the Copenhagen 

School of Security Studies approach is one of the most original attempts in 

promotion of a new (expanded and deepened) security understanding. 

The expanded security understanding refers to the security understanding 

through the prism of five sectors: military, political, economic, societal and 

environmental, while in term of security deepening, in addition to the state, the 

importance of other reference objects have been emphasized, such as: the 

individual, society, the region and the world. 

In this regard, the environmental security concerns the maintenance of the 

local and planetary biosphere as the essential support system on which all other 

human enterprises depend (Buzan 1991, 47). So, compared to previous theoretical 
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security approaches, the Copenhagen School has been understanding security 

through a broader and deeper approach, which includes military, political, 

economic, social and environmental security dimensions and aspects as well. 

Regarding the aspiration for such a broader and deeper security interpretation 

and understanding, the representatives of the Copenhagen School have developed 

the so-called theory of securitization, which has a significant impact on the 

expansion of the security concept. According to such theoretical approach, security 

signifies a situation marked by the presence of a (security) problem and existence 

of a measure that can be introduced against it. Actually, threats are an integral part 

of everyday life and the daily functioning of states, but they become a security 

problem only in the absence of measures and activities to deal with them. 

In the context of such theoretical approach, Wæver noted that each 

question/issue can be presented as following: 1) non-politicized – the state doesn’t 

deal with the issue and it is not a part of the public debate; 2) politicized – the 

issue is part of a public policy and the government decides and provides certain 

means to address it; and 3) securitized – the issue is presented as an existential 

threat and it should be addressed as a priority issue which opened a necessity of 

extraordinary measures in dealing with it (Wæver et. al.1992, 90). It means that 

securitization process is determined by presence of an issue that is so urgent and 

existential, so that it is important to be dealt with decisively by the top leaders 

prior to other issues. 

In this context, the term environmental security was launched to place the 

environment on the agenda of the so-called “high politics” (Grager 1996, 109-116). 

If one adopts a broad conception of security as “the means of people “that they 

will continue to enjoy those things that are most important to their survival and 

well-being” (Ronnfeldt 1997, 473-482), it can be plausibly argued that serious 

environmental degradation or change can indeed threaten security. This would be 

particularly true if the most serious warnings about global warming or holes in the 

ozone layer turn out to be correct, but even more traditional environmental 
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concerns like air and water pollution can threaten or kill more people than a 

smaller armed conflicts or even wars. In the political context, then it makes sense 

to give such issues a very high priority. 

Taking into account the past and ongoing experiences and consequences of the 

environmental or natural threats and disasters (floods, droughts, earthquakes, 

typhoons etc.), it is no doubt that they can and should be perceived as an 

existential threat (especially for human life and health), with high priority for 

dealing with them. It practically means that, contrary to the previous approach 

about the abovementioned natural threats as the “acts of God”, which resulted in a 

situation where they haven’t been perceived as a subject of study or debate, the 

Copenhagen School and the Securitization theory have considered them as valid 

subjects of the study in the field of security studies. 

Another important feature of the theoretical aspect of the interconnection 

among environment and security is the issue of access and control over natural 

resources. In this regard, Renner claim that, throughout the human history, and 

especially since the introduction of the system of sovereign nation states, struggles 

over access to and control over natural resources, … have been a root cause of 

tension and conflict and that history provides numerous examples of how states 

and nations were destabilized by environmental collapse leading to famine, 

migration and rebellion (Renner et al.1991, 109). Johan Galtung has also argued 

that “wars are often over resources” (Galtung 1982, 99), while Lothar Brock, 

asserts that “control over natural resources has always been important in enabling 

a country to wage war” (Brock 1991, 409). Sverre Lodgaard has also argued that 

“where there is environmental degradation, or acute scarcity of vital resources, war 

may follow” (Lodgaard 1992, 119). Regarding such understandings, it can be 

noted that access and control over natural resources may be perceived as a potent 

factor or factor of contribution to violence and thus threaten security in the sense 

of exacerbating open disputes or conflicts or by adding new dimensions to them. 
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2. SECURITIZATION OF THE ENVIRONMENTAL 

SECTOR 

 

As mentioned above, the debate about environmental security (which dates 

back to the last two decades of the XX century) represents one of the first claims 

of broadening of security concept. Actually, according to the securitization theory, 

environment has become one of the five security sectors (besides military, 

political, economic and societal) of the broader security concept. In this regard, 

according to Buzan, the environment was recognized as one of the sectors that 

needed to be considered in their specificity for analyzing contemporary security 

dynamics (Buzan, 1991, 38). 

The emergence of global environmental problems, such as global warming 

and ozone depletion, resulted in one of the first attempts to securitize the 

environment on a global scale. The Brandt Report (1980) suggested that ‘few 

threats to peace and survival of the human community are greater than those posed 

by the prospects of cumulative and irreversible degradation of the biosphere on 

which human life depends’ (Brauch 2003, 24). The World Commission on 

Environment and Development, in its 1987 report, recognized two major threats: 

(1) threat posed by the possible use of nuclear weapon; and (2) environmental 

degradation, as a present threat all over the world (WCED, 1987). In general, such 

new (environmental) threats implied the need to redefine the nature of security in 

an interdependent world facing new challenges. 

One of the most striking features of the environmental sector is the existence 

of two different agendas - a scientific agenda and a political agenda (Buzan et al., 

1998, 78). The scientific agenda, which is about the authoritative assessment of 

threat, refers to natural science and non-governmental activities. In fact, the 

scientific agenda consists of scientific and research institutions that investigate and 

analyze environmental problems. In that context, within this agenda, threats are 

assessed and a precondition is created for the securitization or de-securitization of 

an environmental issue. 
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On other side, the political agenda animates the public about environmental 

issues that are recognized by the scientific agenda and accepts political 

responsibility for solving such recognized issues. Actually, the political agenda 

creates public awareness of the problem and provides common instruments for 

solving it. 

Аs most serious issues in the sphere of environmental security, around which 

the scientific and political agenda overlap, are perceived the following: 

 – disruption of the eco-system, climate change, deforestation, various forms 

of erosion, reduction of the ozone layer; 

 – energy problems, involving depletion of natural resources, nuclear disaster 

management, oil transportation problems; 

 – demographic problems, demographic expansion, epidemics, politically and 

socially uncontrolled migrations, urbanization; 

 – food problems, poverty, loss of fertile soil and water sources; 

 – economic problems; 

 – suffering of the civilian population as a result of military destruction of the 

natural environment, degradation of the environment by violence (Buzan 

et al. 1998, 74-75). 

Within the securitization process in the natural environment sector, the 

reference object is the natural environment itself, as well as its connection with 

human civilization. From the securitization actor aspect, it is characteristic that in 

this sector, in contrast to the securitizing actors (those who emphasize the 

problem), there are also a large number of actors who prevent or limit the 

securitization process (mostly for the economic reasons). Functional actors, i.e. 

those who influence the dynamics in the sector, are mostly the economic entities, 

the chemical and nuclear industry, the fishing industry, etc. On the other hand, 

states and intergovernmental organizations that formulate certain rules for 

economic actors are also the functional actors within this sector. 
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Regarding the securitization concept, there are three major groups of threats to 

the natural environment: 1) threats to human civilization that arise from the natural 

environment and that are not caused by human activity (earthquakes, volcanoes, 

meteors, etc.); 2) threats from human activity to the nature or structure of the 

Earth, when the changes that are caused create an existential threat to the humanity 

(greenhouse gas emissions, ozone depletion etc.); and 3) threats from human 

activity to the nature or structure of the Earth, when the changes caused do not 

create an existential threat to humanity (Georgieva 2006, 57). 

In general, security dynamics in the environmental sector are complex for 

several reasons. First of all, the dilemma is always open about the way a specific 

environmental problem will manifest itself and whether it will be politicized or 

securitized. Тhe opponents of securitization in this sector, as well as the motives of 

the functional actors, represent an additional challenge. Еven more, the situation 

may become more complicated if the environmental problems are linked to certain 

structural problems in society. 

 

3. NEXUS BETWEEN ENVIRONMENTAL CHANGE AND 

SECURITY: DIMENSIONS, PRIORITIES AND 

CHALLENGES 

 

After a long period of debate and analysis about environment and security, 

nowadays, there is a much clearer understanding regarding how environmental 

changes affect security concerns. In this sense, it should be noted that long-term 

environmental degradation is not a major or pervasive cause of international wars, 

ethnic wars, or revolutionary conflicts. Such degradation often brings misery and 

can exacerbate local tensions and conflicts in a society, yet such misery does not 

generally trigger the elite alienation and opposition necessary for large-scale 

violence to occur. Short-term disasters, however – floods, hurricanes, droughts, 

earthquakes and major accidents – can contribute to major political conflicts if 
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elites and popular groups blame the regime for causing or for a particularly poor or 

corrupt response to such disasters. In addition, where environmental resources 

represent concentrated and scarce sources of wealth, then even if those resources 

are not degraded, conflict over control and exploitation of those resources can be a 

source of internal violence. 

Actually, environmental change poses risks to the territorial integrity and 

economic growth of the states, as well as to the health and welfare of people and 

communities, and it may increase the risk of violent conflict. Therefore, 

environmental change can be perceived as serious risk for national and human 

security. Regarding the trajectory of the so-called environmental insecurity, it 

should be noted that the broad history of human-environment relations and 

interactions has been the one of the increasing population growth, increasing use 

of resources per capita and increasing inequality between the richest and poorest 

people in the world in terms of consumption and pollution. These trends, 

combined with the development of industrialization as the dominant mode of 

production, capitalism as the near-universal economic order, and the centralized 

control of the means of violence (mainly by the state), have given rise to a 

condition where environmental change increasingly poses risks to people, states, 

and peace (Giddens 1985, 79). 

The world’s population has rapidly grown from 2.5 billion people in 1950, to 

around 6.7 billion in 2008 and will most likely peak at 9 billion people in 2050 

(Boyden 1987, 2-3). The vast majority (80 %) of people live in developing 

countries. Such a growing world population has directly affected bigger production 

and consumption of needed products for normal human existence. This, this 

directly produced greater use of resources, which in turn has initiated significant 

environmental pollution. In many states, population and environmental changes 

together combine to produce environmental changes with global impact. That is in 

countries with large populations and large or rapidly increasing levels of per capita 
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such an environmental impact (such as carbon dioxide output, forest reduction, 

natural habitat destruction and colonization), and thus environmental changes 

occur with global implications for security (Goldstone 2001, 46). 

In addition, although overall population growth and population density do not 

directly predict political risks, still, a number of distinct types of demographic 

changes – particularly the rapid growth in the labor force, shifts in the age 

distribution, unequal population growth rates between different ethnic groups, 

urbanization that exceeds employment growth and migrations that change the local 

balance among major ethnic groups – do increase the risks of violent internal 

political and ethnic conflicts. 

Poverty is also a powerful driver of vulnerability to environmental change, as 

the poor have few means at their disposal to avoid, reduce or adjust to risks to 

livelihoods created by environmental changes. In an average day, environmental 

degradation and poverty combine to cause the death of 5,200 children due to 

diarrhea, and 2,300 children due to malaria (Bryce 2005, 33). Undernutrition is an 

underlying cause of over 4.6 million child deaths each year (Black et al. 2008, 

140), and inadequate access to clean water and sanitation results in the deaths of 

1.4 million children each year (Bartram 2005, 89). As a result of the 

abovementioned, it is no doubt that the combination of poverty and environmental 

change is producing environmental insecurity, which is the vulnerability of 

individuals and groups to critical adverse effects caused, directly or indirectly, by 

environmental change. In this regard, environmental security is achieved only in 

cases when individuals and groups have the ability to avoid or adapt to 

environmental change so that their basic needs, rights, and values are not 

undermined (Barnet 2001, 120). 

Climate change is another significant aspect of vulnerability to environmental 

change that is especially a characteristic of the so-called developing countries. 
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Actually, the previous experience shows that climate change has potential to 

disrupt development in such countries. It is a result of their limited capacities for 

prevention and dealing with the impact of extreme weather conditions from one 

side, and their mostly economically dependency on climate sensitive sectors like 

agriculture, forestry and tourism, on the other (Wade and Jennings 2015, 89-90). 

However, it should be noted that the very imminent impacts of climate change are 

not felt only trough rising temperatures. Rather, these effects come in the form of 

changes in the hydrological cycle. For example, changes in the average volume of 

annual precipitation can lead to increases in the number of torrential rainfalls, thus 

causing flood. Likewise, the decrease in the number of rainy days increases 

droughts (Ludwig et al. 2007, 48-56). 

Climate change-related events have already grown into a major driver of 

migration, forcing families and communities to flee, mostly as a result of water 

scarcity, crop failure and sea level rise (Barron 2018, 67). In general, these events 

are expected to increasingly continue do displace people, especially in the 

developing countries. It is specific that such a displacement is usually 

interconnected with several risk factors, such as the following: homelessness, 

landlessness, loss of access to common property, food insecurity, joblessness, 

marginalization, social disintegration, etc. In fact, such factors are recognized by 

the conflict theory as part of the structural causes that can lead to the emergence of 

violence or that can seriously affect the dynamics in an existing conflict 

environment. It follows that the climate change consequences can also be 

perceived as serious security risks and threats. In this regard, the International 

Organization for Migration (IOM) has estimated that future effects of climate 

change could create 25 million to 1 billion of environmental migrants by 2050, 

moving either within their countries or across borders, on a permanent or 

temporary basis, and 1-2 billion by 2100, which could accelerate the existing 

conflicts or even create new ones (IOM, 2022) 
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Environmental scarcity also presents a significant aspect of the nexus between 

environmental change and security. Actually, environmental scarcity and its 

interactions produce several common social effects, such as the following: lower 

agricultural production (which can affect food security), migrations from the zones 

of environmental scarcity (which can affect societal security or identity security), 

weakened institutions (which can be related to the risks of political security). 

However, the influence of these social affects in threating above mentioned 

security types is mainly determined by people or group perception about the 

existing of relative decrease in their living standards compared with other groups, 

or compared with their aspirations (Gurr 1993, 54).  

Still, high levels of people grievance about the environmental scarcities do not 

necessarily lead to the widespread civil violence. Actually, civil violence, that is in 

general a reflection of troubled relations between the state and the society, is 

triggered by at least two other factors: groups with strong collective identities that 

can coherently challenge state authority, and clearly advantageous opportunities 

for violent collective action against authority. So, the aggrieved must see 

themselves as members of groups that can act together and they must believe that 

the best opportunities to successfully address their grievances involve violence. 

However, there is no doubt that the presented environmental scarcities can 

threaten the complex relationship between the state and the society, as well as 

between two or more states. Falling agricultural production, migrations to urban 

areas (or to other states), and the reduce of economic productivity often produce 

hardship, and this hardship increases demands on the state. In such situations, it is 

no doubt that environmental scarcities can lead to the emergence of serious 

resentment that can even initiate violence. 
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CONCLUSION 

 

In this paper, the author presented an analysis about the nexus between 

environmental change and security, involving multiple aspects of the ways in 

which environmental issues become security ones. In this regard, the presented 

analysis confirms that the relationship between environment and security, which 

has garnered increased importance since the end of the Cold war, has a complex 

nature, thus initiating the necessity of applying comprehensive approach in 

understanding such an interconnection. As mentioned above, environmental change 

and degradation haves various impact on the behavior of the involved actors and 

might play a role as reason, trigger, channel and catalyst of worsening security 

dynamics. It is no doubt that the decrease in quantity and quality of resources, 

rapid population growth, climate change and the unequal resource access are the 

basic drivers behind the increasing environment-related security risks. In addition, 

scarcity of nonrenewable resources can also contribute to changing the security 

dynamics in the national, as well as in the international context. 

On the other side, the analyzed securitization process within environmental 

sector also shows the existence of complex dynamics, especially in term of the 

way in which a specific environmental problem will be presented and whether it 

will be politicized or securitized. Moreover, the opponents of securitization in the 

environmental sector, as well as the functional actors’ motive and possible 

connection of environmental problems with certain structural problems in society, 

represent an additional aspect of such complexity. 

In general, it can be concluded that there are multiple aspects that create the 

complex dynamics of the relationship between the environment and security. 

Among others, the most important are the following: 1) the fact that environmental 

change, pollution and disasters transcend national boundaries, which means no 

state is immune to this process; 2) the fact that the threats are the result of both 
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human activity and the flows of the nature itself; 3) the fact that there are 

numerous actors involved in the securitization process of environmental sector; 4) 

the fact that economic development is inevitably determined by the functioning of 

industry, which in turns produces negative environmental change and effects; 5) 

dynamic lifestyle increasingly imposes a need for fast transport of people, goods 

and services today, which has also negative environmental effects. 

It can be also concluded that, in general, environmental and demographic 

change can produce security problems of two distinctly different kinds. The first 

one, the so-called violent environmental security issues, reflect the impact of 

demographic and environmental changes on traditional security concerns, that is, 

the ways that demographic or environmental changes increase the risk of violent 

international or domestic conflicts. On other side, the so-called nonviolent 

environmental/demographic security issues reflect the changes in population or in 

the environment (emissions that damage the ozone or contribute to global 

warming, activity that reduces biodiversity, etc.) that have consequences across 

international borders that produce undesirable outcomes and thus become the 

issues of international security, even if they are not likely to produce violence. 

As a result, it can be concluded that, because of its nature, environmental 

security is a complex category that reiterates the necessity of applying 

comprehensive approach both by state and non-state actors, when speaking of 

dealing with and preventing environmental risks and threats. 
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RUSSIAN ENERGY SOURCES AND 

THE EU SECURITY POLICY 
 

Abstract: It is impossible to plan EU security policy without ensuring energy security. Stable 

access to energy sources is the basis for creating economic policy. Considering the importance of 

the EU for the whole of Europe, it is impossible to ensure continental security without the EU 

energy security. The thesis that it is necessary to reduce imports and rely on one’s own resources 

has been present in the EU projections for years. However, little has been done in this regard. 

Europe’s security still depends on Russian energy, regardless of announcements of the EU officials 

that a different scenario is possible by 2027 or 2030. 

Keywords: EU, Russia, NATO, USA, energy security. 

 

INTRODUCTION 
 

Energy relations between Russia and European countries have a long tradition. 

At the end of the 1960s, the export of Soviet oil began, and in 1967 the Dolyna-

Uzhhorod-Western border of the USSR gas pipeline was completed, which created 

the prerequisites for distribution to consumers in Central and then Western Europe. 

We should take into account the fact that part of today’s EU members were either 

in the Soviet Union (Estonia, Latvia, Lithuania) or in the Eastern Bloc (Czech 

Republic, Slovakia, Poland, Hungary, Romania, Bulgaria, including East 

Germany) and therefore, they were practically integrated into a single huge 

system, within which they could first buy oil at lower prices (it was the way the 

USSR helped its allies), and then also implement the project of mass gasification 

of the economy and households. Hence the great dependence of all the mentioned 

countries on Russian energy sources. The connection with the oil wells in the east 

was planned with oil and gas pipelines that passed through the territories of 

Ukraine and Belarus. The collapse of the USSR accelerated the strengthening of 

energy ties between Russian producers and Western European consumers. On the 

one hand, in the long period of transition (during the 1990s) and then in the phase 

of re-sovereignation during the first two presidential terms of Vladimir Putin 

(2000-2008), the Russian economy relied on the energy sector, first for “filling the 
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budget”, and then for the formation of an investment mass that will be used to start 

infrastructure projects and the economy. Excluding a few other economic 

branches, which were again connected with the exploitation of natural resources 

(such as, for example, coal mining in the Kuznetsk basin in the southeastern 

Siberia on an area of about 26,000 km
2
; production of nickel and copper, which 

predominantly refers to the city of Norilsk on Taimyr in the Arctic Circle; steel 

production in Magnitogorsk in the Chelyabinsk region, etc.), there were no other 

solutions for post-Soviet Russia. On the other hand, for Western European 

countries, Germany and Austria in the first place, as well as Italy to a large extent, 

and to some extent France, it was important to have a stable distributor in their 

immediate neighborhood, who would deliver cheap crude oil and natural gas, in 

the agreed quantities and respecting the delivery dates. In the post-Cold War 

world, European countries, and Germany in the first place, as the “economic 

engine” of the Old Continent, saw two benefits from this cooperation. First, as far 

as the import of crude oil is concerned, they became less dependent on American 

acquisitions and their distributors (either those from the Middle East, or those from 

the USA and Canada). In perspective, this meant greater independence in 

projecting economic dynamics, and thus also in the process of making political 

decisions. Second, the binding of European industry to cheap and ecologically 

clean natural gas as a key energy source increased the competitiveness of the 

European economy on a global scale. 

 

 

Map no. 1: Gas pipelines connecting Russia and the EU via Ukraine and Belarus 
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1. ENERGY SECURITY OF EUROPE AND RUSSIA 

 

Mutual interest eventually led to the need of building a new main pipeline, 

which manifested in the development of ideas about the North Stream, and then 

the South Stream (Smith 2011). In addition, natural gas is distributed through the 

Progress and Soyuz pipelines, which include as many as 22 regional gas pipelines 

with 72 compressor stations, horizontally east-west (border with Russia-border 

with Slovakia and Hungary) and through the Yamal gas pipeline (Yamal is 

stretching through the territory of Belarus, from Russia to Poland, but is connected 

with the northwestern branch of the Ukrainian gas pipelines), while crude oil is 

transported by the Druzhba pipeline (Pirani 2007, 17-18). 

Thus, Russia became the EU’s main supplier of crude oil and natural gas, as 

well as of solid fossil fuels used for the production of electricity in thermal power 

plants (located in the Kuzbass). Not even the continuous deterioration of political 

relations, which occurred after the escalation of the Ukrainian crisis in 2014, could 

have disrupted this. “In 2020, almost three-quarters of crude oil imports outside 

the EU came from Russia (29%), the USA (9%), Norway (8%), Saudi Arabia (7%) 

and Great Britain (7%), as well as Kazakhstan (6%) and Nigeria (6%). A similar 

analysis shows that more than three-quarters of natural gas imports into the EU 

came from Russia (43%), Norway (21%), Algeria (8%) and Qatar (5%), while 

most of the coal imports came from Russia (54%), followed by the USA (16%) 

and Australia (14%)” (Eurostat April 2020). Otherwise, in the structure of energy 

imports into the EU, about two thirds are oil and oil derivatives, 27% natural gas 

and 5% solid fossil fuels. 

Despite the widespread promotion of the Green Agenda and political 

aspirations to “free Europe from fossil fuels”, not much has changed in the first 

two decades of the 21
st
 century. “The dependence rate shows the extent to which 

the economy relies on imports to meet its energy needs. It is measured by the share 

of net imports (imports-exports) in gross internal energy consumption (which 

means the sum of produced energy and net imports). In the EU in 2020, the 

dependency rate was equal to 58%, which means that more than half of the EU’s 

energy needs were met by net imports. This rate is lower compared to 2019 (60%), 
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which is partly related to the economic crisis of Covid-19, but is still slightly 

higher compared to 2000 (56%). In the member states, the rate of dependence on 

imports ranges from over 90% in Malta, Cyprus and Luxembourg to 10% in 

Estonia. In 2020, the EU was mainly dependent on Russia for the import of crude 

oil, natural gas and solid fossil fuels, followed by Norway for crude oil and natural 

gas” (Eurostat April 2020). 

Looking at the crude oil market alone, “European dependence increased from 

76% in 2000 to over 88% in 2014. The EU spends around 215 billion euros on oil 

imports, over 5 times more than on gas imports (40 billion euros). Russia is the 

largest supplier: dependence on Russia increased from 22% in 2001 to 30% in 

2015” (Buffet 2016). Among the ten largest individual companies that export oil 

and oil derivatives to the EU, there are as many as three Russian companies, 

among them the first two places are occupied by Rosneft (20%) and Lukoil 

(12.5%), while Gazpromneft is in the ninth place (close to 5%). When it comes to 

importing natural gas, Finland imports from Russia as much as 94% of its total 

needs, Bulgaria 77%, Slovakia 70%, but what is a particularly sensitive issue is 

that the three largest “continental economies” import significant contingents - 

Germany 49%, Italy 46% and France 24% (it should also be added that Poland, as 

the fifth most populous member of the EU and a country important for regional 

security, imports about 40%). (Buchholz 2022). 

The topic of Europe's energy security is inextricably linked to the issue of energy 

distribution from Russia. Since February 2022 and the beginning of the war in 

Ukraine (in Western countries this event is labeled as “aggression” or “invasion” 

of Russia on Ukraine, and in Russia as a “special military operation”), attempts to 

reduce the dependence of European consumers on Russian producers have been 

noticeable. In this context, the EU adopted as many as seven packages of sanctions 

against Russia, of which the fifth package is specifically oriented towards the 

energy sector (it refers to the complete stop of purchase of solid fossil fuels from 

Russia, as well as crude oil, excluding the contingent distributed by oil pipelines). 

With that, they want to ensure the energy and overall security of the EU (as well as 

the whole of Europe) without relying on Russia. To what extent is it possible to 

project the security of Europe without Russian energy sources? 
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2. EU SECURITY POLICY 

 

All seven packages of sanctions (agreed on until August 2022, when this 

article was written; it does not rule out that there will be more in the following 

period) against Russia were formulated within the Common Foreign and Security 

Policy of the EU. “The European Commission uses the Common Foreign and 

Security Policy budget to respond in a rapid and flexible manner to external 

conflicts and crises, to build the capacity of partner countries and to protect the EU 

and its citizens” (European Commission 2022). 

Looking from the point of view of the declared principles, the EU therefore 

wanted to use sanctions to force Russia to take a different position in the Ukrainian 

crisis (stopping armed actions, disrupting the economic situation in Russia, which 

would put pressure on the leadership in Moscow, causing social and political 

protests in Russia, etc.), thus achieving a certain political advantage and improving 

its political and negotiating position. How realistic such assessments were and 

what their consequences are is a completely different matter. For this research, it is 

important to ask the question: where did the idea come from within the EU to 

undertake something like this in the energy sector? Because, as stated in the 

introductory part, not only in previous years, but in previous decades, absolutely 

nothing indicated that such a sudden turn could occur. The energy security of the 

member states (therefore also the economic security), and it should be repeated 

that we are firstly thinking of Germany, and to a certain extent Italy and France, is 

designed on cooperation with Russia and the accessibility of cheap natural gas. It 

became the basis for increasing the competitiveness of the EU economy in the 

global economy, ensured continuous economic growth, low unemployment, high 

wages and political stability. Almost nothing was done to change that, on the 

contrary – the connection with Russia was strengthened and deepened, a classic 

example being the construction of two lines of the Nord Stream gas pipeline (See 

more in: Turksen 2020). 
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In truth, the EU has declared greater energy independence as a political goal 

through a series of documents. The focus is on the Green Agenda and renewable 

energy. However, little has been done in this regard (the question is how much 

could be learned in a short period of time), and dependence on imports remained 

high. The insistence on constantly repeating the thesis of energy independence in 

the European Common Foreign and Security Policy came from the other side. It is 

impossible to see the security policy of the EU without NATO. And when it comes 

to NATO, there is a completely different view on Russian energy sources within 

this organization. The fact that Russian energy resources in Europe are a problem 

for NATO becomes obvious in the NATO 2020 Strategic Concept, whose design 

began in 2009 (it was adopted a year later) (NATO 2010). 

The new solutions defined in the NATO 2020 Strategic Concept (the expert 

team for writing the document was led by Madeleine Albright) partly state the fact 

that the previous Washington Strategy did not bring the expected result, since 

instead of promoting human rights and democratic values, the dominant themes 

became firstly energy security, and then the reliability and protection of 

information systems, environmental problems and curbing demographic growth. 

Changes in the field of finance and economic activity represented special problems 

as well. The West is still the most economically important part of the world, but 

nowhere near the dominant position it had mid-1990s. 

The NATO 2020 Strategic Concept also raised the issue of NATO-EU 

relations. Within the EU, instead of the previous category of Common Security 

and Defense Policy, the Lisbon Treaty of 2007 clearly foresees the “possibility of 

creating a common European defense” (European Commission 2007), and what 

exactly this may mean in the future remains open. The authors of the proposal for 

the new NATO strategic concept therefore warned that no room for double 

interpretations should be left and that “the Lisbon Agreement must serve the 

purpose of further strengthening NATO” (NATO 2010). In order to ensure tighter 

integration and prevent the creation of new problems, a number of internal 

structural changes are proposed. Acceptance of the mentioned measures would 

mean that NATO member states would give up another portion of their own 
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competences in favor of common (super)organs of the alliance and strengthening 

the influence of the US, which has undisputed dominance in common bodies. 

(NATO 2010) 

That is why, on the one hand, the NATO 2020 strategy directly binds Article 4 

and Article 5 of the North Atlantic Treaty. Article 4 talks about cooperation and 

coordination, and Article 5 about the principle of “all for one-one for all”, whereby 

all members of the Alliance are obliged to defend an attacked ally (NATO 1949, 

Art. 4, 5). By placing these two articles in direct dependence, the USA warned the 

other members that if they want protection, they must cooperate more. 

Cooperation implies that they would not look favorably if there would be a 

repetition of the situations from 2003 during the attack on Iraq or the Russian-

Georgian war in 2008 when NATO couldn’t take a unified position. Hence, in 

spite of the moderate opposition of some members and the fierce criticism of the 

opposition in Germany and France, the unquestionable following of the USA 

regarding its stance towards Russia since the escalation of the Ukrainian crisis 

remained until today. The European members of NATO have agreed to this kind 

of relationship, they have committed themselves to simply go beyond certain goals 

established by the Lisbon Treaty and act against Russia even when it causes direct 

damage to the EU (for example, the introduction of sanctions that caused a dramatic 

drop in exports of agricultural products from the EU to Russia) in order to protect 

their own security and their relations with the USA (See more in: Smith 2010) 

The reasons for such an aggressive performance should not be sought only in 

the consolidation of Russia’s position since 2008, but also in the long-term 

projected initiatives on the energy connection of Russia and the EU. The NATO 

2020 Strategic Concept opens the issue of energy security of European members 

and sets it as one of the priorities. 

At that moment (the observed period is 2006-2009), 180 billion cubic meters 

of gas were delivered from Russia to other European countries through the already 

existing gas pipelines, plus another 9 billion cubic meters that Russia delivered to 

Finland through the joint Russian-Finnish gas pipeline. It is planned that another 

16 billion cubic meters should be delivered from Russia to Turkey via the Blue 



How to deal with uncertainties in increasingly complex environment? 

 

 

120 

Stream gas pipeline, with a planned growth of up to 32 billion by 2030, as well as 

around 30 billion cubic meters per year through Germany to Western Europe via 

the North Stream gas pipeline, with growth up to 55 billion until 2030; moreover, 

up to 30 billion cubic meters of gas are delivered annually to Southern and Central 

Europe via the two branches of the South Stream, which would bifurcate in 

Bulgaria (Bariš 2009, 13-14, 93-95). 

Placing the issue of energy security of European members high on the 

list of priorities is motivated by attempts to prevent the strategic linking of Russia 

and the EU. 

 

3. ATTEMPT OF “ENERGY SEPARATION” OF THE EU 

FROM RUSSIA – ALTERNATIVES AND PERSPECTIVES 

 

The proposals of the USA to make NATO the guarantor of European security 

in a new way and the obligation of European members to participate in it are 

linked to the assessment that, with less dependence on the American energy 

distributors, the key countries of continental Europe (Germany, France, Italy) were 

becoming more independent in the process of adopting political decisions. NATO 

still existed as a defense alliance, but the EU increasingly acted economically and 

politically as it suited it. The diplomatic conflict with the US over the intervention 

in Iraq in 2003 caused concerns in Washington, because it was the first signal that 

Western Europe would not follow the US always and everywhere in the way it did 

before (FR Yugoslavia, Afghanistan). 

One of the ways of the new subjugation of Europe was to make it dependent 

on energy imports from American distributors or their allies, as it was done during 

the Cold War period. While, on the one hand, the “Russian energy products” were 

declared the enemy’s “geopolitical weapon”, on the other hand, alternative ways of 

supplying the European market with crude oil and natural gas were devised. It is, 

in fact, a response to the Russian Energy Strategy until 2020, which was adopted 

in 2003 (Bushuev & Troitskii 2007, 1-7). Even then, the USA recognized what 

they half a decade later called the “malignant Russian influence”, which being 
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spread through Europe through strategic pipelines. Next to the USA, Russia is by 

far the largest producer of gas, the country with the largest confirmed gas reserves, 

the largest producer of crude oil along with Saudi Arabia, and with all that, the 

largest military nuclear power in the world. It was a challenge to US national 

security, and it was classified as such in a large number of official documents 

adopted since 2005. 

President Donald Trump declared the following in June 2017: “Our goal is 

energy dominance”. It goes without saying, on a global scale. But what was 

completely openly and unequivocally announced by President Trump, was actually 

prepared for a long time within American institutions (Proroković 2019, 114-134). 

The change in the American approach was visible immediately after the 

election of George W. Bush as president in 2000. In parallel with the initiation of 

the Second Gulf War and the intervention against Iraq, the US tried to influence 

the global energy market by controlling the “sources” and initiating the 

construction of strategic pipelines. It primarily concerned connecting European 

consumers and Middle Eastern producers. The transition from oil as the most 

sought-after energy source to the natural gas as “cleaner” and more available in the 

future, was already underway. 

 

Map. no. 2: Planned route of the Nabucco gas pipeline29) 

                                                
29) Taken from the following internet page: http://www.nabucco-pipeline.com. 

http://www.nabucco-pipeline.com/
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Estimates are that oil consumption at the global level will increase, while 

reserves will decrease (Đukić 2009). West European countries, which import about 

70% of this energy source, are particularly interested in gas as end-users. 

Depending on which energy source is observed – crude oil or natural gas, the 

approach to defining energy security goals also differs. The largest crude oil 

reserves are located in the Middle East (Venezuela and Saudi Arabia have the 

largest confirmed reserves individually), but there are also significant sources in 

the wider Caspian Lake region and in Russia, while the largest natural gas reserves 

are located in Russia (confirmed reserves of 47 trillion cubic meters) and Iran 

(28.5 trillion cubic meters). For this reason, the US is increasingly beginning to 

view Russia and Iran as “challengers” in the world politics. 

Hence the launch of the ‘Nabucco megaproject’ (NABUCCO pipeline). This 

strategic pipeline would, as planned, “start in Azerbaijan and deliver gas to the rest 

of Europe via Georgia, Turkey, Bulgaria and Romania. The length of the gas 

pipeline should be 3,893 kilometers, and the capacity should be 31 billion cubic 

meters. Although it was noisily announced, the realization of ‘Nabucco’ did not 

begin at all. In July 2013, it was announced that the main planned supplier - 

Azerbaijan, was withdrawing, and before that, German investors also withdrew 

from the project. So, instead of ‘Nabucco’, a talk started about the ‘Trans-Adriatic 

Pipeline’, which would transport gas from the Shah-Deniz field in Azerbaijan to 

southern Europe. The ‘Trans-Adriatic gas pipeline’ would stretch 870 kilometers 

from the Greek-Turkish border in the northeast, through northern Greece and 

southern Albania, then along the bottom of the Adriatic Sea to southern Italy. It 

would be connected to the ‘Trans-Anatolian Pipeline’ on the Greek-Turkish 

border, which should be completed by 2018, and initially it will bring about 16 

billion cubic meters of gas per year to the ‘Trans-Adriatic Gas Pipeline’. However, 

in the case of the ‘Trans Adriatic Pipeline’ the same question arises as in the case 

of ‘Nabucco’, because there is a constant concern whether the gas from Azerbaijan 
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is an adequate alternative to the main reserves from Russia (which is part of the 

EU's efforts towards a larger energy transition) that is - whether the volumes from 

Azerbaijan are sufficient on their own” (Proroković & Perović 2013, 124-125). 

Without relying on sources in Iran or Qatar, the ‘Nabucco’ gas pipeline could 

not have been realized, and therefore the Bush Doctrine was paralyzed. However, 

there were two other plans considered for Iran and Qatar: 1) Gas pipeline Turkey - 

Qatar; 2) Islamic gas pipeline. (Map no. 3). Due to political instability and security 

challenges, neither of these two plans was further developed. 

The originally considered route through Saudi Arabia, Kuwait and Iraq was 

difficult to imagine because of the problems in Iraq, i.e., the position of the (Iraqi) 

Kurdistan, while the second one, through Saudi Arabia, Jordan and Syria, 

remained only in the plans because the Syrian authorities resolutely refused to 

participate in that project (with the support of Russia and Iran) (Carlisle 2009). 

One of the reasons for the start of the civil war in Syria should be found in this. 

Although the USA insisted at the NATO Summit in Bucharest in 2008 that in 

the final document the issue of energy security of European countries should be 

one of the priorities, and “displacing Russian energy influence” one of the most 

important tasks, by paralyzing the Bush doctrine, little could have been done at 

that moment (NATO 2008). Contrary to the insistence of the USA, Russia has 

already extensively planned the construction of two natural gas corridors – North 

Stream and South Stream, so Europe’s dependence on Russian gas would become 

even greater. In any case, partly because of the failure of the Bush doctrine, and 

certainly because of the American intervention in the Middle East, the price of oil 

and gas started to skyrocket. By 2003, the price of a barrel of crude oil hovered 

around $30, then by 2005 it had risen to $50, before exploding to an all-time high 

in August 2008 of $147.30. From 2008-2014, the price of oil ranged from 70-120 

USD. For the US, it was, and it is problematic for two reasons. 
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Map. no. 3: Planned routes of the Qatar – Turkey Pipeline and Islamic Pipeline 

 

First, in numerous analyses, the increase in energy prices is directly linked to 

the global recession (Kliesen 2001). Since the USA accounts for about 22-23% of 

the world GDP, such disruptions are a primary threat for them. That’s why the 

USA had to increase production, become less dependent or completely 

independent from the OPEC countries and Russia. The USA wants to be dominant 

in creating prices on the world market, and it will be able to do so not only by 

increasing or reducing demand, but also by increasing the supply. Secondly, 

among the oil and gas producers, there are also countries with which the US does 

not have good relations or which it anticipates as global or regional challengers to 

its interests. This primarily refers to Russia, Iran, Venezuela, Algeria, Syria, 

Sudan, but also China, which is the largest importer, but at the same time the sixth 

largest producer of oil in the world, and Brazil, which is in tenth place. The higher 

price of oil and gas stabilized the political and economic conditions in these 

countries, but also enabled them, due to the budget surpluses that occurred, to 

increase their military power, investing in the military-industrial complex or 

buying new weapons and equipment. 
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All the attempts of the US to achieve “energy dominance” failed until 2014, 

even produced counter-effects as the rise in energy prices on the global market 

caused the Great Economic Crisis (began in 2008-2009, but its consequences 

began to become more visible in the second decade of the 21
st
 century), which 

harmed the “collective West” the most, and contributed to the consolidation of 

budget revenues of challengers in the international arena, among which Russia 

profited the most. Since the desired reorientation of European consumers from 

Russia to producers in the Middle East (Iraq, Qatar, Azerbaijan, Saudi Arabia) did 

not occur, it was not possible to organize an alternative sustainable supply chain. 

NATO’s strategic conception defined one thing, but in practice, something else 

took place. 

The new project of “separating Europe from Russia” was therefore initiated 

during the second term of Barack Obama, and later continued by Donald Trump, 

this time by devising the concept of liquid petroleum gas supply.  In order to 

reduce dependence on Russian gas, a new strategic project was presented at the 

summit in Warsaw back in 2016 – connecting the terminal for liquefied petroleum 

gas on Krk, which has yet to be built, with the existing terminal in Swinoujscie, 

Poland. Vertically north-south, from the Baltic Sea to the Adriatic Sea, Central-

Eastern Europe would be networked in a new way (Proroković 2018, 57-58). This 

project is still being insisted on, and it experienced a kind of renaissance after 

February 2022. Since then, the policy of reducing energy dependence on Russia 

has been concretized, manifested in a completely different way than before. The 

EU accepted everything that was considered and adopted within NATO, and thus 

liquefied petroleum gas was declared a valid alternative. 

Ursula von der Leyen, the president of the European Commission, is in favor 

of ending the purchase of Russian energy products in the next five years, and 

announced a plan (which will be harmonized with the measures that will be 

adopted in the meantime, including the sixth package of sanctions) according to 
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which crude oil and natural gas from Russia were to be phased out by 2027. The 

proposal of the European Commission is less optimistic and foresees the 

fulfillment of this goal by 2030. 

However, three open questions arise regarding this. The first and most logical 

is – where will the EU buy energy sources (due to the relatively smaller share of 

coal in the EU’s energy balance, as well as for the fact that the members still have 

reserves that they have not used, this resource can still be replaced)? This question 

is raised both in the short and medium term (it is necessary to ensure the import of 

crude oil and natural gas until 2027 or 2030, but an issue should be raised as well 

regarding how can this matter be solved after that time-frame). Energy sources are 

bought with long-term contracts, and growing Asian economies (China and India 

in the first place) have already reserved significant quantities for the next period 

with the producers in the Middle East and Africa. Similar thoughts have been 

existent in the EU for the last two decades, and were especially intensified after 

2014 and the deterioration of political relations with Russia, but the figures shown 

show that an alternative to imports from Russia has simply not been found. In 

political speeches and journalistic analyses, the import (and production) of 

liquefied petroleum gas (from the USA and Qatar) is mentioned as an alternative 

solution, but these announcements are not accompanied by elaborations on the 

feasibility of the necessary quantities and possible prices (therefore the 

profitability of the project). 

One cannot talk about implementation of the Green Agenda with a drastic 

increase in the production of liquefied petroleum gas in the USA (and potentially - 

European countries), bearing in mind the methods of production that devastate the 

environment (fracking technology). 

Another issue is the price of the energy that will be procured in this way. The 

new calculation implies abandoning the distribution of resources by pipelines and 
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the use of tankers and new installations that will be built (large investments are 

necessary, and such a method of distribution always costs more). At the same time, 

if the purchase of Russian energy products is abandoned by a political decision, 

the participation of the largest suppliers in the market until now is also prevented, 

thus raising the price to a completely new level (for example, China will now 

“compete” for oil from the Middle East in the market competition with India, the 

USA, EU and other smaller countries, which will make the resource more 

expensive, because higher demand means higher prices). Again, unlike China and 

India, as well as a whole series of other actors from the non-Western part of the 

world who will buy Russian energy products and thus will not give up the market 

mechanism for lowering the price, the EU will no longer have that exclusivity, 

which can have a very negative impact on the competitiveness of the European 

economy. 

The third question is related to Russia's reactions and countermeasures. Just as 

the US and the EU are waging a hybrid war against Russia, Russia is also waging a 

hybrid war against the US and the EU. One of the unconventional means used in 

this conflict are the energy sources. On the one hand, with the outbreak of the 

armed conflict in Ukraine, and the deterioration of relations between the West and 

Russia, the prices of energy products began to rise (natural gas rose in price many 

times, reaching historical highs). In addition, political messages from Moscow are 

constantly being manipulated, indicating that the goal is to keep crude oil and 

natural gas prices high. 

Also, the decision to “rubleize” trade relations shows that Russia is starting 

the process of de-dollarization of the world economy, as a result of which currency 

parities will be determined in the future quite differently than before (in addition to 

higher gas prices, the problem for the EU is that, in the short, the euro has 

weakened against the ruble, so its purchasing power for purchasing Russian energy 
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products is lower). The EU’s strong reactions and announcements about giving up 

Russian energy supplies would make sense if the attempt to politically isolate 

Russia and break (or at least complicate) its existing relations with non-Western 

actors had succeeded. In this way, the EU has entered a hybrid war, and it seems 

that the consequences of the Russian response and the use of energy sources as an 

unconventional means have been badly assessed. 

Because of everything, the current confrontation not only announces, but is 

also already leaving behind very dramatic outcomes for which the EU is not 

prepared at all, nor does it show that it has an adequate response. 

 

4. RUSSIA'S COUNTERMEASURES: THE STRATEGY OF 

LEAVING EUROPE WITHOUT AN ALTERNATIVE 

 

In addition to everything, when observing Russia's countermeasures, it is also 

noticeable that both foreign and especially security policy are often projected on 

the basis of energy policy. Much of the Russian setup is similar or identical to the 

American setup. Put simply – the US wants to use NATO to force the EU to stop 

buying Russian energy products. Russia’s answer is to make NATO completely 

dysfunctional by stretching the US on several fronts and threatening Europe’s 

energy security. In support of this conclusion, it is necessary to look at the network 

of alliances and the outbreak of certain armed conflicts in the previous years. 

Certainly, the outbreak of armed conflicts and the escalation of crises are 

influenced by a large number of factors. With this analysis, we only want to warn 

that energy security and energy policy are one of them; it is by no means 

prejudiced that these are the exclusive or the most important factors. 
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Map no. 4: Baku – Ceyhan Gas Pipeline and Baku – Supsa Oil Pipeline 

The Russian intervention in Georgia in 2008 enabled the essential surveillance 

over the Baku-Ceyhan gas pipeline, which was supposed to serve as the primary 

direction for the construction of the ‘Nabucco’ pipeline (and later for TAP) and the 

Baku-Supsa oil pipeline (Map no. 4). Support for Bashar Al Assad and direct 

involvement in the Syrian war prevented the overthrow of the regime in 

Damascus, the establishment of a new, pro-American (or pro-Western) one, and 

the design of the Qatar-Turkey gas pipeline. Open support for Marshal Khalifa 

Belqasim Haftar in the Libyan civil war prevented the victory of the so-called 

GNA – Government of National Accord, in the creation of which the USA 

invested. The strengthening of foreign political ties with Egypt, Palestine and 

Algeria had the effect of making long-term energy security planning of the EU 

impossible by relying on the Trans-Saharan (Map no. 5) and Eastern Mediterranean 

(Map no. 6) gas pipelines. The story surrounding both of these projects is complex. 

In the case of the trans-Saharan connection, it is open to question how it is possible 

to secure such a long line, bearing in mind the unstable environment and the large 

number of terrorist or paramilitary formations with opposing political goals in that 

part of the world. The Russian companies Rosneft, Gazprom and Stroytransgaz are 

present in Algeria, and since 2010, they have been building new energy capacities 

and exploring potential deposits of fossil fuels. 
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Map no. 5: Planned route of the Trans-Saharan pipeline 

 

When it comes to the EastMed project, there is a problem in the demarcation, 

i.e., conflicting claims of interested parties where their exclusive economic zones 

are (Egypt, Israel, Turkey, Greece, Jordan, plus Palestine and Cyprus, where there 

is a territorial problem because of the unrecognized Republic of North Cyprus). It 

is interesting to look at the historical shift in Russian-Turkish relations from this 

context, as well as the establishment of the trilateral framework Russia-Turkey-

Iran. Turkey is becoming an important distribution hub for the Russian gas 

(Balkan Stream, whose capacity can be increased in the future by building new 

lines), but it is also a potential hub for other gas pipelines. As long as Turkey has 

the capacity to block (together with Egypt and Palestine) the realization of the 

EastMed gas pipeline, there is no alternative to Russian gas for the EU from this 

strategic direction. 
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Finally, there is the escalation of the Ukrainian crisis, which effectively put 

the EU in an impossible position. By renouncing the Russian energy sources, the 

EU economy becomes uncompetitive on the global market, which creates social 

and political tensions with unforeseeable consequences within EU member states. 

The optimism of Ursula von der Leyen or the European Commission regarding the 

cessation of purchases of Russian energy products in 2027 or 2030 is one thing, 

but the reality is quite different. If the trend of buying expensive energy sources 

(and not a little more expensive, but many times more expensive) continues until 

2030, if it lasts eight years continuously, it can completely reshape the European 

political reality under the pressure of economic hardships and social protests. 

 

Map no. 6: Planned route of the EastMed gas pipeline 

Therefore, Russia responded decisively to the USA and, since 2008, has 

challenged all of its acquisitions in the Caucasus (it was planned for Georgia to 

join NATO and its stronger presence in Afghanistan), the Middle East (essentially, 

the development of the situation in Syria represents a defeat for the USA) and 

North Africa (via Libya, Egypt and Algeria), thus preventing the implementation 
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of the NATO 2020 Strategic Concept and leaving Europe without alternative 

supply routes when it comes to natural gas. Also, by establishing completely new 

relations with Turkey, it resulted in Turkey not following the policy of its Western 

allies at all since the beginning of the war in Ukraine, and by acting together with 

Iran, it made Europe aware that an alternative from Iran and its second largest 

“reservoir” of natural gas in the world, which was difficult to implement anyway 

(due to the opposition of the USA), no longer exists. 

 

CONCLUSION 

 

It is impossible to plan the EU security policy without ensuring energy 

security. Stable access to energy sources is the basis for creating economic policy. 

Considering the importance of the EU for the entire Europe, it is impossible to 

ensure continental security without the EU’s energy security. The thesis that it is 

necessary to reduce imports and rely on one’s own resources has been present in 

the EU projections for years. However, little has been done in this regard. Ever 

since the end of the 1960s, the connections with the Russian (Soviet) energy sector 

have had the effect that, over the decades, the dependence of European consumers 

on Russian producers has become greater. Only since 2010, and thanks to the 

USA, which used NATO, did the creation of new strategies begin to reduce the 

EU’s dependence on Russian energy sources. 

However, with its political actions and military interventions, Russia 

prevented these strategies from being implemented. Europe’s security still depends 

on Russian energy, and little can change in that respect, regardless the 

announcements by EU officials that a different scenario is possible by 2027 or 

2030. Even contrary to those claims, following current trends and the high degree 

of success of the Russian political action and military interventions, it should not 

be ruled out that new crises or new wars will follow, if by continuing the current 

US strategy (using NATO) some new scenarios of “energy separation” of the EU 

from Russia are attempted. Viewed from that angle, the escalation of the Ukrainian 

crisis may not be the last of such nature in Europe. 
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APPROACH TO THE REALIZATION OF SECURITY 

MEASURES OF CRITICAL INFRASTRUCTURES IN 

CONDITIONS OF PANDEMICS AND DURING 

IMPLEMENTATION OF SAFETY PROTOCOLS 
 

Abstract: All complex security situations which we face and during which arises the need for 

introducing prompt and adequate preventive measures and deal with the resulting crisis, 

undoubtedly require a complex approach, in which implementation of security measures should 

follow the measures and safety protocols. This complexity observed through the prism of providing 

security to critical infrastructures is in direct relation to the problems, difficulties and dilemmas 

faced by safety experts. 

Having in mind the relevant knowledge about the complexity of dealing with the pandemic 

caused by the Covid-19 virus and the fact that a large number of critical infrastructures, including 

the transport sector, faced serious challenges, we will see that the factors that lead to the 

inefficiency of the security should be timely resolved in order to prevent such occurrences and 

enable improvement in continuity. 

The necessity of recognition, combat and post-crisis recovery from all types of threats of the 

contemporary times is an obligation of all involved entities in security and safety, and these 

processes should therefore function flawlessly and be maximally coordinated in the accepted and 

established system of each state. 

Hence, this paper will aim to examine and analyze the new security challenges, including 

pandemics as one of the more structural threats, as well as their impact on the new security 

threats. A concrete contribution will also be given both in the general and theoretical aspect of this 

area, depicted in the form of presentation of practical aspects of applying the methodology of the 

security and safety systems. Through a scientific scope of view, in which the applicability of 

advanced procedures and technologies implemented in the development of security and safety are 

supposed to respond to more dilemmas in the segments of planning, functionality of security 

services in conditions of pandemics, coordination, exchange and selection of information, 

applicability of advanced technologies should be put to the service of creating a stable security 

system and strengthening the safety facilities of critical infrastructures. 

Key words: critical infrastructures, security, safety protocols, pandemic, measures. 
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1. CHALLENGES TOWARDS THE IMPLEMENTATION 

OF SECURITY OF THE CRITICAL INFRASTRUCTURES 

 

Each sector of critical infrastructure has its unique characteristics, operating 

models, and risk profiles, which have institutional significance and specialized 

expertise related to that sector (The White House, Office of the Press Secretary 12 

February 2013). Given the large number of critical infrastructures, significant 

challenges and difficulties arise upon their protection. Analyzing the enormous 

negative consequences caused by the Covid-19 pandemic, which resulted in a 

catastrophic decline in economy, states, including operators of critical infrastructures 

in coordination with public health authorities, called for implementation of a set of 

measures aimed at reducing health risks on one hand, and continuing the basic 

business activity on the other. The goal was to contribute to an efficient, safe, and 

sustainable process of operation and return to the “new normal” operation. 

As an illustration, let’s start by examining the negative economic 

consequences of the Covid-19 pandemic through the lens of the airline industry. 

The impact of the coronavirus (Covid-19) pandemic on global air transport is 

without precedent. For the year 2020, global passenger numbers fell by 60 per cent 

or to 2.7 billion, compared to 4.5 billion in 2019, that is, 74 per cent in 

international traffic and 50 per cent in domestic traffic. Airlines have seen a 66 per 

cent decline in revenue passenger kilometres, and airport passenger numbers were 

down 57 per cent in 2020. The traffic decline was estimated to have resulted in 

revenue losses amounting to USD 371 billion and USD 112 billion for airlines and 

airports, respectively. The World Tourism Organization (UN WTO) also estimated 

a loss of USD 1.3 trillion in export revenues from tourism. With the Covid-19 

pandemic accelerating across the globe, headwinds to air transport remain 

particularly pronounced in 2021. The updated ICAO projections indicate that 

world scheduled passenger traffic for the first half of 2021 will be reduc d by 59-

66 per cent (1.3-1.4 billion), compared to 2019 levels (Council Aviation Recovery 

Task Force, 10 March 2021; ICAO, n.d.). 
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Therefore, the dangers that follow modern, contemporary society through the 

prism of the critical infrastructures require a permanent, expert and professional 

countering threats, implementation of measures and activities directed towards 

strengthening the security capacities of the state, including private and corporate 

security
30)

 as an integral segment in the national security system. On the other 

hand, when it comes to the safety of vital facilities – critical infrastructure and the 

consequences of their non-functionality, the need undoubtedly emerges for a 

special concept of a systemic approach to developing security/safety, especially 

amid crises. 

Based on the overall analysis of the concept and term “critical infrastructure”, 

considered through the prism of security and the offered indicative lists for critical 

infrastructures from the West, and guided, above all, by the guidelines given by 

the European Union
31)

, we can conclude as follows: Critical infrastructure 

represents facilities, devices, installations, products, services and all systems that 

are in direct or indirect connection with the normal functioning of the state so that 

their failure would cause serious consequences on national security, economy, 

health, the functionality of the state apparatus, social or other type of 

consequences (Алчески 2016; Алчески, Тунтев 2021). 

The responsibility for the protection of the national critical infrastructures 

mainly belongs to the operators of the critical infrastructures. Hence, analyzing the 

wide spectrum of threats from both the safety and the security aspect makes 

security very complex, just because of the balance of measures and work 

procedures that, in some cases, diverge. 

                                                
30) See more in: Бакрески, О., Триван Д., Митевски, С. 2012. Корпорациски безбедносен 

систем. Скопје: Комора на Република Македонија за обезбедување на лица и имот and Кековић, 

З., Димитријевић, И. Р., Н. Шекарић. 2018. Корпоративна безбедност: хрестоматија. Београд: 

Универзитет у Београду, Факултет безбедности. 
31) On the topic of EU guidelines, see more in: The Council of the European Union. 23 December 2008. 
“COUNCIL DIRECTIVE 2008/114/EC of 8 December 2008 on the identification and designation 

of European critical infrastructures and the assessment of the need to improve their protection”. 

Official Journal of the European Union. https://eur-lex.europa.eu as well as: Commission of 

the European Communities. 17 November 2005. “GREEN PAPER ON A EUROPEAN 

PROGRAMME FOR CRITICAL INFRASTRUCTURE PROTECTION”. Brussels: Commission 

of the European Communities. 

https://eur-lex.europa.eu/LexUriServ/LexUriServ.do?uri=OJ:L:2008:345:0075:%200082:EN:PDF
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The analysis made by many relevant scientific and professional organizations 

clarifies that the implementation of modern systems and procedures in 

development of the security and safeguarding of critical infrastructures is a 

necessity and a process that should have its own continuity towards the creation of 

the desired security climate, with the full implementation of safety protocols. 

In many countries, a significant part of critical infrastructures is privately 

owned, and therefore, there must be cooperation with state institutions. In 

Germany, four fifths of the critical infrastructure is private (Federal Ministry of the 

Interior and Community n.d.). In the US, about 85% of critical infrastructure is 

privately owned as well, but the reality is that market forces alone are not enough 

to drive the necessary investment in protection (Aureswald, Branscomb, La Porte 

& Michel-Kerjan 2005, 77). As a result, experts describe the EU’s work on critical 

infrastructure protection as assisting countries within clearly defined sectors, with 

appropriate coordination between sectors (Larsson 2007, 9-24). The issue of 

cooperation between the EU and the member states in the process of protecting the 

critical infrastructure can be the stance of some states that certain data must be 

preserved within national frameworks (Jarlsvik & Castenfors 2004, 64). 

If we look at the need to protect critical infrastructure in the US, through risk 

management we will see that it is very broad and made up of partnerships between 

owners and operators; federal, state, local and territorial governments; regional 

entities; non-profit organizations; the academia, etc. Managing the risks of serious 

threats and the dangers associated with physical and cyber threats to critical 

infrastructure requires an integrated approach in terms of the following: 

 – “Identifying, preventing, detecting, and preparing for threats and dangers 

to critical infrastructure; 

 – Reducing the vulnerability of critical assets, systems and networks; and 

 – Mitigating the possible consequences of incidents or negative events that 

occur on critical infrastructures” (Homeland Security 2013). 

The success of this integrated approach depends on the full range of capabilities, 

expertise and experiences in the infrastructures and associated stakeholders 

(Homeland Security 2013, 7).
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2. THE NEED FOR BALANCE BETWEEN SAFETY AND 

SECURITY AMID PANDEMIC THROUGH THE PRISM 

OF AIR TRAFFIC 

 

It is extremely important that to determine the process of securing and 

safeguarding critical infrastructures design it in order to be efficient in dealing 

with new risks and dangers as one of the key prerequisites, or pre-requirements, 

for proper functioning of security. 

Airports, together with the national authorities, organize protocols for better 

coordination and protection related measures
32)

. The plans that refer to this issue 

include several aspects, such as the following: communication and exchange of 

information with the public, observation and monitoring of the situation, logistics 

in accepting and transporting passengers to health organizations, use of appropriate 

protective equipment, access control to and from airports, coordination with local 

and national health organizations, etc. Responsibility for managing the risk of 

infectious diseases at airports rests primarily with the local, regional and national 

public health authorities, as well as the relevant airport operator. Therefore, the 

communication and sharing of information with internal and external airport 

entities, as well as with the passengers, regarding the travel protocols and 

restrictions, must be consistently applied. 

Following the example of aviation and airport security, as one of the more 

regulated areas when it comes to protection and security, and as one of the areas 

most affected by the pandemic, security protocols have been implemented with the 

application of appropriate protective measures and activities. 

                                                
32) See more in: Airports Council International. 24 January, 2020. “Transmission of Communicable 

Diseases”. ACI Advisory Bulletin. https://aci.aero. 

https://aci.aero/wp-content/uploads/2021/10/20200124-Advisory-Bulletin-on-Coronovirus-COVID-19.pdf
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Image 1 – Safety vs security measures 

 

Historically, security measures and the implementation of modern security 

systems have been in constant growth and improvement. However, changing 

health requirements in aviation and airport operations have made them face a new 

challenge. First of all, the regulatory requirements were implemented in terms of 

changing the procedures through operational directives, maintaining the standards 

for the provision and implementation of the health protocols. 

The vision and mission depend on the achievement of the goals, which 

represent the strategic direction towards which the critical infrastructures should 

focus: 

 – Rapid capacities restructuring based on new risks, 

 – Implementation of measures and protocols, 

 – Introduction of compatible technologies and systems, 

 – Permanent education according to new challenges. 

 

2.1. CAPACITIES RESTRUCTURING AND IMPLEMENTATION 

OF MEASURES AND PROTOCOLS 

 

In terms of capacity restructuring, numerous factors apply, including public 

health authorities’ guidance (led by travel risk levels), government travel 

restrictions and requirements, airline and airport operational capacity, etc. Phases 

were developed, starting from limited travel with minimal movement, which 



How to deal with uncertainties in increasingly complex environment? 

 

 

143 

revolved into initial increase in travel as the next phase, with relatively low 

passenger volumes, allowing airlines and airports to introduce aviation public 

health practices appropriate to the volume of passengers and the presented risk. 

Following the medical criteria and the applicability of the measures, the volume of 

passengers continued to increase. Furthermore, with the reduction of the national 

level of health alert, risk mitigation measures continue to be reduced, modified, or 

terminated. 

In terms of risk mitigation, measures and protocols are considered through the 

following: 

 – The airport module contains specific elements to address guidelines for 

airport terminal building, cleaning, disinfection, hygiene, physical distancing, 

personnel protection, access, area inspection, security screening, airside 

area organization, passenger transfer, movement and passenger transportation, 

baggage handling and control in the arrival areas, etc. 

 – The aircraft module contains specific instructions relating to boarding 

processes, seating arrangements, hand baggage accommodation, interaction 

in the aircraft, passenger cabin organization, food and beverage services, 

toilet access, crew protection, management of sick passengers or crew 

members and cleaning and disinfection of the interior of the aircraft, the 

cargo area, etc. 

 – The crew module contains guidelines for safe and sustainable travel 

closely coordinated according to international protocols in the direction of 

the approach to treatment, in accordance with prescribed public health 

standards. The crew module also contains specific instructions for 

contacting a crew member with a suspected or positive case of Covid-19, 

practices when symptoms appear, etc. 

 – Cargo flight crews apply the same health and safety considerations as 

passenger flight crews. This section addresses to aviation public health, 

including physical distancing, personal sanitation, protective barriers for 

transfer points to the ramp and loading and unloading, and other mitigation 

procedures (Council Aviation Recovery Task Force 10 March 2021). 
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It must be noted that, when it comes to security personnel, who are basically 

one of the most exposed to risk, many protective measures and equipment, such as 

disposable gloves, surgical masks, hats or medical caps, goggles, and protective 

suits, were implemented; furthermore, it was defined that hands should be 

disinfected before wearing personal protective equipment. All this further 

complicated the process of screening and searches, which should be carried out in 

accordance with international standards for security against acts of unlawful 

interference. 

 

2.2. INTRODUCTION OF COMPATIBLE TECHNOLOGIES AND 

SYSTEMS AS SUPPORT IN THE IMPLEMENTATION OF SECURITY 

 

Security systems are constantly developing. In order to satisfy the 

requirements arising from practice amid pandemics, implementation of modern 

systems should depend on several factors; moreover, it is important that the 

justification to invest in equipment and resources/supplies safety-wise should be 

constant, and depending on the needs and necessities of the given moment. Along 

with technological development, both operational and spatial considerations are 

the key drivers in the evolution of security checkpoints. Considerable efforts have 

been made to satisfy the control process and achieve the right balance of security 

in coordination with the necessary protective measures. 

We have also witnessed many cases of automation of processes, depicted in 

self-service module implementation, directed towards ensuring health-related 

safety. For this purpose, contactless technology was introduced in order to reduce 

the risk of transmission, though it, in some cases, complicated the work of security 

services. However, in order to facilitate and promote the best practices for slowing 

the spread of Covid-19, we have witnessed introduction of displays that inform the 

public about the measures that should be taken. Preparation and clear directions 

are the initial prerequisite for further processes. 
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In this direction, CT scanners have proven to be a very effective system for 

passenger control, cabin baggage and heavy baggage, which brought multiple 

benefits, such as increasing the throughput of the security lane, facilitating the 

lifting of LAG (liquid, aerosol and gel) restrictions and removal of the need for 

passengers to unpack electronics and similar items, and at the same time avoid 

physical contact or ensure minimal distance because, first and foremost, security 

screening employees need to be safe while performing their job duties. 

For this purpose, security systems, which, in addition to the well-known 

functions of a security related character, also perform contactless measurement of 

body temperature, etc., are becoming more and more desirable. These systems 

serve to screen personnel using the “face recognition” method, and often contain a 

thermometer. With this method, a contactless measurement of body temperature 

can be carried out, thus limiting the access of persons with an increased body 

temperature, and at the same time alerting the authorities of a possible case of 

infection. In this context, it is necessary to mention that walk-through metal 

detectors are also used to measure body temperature. This provides one more 

check before the passengers move from one zone to another, and also protects the 

security screening staff in case they have to use a manual screening method.
33)

 

Following the development of technology that has been observed in recent 

years, and based on the needs of increasing protection, additional innovative 

systems have been developed for the detection of even the smallest objects that 

pose a threat and that are owned by the person. The technology that has the 

possibility to detect traces of explosive devices (ETD), millimeter radiation or 

MMW (Millimeter-Wave) with a radiation length between 1mm and 10mm 

(enough to penetrate through fabric and enable resolution), is also often used
34)

. 

                                                
33) See more in: Polimek. 2020. POLIMEK ELEKTRONIK SANAYI VE TICARET A.S. Izmir, 

Turkey: Polimek. https://www.polimek.com.tr. 
34) See more in: Airports Council International. 20 March, 2020. “Security screening best practices 

during COVID-19”. Advisory Bulletins. https://aci.aero. 

https://www.polimek.com.tr/uploads/downloads/catalogs/2020/12/Polimek_Katalog_2020ingilizceWEB_compressed2_1-min_2.pdf?v=1
https://aci.aero/2020/03/20/security-screening-best-practices-during-covid-19/
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Namely, primarily, we are stressing the importance of implementation of 

security screening for the safety of passengers and staff, minimization of contacts, 

active use of the ETD, one-time use of equipment and resources/supplies, full and 

consistent application of SMS, development of procedures and processes in case of 

positive cases, introduction of alternative lines of movement and access control, as 

well as full following and observance of recommendations by international 

aviation organizations such as: ICAO – International Civil Aviation Organization, 

ACI – Airports Council International, ECAC – European Civil Aviation 

Conference, EASA – European Aviation Safety Agency, IATA – International Air 

Transport Association, etc. 

Also, biometric verification technology may be the right answer, which needs 

to be implemented as a replacement for physical aids. Nowadays, an increasing 

number of airports, as well as companies with serious risks, are turning to positive 

identification with the help of biometric models to confirm identity and accurately 

represent which person is trying to gain access to a certain restricted area. 

Biometrics refers to parameters related to human characteristics. Biometric 

applications involve taking a sample of individuals which is then digitized, 

automated, and made unique in a database. The use of biometric data identifies the 

person who gains access to the restricted area. Access to the restricted area can 

only be given to a part of the staff, to those who have specific work duties. These 

systems can also respond to very delicate matters related to danger cases. For 

example, in case of an evacuation, the number of people and personnel who were 

present in the threatened area will be known exactly. As the most suitable system 

for contactless access control, we should stress as follows: 

 – Facial biometrics, where individuals are identified by analyzing the 

features of their face, which cannot be easily changed, given that they are 

projected by analyzing the distance between certain points on the face. 

Facial images are taken using photos and videos and then shared. The 

facial biometrics represents a unique biometric technology used for 

verification, identification, and surveillance purposes. 
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 – Iris – this technology measures the unique features of the iris, the colored 

ring around the pupil that contains approximately several hundred different 

features and represents a rich source of biometric data. 

 – Voice – The voice recognition system captures parts of a person’s speech, 

who must speak into a microphone and repeat parts of phrases. A sample 

of their voice is saved for future comparisons. 

Of course, these access control systems need to be supplemented with an 

appropriate monitoring system that will be under constant supervision by the 

operators. 

With the use of a CCTV system, the percentage of intrusion detection and 

control over automatic access control systems is greatly increased, especially 

when it is used to confirm alarms from other security systems. However, the 

effectiveness of the systems will primarily depend on the selection of appropriate 

equipment and the methods of equipment installation. 

There is no doubt that equipping the security services in accordance 

with modern achievements in this area implies the possibility of unhindered 

performance of the assigned tasks, adequate to the risks and dangers 

accompanying the pandemic. 

 

2.3 EDUCATION AND DEVELOPMENT OF SECURITY 

AWARENESS 

 

Constant education in accordance with the new challenges, as well as security 

awareness, are some of the most important factors for overall protection, with the 

ultimate goal of preserving human lives and material goods.
35)

 In order to achieve 

an adequate company security policy, every single employee, regardless of the job 

position and professional profile, needs to have elementary knowledge of security, 

especially for the duration of his work duties. The worker needs to be careful and 

inform about any suspicious or abnormal situation. Security awareness also implies 

                                                
35) See more in: Џонс, Г., Џорџ, Џ. 2008. Современ менаџмент. Скопје: Глобал комуникации. 



How to deal with uncertainties in increasingly complex environment? 

 

 

148 

compliance with the security/safety regulations that apply to all employees in the 

company, but it also implies response in certain specific situations where you need 

to show decisiveness and determination in case when it is necessary to solve a 

certain situation correctly, whether in regular conditions or in case of an emergency. 

Amidst pandemic, it is obvious that the approach to developing awareness 

needs to be multi-faceted. To this extent, we hereby present the approaches 

regarding personnel, passenger management and facilities. 

Personnel: Education of the staff in order to familiarize themselves with the 

latest information about the pandemic through the use of health care related talks 

and discussions, advice, circular letters sent via e-mail, management of stressful 

situations, continuous online trainings is pivotal, paired with monitoring the health 

of airport staff by encouraging constant monitoring of possible symptoms among 

employees and developing self-isolation awareness; limitation of access, especially 

to vital rooms and reduction of presence, i.e. separation, as well as provision of 

backup teams if any of the employees are in quarantine, etc. should be 

implemented as well; introduction of physical distance at the workplace where 

staff are present, etc, is one of the most significant measures. 

Passenger management: Temperature screening and health declaration 

according to regulations, hygiene and disinfection, physical distance for 

passengers in all areas of the airport, information for passengers – posters and 

informational displays about the necessary procedures, etc. present some of the 

most significant measures. 

Facilities: Organization of facilities in the context of entrances and exits, 

identification of critical rooms and their maintenance, food and restaurant services 

to be organized in accordance with health protocols, disinfection of public areas, 

equipment and supplies, adjustment of ambient air temperature and increasing 

ventilation, etc. all represent recommended measures.
36)

 

                                                
36) See more in: Airports Council International. 2020. Airport Operational Practice: Examples for 

Managing COVID-19. https://store.aci.aero. 

https://store.aci.aero/wp-content/uploads/2020/04/Airport-Operational-Practice-Examples-for-Managing-COVID19.pdf.
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In general, security is everyone’s responsibility! “Promoting an effective 

security culture is crucial to achieving good security results. A strong security 

culture must be developed from top management through and within every 

organization. The existence of a well-trained, motivated and professional 

workforce is a key prerequisite for effective security in aviation” (ICAO n.d.). 

Security culture is a set of norms, beliefs, values, attitudes and assumptions 

that are inherent in the daily operation of an organization and are reflected by the 

actions and behavior of all entities and personnel within the organization. 

The benefits of an effective security culture include: 

 – Employees take responsibility for security issues, 

 – Levels of compliance with protective security measures are increasing, 

 – The risk of security incidents and disturbances is reduced by employees 

thinking and acting in more security ways, 

 – Employees are more likely to identify and report behavior/activities that 

concern them, 

 – Employees feel a greater sense of security; and 

 – Security is improved without the need for large costs (ICAO n.d.). 

A contribution to general security can be given by every single employee engaged 

in the company, regardless of their job position according to the organizational 

structure. Developing such an awareness is an ongoing process, that is, it includes 

changing the awareness of the staff in relation to safety and the dangers to which 

the staff and the institution may be exposed. 
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CONCLUSION 

 

New forms of threat, arising from the latest developments related to the 

coronavirus pandemic that has caused a global health and economic crisis, as well 

as the Russian attack on Ukraine this year, point to the fact that we are entering an 

era in which we will face new economic, health, social and security challenges and 

in response to which we must implement all the latest crisis management 

modalities. 

Designing a company’s safety system in the context of a pandemic is an 

activity that consists of several characters, from the initial basis and the answer to 

the question of what it is that we are protecting, then what are the threats, risks and 

dangers, their type and character, up to the implementation of the concept for 

security and implementation of protective protocols and measures. For those 

reasons, every bigger company that has a strategic interest of the state or is 

declared as a critical infrastructure needs to develop management plans in crisis 

and post-crisis recovery through the development of modalities for rapid 

restructuring of capacities based on new risks, implementation of measures and 

protocols, introduction of compatible technologies and systems, permanent 

education according to new challenges, etc. 

That synergy between safety, which is basically a state in which dangers, 

threats and risks are annulled or reduced and controlled to an acceptable level, and 

security, which includes all specific measures and activities in the fight against 

acts of illegal behavior, needs to be balanced. Based on positive practices from a 

large number of countries, management needs to be focused on understanding all 

aspects – organizational, regulatory, structural, essential, technical, etc., with a 

tendency to offer certain universal and practical solutions that would improve and 

advance the existing security system in crisis conditions. 
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The fact that the possibility of carrying out illegal actions against critical 

infrastructures aimed at intentional destruction through consciously performed acts 

of unlawful interference is not excluded in the conditions of a pandemic crisis, it is 

necessary for the security apparatus to be set at the highest level through 

appropriate methodologies for the realization of the physical, operational – 

technical and cyber security (Stallings 2017). 

New threats require the inclusion of advanced security systems that follow 

modern new technologies and advances in security. It is precisely the development 

and application of advanced security equipment in the function of providing the 

critical infrastructure that will undoubtedly contribute to the inclusion of new 

models of security devices, supplies/resources, and equipment, with the help of 

which it will be easier to determine, i.e., to find certain illegal substances or 

objects that threaten security of people and material goods. The training system, 

starting from security awareness (security/safety culture) as a significant factor for 

overall safety and an adequate safety policy of education based on job specificities 

and risks, is one of the keys of the success of any modern company. 
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INTRODUCTION 

 

In recent years, CBRN materials become a weapon of choice for numerous 

attacks, targeting individuals, civilians as well as a different object, including 

critical infrastructure. In addition to perpetrators’ potential to use this type of 

weapon to achieve its goals, the probability of CBRN accidents has increased due 

to the process of globalization and technological progress. Numerous types of 

CBRN materials are now more available and widely used as radioactive sources, 

and the spread of nuclear facilities and chemical industry, medical and biological 

laboratories occurs. This increases the probability to CBRN agents becoming 

available to potential perpetrators of attacks on critical infrastructure, but also 

increases the probability of technical-technological accidents, which could 

indirectly threaten critical infrastructure objects. Risk assessment shows that 

CBRN threats are considered as low probability, but with high impact risks. Any 

incident involving CBRN materials, whether it is deliberate or accidental, can 

potentially cause life losses, harm the public’s health, disrupt society functioning, 

contaminate the environment, and, consequently, damage a state’s economy. Even 

at a small scale, a CBRN attack results in significant and lasting disruption, 

widespread fear and uncertainty. The scale and nature of CBRN attacks vary and 

therefore require diverse response procedures, ranging from relatively simple 

countermeasures to more complex mitigation actions. For an adequate response, 

cross-sector cooperation is the base of a low number of casualties and fast 

localization of the threat sources. 

Critical infrastructure protection is one of the priorities of each state and it 

represents the basis for maintaining the functionality of the social community in 

emergencies. It includes systems, networks, and facilities of national importance 

which disruption may have serious impacts on national security, health, property, 

environment, security, and economic stability. The main goal of critical 
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infrastructure protection is to provide reliability, high performance, continuous 

operation, safety, maintenance, and physical and cyber protection. States intend to 

identify and analyze critical sectors, sub-sectors, processes, and objects using 

different methodological and political approaches. In the process of defining the 

critical infrastructure protection policy through prioritizing which assets of 

infrastructure are most essential to its function, the biggest problem for states is the 

incredible complexity of infrastructure systems. Furthermore, there is a large 

number of infrastructure sectors that simultaneously include numerous subsections, 

branches of industry, services, and production areas and have a specific vertical 

structure. This indicates an increasingly strong interconnection of critical 

infrastructures, but also the danger of identifying all infrastructures as critical due 

to unclear boundaries between critical and non-critical infrastructure. 

In literature and national regulations, we can find various classifications of 

critical infrastructure objects. Different definition and approaches to understanding 

critical infrastructure classification includes the following objects: food, water, 

agriculture, health services, emergency services, energy (electrical, nuclear, 

gas and oil, dams), traffic (air, road, rail, ports, waterways), information and 

telecommunications, banking and finance, chemical plants, defense industry, 

mail and distribution of goods, national monuments and other cultural values 

(Mićović 2020, 10). 

An alternative approach advocated by some experts (Moteff, Parfomak 

2004, 14) maintains that numerous risks, threats and vulnerabilities should be 

identified before moving on to identifying critical infrastructure. Rather, support 

and maintenance of a database of vulnerabilities should be integrated with threat 

analyses. That approach will be applied in this paper through analysis of a specific 

threat that is transforming very fast in combination of used agents, but still stay 

similar in characteristic, CBRN threats. 
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1. THE MAIN PERPETRATORS OF CBRN THREATS 

 

In comparison to other security threats, one of the main specifics of CBRN 

attacks is the fact that perpetrators need to have specific knowledge, expertise, and 

skills. The complexity of CBRN threats makes it unlikely that those kinds of 

attacks could be accomplished by a single person. Rather, those attacks are 

conducted by a group that includes a number of people with different tasks: 

leaders, financiers, suppliers of CBRN agents, bomb builders, drivers, executors of 

attack/those who plant the CBRN weapons, triggermen, and people who exploit 

the attack. The threat emerges from both state and non-state actors, with different 

motivations. 

The CBRN threat can emerge from state actors that use CBRN agents against 

other state, non-state actors and individuals, or from accidents during storage, 

transport, training, testing, developing and demolition. Although the possibility of 

the state carrying out a CBRN attack is not excluded, we can find fewer examples 

and analyzes in the literature. These potentials are mostly associated with 

non-democratic regimes, failed states, or from rouge state trade. Some of the 

examples are situations in which armies uses CBRN agents as a part of military 

operations; states might use CBRN agents in civil war, state actors use CBRN 

agents in assassinations or state sells those agents to other states or non-states 

actors. In the EU, the main concern regarding state actors is related to the 

weakening of the international regimes against CBRN weapons. The second 

issue mentioned is an assessment of the CBRN risk presented six countries of 

concern, namely Russia, Iran, North Korea, Syria, Turkey and Saudi Arabia 

(Rimpler-Schmid et al. 2021, 38). 

It was estimated that the main perpetrators of these threats are likely to be 

non-state actors, with a different motivation and capacity to develop and use 

CBRN agents. Ideology plays a decisive role in a group’s objectives and modus 

operandi, because the use of CBRN weapons may or may not be appropriate for 
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their ideological agenda, or encompasses their overall and specific operational 

objectives. Six types of groups have been identified as potential CBRN weapons 

users that may increasingly be able to acquire relevant CBRN weapons-related 

knowledge, skills and possibly materials. These include nationalist, separatist or 

irredentist groups; radical religious fundamentalist groups; apocalyptic or 

millenarian “new religious movement” groups; single-issue groups; right-wing 

groups; and social revolutionary or secular left-wing groups (Meulenbelt and 

Nieuwenhuizen 2015, 831-840). 

For the last 20 years, the world has been in constant fear of terrorist attacks as 

the biggest global security threat. This fear was further increased by the very 

thought that terrorists could attack it by means of a destructive means, such as a 

CBRN agent. In 2017, the EU established the Action Plan to enhance preparedness 

against chemical, biological, radiological and nuclear security risks, which stresses 

that the EU is currently facing a range of terrorist threats and attacks of a violent 

nature, which have sought to carry out mass-casualty attacks in the EU with the 

aim of maximizing both the number of victims and the psychological and 

economic impact on society (European Commission, 2017, 2). According to this 

Plan, terrorist organization haven’t already used CBRN agents in Europe, but there 

are credible indications suggesting that they might have the intention of acquiring 

CBRN materials and developing the knowledge and capacity to use them. 

In addition to other perpetrators of CBRN attacks, in literature we can find 

rogue scientists due to the potential availability of these materials to them and the 

specific knowledge they possess. There are major concerns that former weapons 

scientists or experts who have the ability either to aerosolize biological agents 

properly or to activate radiological or nuclear devices may be recruited by non-

state actors. Then, organized crime group that can be involved in the procurement 

and transport of CBRN materials are also mentioned as potential perpetrators. 

However, it is more likely that these actors would be a part of an organized group 

that carries out one phase of the attack, rather than being the final perpetrators of 

the attack. 
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Meulenbelt and Nieuwenhuizen graphically presented the several steps of the 

development, use, and consequences of CBRN agents in chronological order 

(Figure 1). This kind of methodology is very interesting for comparison with other 

authors who research this scientific subject. They started with the investigation of 

factors that motivate actors to employ CBRN weapons, which is an approach 

commonly found in research presented by other authors. 

 

 

Figure 1 – Overview of the various elements of the threat and the stages 

of the process, from the formation of motivation and intent, 

to the actual completion and triggering of a CBRN weapon, as well as 

the impact of a CBRN attack (Meulenbelt, Nieuwenhuizen 2015, 833) 

 

The majority of authors begin their analysis by identifying potential actors 

who would be ready to use this means, characteristics of those groups, goals that 

perpetrators are trying to achieve, etc. Mostly, they represent a different type of 

non-state actors, among which terrorists are the most often recognized. The next 

question that emerges is why the perpetrator of the CBRN attack chooses this 

particular weapon among the mass of other possibilities. We can find that terrorists 
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seek to use CBRN agents as an adequate means that can produce or inflict mass 

casualties and create mass panic. A review of the potential implications of CBRN 

and past incidents shows common findings on terrorist motivation to use this type 

of attack: 

 • Sophisticated CBRN agents are potentially highly lethal while being silent 

killers, and therefore harder to detect and contain; 

 • Any attack using CBRN material would attract attention and receive 

prime-time coverage in the mass media; 

 • CBRN attacks would most certainly provoke terror and panic among 

civilians; 

 • CBRN materials have the potential to inflict serious consequences and 

collateral economic damage; 

 • CBRN materials offer the means to blackmail governments or at least 

pressure them;  

 • Possession and use of CBRN means would place the perpetrator in a 

position of perceived power vis-à-vis national authorities (at least 

temporarily) (Dinu 2019, 9). 

Other authors also emphasize the fact that for terrorists, one of the major 

attractions of CBRN weapons is their psychological impact on targeted societies. 

They also recognize the strategic, operational, tactical, political, and theological 

motivations for terrorists to use CBRN weapons. Ackerman summarized the 

following motivation factors: mass causalities, inordinate psychological impact, 

prestige, incentives for innovation and escalation, mass destruction and area 

denial, ideology, atomic fetishism, revenge and other “expressive” motives 

(Ackerman 2005, 2-4). 

Also, some authors have an opposing approach, that it is a mistake that this 

weapon is a desirable choice, and they cite arguments that prove exactly the 

opposite. The main reason for avoidance of usage is depicted in the negative 

impact which emerges from difficulty to justify the attack in a moral way, which 

discourages their sponsors. So, despite numerous advantages that motivate 
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terrorists to use CBRN agents, certain inhibiting factors can make even terrorists 

reluctant to be using CBRN agents. In general, there is a: 

 • General reluctance to experiment with unfamiliar weapons; 

 • Lack of familiar precedents; 

 • Fear that the weapon would harm the producer (i.e., radiation) or user; 

 • Fear of alienating relevant constituencies and potential supporters on 

moral grounds; 

 • Fear of unprecedented governmental crackdown and retaliation targeting 

them, their constituencies or sponsor states; 

 • Lack of a perceived need for indiscriminate, high-casualty attacks for 

furthering goals of the group; and 

 • Lack of money to buy nuclear material on the black market (Matousek 

2005, 83). 

In the next phase of the research, we investigate the probability that some 

actor might execute a CBRN attack, which is mostly determined by the motivation 

of the perpetrator and their capabilities. In terms of CBRN capabilities, analysis of 

existing literature foresees significantly fewer hurdles to CBRN acquisition for 

both state and non-state actors in the future, with increasing availability of 

knowledge, techniques and dual-use materials as a result of knowledge diffusion 

and economic globalization (Sweijs and Kooroshy 2010, 7–8). Important factors in 

assessing capacity for attack are also disposable financial resources and personnel, 

a specific technical knowledge, equipment and CBRN agents. Only when a 

non-State actor has been able to find sufficient financial support, assembles a 

network of dedicated and skilled individuals, and acquires the necessary 

knowledge, equipment and raw materials, the said individual may attempt to build 

a CBRN weapon (Meulenbelt, Nieuwenhuizen 2015, 847). 

Finally, before executing an attack, perpetrators need to select an adequate 

target. That includes gathering information via observation and surveillance for 

emplacement possibilities in order to ensure maximum damage. After the target 

has been chosen, perpetrators prepare a detailed plan that includes transportation to 

the detonation spot, emplacement, and finally a triggering/detonation mechanism. 
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Critical infrastructure is a very suitable target for CBRN attacks because the attack 

results in two very negative effects. A CBRN attack is already devastating by its 

characteristics, and when we summarize that critical infrastructure represents 

facilities without which the state cannot function, we see how destructive this 

attack is. Managing the consequences of CBRN attacks is difficult enough without 

adding the urgency of returning the object of the attack to function promptly. 

 

2. DETECTION OF CBRN THREATS 

 

The feasibility of CBRN attacks is directly linked to the high number of 

potential targets which haven’t been prepared to handle a CBRN incident. 

Countering CBRN threats requires effective multi-stakeholder engagement among 

public and private actors. That includes integrated framework for action to 

facilitate implementation of preventing policies, regulations and measures to 

counter misuse of CBRN agents. Novossiolova and Martellini recognized at least 

five basic components that are essential for establishment, as following: 

prevention, preparedness and response to CBRN security risks (Fig. 2). 

 

 

Figure 2 – Key prerequisites for protection from CBRN threats 

at national level (Novossiolova, Martellin 2021:12). 
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Three components are thematic and two functional. The thematic elements 

include: (a) oversight of activities involving CBRN materials and information, 

including science research; (b) law enforcement and counterterrorism; and (c) civil 

protection and preparedness. The functional elements include: (a) a whole-of- 

-government approach; and (b) a whole-of-society approach (Novossiolova, 

Martellin 2021:11). Those key prerequisites for protection from CBRN threats at 

the national level present the starting point for protection from CBRN threats: 

oversight of activities involving CBRN materials and information, which is crucial 

for the prevention of the deliberate misuse of CBRN agents as well as for all 

following activities. 

Namely, as the main precautionary measure is an effort to keep CBRN 

materials and substances out of reach for any person without authorization to use 

it. The EU Action Plan defined as its first objective the reduction of accessibility 

of CBRN materials, meaning better control access to high risk CBRN materials, 

and optimization of our ability to detect such materials at the earliest stage 

possible, restricting or controlling access (European Commission 2017, 3). 

Unfortunately, this is not an easy task to perform, especially because CBRN agents 

are not rare substances or substances that are not used in various spheres of life. 

We use term CBRN agent as the generic terminology for CBRN substances in 

solid, liquid, aerosolized, or gaseous forms that are designed to incapacitate or kill 

a person. To prevent access to CBRNE agents, security actors must focus on a 

number of areas, including theft and smuggling; rogue state trade; trafficking; 

scientist recruitment; orphan sources; the use of toxic industrial chemicals as 

weapons; dual biotechnologies; dirty bombs; nuclear trafficking; and the nexus of 

organized crime and terrorist organizations (Galatas 2020, 568). That is the reason 

why prompted detection of these agents plays a crucial role. 

One of the most important factors in preventing CBRN threats is building a 

security culture of employees that should alert security officer if they notice any 
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unusual behavior or circumstances. The International Committee of the Red Cross 

developed an introductory guidance, in which the following potential indicators 

that will suggest that CBRN attack may occur are identified: 

 • Suspicious munitions, devices or packages (boxes with wiring, compressed 

air cylinders with tubing, containers with powders, liquids or aerosols, etc.); 

 • Oily film or unusual powdery or gel-like substances on exposed surfaces; 

 • Unusual liquid sprays or vapors in the air, falling on the ground or on 

exposed surfaces; 

 • Unauthorized, unexplained or out-of-season overhead spraying in the area; 

 • Unexplained odors (e.g., smell of bitter almonds, peach kernels, mown 

hay, cut grass); 

 • Cases of nausea, difficulty in breathing, convulsions, disorientation, or 

patterns of illness inconsistent with natural disease reported or confirmed 

by public health agencies; 

 • An abrupt spike in the rate of death among animals in the area; 

 • Low-lying clouds or fog unrelated to weather, clouds of dust or of 

suspended, possibly colored, particles; and 

 • People dressed unusually (long-sleeved shirts or overcoats in warm 

weather) or wearing protective masks (ICRC 2020,11).  

Most critical infrastructure facilities have their own security systems that 

include video surveillance, alarm systems and access control. These security 

systems have the function of prevention and detection of all threats, so that they 

can indirectly also detect a CBRN threat. For example, access control can prevent 

unauthorized entry by a carrier of CBRN agent. However, not only that not all 

critical infrastructures have this system, but also some characteristics of CBRN 

agents make them impossible to identify the threat via classical means of 

protection. For this reason, and in accordance with the characteristics of the critical 

infrastructure facility, it is necessary to strengthen protective measures by 

introducing special detectors. The variety of CBRN agents and threats at disposal 

to possible perpetrators, rise the need for incorporating many detectors into a 
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single suitable monitoring system and methodology. Thus, depending on a type of 

critical infrastructure and probability of certain CBRN attack, specific sensors 

should be chosen as a part of the monitoring and early-warning systems. 

In terms of chemical hazards (threats), there are several analytical techniques 

that could be used for detection of chemical agents or chemical warfare. The main 

purpose of chemical detectors is to alarm the first responders about chemical 

threat. Due to this reason, chemical detectors must sign an alarm (signal) as early 

as possible (i.e., to have fast response). Beside fast response, chemical detectors 

also need to have as low as possible limit of detection in order to detect chemicals 

in very low concentrations (ppm or even ppb).  Furthermore, selectivity towards 

specific molecule is necessary to be high. 

There are numbers of chemical detectors which can be used in detection of 

chemical hazards. In the first line, most popular and cheapest detectors are based 

on ion mobility spectrometry (usually coupled with mass spectrometry (IM-MS)). 

This technique has been used to separate and identify ionized molecule in the gas 

phase based on their mobility. There are numerous portable IM-MS devices 

launched on the market. 

Raman spectroscopy and Fourier transformed infrared (FTIR) spectroscopy 

are very powerful analytical techniques for detection of different unknown 

substances. Characteristics of both spectroscopies are fast response, low limit of 

detection and very high selectivity. Raman and FTIR spectroscopies are used for 

quick detection of different drugs, narcotics, explosives, etc. As in the case of IM-

MS detectors, there are numbers of portable Raman and FTIR devices on the 

market. The main drawback of these instruments is very high price in comparison 

to the IM-MS. 

One of the oldest techniques for detection of chemical warfare is colorimetric 

detection. This technique is the cheapest in comparison to modern instrumental 

analytical techniques (IM-MS, Raman and FTIR spectroscopy). This technique is 

based on color changing of substrate (usually special paper) in touch with 

chemical agents. It is used only for detection of nerve agents, blister agents and 

blood agents. 
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For detection of radiological and nuclear hazards (threats) different detectors 

for α, β and γ radiations have been used: scintillation detectors, semiconductor 

detectors, thermal neutron detectors, fast neutron detectors. 

Detection of biological threats and hazards (pathogens) are most difficult 

when compared to the chemical, radiological and nuclear threats. We cannot see, 

smell or feel biological hazards such as, for example, viruses. Most of them are 

neither volatile nor dermally active and the first “alarm” for biological terrorism is 

developed from similar symptoms of the disease in the population (Hülseweh, 

Marschall 2013). Furthermore, symptoms of disease are often retarded. Usually, 

detection of biological hazards is based on sampling of different biological 

samples (such as blood, saliva, etc.) and performed with the use of a technique 

called polymerase chain reaction (PCR). 

 

3. INTEGRAL RESPONSE TO CBRN THREATS 

 

Countering CBRN threats involves a number of challenges that are similar to 

those that emerge from the case of conventional threats, but also bring many 

additional, particular challenges. Depending on the CBRN agent used in attack, its 

persistency and the actual levels of exposure and contamination, it is possible 

certain zones and people in that site may remain inaccessible to first responders 

due to the need for limiting the spread of agents. Calder and Bland have identified 

at least eight challenges that occur in the case of CBRN attack. First, the presence 

of CBRN agents complicates accident management for several reasons, starting 

with increased risk to the first responders from on-scene hazards, as well as 

contaminated or contagious casualties. Second, the first responder’s capability may 

be diminished due to personal protective equipment such as chemical-resistant 

suits or gas-tight suits, which require self-contained breathing apparatus. Third, 

increased risk or anxiety to the wider population is present. CBRN incidents may 

release plumes traveling beyond the conventional cordons and response zones. 

Fourth, increased mortality and morbidity of casualties occur. Fifth, an increased 

number of psychological casualties happen. Also, sixth, casualty processing is 
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slowed down. Certain hazards will require casualty decontamination before the 

casualty is transported from the scene, which will be resource, labor, and time 

intensive. Finally, the management of contaminated wounds may affect surgical 

management (Calder and Bland, 2015, 441).  

In the literature, we can find different response models regarding CBRN 

attacks, based on risk management, with the main purpose to prepare stakeholders 

for potential problems that can occur unexpectedly and facilitate anticipating 

problems in advance. Phases of risk management arise from two basic activities – 

risk assessment and risk evaluation (Tasić, Ćurčić 2021, 385). These models are 

very important because they represent the basis for the development of action 

procedures for a large number of actors. As one of the most complete response 

models precisely for CBRN attacks, stands out the graphic model that was 

developed by a group of authors led by Matthew Healy (Figure 3). 

 

 

Figure 3 – A Model to Support CBRN Defense 

(Healy, Weston, Romilly & Arbuthnot, 2009) 
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The model was designed to treat the CBRN issue and offer a checklist of 

underpinning factors which help the planning, equipment development and 

response processes. The authors explain that, although the chronology of CBRN 

events is unpredictable and the crisis and recovery phases overlap in practice, the 

model attempts to build clockwise, starting at Threat (or alternatively Context). 

The primary groupings are headed as Context, Threat, Prevention, Preparedness, 

Early Response, and Remediation. The heading ‘Early Response’ is of such an 

importance, given that contains such activity and is so diverse and subdivided into 

Incident awareness, Management, Triggers, Activities, Resource, Human factors 

and Decontamination (Healy, et al. 2009). This approach advocates a 

comprehensive approach to organizing timely, coordinated and adequate measures 

for multidisciplinary, multi-stakeholder CBRN respond. Identification of a 

different and concrete action in every group of activity represents the main 

advantage of this model. This model needs to be adapted to the specific object of 

critical infrastructure and then establish procedures according to specific checklist 

in every group of activity. 

In terms of response to CBRN threat on a critical infrastructure, a major 

challenge is to build a suitable resilience defined in accordance with the main 

characteristic of this threat: high consequence low probability events. That factor 

influences relocation of financial resources to more probable events, mostly with 

lower consequences. Given that CBRN attack has the most hazardous consequences 

on unprotected personnel, the main focus should be on appropriate training, 

integrated into regular activities. Also, the second challenge in providing adequate 

response is the fact that, in case of CBRN attack, it will not be immediately clear 

which type of a threat is it from the four possible scenarios (C, B, R, N), nor which 

agent is involved. Only fully equipped and trained personnel can promptly fulfill 

that task. Different types of detectors give them the possibility to determine a type 

of threat and, in some cases, even precisely perform identification of the agent. It 

is their responsibility to determine the boundaries of the contaminated area, the so 
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called ‘Hot Zone’, and to coordinate activities with other public forces (police, 

medical team, firefighters, etc.). That is why the first responders have a critical 

role in an overall attempt to keep the consequences at as lower level as possible. In 

formulating an adequate response, we need to cross all these factors with the basic 

characteristics of critical infrastructure, which is the fact that the re-functioning of 

the attacked object must be enabled in the shortest possible time. It implies rapid 

detection of the used agent in order to promptly undertake activities in the 

decontamination process as soon as possible after the attack. 

 

CONCLUSION 

 

The potential future use of CBRN agents as weapons depends as much on 

technology − as it does on geopolitical developments. There will be an increased 

possibility that CBRN agents might be utilized and deployed as weapons in novel 

ways, both on the battlefield and in the civil domain, in times of war as well as in 

times of peace. Although the probability of CBRN attacks is low, the potential 

consequence is extremely high. Any attack on critical infrastructure is dangerous 

and with potentially large consequences, and when this threat is combined with the 

destructiveness of CBRN agents, consequences can be ruinous. Unlike other 

facilities that may be closed or isolated after a CBRN attack, critical infrastructure 

facilities must be decontaminated as soon as possible after the attack. 

The diversity of characteristics of CBRN agents (toxicity, latency, persistency, 

and transmissibility) implies a necessity for the usage of different types of 

detectors, as well as numerous response procedures. This means that the first 

responders have to apply different detection procedures promptly because the re-

functioning of the attacked object must be enabled in the shortest time possible. 

Those are the main reasons why countries need to invest in protective measures 

against the CBRN threats, in combination with existing measures of the critical 

infrastructure object. 
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CRITICAL INFRASTRUCURE PROTECTION IN 

CYBERSPACE 

 

Abstract: Military strategies define five domains of dynamic operations: land, sea, air, space, 

and cyberspace. Even in peaceful times, cyberspace abounds with malicious dynamic activities, 

explosively intensified in periods of conflict. Critical infrastructure is the most effective goal, 

especially energy infrastructure. The aim of the work is to address the basic guidelines for 

protecting and achieving resilience of electrical energy infrastructure against Cyberthreats. In 

relation to the globally prevailing usual functional-security architecture of automation and control 

systems (IACS) of industrial processes of critical infrastructure, neither effective nor resistant to 

recognized and recorded attack methodologies on IACS, the paper presents basics of resilient 

architecture and the basic guidelines for implementation of further organisational, normative and 

technical measures. 

Keywords: critical infrastructure, electricity, cyber threats, resilience, protection. 

 

INTRODUCTION 

 

When speaking of the five areas of dynamic military operations: land, sea, air, 

space, and cyberspace, even in peaceful times, cyberspace abounds with 

continuous malicious dynamic activities. Critical infrastructure, especially 

electricity infrastructure, is the most effective goal. Globally prevailing usual 

functional-security architecture of automation and control systems (IACS) of 

industrial processes of critical infrastructure isn’t resistant against the recognized 

and recorded attack methodologies on IACS.  It is necessary to find solutions and 

provide answers to these threats and challenges towards achievement of resilient 

critical electricity infrastructure. Recognizing the real state of resistance of the 

critical electricity infrastructure against the threats from cyberspace represents a 

solid starting point for achievement of this goal. 
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1. SITUATION 

 

As we have previously emphasized, malicious activities in cyberspace are 

constant and unrelenting, with a large number of attacks almost every second on 

every system exposed on the Internet, regardless of its size, importance, and 

security. For illustration, Figure 1 shows the Cyberthreat real-time map, based on 

which it is possible to determine the number of external different types of 

cyberattacks on the Republic of Croatia during a typical day. 

 

 

Figure 1 – Cyberthreat real-time map 

 

Furthermore, globally prevailing traditional architecture on automation and 

control systems (IACS), used in industrial processes of critical infrastructure, as 

illustrated on Figure 2, when speaking of their design, are resistant to only three of 

the twenty most sophisticated attack methodologies against operational 

technologies (OT) of critical infrastructures. 
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Figure 2 – Traditional globally prevailing functional and security architecture 

 

2. THREATS, RISKS, ATTACKS 

 

Attacker groups are categorized by their motivation, capabilities and 

sophistication level in the following manner (Kristić 2022, 13): 

 Structured organisations 

o State-related Cyber Brigades, Intelligence Agencies – top educated 

and skilled professionals; 

o Organised crime – Cybercriminal organisations: mafias, gangs, units. 

 Ideologically motivated groups 

o Terrorists – Cyber-terrorists, Cyber-militias; 

o Ideological activists – Cyber-hacktivists, interest groups, sects. 

 Individual or group of individuals 

o Specialized units and cyber-mercenaries; 

o Amateurs; 
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o Avengers; 

o Pathological attackers – unfair competitors, dishonest clients, 

scammers, fraudsters. 

When examining threats and related risks, as well as the attack techniques and 

consequences, listed from the first sophisticated attack to the most complex and 

the most sophisticated, are the following (Ginter 2017, 4-12): 

#1 ICS Insider: A disgruntled control-system technician steals passwords by 

“shoulder surfing”. 

Risk-Consequences: This class of incident is most often able to cause partial 

or complete plant shutdowns. More serious physical risk-consequences may be 

possible, depending on the insider and the details of the industrial process.  

Sophistication: This is a moderately sophisticated attack. ICS technicians tend 

to have good knowledge of how to operate control system components in order to 

bring about specific goals, such as a shutdown, but less knowledge of fundamental 

engineering concepts or safety systems designed into industrial processes. 

#2 IT Insider: A disgruntled IT insider shoulder-surfs remote access 

credentials entered by an ICS support technician visiting a remote office. 

Risk-Consequences: This class of incident might cause a shut-down, or might 

just cause confusion. At best, each such incident triggers an engineering review of 

settings at the plant, to ensure that no physical equipment has been left mis-

configured and thus prone to causing a malfunction in the future. 

Sophistication: This is an unsophisticated attack. IT insiders generally have 

little knowledge of cyber systems, control systems or physical processes, but often 

do have social engineering opportunities that can yield credentials able to log into 

control system networks. 

#3 Common Ransomware: An engineer searching for technical information 

from an ICS-connected engineering workstation accidentally downloads ransomware. 
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Risk-Consequences: Most often, the minimum damage caused by this kind of 

incident is an unplanned shutdown lasting for as many days as it takes to restore 

the control system from backup, and restart the industrial process - typically 5-10 

days of lost production. In the worst case though, important equipment can be 

irreparably damaged by an uncontrolled shutdown. In this case, replacements for 

the damaged equipment need to be purchased and installed, and where 

replacements are not readily available, replacements for damaged equipment must 

themselves be manufactured, so they can be installed and activated. Worst-case 

plant downtime in these cases can be up to 12 months. 

Sophistication: Authors of autonomous ransomware can be very sophisticated 

cyber-wise, producing malware that is able to spread quickly and automatically 

through a network, and even malware that is able to evade common anti-virus 

systems and other security measures. Such authors, though, tend to have no 

understanding of physical industrial processes or industrial control systems. 

#4 Targeted Ransomware: An attacker with good computer knowledge 

targets IT insiders with phishing attacks and malicious attachments, gaining a 

foothold on the IT network with Remote Access Tool (RAT) malware. 

Risk-Consequences: Computer, network and other equipment with erased 

firmware generally must be replaced – the equipment has been “bricked” in the 

parlance of cyberattacks. Again, an emergency shutdown may damage physical 

equipment. 

Sophistication: The attacker is cyber-sophisticated. Moreover, it is worth 

noting that we have recorded an increasing trend of organized crime organizations 

becoming involved with ransomware. These organizations have access to 

professional-grade malware toolkits and developers, and professional-grade RAT 

operators. 

#5 Zero-Day Ransomware: An intelligence agency mistakenly leaves a list 

of zero-day vulnerabilities in operating systems, applications, and firewall 

sandboxes on an Internet-based command and control center. 
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Risk-Consequences: Again, the minimum damage caused by this kind of an 

incident is an unplanned shutdown, lasting for as many days as it takes to restore 

the control system from backups, and restart the industrial process - typically 5-10 

days of lost production. In the worst case though, important equipment can be 

irreparably damaged, necessitating costly replacement, which may take additional 

weeks or months. Sophistication: Cyberattacks only become more sophisticated 

over time. Security researchers and others discover zero-day vulnerabilities, and 

intelligence agencies have been known to “lose track” of the zero-days they have 

discovered or purchased. This attack is usually very sophisticated cyber-wise, but 

unsophisticated engineering-wise. 

#6 Ukrainian Attack: A large group of hacktivist-class attackers steal IT 

remote access passwords through phishing attacks. 

Risk-Consequences: In the case of the attacks conducted in Ukraine, power 

was shut off to over 200,000 people for up to 8 hours. Power was only restored 

when technicians travelled to each of the affected substations, disconnected control 

system computers, and manually turned the power flows on again. More generally, 

unplanned shutdowns are a consequence of this class of attacks, and possibly 

emergency, uncontrolled shutdowns with potential equipment damage that 

accompanies such shutdowns. Sophistication: This is a summary of the attack 

techniques used in the 2016 attack on a number of Ukraine electric distribution 

companies. The attackers had good knowledge of cyber systems, but limited 

knowledge of electric distribution processes and control systems. 

#7 Sophisticated Ukrainian Attack: A more sophisticated group of attackers 

use the techniques of the Ukraine attack, but are more sophisticated when speaking 

of the use of cyber-attack tools and engineering details of electric systems. 

Risk-Consequences: Risk-Consequences of this attack are more serious. For 

example, at one such occasion, many large refrigerators in grocery stores have 

been rendered inoperable, large water pumps in water distribution systems are 

similarly damaged, and a large number of smaller pieces of equipment in 
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consumers’ homes were rendered inoperable. High voltage transformers must be 

replaced on an emergency basis, which takes over a week. There is no world-wide 

inventory of such transformers, so while replacement transformers are 

manufactured, emergency replacements are acquired by reducing redundancy and 

capacity in other parts of the electric grid. 

Sophistication: This group of attackers is moderately sophisticated, both 

cyber-wise and engineering-wise. 

#8 Market Manipulation: An organized crime syndicate targets known 

vulnerabilities in Internet-exposed services and gains control over IT networks. 

Risk-Consequences: Lost plant production and emergency equipment 

repair costs. 

Sophistication: Cyber-sophistication of this attack and these attackers is 

moderate – no zero-days are used, and no code is written. Engineering 

sophistication of this attack is high. The attackers need access to an engineer able 

to interpret the control system configurations, select physical equipment to target, 

identify the PLC controlling that equipment, download the existing program of 

that PLC, and design and upload a new program able to wear out the targeted 

physical equipment prematurely, while reporting to the HMI that the equipment is 

operating normally. 

#9 Sophisticated Market Manipulation: More cyber-sophisticated attackers 

carry out the market manipulation attack, but in a way that is harder to defend 

against. They use known vulnerabilities in Internet-facing systems to compromise 

the IT network of a services company known to supply services to their real target. 

Risk-Consequences: Lost plant production and emergency equipment 

repair costs. 

Sophistication: Cyber-sophistication of this attack and these attackers is high. 

No zero-days were used, but the attackers developed custom malware with 

steganographically-encoded communications. The engineering sophistication, like 

the Market Manipulation attack, is high. 
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#10 Cell-phone WIFI: Sophisticated attackers seek to inflict damage on a 

geography they are unhappy with for some reason. The attackers create an 

attractive cell phone app – call it the world's fanciest free flashlight app. The 

attackers use targeted social media attacks to persuade office workers at critical 

infrastructure sites in the offending geography to download the app, which 

requests more permissions than a flashlight app should request, but these workers 

are not cyber-sophisticated and think nothing of it. 

Risk-Consequences: Repeated plant shutdowns from a source that is difficult 

to identify. Plant personnel should eventually determine that the source of the 

attack is a WIFI network and shut down all WIFI at the plant, or at least change all 

the passwords. Sophistication: This attack at this moment needs a high degree of 

cyber-sophistication, because toolkits enabling this kind of hidden WIFI hacking 

from cell phones currently do not exist on the open Internet, and thus the attackers 

need to write this malware themselves, or buy it. Once such attack tools are widely 

and publicly available, this class of attack will come within the means of hacktivist 

groups annoyed with industrial enterprises. The attack needs only very low 

engineering sophistication. 

#11 Hijacked Two-Factor: Sophisticated attackers seek to compromise 

operations at an industrial site protected by best-practice industrial security. 

Consequence: Any attacker willing to invest sophisticated, custom malware in 

this kind of attack is most likely going to persist in the attack until significant 

adverse outcomes are achieved. 

Sophistication: Currently this requires a high level of cyber-sophistication, 

since no such two-factor-defeating remote access toolkit is available for free 

download on the open Internet. In order to inflict a serious physical consequence 

within a limited number of remote access sessions, a high degree of engineering 

sophistication as well should be implemented as well. 
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#12 IIoT Pivot: Hacktivists annoyed with the environmental practices of an 

industrial site learn from the popular press that the site is starting to use new, state-

of-the-art, Industrial Internet of Things edge devices from a particular vendor. 

Risk-Consequences: Unplanned shutdowns, lost production, and possible 

equipment damage. 

Sophistication: These attackers are of moderate cyber-sophistication. They can 

download and use public attack tools that can exploit known vulnerabilities, they 

can launch social engineering and phishing attacks, and they can exploit 

permissions with stolen credentials. Hacktivists usually have a very limited degree 

of engineering sophistication. 

#13 Malicious Outsourcing: An industrial site has outsourced a remote 

support function to a control system component vendor – for example: 

maintenance of the plant historians. The vendor has located their world-wide 

remote support center in a country with an adequate supply of adequately-educated 

personnel, low labor and other operational costs. A poorly-paid technician at this 

support center finds a higher-paying job elsewhere, and before leaving, decides to 

take revenge on personnel at a particular industrial site - personnel who 

complained to the technician’s manager about the technician’s performance. 

Risk-Consequences: Risk-Consequences of such an attack vary. For example, 

no power plant relies on the veracity of its historians for second-by-second 

operation – at such a target, if the historians were targeted, the risk-consequences 

would be the loss of historical data since the last backup. Historians targeted at a 

pharmaceutical plant would likely trigger the loss of the current batch, since many 

such plants store their batch records in the historians, and are unable to sell product 

for batches whose records are impaired. Such batches can range in value from 

hundreds of thousands of dollars to hundreds of millions of dollars. 

Sophistication: This is an adversary with limited cyber sophistication or 

engineering sophistication, who is unable to produce custom malware. This 

attacker does have credentials and the ability to log into their target remotely, and 

has some knowledge of how that system works – in particular, how to leave a 

small, simple script running, or schedule such a script to run in the future with 

administrative privileges. 
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#14 Compromised Vendor Website: Most of us trust our ICS vendors - but 

should we trust their websites? Hacktivists find a poorly-defended ICS vendor 

websites and compromise it. 

Risk-Consequences: Most often, the risk-consequences of this class of attack 

are depicted in an unplanned shutdown. However, if enough of the control system 

is affected by a simultaneous shutdown, failure may trigger an uncontrolled 

shutdown which, in many industries, risks equipment damage. 

Sophistication: This is a hacktivist-class attack, usually conducted by attackers of 

moderate cyber sophistication and limited engineering sophistication. The 

attackers know enough about computer systems to use existing tools, permissions 

and vulnerabilities. They have enough knowledge to unpack control system 

products and understand to some degree how they work, as well as unpack and re-

pack security updates. 

#15 Compromised Remote Site: SCADA systems are control systems that 

use wide-area-network communications, such as power grids and pipelines. In 

such systems, remote sites, such as substations and pumping stations, are typically 

unstaffed, with limited physical security, such as a wire fence, locks and perhaps 

video surveillance. In this scenario, an attacker physically cuts the padlock on a 

wire fence around a remote station and enters the physical site. The attacker 

locates the control equipment shed - typically the only roofed building at the site - 

and again, forces the door to gain entry to the shed. He walks over to the only rack 

in the site, plugs a laptop into the switch, and tapes it to the bottom of a piece of 

computer equipment low in the rack where it is unlikely to be detected. The 

attacker leaves the site. 

Risk-Consequences: Interruptions of movement of electricity, natural gas, 

water, or whatever else the remote station manages represent the simplest 

consequence of this class of attack. Erased hard drives are another simple 

consequence. Attackers with a higher degree of engineering sophistication could 

reprogram protective relays or other equipment protection gear, damaging physical 
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equipment such as transformers and pumps. More sophisticated manipulation of 

pipeline equipment, especially in liquid pipelines, can result in pressure waves able 

to cause pipeline breaches and leaks. Sophistication: This attack requires physical 

access to at least one of the remote sites, and an investment of physical risk, as 

well as equipment - the laptop. Hacktivist-class cyber expertise is needed to break 

into the remote site and the central site. Very limited engineering expertise is 

needed to bring about a Ukraine-style consequence. 

#16 Vendor Back Door: A software developer at a software vendor inserts a 

back door into software used on industrial control systems networks. This may be 

ICS software, or it may be a driver, management, operating system, networking, or 

other software used on the ICS network. The back door may have been installed 

with the blessing of the software vendor, as a “support mechanism,” or may have 

been installed surreptitiously by a software developer with malicious intent. 

Risk-Consequences: Plant shutdowns and erased hard drives are easily 

inflicted by hacktivist-class attackers who have carried out this kind of attack 

before. More engineering-sophisticated attackers can most likely cause equipment 

damage, and sometimes even put worker safety or public safety at risk. 

#17 Stuxnet: Sophisticated attackers target a specific and heavily-defended 

industrial site. They first compromise a somewhat less-well-defended services 

supplier, exfiltrating details of how the heavily-protected site is designed and 

protected. The adversaries develop custom, autonomous malware to target that one 

site and cause physical damage to equipment at the site. The autonomous malware 

exploits zero-day vulnerabilities. Service providers carry the malware to the site on 

removable media. Anti-virus scanners are blind to the custom, zero-day-exploiting 

malware. 

Risk-Consequences: For example, the Natanz uranium enrichment site 

targeted by Stuxnet is thought to have suffered several months of reduced or zero 

production of enriched uranium, because of the interference of the Stuxnet worm 
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in the production process. The site is also estimated to have suffered the premature 

aging and destruction of 1,000-2,000 uranium gas centrifuge units. More 

generally, this class of attack can bypass all but physical safety and protection 

equipment, and could cause loss of life, public safety risks and costly equipment 

damage. 

Sophistication: This class of attack demands high degree of engineering 

sophistication, as well as understanding the the physical process and control 

system components, and bypass equipment protection and safety systems with an 

attack. The attack demands a high degree of cyber sophistication as well in order 

to encode that new attack into custom malware that is undetectable by the specific 

cyber security technologies deployed at the target site. 

#18 Hardware Supply Chain: A sophisticated attacker compromises the IT 

network of an enterprise with a heavily-defended industrial site. The attacker steals 

information about which vendors supply the industrial site with servers and 

workstations, as well as which vendors routinely ship that equipment to the site. 

The attacker then develops a relationship with the delivery drivers in the logistics 

organization, routinely paying the driver modest sums of money to take 2-hour 

lunch breaks, instead of 1-hour breaks. When IT intelligence indicates that a new 

shipment of computers is on its way to the industrial site, the agency uses the 

2-hour window to break into the delivery van, open the packages destined to the 

industrial site, insert wirelessly-accessible single-board computers into the new 

equipment, and then re-package the new equipment so that the tampering is 

undetectable. Some time after the IT records show that the equipment is in 

production, the attackers access their embedded computers wirelessly in order to 

manipulate the physical process. The attackers eventually impair the equipment 

protection measures, crippling production at the plant through what usually 

appears to be a long string of very unfortunate, random, equipment failures. 

Risk-Consequences: Costly equipment failures and plant production far below 

targets. 
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Sophistication: This is an attack conducted by a very sophisticated adversary. 

This attacker has the physical “man in the field” dor carrying out covert actions, 

such as breaking into the delivery van and quickly disassembling, modifying, 

re-assembling, and re-packaging the compromised equipment. The attacker is 

cyber-sophisticated, maintaining a long-term presence on the target’s IT network, 

and understanding the design of a variety of computer equipment enough to 

understand how to subtly insert additional hardware into that equipment. The 

attacker has a high degree of engineering sophistication as well, necessary to 

understand the structure of the physical process, control systems, and equipment 

protection systems enough to design and carry out physical sabotage and make the 

damaged equipment look like random failures. 

#19 Nation-State Crypto Compromise: A nation-state grade attacker 

compromises the PKI encryption system, either by stealing certificates from a 

well-known certificate authority, or by breaking a popular crypto-system and 

forging the certificate. The attacker compromises Internet infrastructure to 

intercept connections from the site to software vendors, and deceives the site into 

downloading malware with what appears to be legitimate vendor signatures. 

The malware sets up peer-to-peer communications, steganographically tunnelled 

through ICS firewalls and DMZs on what appears to be a legitimate vendor- 

-sanctioned communications channel. The nation-state adversary operates the 

malware by remote control, learning about the targeted site. The adversary creates 

custom attack tools which, when activated, cause the release of toxins into the 

environment, serious equipment damage and a plant shutdown. 

Risk-Consequences: Public safety risks and possible loss of life, costly 

equipment damage and lost production. 

Sophistication: This is a very sophisticated adversary able to defeat the 

encryption, certificates, signing and cryptographic hashes that are the foundation 

of many security programs. 

#20 Sophisticated Credentialed ICS Insider: A sophisticated attacker bribes 

an ICS insider at an industrial site. The insider systematically leaks information to 
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the attackers about the design of the physical process and the industrial control 

system. The attacker develops custom, autonomous malware. The insider 

deliberately releases the malware on the system with the insider’s credentials. A 

few hours later the malware activates. A day later, there is an explosion that kills a 

number of workers, causes a billion dollars in damage to the plant, and shuts the 

site down for 12-18 months. 

Risk-Consequences: Loss of life, costly equipment damage and lost production. 

Sophistication: This is an attacker with a high degree of sophistication in 

physical operations, given that such operations demand bribing the insider, but 

also a high degree of engineering sophistication, necessary to determine what 

cyberattack has not been anticipated by the site’s safety and equipment protection 

systems, or to determine how to defeat those protections, and a high degree of 

cyber sophistication to produce undetectable, custom, autonomous malware. 

 

 

Figure 3 – Traditional IACS poor resilience against design basic threats 

 

Traditionally postured IACS of critical infrastructure by their design are 

resistant only on three of the twenty mentioned most sophisticated attack 

methodologies against the operational technologies (OT) of critical infrastructures. 
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3. RESILIENCE OF ELECTRICITY INFRASTRUCTURE 

 

The improved security-functional architecture of IACS, based on 

Unidirectional Gateways and best implemented as Data Diodes, significantly 

increases resilience. However, the transition of traditionally postured IACS of 

critical infrastructure is not that easy, nor can it be done quickly. The primary 

requirement for electrical energy critical infrastructure is to ensure the continuity 

of functioning, that is, the reliability and availability of core industrial processes, 

plants and facilities. It is generally known that the change in management of 

industrial production plants and facilities is an extremely demanding, complex 

and, as a rule, lengthy process. Transition towards the improved IACS functional 

and security architecture, based on Data Diodes, is quite a demanding project. 

 

 

Figure 4 – Improved IACS functional and security architecture 
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CONCLUSION 

 

At the very least, it is necessary to implement functional and security-wise 

traditional architecture as a minimum. Further, in the organizational and normative 

field of cyber security of critical infrastructure, two crucial steps are necessary. 

Applcation of the following relevant sectoral regulation at the pan-European 

level of the EU and the related laws of the member states, as well as the best 

practices primarily defined in the families of standards: 

 • ISA/IEC 62443 – security of industrial automation and control systems, 

 • ISO/IEC 27000 – information security management system, 

 • ISO/IEC 22300 – business continuity management system and 

 • ISO/IEC 28000 – supply chain security management system, 

and subsequently in other applicable standards, should enable definition and 

implementation of holistic comprehensive cyber security programs for industrial 

automation and control systems (Program). 

On the organisational and technical level, the Security Operations Center 

(SOC) is a must. It acts as the first line of defence against cyber threats and 

provides round-the-clock 365-days-yearly monitoring for cyber threats and the 

ability to engage immediately in incident response. 
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Figure 5 – SOC: 24  7  365 real-time risk detection and incident response 

 

With these achievements, it is possible to carry out a transition towards a 

significantly improved IACS security architecture, based on Data Diodes, and 

raise resilience. 

 

Figure 6 – Resilience of traditional and improved security architecture 

against the threats (Ginter 2017, 18) 
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Figure 7 – EU Cybersecurity Governance and Cooperation 

(ENISA 2017, 17) 

 

Implementation of the Program, which includes transition to an improved 

security architecture with a functional SOC at the operational level, as well as 

cooperation and coordination with competent authorities and institutions at the 

national and EU level, provides resilience above the usually reached level. 
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INTRODUCTION 

 

With the start of the “special military operation” of the Russian Federation in 

Ukraine, a new Cold War era has dawned for the world. Was the military conflict 

in Ukraine really a surprise for the majority of countries in the world, or maybe 

such events were expected and planned? Perhaps the specific event was indeed a 

surprise in a strategic sense for almost all European states, but this type of 

intervention is not completely unknown and unpredictable on the world scale. The 

proof for this, or even better proof that the great powers in the past 30 years have 

not at all abandoned the concept of preparing and living in a Cold War state, is that 

the governments of the richest countries have individually allocated hundreds of 

billions of dollars to purchase new weapons systems for the next three decades of 

design for a major war contingency. Some of those governments have yet to 

rethink their plans and budgets for the civilian capabilities that will then be needed 

to protect national cyber resilience, both to support their military operations and to 

protect their own civilian population. A major war in the near future, as the current 

state of hostilities in Ukraine indicates, will be dominated by new advanced killing 

technology and mass information operations. Such a war will increasingly be 

characterized by highly informational sophisticated autonomous weapon systems, 

and military robotics, all of which depend on advanced information technologies 

that will certainly be subject to attack by adversaries. 

In that sense, the focus of the states must be placed on the following concept: 

cybernetic attack/assault. As a result, there will be an investment in the context of 

cyber civil defense planning. For more than a decade now, the significance of the 

conflict in cybernetic space has been highlighted, and the probability of such a 

large conflict is increasing more and more. Pointing out the possibility of a cyber 

assault at the conflict level is one level away from a cyber-attack, as it has been 

implied until now. Whether it is at the level of an attack or at the level of an 
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assault, it is a challenge (for national defenses and a challenge in the scientific 

sense) that deserves a direct and extensive analysis in the form of determining the 

civilian capabilities to deal with a national cyber crisis that is taking effect on 

national security. 

Hence, the question arises as to how states (which are military and economic 

powers) should plan national defense against unexpected cybernetic attacks, 

including mass information warfare. The purpose of such a cyber-attack would be 

to prevent the enemy’s sophisticated combat systems from being deployed to a 

position of use, disable them, disrupt the command and control, and prevent 

civilian sector support (including political support) to the armed forces 

of the enemy. Here we must also point out the diluted concept of national security 

and national territory that have undergone transformation with globalization 

processes and with the particularities of the information space, especially its 

complicated non-sovereignty of information and communication technology that 

underpin everyday modern life, both within domestic state borders and beyond 

(Austin 2019, 1). 

Then, there are some questions about the wider concepts of civil preparedness, 

civil support and civil defense that would be applied in such emergency military 

situations. This in turn is connected with some newly appeared visible policies that 

single out only certain large military powers. The impact of an inadequate strategic 

policy on civilian capacity weaknesses is that highly vulnerable states with low 

response capabilities will have limited opportunities to shape coercive pressure on 

their adversaries. 

A review of the available literature on cyberspace dependencies indicates a 

low level of visible engagement outside US research centers on the political 

dynamics of cyber civil defense in extreme contingencies. The overall analysis of 

such political dynamics must be guided by several assumptions: comprehensive 

(absolute) protection of information systems is impossible; in a situation of war 
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between states, risk management – which, if approached like peacetime business 

management, based on balancing the benefits against the costs of investments in 

cyber defense, under conditions of war or imminent war – will be inapplicable; a 

nation’s cyber security is not just the sum total of the cyber security of its 

enterprises, government agencies and military – it is much more. The sense of 

security that national cyber security planners may feel from helping enterprises 

improve their security is insufficient to represent the national cyber civil defense. 

A national cyber security strategy should not only be in line with the global 

state-of-the-art computer security research and development, but it should also 

anticipate scientific research and technological advances that may in turn either 

impede or transform its functionality. 

 

1. CYBER-ATTACK AND CYBER ASSAULT 

 

1.1. EXERCISES TO RESPOND TO CYBER ATTACKS 

 

In 2016, the website of the Department of Homeland Security in the United 

States published a full report on a series of five exercises on the response of civil 

society to cyber-attacks in the period 2006 - 2016. In 2018, another 6th exercise of 

this exercise type was conducted. Overall, the goals set by the Department of 

Homeland Security were the following: 

 – to examine the ability of organizations to prepare, protect and respond to 

the effects of cyber-attacks; 

 – to exercise strategic decision-making and interagency coordination of 

incident response in accordance with policies and procedures at the 

national level; 

 – confirm information sharing links and communication pathways for 

gathering and disseminating cyber incident situational awareness, response 

and recovery information; and 

 – to examine the means and processes through which sensitive information 

is shared across borders and sectors without compromising proprietary or 

national security interests. 
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In the first exercise, held in 2006, the civilian community came together for 

the first time to examine the national response to cyber incidents. In the second 

exercise, in 2008, the scenario was cyber-attacks on persistent, imagined 

adversaries with different political and economic agendas. The abilities of 

individual response and decision-making among the management was tested. The 

third exercise, in 2010, provided the first operational test for the NCCIC (National 

Cyber Security and Communications Integration Center). As the fourth Cyber 

Assault Exercise, 15 core exercises were conducted between 2011 and 2014 to 

assist local communities and states in practicing cyber response capabilities in 

escalating incidents. The fifth exercise, in 2016, involved more than 1,000 

distributed players and brought together new sectors, including participants from 

retail and healthcare. The sixth exercise in 2018 focused on critical production and 

transportation sectors with the participation of information technology and 

communications sectors, police, defense and intelligence agencies; state and local 

administration; and international partners (CISA 2018). 

 

1.2. CYBER STORM CONCEPT 

 

The DHS’s concept of a cyber storm appears to fit the official US definition of a 

“Significant Cyber Incident”, when “one (or a group of related cyber incidents that 

together) is likely to result in visible harm to national security interests, foreign 

relations, or the economy of the United States or the public trust, civil liberties, or 

the public health and safety of the American people” (White House 2017). 

It is possible to identify three levels of response at the national level to cyber 

security in a broader sense: 1. Regular common cyber security practices; 2. 

Advanced persistent threat – the more sophisticated the crime and the more 

persistent the cyber campaigns against the state, the more strategic partnership 

between industry and government will be required to respond; 3. Low frequency 
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but high negative impact events, such as catastrophic and possibly cascading 

events that are likely to require significant time for assessment, response and 

recovery (Stacey 2015). 

Resilience plans should assume pervasive uncertainty. It means rejecting the 

traditional trust relationship of everyday routine communications and expecting a 

malicious actor or actions to be part of a normal functioning. Resilience programs 

should be designed to mitigate such actions. All of this promotes a paradigm shift 

in the methods that have been used until now for the development of control 

systems. 

Aside from the experiences of the US Department of Homeland Security 

exercises, several other governments have also developed the concept of cyber 

storm. Such an example is Australia. In 2016, Australia’s Cyber Security Minister 

Dan Tehan gave a public speech warning the country to be prepared for a cyber 

assault. Such a speech represented a reversal of the previous government policy of 

underestimating cyber threats at the national level in order to avoid the emergence 

of unnecessary anxiety among the population. The scenario presented by Tehan 

was simple, yet impactful: The power goes out across most of one of the major 

cities; street lights and traffic lights go out, mobile and fixed telephony is dead; 

power surges damage power generators that are powered by the electrical network; 

coordination efforts stall because each communication structure is burdened with 

demands; chaos reigns as people panic, leading to damage and loss of life; local 

businesses must return to cash and ATMs are down; it takes weeks to restore 

power in some areas, and in the meantime, the local economy is frozen. The reason 

for this hypothetical situation was an attack against a power company with a cyber 

virus introduced into its systems through a certain subcontractor with a simple 

method – a simple opening of an email (Austin 2019, 3-4). This scenario sets up 

catastrophic cascading effects from a single vector, one-time cyber-attack. 
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The concept of cyber storm is neither theoretically precise nor legally defined 

yet. But it is still a concept that in some countries for key stakeholders is a means 

to organize a response to severe cyber crises at the national level. Although closely 

related to the contingencies of large-scale warfare in cyber space, the Cyber Storm 

concept retains great relevance for high-level non-military planning and 

contingencies in peacetime or wartime. One of the primary benefits of the “cyber 

storm”, at least as a term of art, is that it can be a means of politically mobilizing 

new forms of civil society capacity (such as civil defense) that are likely to give 

the most significant role to the non-cyber emergencies’ governance agencies in 

most countries. 

 

1.2.1. SMALL ATTACKS, BIG CONSEQUENCES 

 

The concept deserves additional analysis on two issues: local effects and 

frequency or numbers. Basically, a Cyber Attack will have local effects even if it 

occurs as a Cyber Assault that leaves national effects. Cyber assault will often 

manifest as a series of unrelated attacks on local systems that occur differently in 

any of the subsystems that affect the cyber resilience/resiliency. 

In the theory of general cyber security, there are eight basic elements that 

make up cyber security, five of which are of a technical nature (hardware, 

software, payload, networks, power supply) and three that are not of a technical 

nature (people, politics and ecological systems). In preparing for a cyber assault, it 

is important to understand the three non-technical elements, because what has been 

less clear in all cyber-attack exercise scenarios precisely include the influence of 

local social factors that interact in a unique way with the national (proper) scene: 

the national people, national politics and national environmental systems. 
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The suggestion that infrastructure itself can direct cascading consequences is 

quite significant here (Pescaroli and Kelman 2017). The unique ways in which 

inherent local features are set up or operate will impose additional complexities in 

a cyber-attack. The importance of local (or regional) attitudes leads to the 

emergence of regional bodies or mechanisms to respond to needs. 

Second, a cyber assault – where an attack has to be carried from one state to 

another – would likely be multi-vectored (using hundreds of “tools” in the cyber 

arsenal); would include polymorphic malware (APTs); would be sustainable; at 

multiple locations, including civilian and military targets; would affect planned 

(strategic) goals and accidental unplanned goals; would be accompanied by 

targeted social influence (information campaigns); and on top of all that, it would 

have unpredictable and predictable cascading effects. Examples of known or 

planned attacks are provided so that any responsible state could at least consider 

them when preparing for a cyber-attack carried out by another state: blackmail 

when blocking computer access, attack on industrial process control software 

(such as the Stuxnet 2010 case), disruption of functioning of satellites, 

dissemination of confidential data from key people in the security sectors, cutting 

underwater communication cables, blocking civilian satellite links, preventing the 

transmission of electricity by direct physical damage to power lines (such as when 

NATO used graphite bombs in Yugoslavia in 1999), spreading false data in 

military systems, attacking banks, attacking oil companies with modulated 

computer viruses, attacking the software of civil airline companies, attacking 

nuclear power plants and hydropower plants, disrupting all civilian 

communications, etc. In preparing for a cyber assault, the approach should be a 

harsh extreme scenario of complex, multi-faceted attacks on a continuous basis 

over prolonged periods. 
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1.2.2. TIME FOR THE CYBER ASSAULT 

 

The question arises about the future of cyber warfare. At the level of the 

general trends of political debate and planning of defense against cyber weapons, 

there is very little consideration of the political use of cyber weapons that is 

transformed when it is among the arsenals of such weapons and where states create 

doctrines to combat multi-vector warfare, multi-wave, preventive and sustained 

cyber campaigns such as the ones previously mentioned. What will cybernetic 

arsenals look like in the next two to three decades? What will the technical 

methods of cybernetic assaults look like in that time frame? Will the states plan to 

use their cybernetic arsenals? Currently, the concept of cyber assault is not only 

not widespread, but has not been formally adopted by any state in its military or 

strategic planning. However, the reverse is very likely and even inevitable. 

The concept of cyber assault is related to lightning warfare (blietzkrieg), 

which involves having a weapon that only you have and that can be deployed/used 

at lightning speed. This has important connotations for strategic choices between 

defensive and offensive strategies, including the all-important concept of pre-

emptive strike (Austin and Sharikov 2016). At the core of the offensive propensity 

in cyber operations is the idea of forcing the outcome of a war quickly and 

suddenly at the outset by ruthlessly engaging cyber assets rather than a country’s 

“total combat power”. 

It is a matter of time before states plan to be able to conduct offensive cyber 

operations at all levels of command in time of war. Such a plan includes attacks on 

civilian infrastructure associated with the war effort, including - in case of military 

necessity – possibly against civilian nuclear power plants and dams. This means 

that such states have accumulated arsenals of various cyber weapons to enable a 

multi-vector, multi-wave, preemptive and sustained attack on an adversary’s 

military and civilian infrastructure. 
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2. CIVIL SUPPORT, CIVIL PLANNING: CONTESTED 

POSSIBILITIES 

 

By the end of the cold war, there was a widely used notion of civil defense. It 

is not just a term, it was a system (subsystem of the defense system) with its own 

recognizable subsystem of civil protection (protection and rescue), with its own 

tasks and activities (sometimes even) of strategic importance. It was simultaneously 

a policy of the state to deter a potential adversary with nuclear weapons, but also 

simply a policy of the state for humanitarian insurance, crisis control and survival 

of the state from hostilities and accidents both in war and in peace. 

The use of the civil defense notion has been significantly reduced since the 

beginning of the nineties of the previous century, given that, in parallel, the civil 

defense systems were terminologically changed with introduction of more colorful 

terms, such as crisis management, that is, management of emergency situations. 

However, despite the reduced social visibility of the civil defense system and its 

strictly defined organization in the legal sense, the essence of the civil defense 

system remains the same, i.e., it is unchanged in today’s successor systems (such 

as crisis management, civil protection, protection and rescue, etc.) and it is as the 

following: a set of measures that, in crisis and defense situations, ensure the 

existence, efficiency of military defense and the life of citizens in the country. In 

the old-new forms in which it appears as civil support and civil planning, the 

former system of civil defense continues to be a system that ensures the survival of 

the population, functioning of the political system, as well as supports the military 

defense, making human and material potentials, without which military defense 

cannot be accomplished, available to it. That system continues to be “a set of 

preventive and rescue preparations that are carried out, organized or similar, for 

the purpose of protecting the population and economic facilities from modern 

types of means of attack and destruction, as well as for the purpose of removing 

the consequences of catastrophes, natural disasters and malfunctions” (Sukjenik 

1976, 5). 
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The concept, idea and policies of civil defense have been quite controversial 

in the past. In a book written on civil defense policies in response to the threat of 

nuclear war, Vale (1991, 13) describes the idea of civil defense as unpopular and 

disturbing. While in peacetime the burden of thinking about the subject may be 

assigned to political leaders (such as bureaucrats and academics), the burdens of 

implementing civil defense measures both in the times peace and war “are physical 

and directly affect everyone's citizen daily life”. This debate, according to Vale, 

had two ends: on the one hand, most commentators will always condemn civil 

defense planning as inadequate, and on the other, such planning can be censored… 

for representing an excess of state control. The concept of civil defense is 

controversial because it is inherently political and because it forces the choices of 

the state and the needs of private actors. But it is also controversial because of how 

some of the historical examples of the practice played out in the politics of the 

time. Civilian defense in the past has also been a concept used by dictators to 

justify “death squads” or other extrajudicial killings. 

Let’s go back to today’s meaning of the term civil defense, or at least to the 

meaning that civil defense had it at the end of the Cold War: 

 – An organized defensive measure by civilians and/or the state to protect the 

civil population in times of war or other emergencies, such as natural 

disasters; 

 – Civil actions in support of military defense and military objectives; 

 – Actions of civilians in opposition to the state to protect the people from 

abuses of the state (self-defense); 

 – Actions “to alleviate the losses, damages and suffering caused to civilians as 

a result of the dramatic development of the means and methods of warfare. 

It is an essential component of the protection of civilians from military 

operations provided for by international humanitarian law” (ICRC 2021). 



How to deal with uncertainties in increasingly complex environment? 

 

 

201 

In our case, the focus is on the activities covered by the fairly broad definition 

in the Oxford Dictionary, where civil defense is defined as the following: “The 

organization and training of ordinary civilians to protect themselves from attack in 

wartime (or in the US, from natural disasters such as hurricanes)”. At the root of 

this meaning, civil defense is as much about the psychological responses and 

resilience of the general population and the economy of the private sector as it is 

about the civil sector’s direct contribution to warfare. This definition does not 

exclude measures involving civilians in support of military responses by the state. 

 

3. THE CHALLENGE FOR CYBER CIVIL DEFENSE 

 

The assumption among military analysts, cyber security experts, government 

security analysts and even managers of large private corporations in many 

countries is that a catastrophic peacetime cyber emergency is unlikely, but there is 

no agreement on what priorities regarding harmonization of planning of national 

strategies that such a situation might arise. The need to plan for extreme cyber 

emergencies is not only driven by the usual directives of the national defense 

policy, but also the unique characteristics of cyberspace and attack vectors or 

system failure in advanced cybernetic systems. The need has also been fueled by 

recent attention to hybrid warfare, particularly hostile acts that could not be 

categorized at the level of armed conflict as defined by the International Law of 

War (Humanitarian Law) and other sources of the law of war and the peace. Hence 

the need to review the history of the idea of cybernetic defense that would be 

carried out by civilians, i.e., cybernetic civil defense. 

In 1998, the Defense Advanced Research Projects Agency (DARPA) 

launched its first network security project in terms of critical infrastructure 

resilience (Baumard 2017, 48). Also in 1998, society took the first steps towards 

possible collective preparations for joint civil defense when the UN General 

Assembly supported the resolution on development in the field of information and 

telecommunications in the context of international security. The same year, cyber 
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security was placed on a long list of things to be approved for bilateral 

development by Presidents Clinton and Yeltsin. After the terrorist attacks of 

September 11, 2001, the national security system was reformed in the United 

States with the creation of the National Homeland Security Agency and the 

Department of Homeland Security, which, among other things, were charged with 

new and broad responsibilities for cyberspace and the protection of critical 

information infrastructure (Hart 2001). 

By 2003, the Ministries of Justice and Home Affairs of the G8 countries had 

adopted the Principles for the Protection of Critical Information Infrastructures 

(G8 2003). The principles can be seen as an affirmation of the need for classical 

cyber security at the enterprise level, but they go much further into the traditional 

realms of civil defense, even though that term is not clearly used. The principles 

are based on the fact that the responsibility for protecting critical information 

infrastructures is at the national level. This entails identifying threats across the 

country, reducing vulnerability, minimizing harm, encouraging rapid resilience 

and criminal prosecution investigations. The measures should include 

“communication, coordination and cooperation nationally and internat ionally 

among all stakeholders – industry, academia, the private sector and government 

entities, including infrastructure protection and law enforcement agencies”. In the 

document, the protection of privacy and continuous security of sensitive information 

are placed as guiding directions. 

By 2005, the US government had committed to a six-point plan to protect the 

applied Software applications for industrial process control (SCADA) from 

terrorist attack that included the following elements (Purdy 2005): 

 1. Establishing a National Cyber Space Response System for prevention, 

detection, response and rapid reconstitution after cyber incidents; 

 2. Cooperation with public and private sector representatives to reduce 

vulnerabilities and minimize the severity of cyber-attacks; 
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 3. Promoting a comprehensive awareness plan to empower the entire 

population to secure their own parts of cyberspace; 

 4. Fostering appropriate training and education programs to support the 

nation’s cyber security needs; 

 5. Coordinating with the intelligence and law enforcement communities to 

identify and mitigate cyber threats; and 

 6. Building a world-class organization that will aggressively advance its 

cyber security mission and goals in partnership with its public and private 

stakeholders. 

In 2009, the Department of Homeland Security (DHS) made major policy 

changes by devising a ten-point plan for cyber resilience (DHS 2009) and offering 

corporations across the country a service called the Cyber Resilience Review 

(CRR) based on ten elements: Asset Management; Controls Management; 

Configuration and Change Management; Vulnerability Management; Incident 

Management; Service Continuity Management; Dealing with Risks; External 

Dependency Management; Training and Awareness; and Situational Awareness. 

This process was mostly oriented to the enterprise level, as well as towards 

classically defined technical aspects of cyber security, but it remains of lasting 

importance to the national level policy of preparedness for Critical Information 

Infrastructure Protection from cyber assault (complex cyber emergencies cases on 

a national scale). 

In 2011, US President Barack Obama signed the Presidential Policy Directive 

PPD-8 on National Emergency Preparedness, including a nationally significant 

cyber-attack. In both 2015 and 2016, President Obama twice declared a national 

cyber emergency requiring dramatic changes in the US preparedness. Obama also 

issued a Policy Directive on National Coordination of Cyber Incidents (White 

House 2016). Confirmation that radical changes are taking place in the protection 

of critical information infrastructure came in May 2017, when President Trump 

signed a Presidential Executive Order to Strengthen the Cyber-security of Federal 
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Networks and Critical Infrastructure (White House 2017). In some ways, Trump’s 

order was a declaration of war on the technological and procedural gridlock of the 

nation's cyber-security establishment. The order led to a shift in the public/private 

balance in the CIIP: It is an executive branch policy to use its authority and 

capabilities to support the cyber security risk management efforts of owners and 

operators of the nation’s critical infrastructure. The order called for special 

attention to the electric power sector, asking the agencies to study the following: 

the potential scope and duration of an extended power outage associated with a 

significant cyber incident against the US electric subsector; the readiness of the 

United States to manage the consequences of such an incident; and any gaps or 

deficiencies in the assets or capabilities needed to mitigate the consequences of 

such an incident. It also calls for an assessment of defense war-fighting readiness 

through an additional study of “cyber security risks facing the defense industrial 

base, including its supply chain, and the platforms, systems, networks, and 

capabilities of the U.S. military as well as recommendations to mitigate these risks”. 

During this same period, the Pentagon undertook major reviews of its national 

security strategy and related military doctrine, based in part on an assessment of 

serious cyber threats to the United States. In the new National Security Strategy 

(NSS) that was issued in December 2017, its Pillar 1 (Homeland Defense) dealt 

more with “keeping America safe in the cyber age” and included measures already 

emphasized in the Executive Order (by the President). The National Security 

Strategy broadly described the importance of the population at large in ensuring 

national cyber resilience in extreme contingencies. 

This legal treatment of cyber security is lacking in most countries in the 

world. In the US, the Cyberspace Operations update replaced the 2013 publication 

and provided new guidance for command and control of cyberspace operations and 

their planning. One of the big changes is the distinction between two modes of 

command and control for cyberspace operations: “routine and contingency/crisis”. 

An important feature here for the U.S. allies is the recognition that a military 
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cyber-space alliance will look and function differently than other forms of 

cooperation, that is, “the level of integration of U.S. cyber-space forces with 

foreign cyber-space forces will vary depending from the individual agreements 

with each of those partners and may not reflect the level of integration with other 

types of forces” (JCS 2018). The Homeland Defense update recognizes the Cyber 

Command’s role in homeland defense missions, and assigns the Special 

Operations Command primary responsibility for coordinating cyber missions 

against terrorists on US soil. It also positively declares a new mission of 

coordinating with the private sector for homeland cyber defense operations 

involving the US military (Austin 2019, 19). 

On the international stage, although the UN resolution related to the above and 

first introduced in 1998 had a confirmed and politicized history that included 

occasional clashes between the two cyber blocs (the US and its allies against China, 

Russia and their like-minded countries), the resolution finally led to a consensus in 

2015 in the Group of Governmental Experts (GGE) on possible voluntary norms 

regarding common civil defense measures in cyberspace. In general, the essence of 

the voluntary norms is that the state should not implement or encourage 

information and communication technology activities contrary to international law, 

which would intentionally damage the critical infrastructure for providing services 

to the public; the state should not allow a cyber infrastructure to operate on its 

territory under the authority of its government that would unlawfully act on other 

states; states should take all measures to protect their critical infrastructure from 

threats from information communication technologies; states should encourage 

responsible reporting of ICT vulnerabilities and sharing of related information 

about available remedies for such vulnerabilities (Austin 2019, 19). 

The International Atomic Energy Agency (IAEA) in 2012 and the International 

Civil Aviation Organization (ICAO) in 2017 each took important initiatives in 

their own area for the protection of critical information infrastructure. In the case 
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of ICAO, it should be noted that the members previously supported a new treaty 

(the Beijing Convention) in 2010 which, among other things, criminalized 

“technological attacks” on aircraft or air traffic control (Austin 2019, 20). 

Some leading private sector organizations have also begun to give high 

priority to planning for extreme cyber emergencies. According to a 2013 survey, 

conducted by the World Federation of Exchanges (WFE) and the International 

Organization of Securities Commissions (IOSCO), cybercrime in securities 

markets can be considered a systemic risk. According to the report of the US 

President’s National Infrastructure Advisory Council, the country has failed in its 

mission of protecting critical information infrastructure. Although the report 

criticizes, it nevertheless points out with hope that cyber civil defense is credible 

and feasible, that is, the Council (NIAC) believes that the federal government and 

the private sector collectively have the vast cyber capabilities and resources 

needed to defend critical private systems from aggressive cyber-attacks - if they 

are properly organized, controlled and focused (NIAC 2017, 5). It is quite 

debatable whether other countries also enjoy this confidence. For example, a 2018 

survey of more than 400 companies worldwide, conducted by the Economist 

Intelligence Unit, found little consensus on resilience measures and planning, 

underpinned by a pervasive lack of confidence in the availability of all the people 

needed to contribute to outcomes (Insurance Journal 2018). 

There is some research that suggest that all countries, including major powers 

such as France, China, India, Russia, Israel, the United Kingdom and Australia, 

face similar shortcomings in cyber civil defense due to similar reasons related to 

technological vulnerability and the late onset of corrections in national cyber 

security policies (Austin 2019, 20). 

Shen speaking of this issue, China, a rising cyber power but far weaker in 

cyber defense than the United States, has moved with considerable speed, starting 

in earnest in 2015, staking its national security vision on cyber security. President 
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Xi has said that “there can be no national security without cyber security” and 

regarding the country’s 2015 military strategy, that “outer space and cyberspace 

are the new commanding heights of the entire international security competition”. 

These statements imply that the key states see existing gaps in cyber civil defense 

as significantly influencing the strategic policy. They believe that such a gap will 

limit highly vulnerable countries with little ability to respond in shaping coercive 

pressure on potential adversaries. Countries that are less vulnerable in cyberspace, 

such as North Korea, may be more emboldened for aggressive action (Austin 

2019, 19). 

Between 2015 and 2019, there was a tectonic shift in the urgency and 

character of civil defense planning for cyber-attack in several countries. We have 

now reached a point where the largest cyber powers in the world are publicly 

declaring that it is an arms race. These statements stem from findings that states’ 

civil defenses in cyberspace are not only seriously deficient, but that these 

deficiencies can be remedied in a way that contributes to the overall strategic 

power and military deterrence (of the United States). The idea of “international” 

information infrastructures is already underway with the work of the Global 

Commission for the Stability of Cyberspace (GCSC), which tends to protect the 

core (main servers) of the Internet. As early as 2007, the US government became 

concerned about such international dependencies in a range of critical 

infrastructures, including ICT-related ones, and set up the Critical Foreign 

Dependencies Initiative (CFDI). As part of this process, the US government has 

asked its embassies to report those facilities in their host country that may be 

considered critical to the US national security or economic prosperity. Based on 

the responses, the Department of Homeland Security compiled a prioritized list of 

these dependencies that included “over 300 assets and systems in more than 50 

countries” (DHS 2008).
37)

 

                                                
37) In many cases, land stations on undersea cables in foreign countries, as well as other 

telecommunications infrastructure, were involved. 



How to deal with uncertainties in increasingly complex environment? 

 

 

208 

INSTEAD OF A CONCLUSION: PROBABILITY OF A 

CYBER-ATTACK AND CAPACITIES FOR PROTECTION 

OF THE INFORMATION INFRASTRUCTURE 

 

By the end of the first decade of this century, awareness grew that attacks on 

critical information infrastructure could eventually cause serious economic shocks, 

definitely at the national level and possibly at the international level. As part of the 

OECD’s series of five case studies on the potential for global shocks, a report on 

whether such a shock could be triggered by a cyber-attack was produced. The 

conclusion is that very few isolated cyber events have the capacity to cause a 

global shock and that “It is unlikely that there will ever be a true cyber war”, 

assessing that deterrence in cyberspace is not really operational at the strategic 

level of a conflict. This assessment is based in part on the ability of systems to 

withstand cyber-attacks without additional assistance and the ability to defeat 

cyber-attacks with good planning (Sommer and Brown 2011, 6). 

In 2013, Thomas Rid published his book “Cyber War Will Not Take Place”. 

His primary thesis is that: “cyber war”, independent of the non-cyber domain, is 

quite unthinkable, since any war is an act involving political, economic and 

civilian resources of states, as well as their military technological resources, both 

non-kinetic (including cyber) as well as kinetic (including bombs and missiles) 

(Rid 2013). Reed’s thesis has often been misinterpreted to mean that a war based 

on ICT dominance and cyber warfare was some kind of exaggeration. Several 

studies by the RAND Corporation contributed to this, pointing out that cyber 

weapons could not achieve a result at a strategic level in war. 
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An article by Kello (2016) looks at the problem from one key perspective: 

“the possible strategic and other consequences of arming civilian segments of 

cyberspace with active defensive capabilities”. His article is based on the globally 

accepted reality that states cannot adequately protect their private corporations, 

including critical infrastructure, in cyberspace. 

Lewis (2018) in his monograph correctly assesses the main source of threat to 

states from large-scale disabling cyber-attacks rather than from criminals or 

terrorists. At the same time, the book’s focus is on the likelihood of such an attack, 

seeing it as low. But as the likelihood diminishes, Lewis seems to diminish the 

importance of contingency planning for such an event. The paper does not analyze 

the appropriate response of states at all, because it is considered normal for states, 

especially in the West, to have contingency plans for very unlikely events, 

including nuclear war, mass terrorist events, or major natural disasters. Overall, the 

global impact of several significant cyber-attacks, particularly theft and the release 

of malware, has been underestimated. 
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SOCIAL MEMORY 

 

Abstract: Resilience of urban communities is a complex phenomenon that requires holistic 

and multidisciplinary approach. In the scientific literature, this phrase is presented through the 

prism of cascading capacities embodied in the ability of the urban system to adequately respond to 

stressors, adapt to new operating conditions and recover as soon as possible, while preserving 

vital functions and identities. The economic, social, environmental and institutional spheres form 

the basic, interdependent dimensions of resilience and the basic structure for further 

operationalization of the resilience of urban communities. Institutions have an integrative role 

within the system of urban communities, giving the necessary impetus to actors operating at 

several different levels. The authority and legitimacy of institutions in democratic societies is based 

on the will of the citizens expressed in the elections. The representative role of institutions based on 

the mentioned processes gives them the power to decide and influence vital parts of the system. 

Institutions also have the resources to initiate and accelerate complex process of building resilient 

urban communities. Stressors play a constructive role as they encourage communities to deve.lop 

and change, representing a transformative factor in the process of creating a resilient urban 

community. The adaptive capacity of urban communities largely depends on collective learning, 

based on past experiences, and as such is a derivative of the social dimension of resilience. Most 

prominent scholars agree that urban communities can never return to the state of the system that 

existed before the experience with a certain form of security threat due to the process of collective 

learning and memory. Using case studies and a qualitative content analysis of the available 

documentation, the author will describe and explain the impact of governance and social memory 

processes on building resilient urban communities in an era of dynamic change and uncertainty. 

Key words: urban communities, resilience, institutional governance, social memory, 

uncertainty. 
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INTRODUCTION 

 

The resilience of urban communities is a complex, multi-layered phenomenon 

that can be explored through the implementation of top-down and bottom-up 

approaches. For the purpose of writing the present paperwork, both approaches 

were used in order to assess the role of institutional factors and social memory in 

the process of building resilience of urban communities to the various forms of 

security threats in the era of dynamic changes and uncertainty. 

Institutional actors have great potential in the form of mobilizing and directing 

resources within the system, as well as developing long-term strategies that give 

significant contribution to the process of building resilient urban communities. 

This paper presents case studies with empirical support to the importance of local 

governance in the process of strengthening  community resilience capacities. 

Social memory is a derivative of the psycho-social dimension of resilience. 

Learning as one of the basic components of social memory can be manifested 

through proactive processes in the form of risk awareness and preparedness or 

reactively, through learning from experience with a certain stressor that affected 

security and the overall system functioning. 

As part of the analysis, the presented case studies illustrated the importance of 

institutional governance and social memory in the process of building resilience of 

local communities. 

 

1. THE ROLE OF LOCAL GOVERNANCE 

IN THE PROCESS OF BUILDING RESILIENT 

URBAN COMMUNITIES 

 

In democratic societies, legitimacy gained through elections gives institutions 

the leverage to foster transformative change and build resilience through a wide 

range of activities (Lostrangio 2020; Chaffin and Schown 2017). According to 

some authors (Bristow and Healey 2014), institutions play the role of connectors 
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within the urban community system, providing collective meaning to individual 

actions. Representative power and institutional resources provide an additional 

impulse towards the development of long-term strategies and legislative acts  

facilitating urban community resilience (Lang 2012). 

Institutional changes are the essential element in generating  multi-layered, 

polycentric structures leading to transformation and the creation of resilient urban 

communities (Pisano 2012). Some authors (Djalante et al. 2011) believe that 

community resilience is based on adaptive governance including multi-level 

polycentric institutions, participation and cooperation of citizens, self-

organization, networking, political and social learning, as well as institutional 

memory. Institutions with adaptive attributes have the capacity to deal with 

uncertainties and rapid changes (Carpenter et al. 2012). 

The period of time immediately after the system is confronted with a certain 

type of stressor is particularly delicate because the coordinated action of numerous 

institutional and wider social actors was required. Some authors have used the 

Stage VI Turner model to explain in detail the synergistic effect of resilience and 

governance within a certain cultural concept (Gajendran 2017). The essential 

characteristics of the said concept are reflected in uncertainties, difficulties in 

establishing control, power relations, interests; adaptive governance precedes the 

resilience of the system as the ultimate outcome and must have reformative 

features and the implementation of innovative solutions (Gajendran 2017, 4). 

According to Welsh, institutional governance is used as a discourse on human 

security in a complex networked world, shifting the focus from the state bodies to 

the society and community (Welsh 2014, 19). The basic characteristics of resilient 

systems, embodied in adaptability, flexibility and functional continuity, are 

implemented mainly in security strategies related to emergency response 

(Welsh 2014). The main goal of building resilience within the framework of 

institutional management is to enable institutional actors and individuals to 

respond to internal and external stressors (Welsh 2014). The cascading capacities 
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of resilience embodied in the process of prevention, response and recovery are 

used as a framework for the development of documents related to response in 

emergency situations. 

 

1.1. RISK GOVERNANCE AND COMMUNITY RESILIENCE 

 

The outstanding complexity, uncertainty and interdependence between 

numerous actors at different levels and distances pose a challenge for 

understanding the processes between local and global structures (Wilbanks 2007). 

Some scholars (Carabine and Wilkinson 2016, 64) determined the characteristics 

of institutional risk management at the local level through the prism of socio- 

-ecological system theory. The inclusion of a large number of different actors in the 

decision-making process, polycentricity, flexibility, decentralization, participation 

and the inclusion of citizens in the decision-making process, are essential for 

communities that strive to build resilience attributes (Wilkinson 2016, 64). 

 

 

Figure 1 – Conceptual framework representing the link between risk 

governance and resilience as outcome (Carabine Wilkinson 2016, 64) 
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Uncertainty as a product of the dynamics of global events requires the ability 

to adapt to all relevant actors at the local level. According to Gunderson and 

Holling (2002), learning from mistakes and introducing innovations are very 

important processes that contribute to strengthening institutional memory and 

allow mistakes from past experiences not to be repeated. 

A branch of executive authorities that makes an outstanding contribution to 

building resilient communities are the first responders (police, fire-rescue units and 

ambulance). By illustrating the Emergency Management Lifecycle, a deeper insight 

is gained into the contribution of the aforementioned services in strengthening the 

capacity of the community in response to various forms of hazards. 

 

 

Figure 2 – Emergency management lifecycle according to the UK’s approach 

in emegency situations (Parsons 2019, 2) 
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1.2. LOCAL RESILIENCE FORUMS IN UK 

 

A particularly important concept aimed at encouraging the development of 

resilient communities was very successfully applied in local communities in the 

United Kingdom. Local Resilience Forums (LRF 2022) are a mechanism for 

achieving the resilience of urban communities in the UK, and their existence is 

governed by the Civil Contingencies Act. They were established in 2004 with the 

aim of facilitating interaction between stakeholders such as police, EMS, 

firefighters, local authorities, government agencies and actors involved in 

decision-making and emergency response (Fisher et al 2015). 

In 2019, the UK government adopted the document named “The role of LRF”, 

which clearly defined the criteria for self-assessment of work and progress in 

operation. Certain authors give a critical review of the LRF activities due to the 

fact that the public has limited access to information regarding their work. 

Performance of LRF is not under the normative framework of the Freedom of 

Information Act because they do not have the status of public bodies (The role of 

LRF 2019). 

The operation of the existing 42 LRFs is determined by the synchronous 

operation of first and second category responders (Cabinet Office 2013). First 

category responders include local authorities, police, fire and rescue units, 

emergency services and other associated services that form the basic lever for 

responding in emergency situations. Responders of the second category refer to 

public companies or a group of organizations, such as the Red Cross, that provide 

support to responders of the First Category in the form of cooperation and 

provision of information in order to provide a better response to emergency 

situations in local communities. 
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Table 1 – Category 1 and Category 2 organisations included in perfomance 

of LRF in UK (Fisher and Chmutina 2014, 95) 

According to the document “The Role of Local Resilience Forums”, the main 

purpose of LRF is to ensure Category 1 responders to addres all aspects of policy in 

relation to “risk, planning for emergencies, planning business continuity management, 

publish information about risk assesment and plans, arrangements to warn and 

inform the public, other aspects of civil protection duty and support for the 

preparation of multi-agency plans and other documents” (Cabinet Office 2013:10). 

The engagement of a large number of stakeholders from different activities 

and jurisdictions contributes to strengthening the individual capacities of the 

community and building comprehensive resilience. On an empirical level, 

LRF made a significant contribution during major floods in Great Britain 2013 

through the process of informing the public about the emergency situation and 

instructions for citizens’ actions. By using social networks as a channel for 

informing the general public, LRF contributes to situational awareness and 

effective response to emergency situations in the local community (Bunney et al. 

2018). A particularly important segment in informing the public through social 

networks Twitter and Facebook refers to the possibility of removing 

misinformation and misinterpretations by the general public (Bunney 2018, 322). 
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1.3. THE ROLE OF SOCIAL NETWORKS IN THE PROCESS OF 

BILDING COMMUNITY RESILIENCE IN UK 

 

A certain number of researchers make a critical review of the reactive and 

passive presence of LRFs on social networks, considering that LRFs should use 

their full potential in communicating with a wide audience (Meaton and Stringer 

2013). The findings of a multimethod research regarding social networks usage by 

first responders during emergency situations in the UK (Parsons 2019) indicated 

the importance of social networks in improving citizens’ preparedness for 

responding to emergency situations and building resilience in response to a wide 

range of hazards. A significant finding of the research refers to the sense of 

belonging and empathy that was developed among users who downloaded 

information from first responders through social networks (Parsons 2019,185). 

The presence of institutional actors on social networks opens up a number of 

possibilities in the process of building resilient social communities. According to 

Parsons (2019,171-172), it is necessary to implement a set of measures in order to 

mobilize the full potential of social networks and their positive impact on 

emergency management in UK: 

 • Provide additional financial resources, intensify governance in the 

direction of institutionalizing the use of social networks, policies and plans 

for management in emergency situations; 

 • Feasibility assessments and regular revision of logistics are necessary; the 

great pressure to which first responders are exposed should not be further 

increased by engagement on social networks during emergency situations; 

 • Identify employees with knowledge of social networks who will be in 

charge of the organization’s activities on online platforms; their duties 

within their job description must be clearly highlighted; 
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 • Provide periodic training so that employees are informed about the 

development possibilities of social networks, especially the technical 

changes that are incorporated by social network providers; 

 • The organization of demonstration drills should be accompanied by social 

networks notifications; 

 • Strategies for the social networks usage by first responders should be 

aimed at reaching a wider audience that will be encouraged to take part in 

the activities; the usage of videos and photos is recommended as an 

incentive for citizens to participate in emergency situations; 

 • Feedback from citizens regarding the usage of social networks is 

extremely important; the use of questionnaires can provide valuable 

insights into segments that should be improved. 

 

 

Table 2 – Key objectives and desired outcomes of social media usage 

by first responders in UK (Parsons 2019, 93) 
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1.4. INSTITUTIONAL GOVERNANCE AND COMMUNITY 

RESILIENCE – A CASE STUDY: COVID-19 PANDEMICS IN IRAN 

 

Institutional governance is one of the essential elements in establishing a 

resilient society in conditions of uncertainty generated by global changes. Based 

on a case study conducted in the Iranian city of Trabiz, a group of scientists tried 

to answer the research question: which elements of institutional management 

influenced the promotion of community resilience in the face of the risks of the 

Covid-19 pandemic in the Iranian city of Trabiz (Heidari et al. 2022). 

Urban communities face a large number of threats arising as a result of natural 

forces or human activities with destructive potential on the overall functioning of 

society. As part of the mixed design study, the Delphi method was used with the 

participation of 15 experts from the field of urban planning who managed the 

selection of indicators of institutional governance aimed at establishing resilient 

urban communities. The set of mentioned indicators refered to participation, 

transparency, legitimacy, justice, responsibility, reliability, efficiency, effectiveness, 

consensus and flexibility (Heidari et al 2022, 2). 

Research findings indicated high scores of participation, responsibility, 

reliability as key elements in building a resilient urban community in the face of 

the Covid-19 pandemic (Heidari 2022). 

 

2. SOCIAL MEMORY AS SOCIETAL DIMENSION OF 

RESILIENCE 

 

The resilience attributes are reflected through “the existence, development and 

engagement of community resources by its members to thrive in an environment 

characterized by change, uncertainty, unpredictability and surprise” (Magis 2010, 

402). Community resilience is made up of numerous inseparable dimensions that 
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can be explored through many different levels of analysis. The idiographic 

(bottom-up) approach is applied in order to consider human and social drivers as 

predictors of the resilience of urban communities (Wilson et al. 2018). 

In the scientific literature, social memory is a derivative of the societal 

dimension of resilience and includes social learning from previous experiences, 

traditions and customs (Wilson 2018). According to Folke (2006), social memory 

plays very important role in building  resilience of social communities due to the 

fact that they accumulate practices, knowledge and values of individuals and 

institutions and thus prepare the community for the process of building resilience 

and facing numerous uncertainties. In the context of social memory after facing a 

certain type of stressor, “the past becomes the present and thus creates the 

potential for action” (Beilin and Wilkinson 2015, 5). 

Scholars make a distinction between natural and human systems in the context 

of community resilience (Wilson 2008, 5). Natural systems have systemic memory 

and do not have anticipatory mechanisms, while human systems are anticipatory, 

non-deterministic and within their framework, social memory leads to learning and 

adaptation based on previously acquired experience (Wilson 2008, 5). 

Social memory has the greatest influence on adaptive capacity, i.e. the ability to 

adapt social factors to new circumstances after experiencing a certain type of 

hazards such as fires, floods, earthquakes. One of the most important components 

of social memory is social learning (Wilson 2013). The adaptive capacity of a 

community is highly dependent on the lessons learned from the past experiences, 

implemented in innovative strategies aimed at building resilient communities 

(Keen et al. 2005). 

Researchers from specific scientific disciplines, such as human geography and 

political ecology, have highlighted the importance of social memory in the context 

of understanding the resilience of communities (Wilson 2013). The previously 
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conducted studies (Folke 2003, Wilson 2013, Tidball et al. 2010) investigated the 

impact of the memory of individuals and stakeholders on the community’s ability to 

adapt to changes caused by various disturbances in the system (Wilson 2013, 231). 

According to Wilson (2013, 235) and Davidson (2010), learning is a complex 

process that includes customs, interpretations of information at the individual or 

collective level, group discussions, imagination and anticipation of events. A 

particularly important component in the learning process is proactive learning that 

contributes to the positive quality of the process itself (Cutter et al. 2008) which, 

due to its non-linear nature, requires constant adjustments, especially in the way of 

passing on experience to future generations. Some researchers believe that only a 

partial transfer of knowledge between generations is possible (Olic and Robins 

1998), and that each generation must experience similar stressors in order to be 

able to learn certain lessons. In order for a certain community to have the attribute 

of resilience, it is necessary for learning to have a transformative component, that 

is, to separate useful experiences through selective mechanisms and thereby 

strengthen the adaptive capacity (Wilson 2013, 237). According to Lebel (2006), 

hiring external experts can lead to weakening of the endogenous adaptive capacity.  

The involvement of the entire community is essential for the process of learning 

and building a resilient system. The method of intergenerational transmission of 

knowledge constitutes an essential link in the process of social learning, especially 

in the form of the tradition of oral transmission of knowledge and experiences in 

the community. Time distance in relation to the period in which the security of the 

community was in some way threatened can lead to a distorted perception of risk 

and affect the adaptive capacity of future generations (Wilson 2013, 238). With 

emigration or generational change of community residents, “cracks” are created in 

social memory. By strengthening traditions and customs in the community, as well 

as the sense of belonging that develops through longer residency in the 

community, a cohesive force is created that improves social memory and 

overcomes the previously mentioned weaknesses (Wilson 2013). 
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The uneven distribution of power, present in every community, has a 

significant impact on the process of social learning, because certain groups have 

access to resources (such as modern technologies, information or finance) that are 

denied to a larger number of social groups (Wilson 2015). Economic, political, 

immigration or leadership changes lead to changes in historical stakeholder 

networks and indirectly affect the changes in community customs and traditions 

(Wilson 2015, 241). Demographic changes in the form of young people 

emmigration significantly reduce the social capital and the adaptive capacity of the 

community becoming vulnerable (Wilson 2013). By facing new hazards, the 

process of restoring the lost social memory created by the emmigration of the 

young generation from their native areas can be initiated. 

An insight into the oral traditions of individual nations illustrates examples of 

the positive impact of social memory on community resilience. The residual 

memory of the tsunami that hit the Indonesian island of Sumatra and killed more 

than 70% of the population in 1907 had the positive effect reflected in 2004 

tsunami when the number of victims was reduced to 1% of total population 

(Wilson 2015, 242; Gaillard et al, 2008). 

Social memory can also have a negative impact on community vulnerability. 

Autocratic societies with power imbalances have a destructive impact on 

community resilience (Wilson 2012). Manipulation of information by elites in 

areas with pronounced land desertification negates social memory in order to 

obtain profits and accumulate power (Wilson 2015, 243). 

By investigating the “input“ of social memory into new communities through 

immigration flows, researchers have come to the conclusion that one to two 

generations of new community members possess residual social memory in new 

environments as well (Ward and Styles 2006; Neal 2009). According to Wilson 

(2015), adapting to the traditions and customs of the new environment is an 

essential element on the way to building resilient societies. 
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2.1. SOCIAL MEMORY AND BUILDING COMMUNITY 

RESILIENCE – A CASE STUDY: EARTHQUAKE IN 

CHRISTCHURCH, NEW ZEALAND 

 

The strong earthquakes in New Zealand in 2010 opened up space for 

researchers to investigate the impact of social memory on the process of recovery 

and building a resilient urban community after the aforementioned disaster. 

The complex process of social memory (Olic and Robins 1998) affects the ability 

of a community to adapt to a certain type of disaster through accumulated 

knowledge, experiences and skills residing in people, institutions and places 

(Wilson 2013, 208). 

Researchers have highlighted the distinction between individual and collective 

resilience while analyzing the Christchurch earthquake. Individual residents 

demonstrated resilience after the earthquake in contrast to the entire community, 

which was faced with scandals due to the city authorities’ indecision in dealing 

with the consequences of the disaster (Wilson 2013, 210). Using qualitative 

techniques, the researchers came to the conclusion that the difficulties in building 

the psycho-social component of community resilience were the results of the 

absence of disasters throughout history that would trigger the process of social 

memory (Wilson 2013). 

Christchurch residents did not undertake proactive learning based on 

preparedness and risk assessment but relied on reactive learning in the post-

disaster recovery process (Cutter 2008). The absence of preventive measures, as 

well as reparation activities immediately after the disaster, led researchers to the 

conclusion that Christchurch was a negative example of social memory and 

adaptation (Davidson 2010; Wilson 2013). 
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CONCLUSION 

 

Tectonic changes in the global arena require development of transformative 

and adaptive mechanisms of actors at different levels. In the time of extremely 

complex changes, resilience was imposed as a paradigm with the potential to 

mitigate and overcome the negative consequences arose as a result of the 

uncertainty that pervaded every segment of social reality. 

Implementation of top-down and bottom-up approaches in assessing the 

resilience of urban communities is necessary in gaining in-depth insights into 

various aspects of the mentioned phenomenon. Looking at the attributes of 

resilience from a dual perspective, observing citizens and institutional actors point 

of view, minimizes one-sidedness in research efforts at the empirical level. 

Coping with a particular stressor requires institutional responses at different 

levels. The establishment and functioning of the Local Resilience Forum in UK is 

one of the examples of good practice of building community resilience. The great 

potential of using social networks as a channel for the promotion of preventive 

activities of first responders, informing citizens about potential hazards and 

placing appeals for the mobilization of volunteers in the process of response  and 

community reconstruction should be a guideline for strengthening institutional 

structures in the process of creating a resilient society. 

The collective memory related to the response to various forms of 

past security threats is transmitted intergenerationally, and largely shapes the 

absorptive and adaptive capacity of society to deal with future stressors. 

Preservation of social memory is especially important in communities that face 

intense demographic changes in the form of immigration and emigration 

processes. Prioritizing proactive learning over reactive learning can further 

strengthen the preventive capacity of the community in an era of progressively 

increasing global uncertainties. 
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CHALLENGES IN TRANSPOSING DIRECTIVE 2018/843 

INTO THE CROATIAN LEGISLATIVE FRAMEWORK 

 

Abstract: Directive 2018/843 is one of the most valuable documents regarding recent anti-

money laundering and terrorist financing measures to directed towards enhancing the Directive 

2015/849. While transposing both directives, the Republic of Croatia amended as many as 65 

regulations. The most comprehensive and significant amendments are related to the Act on 

Prevention of Money Laundering and Financing of Terrorism. Some of the substantial novelties of 

the Directive 2018/843 refer to the expansion of subjects obliged to implement the prescribed 

measures, changes in the field of due diligence, and new steps for increased data transparency. The 

amendments aim to increase the European Union’s efforts to combat illegal activities by preventing 

the misuse of the financial system for money laundering and terrorist financing and causing a 

direct impact on their penalization. 

Key words: risk assesment, due diligence, financial crime, beneficial owner, register, virual 

currency, politically exposed person, COVID-19 

 

INTRODUCTION 

 

Most commonly, money laundering (hereinafter ML) has an international 

character, therefore the measures applied on the level of an individual country can 

produce only a limited effect. Money laundering, as a process, isn’t always carried 

out by the same persons that conduct criminal and illicit activities. Criminals hire 

professional money launderers due to their knowledge of international capital 

markets and competence to assess the risk of detecting unlawful activities, as well 

as acess to information of differences in the implementation of anti-money 

                                                
*) Faculty of Law of the Unviersity of Zagreb, Republic of Croatia. 

**) ERSTE&STEIERMÄRKISCHE BANKA d.d., Republic of Croatia 

 

UDC: 343.9.024:336.7]:341.24(4-672ЕУ) 

     343.9.024:336.7]:340.13(497.5) 
 



How to deal with uncertainties in increasingly complex environment? 

 

 

234 

laundering (hereinafter AML) law in national legislations (Savona 2005, 95). 

Professional money launderers can participate in all or only one stage of the ML 

cycle (placement, layering, and integration) and can provide services to manage, 

collect, or move funds (FATF 2018, 15). Their service is charged depending on the 

complexity of the scheme, methods used and knowledge of the predicate offence 

(FATF 2018, 11). Along with individuals, there are also professional ML 

organizations that act in a more sophisticated manner and can provide the entire 

infrastructure for complex ML schemes or construct a unique scheme, tailored for 

the specific needs of a client (FATF 2018, 15). Funds to be laundered are often 

directed to the purchase of financial instruments and other types of assets such as 

real estate, especially located in the countries where funds can be utilized without 

obtaining information on the source of funds (Savona 2005, 94). 

Money laundering and terrorist financing (hereinafter ML/TF) preventive 

measures brought by organizations such as the Financial Action Task Force 

(hereinafter FATF) and the European Commission are being created with the task 

of protecting the integrity of the financial sector and combatting the ML/TF. These 

measures ensure tracing, seizing, freezing, and confiscating criminal assets and 

criminal prosecution as a repercussion for the criminals. The measures seek to 

promote the rule of law and are a significant component of an efficient legal 

system, business-friendly environment and long-term economic and financial 

development. Following their full and effective implementation, they form an 

integral part of good financial management, as well as an essential part of the fight 

against all forms of criminal activities that threaten local, national, and 

international communities (Asmal 2007, XIX-XX). 

In addition to the obligation to apply the measures brought by the European 

Union (hereinafter EU) by all the Member States, the effect of the EU Directives is 

also being extended to third countries. Thus, the spatial application field of the 

Directive 2018/843 on the prevention of the use of the financial system for the 
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purposes of money laundering or terrorist financing (hereinafter the Fifth 

Directive) has been extended to Iceland, Norway and Liechtenstein (Stessens 

2003, 21) in accordance with the Agreement on the European Economic Area 

(94/1/EC ECSC 1993). 

Along with the first three EU ML/TF directives, the Fifth Directive is a part 

of the Action Plan against terrorist financing (hereinafter TF), set out by the 

European Commission in February of 2016. The plan is a reaction to terrorist 

attacks in Paris in 2015, Brussels in 2016, and Panama Papers leak in 2016. 

Adoption of the Directive aims to strengthen the combat against TF and increase 

transparency of financial transactions and structures of corporate and legal entities 

and other legal arrangements. The Fifth Directive entered into force on July 9, 

2018, and the deadline for transposition into the national legislation of the Member 

States was January 10, 2020. Extent of the changes brought by the Fifth Directive 

are best explained by the fact that the Republic of Croatia amended as many as 

65 regulations while transposing its content. Among the member states with most 

amended regulations, it is worth to stressing that the Czech Republic made 52 

regulations, Hungary 37 and Slovakia 34. Italy (2), Germany, Greece and Portugal (1) 

are at the end of the list, with the fewest changes in regulations. 

Money laundering/terrorism financing represent harmful actions on a global 

scale, with a devastating impact on many economies. The risk of the ML/TF is the 

risk of abusing the financial system for illegal purposes by the individual through, 

i.e., utilization of business relationship, transaction, or product in/directly for 

ML/TF. At the early stages of combat against ML/TF, the United Nations adopted 

the United Nations Convention against Illicit Traffic in Narcotic Drugs and 

Psychotropic Substances, ratified by Republic of Croatia in 1994 (Government 

Decision on Ratification 1990/1994), which was followed by many conventions in 

similar fields, i.e., transnational organized criminal, corruption, etc. 
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The EU Directives are harmonized with FATF Recommendations, the most 

important international organization for adopting standards regarding measures, 

procedures and recommendations for actively promoting and evaluating the system 

for preventing ML/TF. Some of the recent, quite significant documents, with 

notable contribution to the field, are the Convention on Cybercrime from 2002 and 

the Council of Europe Convention on Laundering, Search, Seizure and 

Confiscation of the Proceeds from Crime and on the Financing of Terrorism from 

2005. Nevertheless, the most significant acts in AML field are the 

beforementioned Fifth Directive, and its predecessor Directive (EU) 2015/849 on 

the prevention of the use of the financial system for the purposes of money 

laundering or terrorist financing, as well as the amending Directives 2009/138/EC 

and 2013/36/EU (hereinafter the Fourth directive). 

The crucial Croatian act regulating measures for the prevention of the use of 

the financial system for ML/TF is the Act on Prevention of Money Laundering and 

Financing of Terrorism (hereinafter the AMLTF Act), which implemented the 

measures of the Fourth Directive into the Croatian national legislation. Given the 

Fifth Directive, which partially amends and supplements the Fourth Directive, was 

adopted in a short period, the Republic of Croatia was obliged to harmonize its 

legislation with the new international standards. According to mentioned 

requirements, the new Act on Prevention of Money Laundering and Terrorist 

financing was adopted and entered into force in 2019. 

The response to the recent threats from ML/TF is reflected in the amendments 

to the previous act. The amendments prompted the adoption of new and more 

detailed provisions that consist of the following: introduction of public access to 

data from the Register of Beneficial Owners and introduction of new categories of 

entities obliged to apply ML/TF measures (legal and natural persons engaged in 

the activity of providing virtual currency exchange services and fiduciary 

currencies, as well as the activity of providing wallet custodial services, real estate 

rental brokers and art dealers). 
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The concept of virtual currency is defined as well. The new law limits the area 

of use of prepaid cards and makes the establishment of an appropriate risk 

management system concerning politically exposed persons mandatory. Given that 

many legal entities from the EU conduct business with companies and other legal 

entities from high-risk countries, an obligation of enhanced customer due diligence 

is introduced when establishing relations and carrying out these kinds of 

transactions. In addition to the above, the act introduces several additional 

measures to combat financial crime that contribute to the challenges faced by 

obliged entities. 

 

1. EXPANSION OF THE SCOPE OF OBLIGED ENTITIES 

TO IMPLEMENT THE MEASURES DEFINED BY 

THE FIFTH DIRECTIVE 

 

The obliged entities are applying numerous measures of continuous actions 

and activities to recognize, assess, understand and reduce the risk of ML/TF. That 

is reflected in the obligation to carry out due diligence, not only when establishing 

a business relationship with a client, but continuously during its monitoring, 

notably in all cases specified in Article 16 of the AMLTF Act. Tasks and 

procedures carried out by the obliged entities include all necessary actions directed 

towards ensuring identification of their clients in the processes of risk assessment 

and monitoring. They help identify and prevent ML/TF and other illegal acts of 

corruption. According to the United Nations, an average of 2.7% of the global 

gross domestic product is laundered annually. In relation to the gross domestic 

product, it is worth noting that it amounts to 1.6 trillion US dollars (United Nations 

Office on Drugs and Crime 2011, 127). The responsibility for compliance with 

the AMLTF Act rests with the obliged entities that may be subject to fines in case 

of non-compliance. According to data presented by Corlytics Ltd., during 2021, 

a total of 1.6 billion dollars in fines was collected worldwide due to 
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non-compliance with regulations aimed at preventing ML/TF. According to the 

Financial Inspectorate, during the same year, in the Republic of Croatia, a total of 

HRK 202,000 of fines were imposed on legal entities, as well as HRK 23,000 fines 

on natural persons (Ministry of finance 2022) due to the same reason. 

The latest development in technology led to new forms of ML/TF. Modern 

means of exchange, in particular electronic money and virtual currencies (so-called 

cryptocurrencies), are accepted as legal means of payment in many countries, 

given their simplicity and anonymity of use. 

The advantages of virtual currency are reflected in the free and rapid transfers 

around the globe, as well as sustainability, transparency, and inability to block 

transactions due to economic or political turmoil and the absence of inflation, 

while their value is based on supply and demand. On the other hand, disadvantages 

of virtual currencies, such as dealing in good faith, risk of ML, tax evasion, online 

crime, limited group of users, fluctuations in the value of virtual money, risk of 

collapse or virtual currency breakdown, and lack of regulation, can be considered 

as the reasons for lack of acceptance from the general public (Richter, Kraus and 

Bouncken 2015, 580-582). Virtual currency provides criminals with an easier 

method of structuring or smurfing, since technology can support splitting up large 

transactions through standardized and scarcely risky procedures. Accordingly, it is 

easier to escape controls on financial transactions and minimize the use of human 

or IT resources devoted to these activities (Stokes 2012, 221-236). 

Given that the new kind of payment models were developed after the adoption 

of the Fourth Directive, this arose a need to expand the scope of the ML/TF 

provisions. Different kind of entities, such as providers of currency storage and 

exchange services, were detected by the authors of the Fifth Directive as notable 

actors in increasing the transparency of such transactions; moreover, they were 

covered by the Fifth Directive as new obligated entities. In addition to increasing 

the transparency of transactions and transparency of the ownership structures, 
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the number of virtual currencies users increases as well. There is, frequently, a 

complex ownership structure behind a user as a legal person. The main goal of that 

kind of a structure can be concealing the real owners and currency holders, with 

the aim of concealing criminal activities. 

The transposition of the Fifth Directive into the Croatian legislation can be 

also found in Art. 9, paragraph 2 of the AMLTF Act, in which the legal and natural 

persons engaged in the activity of providing virtual and fiduciary currency 

exchange services and natural persons engaged in the activity of providing wallet 

custodial services, were added to the scope of the obliged entities. Transposing the 

Directive’s measures and expanding the scope of obliged entities dealt a huge 

blow to some companies in the EU which offer the mentioned services. 

The following extension of the Fifth Directive refers to the activities already 

covered in terms of obliged entities by the Fourth Directive. In addition to lawyers, 

notaries, auditors, accountants, and tax advisors, who are listed as obliged entities 

in Fourth Directive, the Directive added any other person that undertakes to 

provide, directly or by means of other persons to who that other person is related, 

material aid, assistance or advice on tax matters as principal business or a 

professional activity (Directive 2018/843 2018, Article 1). 

The last activity is related to the works of art, their purchase, and storage in 

particular. The ratio of that provision is that works of art are often treated and 

managed like stocks or real estate or used to invest and generate profit. At a time 

of extremely low-interest rates, when investment is not profitable in traditional 

forms of assets or in keeping the money in the bank, a logical decision is imposed 

to search for new ways of creating capital. For example, in 2017, in the short 

period, the world’s largest auction houses sold works of art worth more than two 

billion dollars. One of these pieces was Leonardo da Vinci’s painting entitled 

Salvator Mundi, which sold for $450.3 million, making it the most expensive 

painting ever sold on the art market (Christie’s 2017). Although these are legal 

investments, there is room for ML as well. 
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2. CHANGES IN THE REGULATION OF EXCEPTIONS 

TO THE OBLIGATION TO CARRY OUT A CUSTOMER 

DUE DILIGENCE REGARDING ELECTRONIC MONEY 

TRANSACTIONS 

 

Although cash represents a fast and efficient method of payment, it has 

numerous disadvantages. The storage of cash is accompanied by many costs, 

including costs of the treasury, fraud, loss of money, safekeeping, depositing, as 

well as costs related to cash management in financial institutions (Hamdi 2007, 

289-303). On the other hand, electronic money imposes many advantages. 

Electronic money means electronically, including magnetically, stored monetary 

value, as represented by a claim on the issuer which is issued on receipt of funds, 

directed towards making payment transactions, and which is accepted by a natural 

or legal person other than the electronic money issuer (Zakon o elektroničkom 

novcu 2018, Article 3). 

Its main role is to support electronic commerce via the Internet, enable fast 

transactions, reduce costs, and replace payments with banknotes and coins in retail 

(Hamdi 2007, 289-303). The best example of electronic money is depicted in 

prepaid cards issued by banks and card companies. Important features of prepaid 

cards are manifested as having no connection to a bank account, credit limit, and 

ease of payment. Anonymity and a wide international network of ATMs make it 

possible to withdraw cash in a country other than the country of the payment 

(Cheney and Rhine 2006, 2). 

In addition to their usability, the advantages of prepaid cards facilitate ML 

activities, TF, and related logistics. It is more convenient to transfer a prepaid card 

across the border to another country than to manipulate with cash. Furthermore, it 

can be sent by post. When the card arrives in the destination country, it can be 
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used to withdraw funds at numerous ATMs and for TF purposes. The behavior of 

prepaid card users that can be considered as indicators of illegal actions is depicted 

in the following: large amounts of cash deposits to the card, inexplicable 

transactions beyond the usual activities and behavior of the card owner, the 

simultaneous purchase of a large number of cards by a smaller denomination with 

the intention of avoiding the obligation to undertake due diligence measures when 

purchasing an individual card of a higher denomination, etc. (Choo 2008, 3-4). 

 

3. CHANGES IN THE APPLIANCE OF CUSTOMER DUE 

DILIGENCE MEASURES 

 

Customer due diligence measure is a cornerstone of the AML system. 

The measure is commonly connected to the “know your customer” (KYC) 

procedure, which implies taking all measures of identification (the identity of the 

natural person and the identity of the beneficial owner of the legal entity) and 

data collection on the nature and purpose of a business relationship, wherefore 

it is possible to assess the risk of ML/TF associated with that particular client 

(FATF 2022, 14). 

The latest technical developments are enabling the performance of secure 

remote or electronic identification that can replace the traditional identification 

process. Digitization of society on a global level is ubiquitous, given the growing 

need for the establishment of secure electronic identification and authentication. 

The establishment of a secure electronic identification system is an elementary 

condition for further successful development of the digital economy and a 

cornerstone for progress towards a single digital market (Deloitte 2018, 5). The 

same trend is followed in the AMLTF Act, which allows any secure, remote, or 

electronic identification procedure regulated, recognized, approved, or accepted by 

the relevant national authorities. It opens the possibility of using a qualified 
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certificate for an electronic signature and an electronic seal to determine and verify 

the client’s identity, as well as video-electronic identification (Pravilnik o 

minimalnim tehničkim uvjetima koje moraju ispunjavati sredstva videoelektroničke 

identifikacije 2019, Article 1). 

The future of electronic identification is, undoubtedly, the application 

of biometrics. Currently, security systems based on biometric recognition 

characteristics are usually used to control access to particular systems after the 

client’s previous identification by standard methods. In this regard, the client is 

identified by a biometric method of identification (e.g., fingerprint, facial 

appearance, iris, and retina of the eye) and consequently enables access following 

previously determined powers and duties (Radmilović 2008, 159-180). 

 

4. POLITICALLY EXPOSED PERSONS 

 

The customer due diligence measures are not carried out in relation to all 

clients and transactions. When implemented, they are intended for certain 

situations, implemented in order to conduct a simplified, and for other particular 

cases to conduct enhanced customer due diligence measures. In terms of politically 

exposed persons (hereinafter PEP), an enhanced customer due diligence is applied. 

Due to their position and influence, many PEPs can potentially be forced to 

commit ML and related predicate offenses, including corruption and bribery, as 

well as conducting activities related to the TF. Therefore, the Fifth Directive and 

FATF Recommendations require countries to ensure the conditions under which 

financial institutions, certain non-financial companies, and other professions, 

implement measures to prevent the abuse of the financial system and non-financial 

companies and professions by PEPs, i.e., detection of such potential abuse if and 

when it occurs (FATF 2022, 3). Such regulation is particularly significant given 

the current sanctions against Russia concerning the war in Ukraine. 
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The mere determination that a certain person belongs to the category of PEPs 

is not the ultimate goal, but rather a part of the process that enables those liable for 

the implementation of due diligence measures to assess various types of major 

risks associated with doing business with PEPs. The fact that the client is a PEP 

does not represent the end of the process of the enhanced customer due diligence, 

nor does it release the obligated entities from further continuous due diligence 

measures. Equally, this fact does not prejudge the connection of PEP with criminal 

activities, nor is it equated with crime or abuse of the financial system. In the same 

manner, it does not mean that the person in a specific case automatically represents a 

greater risk; however, it is certainly a signal to obligated entities that an increased 

attention is needed when doing business and transactions (FATF 2022, 27). 

 

5. ENHANCED CUSTOMER DUE DILIGENCE 

MEASURES IN BUSINESS RELATIONSHIPS 

OR TRANSACTIONS INVOLVING HIGH-RISK 

THIRD COUNTRIES 

 

The European Commission should identify countries with strategic deficiencies 

in the regime regarding ML prevention and the fight against TF, which represent a 

significant threat to the financial system of the EU, according to the Fifth 

Directive. Such countries are marked as high-risk, due to significant weaknesses in 

their AML/TF regime, which could affect the success of the fight against such 

illegal actions. The Commission determines high-risk countries by adopting the 

Delegated Regulations. The first one was adopted in 2016. The Commission 

Delegated Regulation (EU) 2021/37 on amending Delegated Regulation (EU) 

2016/1675 supplementing Directive (EU) 2015/849 is currently in force, as regards 

deleting Mongolia from the table in point I of the Annex. 
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The previous Delegated Regulations had to be revised relating to the progress 

that identified high-risk third countries achieved in eliminating strategic 

deficiencies in their legislation and practices. When adopting new regulations, 

the European Commission considers all recent information from international 

organizations and experts, such as those published by the FATF. The Commission 

is guided by the idea that every third country, determined by FATF, that poses 

a risk to the international financial system, poses a risk to the financial system of 

the EU and its members as well (Commission Delegated Regulation 2020/855 

2020, Preamble). 

As a result, the following are currently considered as high-risk third countries: 

Afghanistan, Albania, Bahamas, Barbados, Botswana, DPR Korea, Ghana, Iraq, 

Iran, Jamaica, Yemen, Cambodia, Mauritius, Myanmar, Nicaragua, Pakistan, 

Panama, Syria, Trinidad and Tobago, Uganda, Vanuatu, Zimbabwe. The list is 

made up of the FATF’s “blacklist” of countries that pose a high risk (Iran and DPR 

Korea are currently identified as such) and a “grey list” of countries that are under 

increased monitoring and are actively cooperating with the FATF to correct 

deficiencies in their own AML/TF systems. Other countries under increased 

monitoring are actively working with the FATF to address the strategic 

deficiencies in their systems in order to counter ML/TF and proliferation 

financing. When FATF places jurisdiction under increased monitoring, it means 

that the country has committed to resolving the identified deficiencies in their 

AML/TF systems within agreed timeframes and is subject to increased monitoring. 

The FATF constantly identifies additional countries. Since the start of the Covid-

19 pandemic, the FATF has provided some flexibility to countries not facing 

immediate deadlines to report progress voluntarily. 

According to the FATF Recommendations, concerning clients from countries 

on the “grey list”, it is not necessary to apply enhanced customer due diligence, 

since the client comes from these countries, although the stated circumstance may 
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be a significant factor for risk assessment. However, the European Commission has 

designated certain countries on the “grey list” as high-risk third countries; 

therefore, it is still necessary to apply the enhanced due diligence measures 

to clients from these countries. Furthermore, the European Commission has 

designated certain countries not covered by the FATF Recommendations as 

high-risk states, such as Afghanistan, Iraq, Trinidad, Tobago, and Vanuatu 

(Ministry of finance 2022, 3). 

 

6. COVID-19 CHALLENGES 

 

At the time of the Covid-19 pandemic, the focus of interest was entirely 

directed towards suppressing a new and dangerous disease, while the fight against 

ML/TF was of secondary importance. Due to the pandemic, a rise in financial 

crime emphasizing COVID-specific crime patterns occurred, such as the 

counterfeiting of medical goods and scams to exploit economic stimulus measures. 

Criminals use the opportunities created by the pandemic across the world, with 

mounting cases of the counterfeiting of medical goods, investment fraud, cyber-

crime scams, and exploitation of economic stimulus measures put in place by 

certain governments (FATF 2020, 6). 

There have also been examples of online child exploitation due to an increase 

in the time spent online, increases in property crime due to properties being left 

uninhabited, and corruption related to contracts for medical supplies. Criminals 

used an increase in online activity to develop targeted malware campaigns, 

ransomware, or phishing attacks containing fake links to government stimulus 

packages and websites selling personal protection supplies. The pandemic, 

unfortunately, correspondingly resulted in an increase in human trafficking, 

exploitation of workers, and most disturbing of all, with children spending more 

time online, more online child exploitation has been recorded. The pandemic has 
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left many businesses or individuals needing financial aid. Criminals used them as 

easy targets to take part in ML activity, i.e., by using a failing, although legitimate 

business as a front for illicit activity. The economic volatility has resulted in 

several other ML vulnerabilities, such as an increase in unregulated financial 

services and insider trading from the large shifts in value due to the pandemic. 

There have also been cases of virtual assets misuse in Covid-19-related fraud, 

including money mule scams that target the recently unemployed or furloughed 

(Lewis 2021). 

Due to the evolving impacts of the pandemic, the changes in ML/TF activity 

caused by the pandemic are likely to continue to develop as well. Rising 

unemployment, financial distress, bankruptcy of companies, increased circulation 

of cash in economies, potential stockpiling of cash by organized criminal groups, 

and the accelerated implementation of stimulus programs, represent vulnerabilities 

that criminals may exploit over the coming period. Furthermore, as the 

development of new Covid-19 vaccines accelerates, so too will opportunities for 

criminals to devise criminal scams to exploit and illegally profit from these new 

medical advancements. While there are some globally consistent trends, other risks 

may be specific to particular countries or regions (FATF 2020, 21). 

 

7. INFORMATION TRANSPARENCY MEASURES 

 

Legal entities and other legal arrangements, such as trusts, foundations, and 

many others (hereinafter legal entities) participate in a wide range of commercial 

and entrepreneurial activities that can be misused for illegal purposes. The abuse 

of legal entities could be significantly reduced if information about the legal owner 

(the owner of shares, shares, etc.) and the beneficial owner (the one who controls 

the entity) were available to the authorities and the public. The information about 

the legal owner of the entity is listed in the official registers of the state under 
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whose jurisdiction the entity operates, while this is not the case for information 

about the beneficial owners. 

Beneficial owner identification for an individual legal entity can serve the 

authorities during investigations and gathering information about the money flow 

when observing suspicious actions and transactions (FATF 2014, 3). The issue of 

using legal entities for criminal purposes is increased by numerous legal forms of 

entities in different jurisdictions and their different tax and legal treatment. The 

main goal is to conceal information about the beneficial owner. Some recognized 

forms of abuse are the establishment of fictitious companies (so-called shell 

companies), the establishment of entities with complex ownership structures that 

include many layers of ownership with different owners, the use of trusts, and 

other legal arrangements that enable the separation of legal ownership and 

beneficial ownership of property, the use of intermediaries in the establishment of 

legal entities, etc. 

Criminals often create, control, and finance legal entities from different 

countries, thereby disabling access to relevant information. In addition, they 

establish numerous legal entities that are de facto related persons, although they 

appear to be independent entities, between which they carry out legal transactions. 

In principle, these are fictitious legal transactions that serve to launder money. Due 

to the lack and delay of information about the beneficial owner of these entities, it 

is impossible to follow the money trail, which ultimately prevents timely 

investigation and reaction (FATF 2014, 6-7). 

Before the adoption of the Fifth Directive, all legal entities established on the 

territory of the Member States had the obligation to obtain and keep correct and 

up-to-date information about their beneficial owners. The Fifth Directive brings 

novelty regarding the responsability of Member States to provide the public access 

to information on the beneficial ownership of legal entities through central 

registers. The AMLTF Act regulated the establishment, organization, and 
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management of the Registry of Beneficial Owners (hereinafter Registry) as a 

central electronic database on the beneficial owners of companies, branches of 

foreign companies, associations, foundations, institutions, trusts, and trust-

equivalent entities under foreign law. The Registry is established, maintained, and 

managed by the Financial Agency (hereinafter FINA) on behalf of the Ministry of 

Finance, the Anti-Money Laundering Office. FINA is in control of collecting, 

recording, processing, updating, and archiving data from the Registry (Zakon o 

sprječavanju pranja novca i financiranja terorizma 2019, Article 32). According to 

the AMLTF Act, the Ordinance on the Register of Beneficial Owners was adopted. 

 

8. ESTABLISHING CENTRALIZED AUTOMATED 

MECHANISMS FOR ACCESS TO INFORMATION ON 

THE IDENTITY OF HOLDERS, PROXY HOLDERS, AND 

BENEFICIAL OWNERS OF BANK AND PAYMENT 

ACCOUNTS AND SAFE-DEPOSIT BOXES 

 

The centralized automated mechanism for access to information on the 

identity of holders, proxy holders, and beneficial owners of bank and payment 

accounts and safe-deposit boxes was established in the Republic of Croatia in 2002 

under the name “The Unified Account Registry” (hereinafter JRR). The JRR is an 

electronic database that contains records of all regular accounts held by business 

entities, budget accounts, and accounts for the collection of joint budget revenues 

held with banks in Croatia and the Croatian National Bank. It is mantained by 

FINA, and contains records of all bank deposit accounts. 

The deadline for the establishment of the centralized automated mechanism 

for access to information on the identity of holders, proxy holders, and beneficial 

owners of bank and payment accounts, as well as safe-deposit boxes, has been set 
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by Fifth Directive to be October 10th, 2020. The transposition was carried out by 

amending the Act on Execution of Enforcement over Monetary Assets, by which, 

in addition to data on owners and account numbers, information on safe-deposit 

boxes of natural and legal persons must be submitted to the JRR. New information, 

that shall be accessible and searchable through the JRR, is the information on the 

beneficial owner of the account holder, as well as information about any person 

purporting to act on behalf of the customer. Furthermore, the Fifth Directive 

ordered the Member States to prohibit their credit and financial institutions from 

keeping anonymous accounts, passbooks, or safe-deposit boxes. For current 

anonymous accounts, passbooks, or safe-deposit boxes, customer due diligence 

measures shall be performed before their use. 

In order to respect privacy and protect personal data, the Fifth Directive 

requires minimum data necessary for carrying out ML/TF investigations, that 

should be collected and held in centralized automated mechanisms. The Member 

States can determine the exact data that must be gathered, considering the systems 

and legal traditions in place to enable identification of the beneficial owners. The 

Member States should determine the period for retention of the information 

collected within the application of customer due diligence measures as well. With 

the aim to transpose all those provisions, the Croatian legislators introduced the 

Ordinance on the Unified Account Registry. The establishment of centralized 

automated mechanisms for each member State should result in timely access to 

information on the identity of holders of bank and payment accounts and safe-

deposit boxes, their proxy holders, and their beneficial owners to its national 

Financial Intelligence Unit. Proper access to information is necessary in order to 

effectively mitigate the risks associated with ML/TF. 
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CONCLUSION 

 

Money laundering/terrorism funding takes its place in the financial market and 

other exposed areas on an international scale, but also in numerous countries. 

Considering the possibility of free movement of capital and accessibility of 

financial services misusage, the EU adopted several directives to protect the 

integrity, inviolability, and stability of financial institutions and trust in the 

financial system. The first two directives were founded on a rule-based approach, 

while the Third Directive regulated the prevention of TF in addition to the area of 

ML prevention, along with the introduction of a risk-based approach. The Fourth 

and Fifth Directives rest on the same foundations and elaborate risk assessment 

systems comprehensively and are directed towards identification, assess, 

understanding, and reducing the risks. What stands out, in particular, are the 

standards manifesting an undeniable connection between terrorism and 

transnational organized crime. Those create the basis for preventing terrorist 

groups from gaining access to international financial institutions by expanding the 

framework for more severe sanctions. 

All the changes brought by the Fourth Directive and the Fifth Directive 

represent the expansion of the scope of the Third Directive and the adoption of an 

increasing number of targeted measures. The most important provisions that have 

been implemented in the national legislation are aimed towards establishing an 

effective and comprehensive legal framework for overcoming the problems of 

ML/TF. By extending the scope of the provisions to new obligated entities, the 

authorities of the Member States gained widened insight into business 

relationships and transactions that were previously anonymous. Information about 

relationships and transactions are being collected and examined with the aim of 

establishing links between suspicious transactions and related criminal activity. 
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The enhanced due diligence measures, new data gathering, and customer 

identification methods, as well as public access to particular information, facilitate 

the timely and efficient availability of information to the national and third country 

Financial Intelligence Units and authorities. A high degree of transparency and 

processing of illegal activities affects the trust of the public, investors, and other 

actors in the financial market, which is necessary for the growth and further 

development of the economy. By far, the most significant factors for attracting 

foreign investors are the transparency and security of a business. The Republic of 

Croatia considers it very important since the national economy depends on foreign 

investments and capital outside the borders. 
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IDENTIFICATION OF PROLIFERATION 

FROM THE PERSPECTIVE OF PROFESSIONAL 

ACCOUNTANTS AND AUDITORS 

 

Abstract: The proliferation of weapons of mass destruction is an area that is still not 

sufficiently known, nevertheless it has gained great importance in the current international 

situation because it poses a direct or indirect threat to human lives, as well as to the entire 

financial system and economy. Considering that professional accountants and auditors, among the 

others, appear in the capacity of Designated Non-financial Business and Professions, this paper 

researches the role and contribution of these professions in identifying the proliferation of weapons 

of mass destruction. The first step to get the result is establishing a proper definition for the 

proliferation of weapons of mass destruction and, accordingly, determine the function of 

professional accountants and auditors in the process of proliferation identification. 

Key words: Proliferation, Professional Accountants and Auditors, Public Private Partnership, 

Weapons for Mass Destruction. 

 

INTRODUCTION 

 

The importance of prevention in the area of proliferation is recognized 

and regulated by resolutions of United Nations Security Council (hereinafter: 

the UN SC), as the recommendations given by the Financial Action Task Force 

(hereinafter: the FATF). Resolution 1540, adopted in 2004, should be specially 

highlighted here, given that in this resolution the UN SC calls upon all states to 

promote dialogue and cooperation on nonproliferation so as to address the threat 

posed by proliferation of nuclear, chemical, or biological weapons, and their 

means of delivery, as well as to take cooperative action to prevent illicit trafficking 

in nuclear, chemical or biological weapons, their means of delivery, and related 

materials (UN SC, 2004, 4). 
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Also, the European Council (hereinafter: the EC) identified in its European 

Security Strategy (hereinafter: the ESS) a range of threats and challenges 

to the European Union (hereinafter: the EU) security interests, in which the 

proliferation of weapons for mass destruction (hereinafter: proliferation) is 

classified as potentially the greatest threat to the EU security (EU Council, 

2009, 12). The EC in 2003 adopted the European strategy against the proliferation 

of weapons of mass destruction, and in order to mitigate proliferation risk, it 

launched chemical, biological, radiological and nuclear Centres of Excellence 

initiative in 2010. This initiative is designed to strengthen the institutional capacity 

of the non-EU countries to mitigate chemical, biological, radiological and nuclear 

risks which, if not countered, may constitute a threat to the EU (European Court of 

Auditors, 2014, 7). 

The FATF applied the following broad working definition of proliferation and 

proliferation financing: “Proliferation is the transfer and export of nuclear, chemical 

or biological weapons; their means of delivery and related materials. This could 

include, inter alia, technology, goods, software, services or expertise” (FATF, 

2008, 2). Proliferation financing refers to: the act of providing funds or financial 

services which are used, in whole or in part, for the manufacture, acquisition, 

possession, development, export, trans-shipment, brokering, transport, transfer, 

stockpiling or use of nuclear, chemical or biological weapons and their means of 

delivery and related materials (including both technologies and dual use goods 

used for non-legitimate purposes), in contravention of national laws or, where 

applicable, international obligations (FATF/OECD, 2010, 11). Recommendation 

7 of the FATF Recommendations requires countries to implement Targeted 

Financial Sanctions in order to comply with the UN SC resolutions relating 

to the prevention, suppression and disruption of proliferation of weapons of mass 

destruction and its financing (FATF, 2022, 13). Recommendation 2 requires 

countries to put in place effective national cooperation and, where appropriate, 

coordination mechanisms to combat the financing of proliferation (FATF, 2022, 11). 
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1. BASICS OF THE PROLIFERATION FINANCING 

CONCEPT 

 

In the context of this work, the term of proliferation financing, as defined by 

the FATF, is relevant for further considerations, and as such, it should be 

emphasized: Proliferation financing is providing financial services for the transfer 

and export of nuclear, chemical or biological weapons; their means of delivery and 

related materials. It involves, in particular, financing of trade in proliferation of 

sensitive goods, but could also include other financial support to individuals or 

entities engaged in proliferation (FATD/OECD, 2010, 11).   

In the context of FATF Recommendation 1, countries should also identify, 

assess, and understand the proliferation financing risks for the country. In order to 

mitigate proliferation risks, countries should develop an understanding of the 

means of potential breaches, evasion and non-implementation of targeted financial 

sanctions present in their countries that can be shared within and across competent 

authorities and with the private sector (FATF, 2022, 11). Countries should ensure 

that financial institutions and DNFBPs take steps to identify circumstances, which 

may present higher risks and ensure that their Counter Proliferation (CPF) regime 

addresses these risks (FATF, 2022, 34). 

Since proliferation has more in common with terrorist financing than money 

laundering (Bilandzic in Cindori’s, 2017, 99), then countries, in order to fight 

against money laundering, terrorist financing and proliferation, should require 

financial institutions and DNFBPs to identify, assess and take effective action to 

mitigate their money laundering, terrorist financing and proliferation financing 

risks (FATF, 2021, 10). Also, FATF defines that professional accountants in 

public practice and auditors in capacity of DNFBPs may provide a wide range of 

services to a diverse range of clients (FATF, 2019, 12). 
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2. MULTIDISCIPLINARY ACCESS 

 

Activities in the sphere of finance related to the detection of proliferation are 

mainly focused on the monitoring of banking transactions and cash flows, which is 

expedient, but not sufficient. The EU in its ESS identified the complexity of 

proliferation. In order to combat it, it is necessary to apply a mixture of 

instruments. An essential part of limiting and preventing proliferation are export 

controls, as well as the existence of political, economic and other pressures, while 

the underlying political causes are also tackled (Council of the EU, 2009, 35). 

Coordinated synergistic activities of DNFBPs from various fields, including 

accountants and auditors, can contribute and direct towards finding new or better 

ways to use expert’s knowledge in order to form and recognize suspicion of 

proliferation of weapons of mass destruction. 

Proliferation is a complex phenomenon and includes highly developed 

scientific and technological knowledge from various scientific disciplines, so it is 

difficult to identify it in a timely manner. However, what entities in all areas have 

in common, regardless of whether they are in the private or public and state 

sectors, is the fact that the work of all experts leaves a certain documentary trail in 

finance, which is wider and deeper than the cash flows competent authorities 

usually follow. 

The above-mentioned facts impose the need to apply a multidisciplinary 

access that, in addition to scientists and experts from various scientific, research or 

security fields, will also include persons who, with their knowledge and 

understanding of financial aspects of certain transactions, can indicate the 

existence of suspicion of proliferation. 

FATF reports that the ability of a financial institution to identify proliferation 

risk is limited due to the impossibility of reviewing the complete transactions and 

implementing risk assessment measures (FATF/OECD, 2010, 42). Limiting factors 
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relate to the technical expertise available to banks, the availability of limited 

information as a basis for monitoring accounts and the inability of financial 

institutions to check their accuracy, the structural difference between money 

laundering and proliferation financing, as well as the lack of a clear financial 

model, unique to financing proliferation and fragmentation as a feature of the sales 

cycle. Based on the above, it can be concluded that the scope and content of the 

concept of money laundering, terrorist financing and proliferation require 

appropriate prevention measures (Cindori, 2017, 100). 

 

2.1. BUSINESS IN THE FUNCTION OF PROLIFERATION 

 

As previously defined, proliferation refers to the production, purchase, 

possession, development, export, trans-shipment, brokering, transport, transfer, 

storage or use of nuclear, chemical and biological weapons and materials related to 

them, as well as technology, dual-purpose goods, software, including those 

services and expertise related to the foregoing (FATF, 2008, 2). If we take into 

account that effective proliferation includes a large number of activities that 

demand and take place in certain conditions and a specific environment, then it can 

be said that business and the various activities it includes provide good conditions 

for implementation of proliferation. 

Business operations include a large number of activities that provide 

opportunities for carrying out actions necessary for proliferation. These activities, 

among others, include: procurement of various products and services, transport (by 

all forms of transportation), forwarding, possession and use of various production, 

technical, technological, expert, research capacities, as well as import and export. 

Since all the aforementioned activities can be carried out through business without 

interruption, this indicates that it enables the smooth flow of materials, products, 

goods, knowledge and information through regular business activities. 
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This means that certain aspects of the economic potential of a country 

simultaneously represent the potential for proliferation of weapons of mass 

destruction, that can be implemented both within the economy, financial and non-

financial sectors, and also within the public and state sectors. Having in mind the 

steps required to finance and implement proliferation, including sectors other than 

the financial ones or non-monetary activities, we believe that these circumstances 

demand that we reconsider the completeness of the FATF definition of financing 

proliferation. Namely, proliferation can be financed through the financial sector, 

but it can also be financed by delivery and exchange of different goods or 

materials and by providing services for their conversion into the desired product, 

which can be different forms of weapons for mass destruction, and all that can be 

done without any cash flow or financing in a conservative monetary way. These 

facts suggest that FATF definition needs to be expanded and that it should be 

supplemented by adding the non-financial sector as an additional way of financing 

proliferation besides financial services. 

Given that this paper is focused on exploring the potential of professional 

accountants and auditors in identifying proliferation, further considerations will be 

focused on the ability of these professionals to use their professional knowledge to 

identify suspected proliferation in the private, public and government sectors. 

 

2.2. THE SIGNIFICANCE OF A NON-MONETARY ACCESS 

IN THE IDENTIFICATION OF PROLIFERATION 

 

In the process of identification of proliferation, attention is focused primarily 

on bank and non-bank transfers and monitoring of cash flows, which has its 

advantages, but also limitations, given that banks and the financial sector are put in 

the foreground, while the potential of other DNFBPs, in terms of identifying 

suspected proliferation, is neglected. The essential idea of this paper is to point out 

that, in addition to monitoring transfers through the banking and non-banking 
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sectors, significant information can be obtained from other financial and 

non-financial data that may indicate proliferation, which are available to different 

DNFBPs. The financing of proliferation does not have to be done only in a 

monetary way (cash and cash equivalents), but can be done through the exchange 

or delivery of certain goods and services, which does not have to leave a cash or 

monetary trail, because they are realized and settled in other ways, and thus create 

different documentation trails that can be identified by accountants and auditors. 

The advantage of “non-monetary access” for the purpose of proliferation is 

that there is no need for traces of cash flows, i.e. monetary transfers between 

participants, whether they are private, public or state companies. It is quite 

possible that all the processes required for proliferation take place without cash 

flows, where transfers of goods and services can be settled in other ways 

(compensations, cessions, assignments) or other forms of settlement that can be 

used in underdeveloped financial systems (i. e. bilateral barter contracts). 

Having in mind the previous consideration, we find that proliferation 

financing should be redefined and supplemented with additional identifiers in 

order to include the uncovered area of non-monetary transactions, and it should be 

done in a following manner: Proliferation financing refers to providing financial 

support, either in monetary or non-monetary manner for the transfer, conversion, 

export and use of nuclear, chemical or biological weapons, their means of delivery 

and related materials. The purpose of redefining proliferation financing is to 

provide comprehensive definition of this occurrence by including non-monetary 

transactions, as a common part of this process, and also it could enable DNFBPs to 

better comprehending of this occurrence and improve identification of suspicious 

transactions. 

Also, this very fact indicates existence of an area that is insufficiently 

researched, and that is non-monetary transactions for the purpose of proliferation 

financing. If we accept the above-mentioned wider definition of proliferation 
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financing that identifies both monetary and non-monetary transactions, than the 

role of professional accountants and auditors in the identification of proliferation is 

defined. Concretely, if we accept that proliferation financing includes monetary 

and non-monetary transactions, then professional accountants and auditors, with 

their specific expertise, can provide significant contribution in the area of 

identification of suspicious non-monetary transaction for the purpose of 

proliferation financing.  

 

2.3. PROFESSIONAL ACCOUNTANTS AND AUDITORS IN THE 

IDENTIFICATION OF PROLIFERATION 

 

The risk of proliferation is one of the biggest risks that an entity can be 

exposed to, but it is still not sufficiently recognized and consequently not properly 

identified by DNFBPs, and thus adequate responses to this risk have not yet been 

designed. Considering potential of the professional accountants and auditors in the 

capacity of DNFBPs, we have to bear in mind that these professions are present in 

both the private and public sectors, which represents their advantage for 

identifying suspicions of proliferation in both sectors. 

Professional accountants and auditors need to gain a sufficient understanding 

of business activities and processes in the entity, and thus they can very easily 

notice unusual changes and transactions that may be indicative of proliferation. 

Also, these professionals have access to financial and non-financial information, 

and with their specialist’s knowledge, they can properly understand and interpret 

it, including monetary and non-monetary transactions, thus potentially identifying 

indications of proliferation. This very fact, along with a good understanding of the 

business processes that takes place in the entity and the understanding of 

proliferation as an occurrence, gives accountants a great advantage in identifying 

suspicions about it in a timely manner. 
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The accounting profession is present in all business segments, because every 

entity must keep accounting records, and this allows these professions to gain 

insight into all business transactions that take place, including having access to all 

documents and records in the entity. However, what can be a limiting factor is that 

accountants often do not have sufficient knowledge and understanding of the entire 

business and certain processes in the entity, so they can hardly notice unusual 

deviations or transactions that may be indicative of suspected proliferation. In 

addition, if the management or leadership of the entity participates in fraudulent 

activities, money laundering or proliferation, then it intends to conceal certain 

information or present it in a certain way in order to mislead. In such a case, the 

management and leadership are in a position to conduct fraudulent activities and 

influence the cover-up, including how accountants will present them in financial 

statements. In this way, accountants can, due to the lack of independence and 

objectivity in relation to the entity, become complicit in concealment of fraud, 

money laundering or proliferation. 

In addition to audit knowledge, external auditors also possess accounting 

knowledge, and their advantage is that they possess a sufficient degree of 

independence and objectivity in relation to the entity. Having professional 

competence and independence is a great advantage, but also a responsibility of the 

external audit regarding the potential to identify transactions that are deemed as 

suspicious for proliferation. With a preliminary good adequate assessment of the 

audit risk and the risk of money laundering, terrorist financing and proliferation, 

auditors can use their professional competence to identify unusual transactions that 

can be potentially suspicious for proliferation. The existence of such deviations 

indicate that it is necessary to acquire additional knowledge and perform additional 

tests in order to be able to assess whether they indicate the existence of hidden 

goals, including proliferation. 

When it comes to auditing, it should be borne in mind that, in addition to 

external auditing, there is also internal auditing, which is not part of professional 

accountants. However, in terms of the possibility of identifying proliferation, 



How to deal with uncertainties in increasingly complex environment? 

 

 

265 

internal audit has needed specialist knowledge and experience, as well as a good 

knowledge of the entity that is the subject of the audit, to be able to identify 

suspicious transactions, so there is a certain potential in this profession as well. 

 

3. RISK OF PROLIFERATION IN THE PUBLIC AND 

STATE SECTOR 

 

Due to its complexity and comprehensiveness, the state and public sector 

combines many activities that can be risky, thus making this sector vulnerable. 

Therefore, when considering the sectoral risk of proliferation, the state and the 

public sector can be considered as sectors that carry a particularly high risk for 

proliferation, primarily due to their importance, size and the  type of projects 

carried out in these sectors, as well as the fact that financing is done from the 

national funds or the EU funds. 

As a rule, investments and works in the public and state sector are carried out 

according to a certain procedure and there should be a certain control. However, 

no matter how well designed the system is, it does not mean that it works well. 

The data published by Transparency International in its research on corruption in 

EU countries shows that the majority of EU citizens believe that corruption exists 

in both the public and private sectors, while it especially points out the corruption 

of government bodies, but also of the private sector, as well as that there are close 

ties between business and politics, whilst the business uses bribes or connections 

to secure contracts (Transparency International, 2021, 14). 

When it comes to the consideration of proliferation, then it is necessary to take 

into account the results of the mentioned research, especially the close ties 

between business and politics, because it is evident that business uses all available 

means to achieve its goals, which are primarily aimed at obtaining lucrative 

contracts with the state and the public sector, but it must also be borne in mind that 

there may be hidden goals, such as proliferation. The research shows that there 

is a dilemma regarding integrity, as well as that it is necessary to build integrity in 

both the public and private sectors (Transparency International, 2021, 5-7), which 

arises as an issue of particular importance when considering proliferation. It is 

precisely the lack of integrity and the placing of private interest above the public 
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one that can lead persons from the public and private sectors to hire companies or 

persons who can carry out proliferation for large projects. In such situations, the 

lack of integrity of persons involved in the public procurement process causes far 

greater problems through violation of procedures and regulations, as they can 

cause various forms of fraud, including proliferation (European Parliament, 2017, 

70). In addition to the previously mentioned, it is necessary to bear in mind that the 

corruption of persons involved in large public projects represents a latent risk of 

proliferation that would be financed from national or EU funds. 

An illustrative example of the abovementioned can be something that is 

otherwise a completely regular way of carrying out large complex projects, which 

is the engagement of contractors and especially subcontractors on large public 

projects. In the National Rules and the Need for a European Framework (European 

Parliament, 2017, 72), it was pointed out that the construction sector, as the eldest 

one affected by a wider use of subcontracting, has the most coverage of national 

rules. Also, besides the construction sector, the phenomenon of subcontracting 

chains has been reported in the facility management, transport, hotels, meat 

processing, healthcare and agriculture. The fact is that these industries are worker 

intensive industries, which elevate the risk of illegal workers, even migrants, and 

that could directly elevate the proliferation risk. 

Hiring subcontractors carries a certain risk that starts with non-compliance 

risk, which can further manifest itself in the occurrence of fraud or the realization 

of more hidden goals, such as proliferation. When it comes to the risk of 

proliferation through subcontractors, it should be emphasized that there is also 

a risk in the services provided, such as maintenance. The risk refers to the huge 

potential that, through maintenance, it is possible to carry out proliferation, 

as well as the risk of persons performing such tasks, because persons working in 

maintenance can conduct proliferation as well. From the perspective of 

proliferation, it appears that, although there are specific hazards related to work, 

it also represents opportunities for proliferation through maintenance work, 

especially on large public and state projects. 

In order to illustrate the risk of proliferation through subcontractors, as an 

example of a fraudulent scheme that can be suitable of proliferation, and at the 



How to deal with uncertainties in increasingly complex environment? 

 

 

267 

same time represents one of the quite frequent forms of subcontractor’s fraud, is 

the so-called Social Dumping and Disappearing Subcontractors
38)

. Social Dumping 

is practice of employers to use cheaper labor than it is usually available at their site 

of production. In the first case, production is moved to a low-wage country or area, 

while in the second case, migrant workers are employed. The entrepreneurs will 

thus save money and potentially increase their profit. Disappearing Subcontractors 

are undertakings who are founded on a short notice in an EU member state, and 

are tasked with hiring workers in order to post them abroad. The workers begin 

working, the subcontractor is being paid, but refuses to pay his workers. If the 

workers claim their wages, the subcontractor disappears or goes bankrupt 

(European Parliament, 2017, 10-11). 

Through these fraudulent schemes, proliferation can arise as a consequence of 

the purely economic interests of subcontractors and the desire to increase profits, 

which are otherwise the main cause of various fraudulent schemes. An additional 

risk is posed when subcontractors intend to commit fraud involving employees by 

hiring workers illegally, when, as a rule, there are no complete records of all 

employees, including security background checks. Therefore, taking into account 

all the above, it can be concluded that the lack of integrity and unprofessional 

behavior of subcontractors can allow persons who want to carry out proliferation 

to be engaged as cheap labor on large government and public projects, to carry out 

the actions necessary for proliferation and then disappear, together with the 

subcontractor. 

All of the above is reflected or not reflected in business records in a certain 

way, and this is an area where accountants and auditors can identify indications of 

suspicion. Namely, accountants and auditors know the way how certain 

transactions are shown in business records and what the documentation trail looks 

like, so if certain deviations or absence of certain evidence are observed, it can be 

an indication to consider the suspicion of proliferation due to fraudulent schemes 

performed by the contractors and subcontractors. 

                                                
38) In addition to the above, there are other fraudulent schemes, but these two are the most 

illustrative in the context of proliferation, so they are mentioned here. 
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CONCLUSION 

 

The risk of proliferation of weapons of mass destruction is a reality that 

cannot be ignored; therefore, it is necessary for organizations to identify the risk of 

proliferation as a risk that can threaten the achievement of their goals and thus 

manage it and prepare a certain response to that risk. Although, from the entity’s 

perspective, the risk of proliferation may appear to be minor, it should not be 

overlooked, because in certain industries or activities, it is quite real. Here, by the 

nature of things, the public and the state sector are imposed as sectors with a high 

risk of proliferation, in which it is necessary to establish clear mechanisms for 

identifying, managing and reducing this risk. 

Having in mind that all illegal activities, including proliferation, are adaptable 

to the continuously changing environment, it is necessary to bear in mind that 

proliferation can be financed through financial sector by monetary means, but also 

through non-financial sector by non-monetary means. Due to this inevitable fact, 

we find that the FATF definition of financing proliferation needs to be expanded 

by adding the non-financial sector to financial services in order to get a 

comprehensive definition, which should be the following: Proliferation financing 

is providing financial support, either in monetary or non-monetary manner, for the 

transfer, conversion, export and use of nuclear, chemical or biological weapons, 

their means of delivery and related materials. At the same time, broadening of the 

proliferation financing definition expands the field in which proliferation can be 

identified and allows other professions, with their experts knowledge, to contribute 

to the identification and prevention of proliferation. Coordinated synergistic 

activities of DNFBPs from various fields can contribute to a timely recognition of 

the proliferation suspicion and use of the capacities that exist in other professions 

in the process of identification of proliferation, which should be the ultimate effect 

of the Public Private Partnership. 
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EPIDEMIC LOCATION INTELLIGENCE SYSTEM (ELIS): 

A MULTIDISCIPLINARY APPROACH FOR PREDICTION, 

EARLY DETECTION, TRACKING AND RESPONSE 

TO DISEASE OUTBREAKS 

 

Abstract: In Bosnia and Herzegovina, no joint public health institution has been established 

at the state level, but activities in this domain are the responsibility of the entities. For the purpose 

of spatial and temporal monitoring of the spread of the COVID-19 virus in Bosnia and 

Herzegovina, a research project was launched to establish an epidemiological location-intelligence 

system (ELIS) that supports the exchange of epidemic information between the entities and cantons. 

For its development, open-source software components present “in the cloud” were used as a 

working platform, equipped with all the necessary functionalities. The Epidemiological Intelligence 

System is intended for scientists, experts and professionals engaged in the field of health and other 

relevant areas participating in monitoring and research of epidemic phenomena, and it should be 

used to collect epidemic data, biostatistical analysis, evaluation of epidemiological surveillance 

systems, information, exchange of research data and reporting. The paper describes the role and 

potential of using ELIS as a research platform for health studies, including the experience gained 

in its application and directions for further development. 

Key words: pandemics, intelligence systems, ELIS, platform, health 
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INTRODUCTION 

 

The launch of the Epidemic location-intelligence system (ELIS) project 

was motivated by the realization that, in Bosnia and Herzegovina, there is not 

a single system that would provide quality and timely information to healthcare 

institutions involved in solving health problems related to COVID-19 and other 

epidemics in a unique way and for the entire country. This information is 

necessary for decision-makers on the implementation of various measures aimed at 

controlling the epidemic (procurement of protective equipment, tests, control of 

population movements, economic measures, etc.). 

The subject of the research within this project is spatial and temporal 

monitoring of the spread of the COVID-19 virus in the territory of Bosnia and 

Herzegovina through: 

  collection of epidemiological and other data important for monitoring the 

occurrence of the epidemic and its spread, 

  biostatistical analysis of the speed of spread and spatial-temporal 

distribution of infectious and other diseases, 

  analysis and assessment of the epidemiological surveillance system, and 

proposing measures for its improvement, 

  information, reporting and informing about the epidemic situation and 

evaluation of the effectiveness of control measures in order to make better 

decisions, 

  evaluation of epidemic data through active serological surveillance and 

  centralization and exchange of biostatistical and other data for research 

projects. 



How to deal with uncertainties in increasingly complex environment? 

 

 

272 

Throughout conducting this research, we have established an information and 

communication technology (ICT) infrastructure, as well as an application platform 

and data sets and models relevant for monitoring the spread of diseases and 

biostatistical analysis. As part of the epidemic information system, a geoportal was 

developed for geo-visualization, communication, data entry and search (Figure 1). 

The IT-communication component of ELIS, which includes a spatial database and 

a geoportal (Karabegovic & Ponjavic 2014, 27-40; Karabegovic et al. 2018), is 

intended for collection, analysis and exchange of geographic, health, statistical and 

environmental data. Its maintenance, application and development planning imply 

further research in the field of geoinformatics and geo-health. 

This system is intended for scientists and professionals in the field of health 

and other relevant fields for monitoring and researching epidemic phenomena. The 

goal of its development is to provide information relevant to epidemic surveillance 

in Bosnia and Herzegovina, but also to establish a scientific-research database for 

other complementary and interdisciplinary projects. 

 

 

Figure 1 – Geoportal for geo-visualization, communication, 

data input and search (http://epidemija.gis.ba/) 

http://epidemija.gis.ba/
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1. ELIS USERS: FROM INTERDISCIPLINARY TO 

TRANSDISCIPLINARY RESEARCH 

 

By combining health and geo-sciences, a wide spectrum of disciplines 

gathered around researching the dynamics of the earth and climate, the risk of 

exposure to their changes, and their impact on health, is covered. The potential of 

knowledge exchange between these disciplines (hydrology, seismology, geo-

sciences, natural hazards, ecology, bio-sciences, veterinary medicine, human 

medicine) goes beyond traditional scientific cooperation and opens a collaborative 

space for the expansion and improvement of interdisciplinary research at the 

intersection of health, geo-science and environmental science. 

The subject of interest in geo-health studies are cause-and-effect phenomena 

related to human health and the environment. Considering the connection between 

the natural world, human activities, climate and public health, the impact of all 

these factors on the spatial-temporal distribution and transmission of infectious 

and other diseases is evident. 

The Center for Disease Control and Geo-health Studies is planned to conduct 

research through its sections for: health research, disease prevention and control, 

emergent/re-emergent zoonoses and bioterrorism, geospatial research and 

transdisciplinary research. 

Therefore, within these sections, research groups are proposed for: 

  laboratory diagnostics, 

  clinical methods, 

  epidemiology, 

  geo-health studies, 

  emergent/re-emergent zoonoses and unique health, 

  biosafety and biosecurity. 
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These groups are supposed to establish interdisciplinary cooperation, so that 

each member of these groups is a potential user of ELIS. For example, research 

results and findings related to clinical methods can, like epidemic data, be spatially 

presented in the form of interactive maps, together with other related data. The 

goal of cooperation between groups and individuals from various fields is not only 

to combine knowledge and different approaches, but also to apply methods 

specific to other fields. 

 

2. EXPERIENCES IN THE APPLICATION OF ELIS 

THROUGH RESEARCH RELATED TO COVID-19 

 

So far, biostatistical methods have been applied and dynamic models have 

been developed for the analysis of data collected in the process of epidemic 

monitoring regarding the COVID-19 pandemic. The dynamics of the spread of the 

virus in the population was monitored and the course of the epidemic was 

predicted. In this way, the spread of the infection was better understood, thus 

enabling us to conduct a more informative assessment of the epidemic situation 

and help in adopting more objective control measures. 

The focus of the work was initially on IT development (i.e., infrastructure for 

the collection, centralization and analysis of data on the epidemic, with a server 

platform for Internet access and installed components that include a database, an 

application and a geoportal) and modeling of the phenomenon (i.e., spatial-

temporal monitoring of the epidemic), and later on dissemination, education and 

informing the public. A network was established for the collection of epidemic 

data with public health institutes. It is worth noting that all the necessary official 

statistical data from the national statistics agency was entered into the database, 

and a complete IT infrastructure for ELIS was established.
39)

 

                                                
39) The results of the project can be seen on the ANUBiH geoportal (https://www.anubih.ba/), and 

some of them are also published on the website of the European Association of Academies of 

Sciences – ALLEA (https://allea.org/). 
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Data were collected from various sources for different administrative levels 

and processed with biostatistical methods, and the results were reported on the 

ELIS geoportal (Figure 2). 

Mechanisms for data exchange between health institutions and the project 

team for the analysis and evaluation of epidemiological data have been improved. 

The Geoportal, which is the entry point for accessing all information and data from 

the database, is accessed through the official website of ANUBiH. By 

implementing components for input, biostatistical modeling and epidemic 

reporting, a faster flow of information from the epidemic surveillance system was 

established, and more transparent access to information was enabled for decision-

makers, epidemic teams and citizens. The current dynamics and the scale of the 

COVID-19 epidemic, as well as the elevated need for more efficient management 

of the health crisis, require its further development, upgrading and maintenance. 

 

 

Figure 2 – ELIS geoportal: modeling and geo-visualization of collected data 
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3. SYSTEM UPGRADE AND FURTHER FUNCTIONAL 

DEVELOPMENT 

 

During implementation of ELIS, the need for equipping it with a mechanism 

for automated collection and entry of data into the system, as well as an improved 

method of geo-visualization, was recognized. Therefore, the development of new 

software modules for the acquisition and spatial presentation of epidemic data was 

set in motion with the aim of speeding up the entry and enabling easier access of 

information regarding the pace of the spread of COVID-19 on the Internet. 

The available data sources were analyzed and the types of their heterogeneity 

were recognized (Coetzee et al. 2020, 90), including: 

  data format (data are displayed through a web application, as HTML, and 

as daily reports in PDF format); 

  data structure (they are presented as standard text, structured in tables, and 

by graphs); 

  structure stability (some data sources are not reported according to 

established patterns, but their structure changes over time); 

  administrative level of data (data from different sources are displayed at 

different levels: municipality, canton, district, entity, national); 

  data grouping method (one data source can have all data grouped as one 

document or several documents); 

  data addresses (some data sources have a static link that does not change, 

others have links that change over time) and 

  language and script (data can be written in Latin or Cyrillic letter). 

Based on the previously presented typology, the challenges for automation of 

downloading and transformation of data from available sources were recognized 

(Ponjavic & Karabegovic 2019, 13). Existing available software solutions were 

analyzed and none was found that could provide an answer to all the previously 

mentioned challenges (Helmi et al. 2018, 145-158). That is why it was decided to 

develop a new software module that will include the necessary mechanisms and be 

upgradeable in terms of future changes and requirements. 
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In accordance with the planned functional development, a tool was designed 

that helped us establish a complete ETL (Extract-Transform-Load) procedure for 

the automatic population of the ELIS database, including: 

  data format recognition: 

 ○ well-structured data sources or web applications, where it is possible to 

obtain data as a web service (most often in JSON data format); 

 ○ daily reports in the form of a PDF document on the web; 

 ○ other text sources, such as HTML pages, with the application of a text 

reading mechanism; 

  data transformation, depending on their structure: 

 ○ the web service uses the JSON tool for conversion to the ELIS 

database; 

 ○ additional library licensed as open-source under AGPL (iText for 

reading PDF documents) is used for documents; 

 ○ for other text sources, such as HTML pages, a text reading mechanism 

has been developed; 

  establishment of a database of previous structures (due to the variability of 

the data structure, a trial-and-error database was established so that the 

system remembers previously recognized structures and tries to apply 

them until it finds a suitable one); 

  establishment of a dictionary for data levels that contains all levels with 

their relationships (higher or lower), and different names per level (i.e., 

municipalities in different sources may have different names); 

  establishment of a database of data groups (e.g., the mechanism 

remembers the previous data grouping and tries to apply it, and if it does 

not get the expected result, then it tries the next form); 
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  establishment of the link database (e.g., the mechanism remembers the 

applied links and tries to use them, and if it does not get the expected 

results, then it tries the next ones from the list); 

  creation of a mechanism for the transformation of the alphabet - due to the 

dual use of alphabets, a mechanism is used for the conversion of the 

Cyrillic alphabet into Latin alphabet and vice versa. 

 

4. APPLICATION OF ELIS AS A TOOL FOR 

ESTABLISHING A DIGITAL ATLAS OF REGISTERED 

INFECTIOUS AND NON-INFECTIOUS EPIDEMIC 

DISEASES IN BOSNIA AND HERZEGOVINA 

 

As an important resource, but also as a platform used in the processes of 

development of research projects, the scientific-research database of the epidemic 

location-intelligence system (ELIS) is deemed as a platform that has great 

potential (Hukic et al. 2020, 111-116; Ponjavic et al. 2020). In this sense, the need 

to use ELIS through its further application as a tool for establishing a digital atlas 

of registered infectious and non-infectious epidemic diseases in Bosnia and 

Herzegovina was recognized. The benefit of such an atlas would be manifold. In 

addition to being used for education, it would serve as useful in presentation of the 

distribution of the disease, and would thus contribute to better understanding their 

location-related factors. A cartographic presentation would better describe the 

occurrence and spread of the disease, and the maps would serve as a useful 

research tool to present the acquired information, as well as various hypotheses 

related to the location of the occurrence of the disease (Hukic et al. 2021, 111-

116). This would enable projections of the further occurrence of the disease with 

the use of further identifiers about residents and their migration, habitats of certain 

animal species, as well as knowledge about pathogens, their vectors, reservoirs, 

but also general data about the physical, chemical and ecoclimatic environment. 
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CONCLUSION 

 

The main goal of the ELIS project is to contribute to the efficiency of 

epidemic surveillance and implementation of more effective infection control 

measures in Bosnia and Herzegovina by establishing a research database. This was 

achieved through the development of an application platform and the 

establishment of a database with models relevant for monitoring the spread of 

disease and biostatistical analysis. An important part of the system is the geoportal, 

which was developed for geo-visualization, communication, input and data search. 

As such, the geoportal has the role of an access point for the use of epidemic, 

ecological, statistical and spatial data. In addition to application support for 

communication and cooperation of all public health institutions and the public, it 

enables analysis, geocoding of confirmed cases of COVID-19, identification of 

disease dynamics, identification of vulnerable groups, mapping of health capacities 

and general modeling of the spread of infection. The current dynamics and scale of 

the COVID-19 epidemic, as well as the need for efficient management of the 

health crisis, require its further development, upgrading and maintenance. 

In addition to the geoportal, the ELIS database has great potential for 

establishing a digital atlas of registered infectious and non-infectious epidemic 

diseases in Bosnia and Herzegovina. If applied with demographic identifiers, 

physical, chemical, ecoclimatic, biological and other data, this kind of scientific-

research base could be used to identify various patterns important for predicting 

the occurrence of diseases. 
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THE ROLE OF SECURITY MANAGEMENT 

IN PROTECTING COMPANIES DURING A PANDEMIC 

Abstract: The article includes a description of security solutions in commercial companies 

during a pandemic. The solutions are also applicable in critical infrastructure or other facilities. 

Security managers form a specific part of management and do not bring direct profit to companies, 

but they ensure the continuity of activities in the company. Their goal is a state without security 

incidents. If there are no or minimal security incidents, top management often sees security as one 

of the options where savings can be made. The situation related to the COVID-19 pandemic has 

brought new tasks and competences for security managers in enterprises. Most of them became 

members of the crisis staffs in the enterprises and thus also fulfilled crisis management tasks. 

Key words: security management, pandemic, COVID-19, comapny protection. 

 

INTRODUCTION 

 

Security management is a specific management activity, aimed at managing 

the security of a reference object, and thus represents a type of human work, one of 

the most important human activities, which enables all activities to be carried out 

safely in the object that is subject to the protection in question. Security 

management nowadays is percieved as a highly specialised security management 

activity that no larger organisation can do without. In its most general terms, it can 

be characterised as the sum of all the activities that need to be done to achieve, 

ensure and consolidate the security of people, property and the environment of an 

organisation. This activity constitutes the security management process of the 

organisation (Belan 2015). According to Ntouskas (2012), security management is 
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a continuous and systematic process of identifying, analysing, processing, 

reporting and monitoring an organisation’s operational risks. Security management 

is an important process of management and control aimed at protecting an 

organisation from both internal and external risks that could negatively affect the 

achievement of its operational goals. Heyerdahl (2022) likewise says that security 

management is aimed at protecting against negative acts. Managing an 

organisation’s security requires the latest technology and a high level of security 

awareness and education for all employees to reduce risk (Shammari 2021). 

Over the several past decades, the position of security manager in an 

organisation has risen from the bottom to the top ranks in any company or similar 

type of organization. As a result, security managers report directly to top 

management, if not to the CEO.  Often we can find security managers in the roles 

as high as the positions of vice presidents of security or chief security officers. 

This is the result of the importance of security having come to the fore in the 

private sector as well (Sennewald 2020). Security managers are the people who 

have the responsibility for the creation, implementation and operation of the 

Security Management System. In the field of security, they are also responsible for: 

  senior managers – e.g. CEO, HR Director, CFO, CIO, CTO, corporate 

lawyer, etc, 

  ine managers - responsible for security in their departments. 

Security managers themselves manage security. This includes the following 

positions: security manager, risk manager, cyber security manager, fire protection 

technician, fire protection specialist, security technician, authorised security 

technician, occupational health practitioner, physical protection manager and others. 

The competencies of security managers are the following: 

  individual skills of security managers, such as organizational skills, ability 

to communicate with people, public speaking, ability to make informed 

decisions, etc, 

  intuition, creativity, the ability to anticipate and take risks at the right 

moment when applying management tools, techniques and principles, 
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  the ability to seek appropriate opportunities to improve the security 

management system and influence the security of the organisation, 

  the ability to build a capable team of security personnel in the 

organisation’s security management system, and 

  the ability to create a vision for the security of the organisation, to find 

opportunities where others see only chaos, contradictions and conflicts. 

The priority task of security management is the protection of company assets. 

Essentially, we are talking of physical protection, aimed at external and internal 

security threats. Based on surveys conducted in several companies, we have found 

that security managers have cumulative competences in other areas (occupational 

health and safety, fire protection, civil protection, personal data protection, etc.) 

They are deemed as pivotal players among the company staff given that they 

participate in business continuity management and thus ensure proper functioning 

of a company. The position of security manager is specific to each company and is 

profiled as the company evolves. Security managers are often based in human 

resources or other departments. It is generally known that security managers and 

the security department do not generate any profit for companies; on the contrary, 

they protect the company from losses, thus serving their purpose. Therefore, it is 

important for security managers to be able to present the results and importance of 

their department to the company director (Magestro 2019). In terms of the role of 

security in an organization, we can divide it into the following categories: 

  The protective service role – this is the most visible function in the 

security department. This role is usually given to the posts that serve as 

protectors or guardians, who are tasked with protecting all the property and 

all the people who employed with the given company. 

  Specific services – security management, which understands the rationality 

and logic of providing the widest possible range of special services, thus 

advancing the security function, necessary in every company or enterprize. 
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The specific services in question can further be divided into the following 

categories: 

 ○ Investigative assistance – use of investigative skills in peripheral 

services; 

 ○ Bodyguard/escort service – duties of the bodyguard provided by the 

company. Usually this is the function of a personal chauffeur, 

escorting company guests; and 

 ○ Emergency service – it is a centre for handling emergency messages, 

dispatching emergency services, alerting relevant persons to problems. 

  Educational services – nowadays, the educational function is coming to the 

forefront of the security department, due to elevated need for asuring the 

implementation of law sand order in any given company. 

 ○ General security programs – training of new employees arose as quite 

a necessity in the modern times of security management. The task of 

individuals engaged with conducting educational security programs is 

to create general security regulations that are focused on understanding 

the goals of the security department; 

 ○ Supervisory training sessions – supervisor training, focused on 

supporting supervisors in their new responsibilities, is the first stop in 

educating the staff; 

 ○ Employee self-protection programs – Programs for self-protection and 

prevention of violent crime; and 

 ○ Unit or departmental presentations – creation of special presentations 

designed for individual departments as a result of better and more 

precise definition of security, processes depending on the tasks of the 

department. 

  Management services – Security department managers should also be in 

the company’s leadership team in order to achieve better results in the 

overall security of the organization (Sennewald 2020). 
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1. COVID-19 PANDEMIC 

 

SARS-CoV-2, known as COVID-19, was first identified during the Chinese 

New Year celebrations. Initially, the virus was thought to have originated at 

animal markets, which are very popular in the People’s Republic of China. 

Subsequently, the virus spread from China to the rest of the world, triggering a 

pandemic called the Covid-19 pandemic (Rahimi 2020). The pandemic has 

become a world-wide menace, resulting in more than 500 million infected and 6.4 

million dead, according to statistics as of August 2022. In addition to the severe 

impacts on people’s health and overstretched health services, the COVID-19 

pandemic is also impacting the economies of entire countries world-wide. The 

functioning of the companies as participants in the company did not escape the 

effect of the pandemics as well, which is important due to the fact that such 

entities generate a country’s gross domestic product. As a result of the pandemic, 

there has been an economic crisis, which severity is often compared to that of 1929 

(McKee 2020; Bansal 2020; Ceylan 2020). The first confirmed case of COVID-19 

has been detected in Slovakia on March 6, 2020 (PHAoSR 2022). As a result of 

keeping companies open, the security managers employed in these companies 

were faced by a number of challenges emerging as the result of the COVID-19 

pandemic. Prior to the pandemic period, few enterprises had crisis scenarios and 

methodological procedures in place to deal with a similar situation, which made 

the current situation more difficult. Even those that were prepared had difficulty 

purchasing the necessary materials to ensure production and maintain the safety 

levels of their own employees. 

Security managers in Slovakia had workshops on the above issue and looked 

for common solutions. Cooperation and exchange of experience is very important 

for dealing with emergency situations. It is important to share information on the 

availability of detection technologies and how to carry out preventive activities. 
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According to a survey conducted at the Security Managers Workshop in the 

Slovak Republic in June 2022, at the time the workshop took place, a total of 99% 

of companies already had guidelines for pandemic situations. However, during the 

pandemic period, successive incoming issues were addressed in discussion forums. 

The Association of Security Managers has been active in Slovakia since 2017 and 

brings together professionals working in the commercial security market in private 

companies. It is estimated that there are approximately 80 such positions in 

companies in Slovakia, with up to 30 members and associate members regularly 

attending the workshops (SABM 2022). 

However, in the first phases of the pandemic, the security managers proceeded 

intuitively and decided to exclude the risk management process. The Government 

of the Slovak Republic and the Public Health Authority of the Slovak Republic 

also contributed to the management of security in companies, through the issuance 

of several decrees to prevent the spread of the infectious disease COVID-19.  The 

first measures, taken in January and February 2020, was directed towards all the 

passengers who arrived to Bratislava from Italy; these passengers were at the time 

of their arrival checked for their health status. On February 27, 2020, the Security 

Council of the Slovak Republic met in order to discuss the issue of the COVID-19 

disease and consequently decided to introduce the first measures (PHAoSR 2020). 

As the first measure to prevent the spread of COVID-19, which also affected 

businesses, the Measure of the Health Authority of the Slovak Republic n. 

OLP/2732/2020 and Slovak Government Resolution No. 174 was introduced on 

March 23, 2020, imposing mandatory covering of the upper respiratory tract with 

masks. There was a shortage of face masks on the market, to which security 

managers responded by contracting supplies of face masks from individual 

manufacturers. It was also recommended to measure the temperature at the 

entrance to the workplace. The temperature taking and health checks raised 

questions about data protection, and therefore, the Opinion of the Chair of the 
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Committee on the Council of Europe Convention 108 and the Council of Europe 

Data Protection Commissioner on personal data in the context of the COVID-19 

pandemic was issued, stating the following: “In accordance with Convention 108, 

it is crucial, that even in particularly difficult situations, data protection principles 

are respected and therefore it is ensured that data subjects are made aware of the 

processing of personal data related to them; processing of personal data is carried 

out only if necessary and proportionate to the explicit, specified and legitimate 

purpose pursued; an impact assessment is carried out before the processing is 

started; privacy by design is ensured and appropriate measures are adopted to 

protect the security of data, in particular when related to special categories of data 

such as health related data; data subjects are entitled to exercise their rights” 

(Pierucci 2020). In the first days after the introduction of this measure, there was a 

shortage of digital non-contact thermometers on the market. However, the distance 

between the individuals that were subjected to temperature measuring and the 

person taking the measurement, and thus the possibility of emergence of the 

resulting hazards, were problematic. Thermal imaging cameras were massively 

used at that poiny, which made it possible to increase the distance between 

operators and to automate the measurements and link them to a system restricting 

access to persons with elevated temperatures (turnstiles, culverts). The cost of 

thermal cameras has increased several times, but temperature measurement has not 

produced the desired results and its efficiency had been low. Rather, it had a 

preventive function, where persons with elevated temperature or with symptoms of 

COVID were instructed to return and stay at home as a precaution (Velas 2020). 

Temperature measurement at the entrance to the building has also been introduced 

by the Faculty of Security Engineering of University of Zilina, during the final 

state exams in 2020. The results showed that only one person didn’t meet the 

requirements for access to the building. However, the person showed a valid 

negative test and was allowed to enter, thus raising a question regarding the 
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validity of the testing. The conclusions of these measurements were that it is 

advisable to use an electronic access control system in combination with a thermal 

imaging camera. A QR code reader, commonly used in electronic access control 

systems, can be used to prove negativity (Durica 2022).  Another option is to use 

RFID cards, on which the employee’s health information will be recorded. If the 

health status is satisfactory, the electronic access control system will be activated 

and the employee will be allowed entry. Consequently, distances between co-

workers as well as between employees and customers were introduced according 

to the Measure of the Health Authority of the Slovak Republic n. 

OPPL/2742/95916/2020. In industrial companies, there had been problems related 

to the entry of large numbers of employees. For example, in the automotive 

industry, where several thousand employees came in at once for a shift within 20 

minutes, delays occurred. This was a direct result of the cost of barrier systems, as 

well as of the issue of marking appropriate distances, etc. At UNIZA (University of 

Zilina), we studied the issue of throughput of RFID readers, i.e. the number of 

possible readings of cards or chips per minute. 

 

 

Figure 1 – Equipment for measuring the throughput of RFID readers 
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Entry corridors in companies needed to be set up in such a way that contacts 

between employees were kept to a minimum. Currently, a project to monitor the 

movement of employees in the company through RFID technology is being 

addressed and examined at UNIZA. The advantage of the system is the tracking of 

contacts with a positive person, which is quite complicated (Lenko 2021). 

 

 

Figure 2 – Correct and wrong way of creating corridors 

in front of access control systems 

 

The Slovak Government, in accordance with the associated Home Office, 

introducted the Government Resolution No. 49/2021, thus introducing a curfew 

for all individuals employed in positions with nature which enables such actions 

to be implemented. However, this arose the need for introducing the additional 

administrative activity of checking whether the staff were fulfilling their duties 
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while working at home. Moreover, it is worth noting that the security managers 

had to secure the premises that were abandoned by the said staff. This entailed 

an increase in the cost of security guards. A specific feature of the security service 

(protection of premises) is that the work cannot be carried out in the form 

that would be in line with the beforementioned Resolution, and thus from 

a home office. 

 

2. METHODOLOGY 

 

The theoretical foundations of the security manager’s tasks were the best 

described by Belan in his work entitled “The theory of security management”. 

Moreover, a specific approach has been taken by Hofreiter (2015), who links the 

activities of security managers to the safety culture. The activities of security 

management are subject to professional competence. Such education is provided 

by the University of Žilina, but the positions of security managers are held by 

graduates of different schools with different approaches to security management. 

Specialised courses on security management are provided by ASIS. However, 

these do not take into account the specificities and legislation of the particular 

country where the security manager operates. To identify the roles of security 

managers during the COVID pandemic, we used a simple face-to-face survey. 

It was subsequently supplemented and modified based on the in-person 

brainstorming during the security managers’ workshop. The competencies 

themselves have been and are being monitored by members of the Department of 

Security Management from the beginning of the pandemic until the present times, 

with the support of the project VEGA 1/0173/21 – Research of measures 

implemented by security managers in the organizations related to the occurrence 

and spread of COVID-19. Therefore, it is worth noting that only publications by 

authors from the Department of Security Management deal with the issue of 

security management during COVID and its specifics. 
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3. RESULTS 

The basic tasks in ensuring business continuity in the company were the 

following activities, as they were defined by 24 security managers of selected 

companies in Slovakia while brainstorming at a workshop held in 2021: 

 checking for certificates of testing or vaccination, 

 wearing a face mask, 

 implementing disinfection measures, 

 maintaining the rule of physical distancing, 

 incouraging work from home, and 

 checking the body temperature. 

Currently, security managers in Slovakia are primarily guided by the COVID 

Automated Response, issued by the Ministry of Health of the Slovak Republic, 

which is introduced at the point when the World Health Organization (WHO) 

declared a pandemic in the Slovak Republic. The Automated Response is based on 

weekly monitoring (every Monday) of the number of positive cases and the 

determination of measures depending on the growth, that is, the decline of cases of 

infected individuals. 

 

Figure 3 – COVID automat (Korona.Gov 2022) 



How to deal with uncertainties in increasingly complex environment? 

 

 

292 

The implementation of the COVID automat moves the responsibility for 

restrictions in companies to the state, but the possibilities for refunding the costs 

associated with the measures are minimal. This leaves the security managers with 

free hands to prioritise the protection of the company property and the attributed 

assets. The stabilisation of the situation after four pandemic waves has resulted in 

a relaxation of measures, with the next pandemic wave, at the moment of writing 

this research paper, expected in autumn 2022. Compared to the previous waves, 

which occurred in a relatively short succession, the security managers have set up 

a system of measures, created documentation to deal with COVID-related 

incidents, as well as purchased the necessary equipment in order to cope with the 

next wave of the pandemic. 

The current pandemic is likely to fade, but the future waves of COVID-19 

outbreaks, that are most possibly going to be potentially seasonal, may occur 

(Branswell 2020; Joseph 2020; Lipsitch 2020). Any upcoming outbreak is 

expected to raise serious concerns among public health authorities, health workers, 

politicians and the general public (Joseph 2020, Goodman 2020, 16). Moreover, it 

is necessary stressing that the countries affected by the COVID-19 outbreak 

throughout the world have responded differently, but a unified strategy is needed 

to tackle this pandemic. Time will tell if they can handle the situation or not 

in a proper way. 

 

CONCLUSION 

 

The COVID-19 pandemic brought along the new challenges and issues that 

security managers had are are still having to deal with. These situations were 

neither planned nor expected. No procedures were in place to deal with the 

problems arising from the anti-pandemic measures. Therefore, in the beginning, 

most security managers relied on themselves and their intuition to protect the 
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assets and profits of the business they are employed with. The role of physical 

protection of facilities, in this context, is primarily to protect the assets. 

Nevertheless, the pandemic touched every security manager. The article was 

constructed in a way so that it provides a description of the challenges that security 

managers in enterprises had to deal with, as well as the ones that will be present in 

the future, given the expected new waves of the COVID pandemic. The security 

managers’ roles were identified through personal interviews and brainstorming 

sessions at Security Managers Association seminars, as we have previously 

mentioned. 

Finally, we would like to acknowledge and stress that this research was 

funded by the Scientific Grant Agency of the Slovak Republic, grant number 

VEGA 1/0173/21, intended towards research linked to the project of Research of 

measures implemented by security managers in the organizations related to the 

occurrence and spread of COVID-19 and in other emergency situations. The 

project, that is, this research, was also supported by a grant given by the Slovak 

Research and Development agency, grant No. APVV-20-20676, referred to the 

project entitled “Monitoring and tracing of movement and contact of persons in 

medical facilities”. 
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