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Abstract—Online social networks (OSN) have served as a
catalyst in increasing social interaction in the 21st century.
Because of their nature, social networks attract many people
where they can share information such as text and multimedia
content using sites such as Facebook, Twitter, Instagram and
more. While OSNs provide a simple and fun way to share
information about one’s self, these networks also give rise to new
and serious privacy and security issues that could potentially
harm users in serious manners. Phishing attacks, the spread of
malware, internet fraud, online stalking are a few examples of
the vast landscape of possible security dangers that target OSNs.
This paper is intended to reach the general audience and will
focus on the privacy concerns and classic security threats in
OSNs.

Index Terms—Online Social Networks, Privacy, Security,
Risks, Threats, Issues

I. INTRODUCTION

As a result of living in today’s digital world and having
access to Internet technology, various online social networks
have emerged, allowing people to stay connected. While
social networks attract a large number of users due to the
variety of interesting features and services they provide,
their huge number of active users is exactly what makes
them more prone and vulnerable to security and privacy
risks. Cyber-attackers target websites and social networking
platforms that have a large number of users to gain access
to user’s data and use it for their own personal gain. This
data can include: personal information, emails, passwords,
credit card credentials and more. There are various ways to
illegally obtain information of users, such as phishing attacks,
malware, cross-site scripting attacks (XSS), cyber fraud and
more. The paper is organized as follows. Section II. lays
out the related work. Section III. defines OSNs and their
popularity. Section IV. gives a brief discussion of security
concerns and privacy issues. Section V. describes classic
threats and provides a table of security threats found in OSN
platforms using the Internet as a research tool. Section VI.
provides the conclusion and future work.

II. RELATED WORK

Fire, Goldschmidt and Elovici [8] provided a comprehen-
sive review by presenting a taxonomy of various security
threats that endanger the well-being of OSN users and chil-
dren, offer an overview of existing solutions that improve
OSN user protection, security, and privacy. The authors [7]
discuss various security and privacy challenges and threats
to OSNs. Furthermore, they present the findings of a survey
in which participants were asked how they handled various
types of privacy-related inquiries; the results revealed that
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the responses were unsatisfactory, as many users did not use
the existing privacy settings provided by service providers.
Ali, Kamran, Ahmed, Raza, Ilyas [6] explored security and
privacy issues of OSNs, presented a taxonomy of OSNs
threats by categorizing threats into several categories, and
provided privacy recommendations for OSN users. The study
[9] examines many security issues and challenges in Social
Networking Sites, as well as a classification and explanation
of various security risks and threats in Social Networking
Sites. Jain, Sahoo, Kaubiyal [10] go through several security
and privacy issues, as well as existing defensive solutions
that can keep users safe. The popularity, benefits, drawbacks
of OSN, as well as key challenges and appropriate security
standards for protecting account information, are all examined
in this study.

III. DEFINING OSNS AND UNDERSTANDING THEIR
POPULARITY

A. Defining Online Social Networks

A growing number of different kinds of services are now
accessible via a computer network. These services have
created a new type of virtual society known as online so-
cial networks. Web-based social networks, computer-assisted
social networks, and virtual communities are all terms that
have been used to describe them [2]. Boyd and Ellison [3]
have defined social network sites as web-based services where
individuals can create a public or semi-public profile within
a limited system, aggregate a list of other users with whom
they share a connection and view that list of connections.

B. The popularity of OSNs

Online social networks being the most widely used, easy
to access and low-cost communication and information medi-
ums have reached a remarkable increase in popularity in
recent years. People’s lives have become increasingly reliant
on social networks due to their variety of features. Through
social media, people can interact, communicate with their
family and friends more easily, meet people with whom they
share similar interests and hobbies and as well participate
in discussion groups and forums. People can easily access
news, information, as well as share, create, and access various
types of content such as text, multimedia content, music and
more by using social networks. Over the last few years,
the popularity of OSNs has greatly increased and they have
become a global technology phenomenon, with billions of
users accessing them around the world. According to recent
statistics there are 4.48 billion social media users around the
world in July 2021, equating to almost 57 percent of the total
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global population [11]. Table I shows the most popular social
networks and their population.

TABLE I
SOCIAL NETWORKS POPULATION

Most Popular Social Networks | Active Users
Facebook 2.853 billion
YouTube 2.291 billion

WhatsApp 2 billion
Instagram 1.386 billion
FB Messenger 1.3 billion
WeChat 1.242 billion
TikTok 732 million
QQ 606 million
Douyin 600 million
Telegram 550 million
Sing Weibo 530 million
Snapchat 514 million
Kuaishou 481 million
Pinterest 478 million
Reddit 430 million
Twitter 397 million
Quora 300 million

* Most popular social networks of 2021 [11].

According to publicly available data up to July, 2021, at
least 17 social media networks have 300 million or more
monthly active users [11].

IV. PRIVACY AND SECURITY ISSUES ON OSNS FOR
USERS

While, indeed, there are many benefits and positive aspects
using these networks, there are also certain downsides that
can cause severe challenges and problems for both individual
users and for the companies that own these networks. In
today’s society, online social networks have exploded in
popularity. People are more inclined to use several networking
sites, such as Facebook, Twitter, Instagram, LinkedIn and
Reddit [12]. In recent years, privacy and security in social
networks has been a major concern. People who use Social
Networking Sites expose themselves to a variety of risks, the
most common of which being the breach of their privacy
[5]. People are sharing an increasing amount of information
on social networking sites in different forms, potentially
providing access to personal information such as a person’s
name, gender, location and private images. This content is
saved electronically and therefore it can easily be shared
with more people than the user intended because many social
networks are open to the public, given this, user’s information
can attract malicious people who want to harm someone [7],
[10], [13]. Privacy and security risks can include various
data breaches, identity theft, theft of banking information
and credit card credentials for financial gain, cyber-bullying,
stalking and more [12]. Phishing attacks, malware, cross-site
scripting attacks (XSS), internet fraud, are a few examples of
the variety of methods used to obtain information from users
illegally. The lack of appropriate OSN tools and design, as
well as the users’ inadequate knowledge and awareness, do
little to help the situation [13]. A social network’s privacy
component is large, with different sub-problems. User pri-
vacy, for example, comprises a number of sub-problems such
as location data privacy and user personal data privacy [12].
Data in OSNs can include: personal information (derived
from the user’s profile), connections (such as group of friends
or followers), messages (information that can be exchanged
between users, but also posted publicly or privately on social

media spaces), multi-media, tags, groups (a collection of
users sharing information and resources), behavioral infor-
mation, login credentials and location data [13]. All of these
mentioned types of data can be the subject of privacy and
security risks. This information could fall into the wrong
hands through browsing, hacker attacks, or simple data sales
[13]. There are many ways to illegally obtain information of
users, such as phishing attacks, malware, cross-site scripting
attacks (XSS), internet fraud and more.

V. SECURITY THREATS FOUND IN ONLINE SOCIAL
NETWORKS

According to authors threats can be classified in two main
categories: classic threats and modern threats [7], while other
authors add a third category, which is targeted threats and/or
threats targeting children [8], [10]. The purpose of this paper
is to conduct research using the Internet for content analysis
to see whether users have ever been exposed and if any
of the most popular social networking platforms (sec. III,
Table I) have been subject to any classic security threats.
Table II provides data for classic threats found on OSNs.
The table is based on our findings. The data is obtained
by using the Internet as a research tool to see if there have
been any reported incidents of classic threats in the twelve
OSN platforms given in the table. The data is obtained from
references and the table II was created on that basis. [15]-
[39].

User’s personal information that is published on OSNs can
be exploited by classic threats and compromised, but these
attacks can be also tailored to target the user’s friends.

o Malware - Malware is malicious software that is de-
signed to disrupt a computer’s operation in order to steal
a user’s credentials and access their personal information
[8]. Because of the key characteristic of online social
networks, which is that they connect a large number of
users, malware can spread quickly among their users
and infect more users [14]. There have been reported
incidents of hackers targeting the popular messaging app
Telegram with the ToxicEye remote access trojan. The
ToxicEye malware can take over file systems, install
ransomware, and leak data from victims’ computers
[38].

« Phishing Attacks - Phishing is a type of fraud in which
an intruder obtains personal information from a user
by impersonating a trustworthy third party using a fake
or stolen identity [7]. There are incidents reported on
Instagram where hackers have been seen targeting high-
profile accounts on Instagram and getting access to
accounts using phishing attacks [18].

e Spammers - Unwanted messages are known as spam.
Spam appears as a wall post or a spam instant message
on OSNs. Because users engage more on OSNs than
they do on email, spam in OSNs is more hazardous
[7]. For example, spam on Facebook and Twitter can
involve sending these frauds suggesting that you’re in
a scandalous video. When you go to watch the video,
you’re directed to update a program, such as your
Flash player. Instead of improving your computer, you’re
downloading malware that can hijack your Facebook
account, collect your personal information, and even
harm your computer [23], [24].

141



The 19th International Conference on Informatics and Information Technologies — CIIT 2022

o Cross-Site Scripting (XSS) - Cross-site scripting (XSS)
is a sort of attack against Web applications, including
OSNs, in which the attacker involves injecting malicious
script into targeted web-pages and induces the user to
run it in order to steal sensitive information [14].

o Internet Fraud - Internet fraud, which is a cybercrime
activity, involves using the Internet access to deceit or
take advantage of people [8]. For example, fraudsters
on Instagram like to impersonate well-known brands in
order to trick you into purchasing counterfeit goods.
They may also simply want your payment details in
order to create bogus charges or empty your bank
account [18], [31].

Given Table II we can note that reported incidents of phishing
attacks [18]-[22], [34], [35], [37], [39], and Internet fraud
[28]-[311, [33], [34], [36], [37], [39], can be found in most
OSNs (in nine OSN platforms), followed by malware [15]—
[17], [35], [38], [23] (in six OSN platforms) and spam attacks
[23]-[27] (in five OSN platforms), whereas no reported
incidents of cross-site scripting attacks (XSS) have been
found.

VI. CONCLUSION AND FUTURE WORK

OSNs have grown in popularity as a global technology
phenomenon, with billions of users throughout the world
accessing them. Many individuals are drawn to using them
because of the various unique features they provide such
as posting and sharing information and multimedia content,
staying connected with friends, participating in discussion
forums and more. However, while OSNs are entertaining
to use, they also raise privacy concerns and security risks
that could potentially cause harm to the individuals using
them. From Table II we can conclude that most OSNs have
been exposed to classic security threats. This is an ongoing
research that will explore more content in the future and
will be expanded, an extension to the security threat table
will be provided where modern threats (such as clickjacking,
socialbots, identity clone attacks) will be also added. A
more detailed analysis of the privacy awareness of users on
these networks and as well as protection recommendations
and proposed solutions to better protect OSN users are also
planned to be included.

RESEARCH LIMITATIONS

This paper is limited due to the following reasons:

o Research was not made for all most popular social
networking sites of 2021 (sec. III, Table I). Included are
those sites that have the most international and English-
speaking users.

e The data was not acquired from a specific dataset,
therefore the exact number of times the threats were
encountered in each OSN is not known. Instead, Table
II was created and the data was collected by using the
Internet as a tool for content analysis to see if there
have been any reported incidents of classic threats on
each OSNss, respectively.

o Because the Internet was used as a research tool, data
for some threats could not be found. For example, no
cross-site scripting (XSS) attacks were reported on any
of the platforms, but it does not mean that the platforms
and users have never been exposed to such attacks.
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