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Abstract—Recently, cryptocurrencies have become very 
important, as people are investing a lot of money in them, and 
people slowly are entering in virtual world where physical 
money is getting lost and all trade is being done with 
cryptocurrencies which we neither see nor touch, respectively 
they don’t exist in the form of money as we are accustomed to. 
Cryptocurrencies are numerous and their values change day by 
day depending on the interest of people investing in them. In this 
paper we will present some of the most used cryptocurrencies 
and their purchase, the energy that these cryptocurrencies 
consume during the execution of transactions, taking as an 
example Ethereum. It will be given our models of how the 
process of cryptocurrency transactions is executed, taking also 
as an example Ethereum network, We will talk about the future 
of cryptocurrencies, architecture and data security etc. Our 
main focus will be on BigchainDB and the possibility of 
implementing the same by developers, and in particular we will 
provide a framework on how BigchainDB can be implemented 
by developers, to create their own software applications and to 
see in the future the possibility of how the same can be 
implemented in practice. Our main goal through this paper is to 
break the taboos of databases that we are used to working with 
when creating software applications, and introduce as a 
challenge for us the use of a new database which is less used by 
developers, but which is more secure, ie. BigchainDB . And the 
framework that we will present will be as a reference point for 
researchers on how BigchainDB can be used in their 
applications. 

Keywords—ethereum network, mining, purchase, energy 
consumption, architecture, data security, BigchainDB, 
framework. 

I. INTRODUCTION 
Thanks to technological developments that have caused 

industrial revolution, on one side, people's lives are being 
facilitated in many areas, but on the other side, people are 
doing their best to invest as much as possible in the 
advancement of these technologies, always based on the fact 
that every technological change that happens is like 
consequence of previous changes. Blockchain technology is 
one of the main topics of most people today and based on the 
application of the same and the interest of the people in it, it is 
thought to be among the biggest technological revolutions 
after the internet, causing major changes in the global 
economy. Although it is a profitable technology and people 
are investing a lot of money in it, in many aspects still remains 
an unsolved mystery as to who invented and who administers 
such a complex system with delicate operating structure. It 
was very difficult to gain people's trust in this technology, as 
it was thought not to be a fraudulent system aimed only at 
collecting money from people and ultimately failing like many 
fraudulent systems they had faced and are facing even 
nowadays. What was even more interesting and more difficult 

to gain people's trust was the fact that people are used to do 
business with money, either through physical contact or 
through banking transactions, but in this technology, 
transactions are performed only through cryptocurrencies that 
you need to buy in advance and the same change their value 
depending on the investment of people in them. Blockchain 
technology is a decentralized technology, which if we 
compare it with the way it works, to have it simpler, it 
resembles Google Doc, where all people can access the 
document at the same time, but cannot copy or transfer it to 
others. This creates a decentralized distribution chain that 
gives everyone access to the document at the same time. And 
this is where the essence of blockchain functionality lies, 
where everyone can see the blocks, access them but never 
modify or get the same. This creates a centralized system of 
operation of this technology. Every time someone performs a 
transaction, they go online and computer algorithms 
determine the authenticity of the transaction. Once the 
transaction is verified, this new transaction is linked to the 
previous transaction thus forming a chain of transactions. 
Blockchain technology rather encourages the redistribution 
and decentralization of power across wide communities of 
peers interacting with one another. And therefore, eliminates 
fraudulence or any chances of corruption entertained by 
mediators, consequently from time to time proving itself to be 
a philanthropist technology [1]. 

II. CRYPTOCURRENCIES AND THEIR PURCHASE 
Bitcoin, Ethereum, Tether, BNB, and several other 

cryptocurrencies seem to experience a large-scale growth in 
price, market capitalization and widespread public 
acceptance. The cryptocurrencies tend to offer a lot of 
features and functions that are altering the way we do and 
implement things. Cryptocurrencies are undoubtedly 
extremely intervening the global economy. Even though most 
investments are made in relatively established 
cryptocurrencies, including Bitcoin (BTC) and Ethereum 
(ETH), there are thousands of other smaller cryptocurrencies. 
These currencies are prime targets for manipulation by 
scammers, as evidenced by the proliferation of pump and 
dump schemes. Pump and dump schemes are those in which 
a security price inflates due to deliberately deceptive 
activities. Those fraudulent schemes originated in the early 
days of the stock market and are now growing rapidly in the 
cryptocurrency market [2]. Market capitalization of the 
crypto asset is calculated by multiplying the existing 
reference price of the crypto asset by the current circulating 
supply. The price for each individual market pair is calculated 
by taking the unconverted price reported directly from the 
exchange and converting it to USD using CoinMarketCap’s 
existing reference prices [3]. 
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TABLE I.  PURCHASE OF CRYPTOCURRENCIES 

Coin Price($) Market cap($) Main Markets 
BTC 39,177 742 billion Binance, Coinbase Pro, 

OKEx, Kraken, Huobi 
Global, Bitfinex 

ETH 2,589 310 billion Binance, Coinbase Pro 
,OKEx ,KrakenHuobi 

Global 
USDT 1.00 80 billion Binance, OKEx, HitBTC, 

Huobi Global 
BNB 378.08 62 billion FTX 

USDC 1.00 52 billion Poloniex, Binance, OKEx 
and Bitfinex 

XRP 0.791 37 billion Binance, Bith 
umb, KuCoin, Huobi 

Global, Bybit, Gate.io, 
FTX, Bitstamp, Bitfinex, 

Kraken 
LUNA 89.85 33 billion Huobi, Bitfinex and Upbit 
ADA 0.8 26 billion Binance, Bittrex, eToro, and 

HitBTC 
SOL 81.27 26 billion Binance, FTX, Bilaxy and 

Huobi Global 
AVAX 72.20 19.22 billion Binance, Bitfinex, Gate.io 

and Kucoin 
 
The table above is based on the ranking of the most used 

cryptocurrencies, but always keeping in mind that they can 
vary depending on the sale and purchase of cryptocurrencies, 
where for the top ten cryptocurrencies are ranked the details 
of price, market cap and the place where the same can be 
bought.1 When it comes to buying and selling 
cryptocurrencies, respectively the realization of 
cryptocurrency transactions, what is most important is the 
trust that people have or should create towards the resources 
that carry out these transactions. Lankton and McKnight [4] 
proposed that trust in  technology "reflects beliefs that a 
specific technology has the  attributes necessary to perform as 
expected in a given situation  in which negative consequences 
are possible". Decentralized blockchain systems, such as 
Bitcoin or  Ethereum, do not rely on a trusted third party in 
order to validate the transactions made by users or to maintain 
the security of the system [5][6]. The first thing you need to 
do to perform cryptocurrency transactions is to define the 
platforms for conducting transactions. A very important 
feature that should be noted is that not all countries have the 
same platforms offered and portfolios with which transactions 
can be realized through these decentralized systems. The 
process of creating an account is similar to many systems, 
however it differs in the way the data is stored and secured. 
Some systems require more data to be more secure in the 
future by the user, while others have a lower level of security. 
Once you have an account created, then you can start 
performing cryptocurrency transactions. Transactions can be 
performed only after you have filled your account with 
money, which as usual is done through your credit card. In 
these systems trading starts with buying cryptocurrencies like 
Etherium, Bitcoin depending on the money you have available 
as each of them has its own price. The processing time of 
transactions depends mainly on the quantity you buy, the 
cryptocurrencies you buy, the platform you use to conduct 
trade, etc. Once you have completed some transactions, and 
you already own the cryptocurrencies, you can place them in 
the wallet or portfolio where you can more easily control any 
changes to your cryptocurrencies. Within a cryptocurrency, 
there are more assets that can be used to conduct transactions. 
You can even create so-called tokens, with which you can 

make transactions, but they should definitely be verified and 
secure so that you can exchange cryptocurrencies with other 
people. 

III. ENERGY CONSUMPTION AND THE FUTURE 
Costs of processing cryptocurrency transactions are 

currently very high and volatile. Resolving energy spending 
concerns without sacrificing security and decentralization is 
an important challenging technique and has been the focus of 
studies and developments for years. Why do cryptocurrencies 
spend so much energy?  For example, Ethereum, as a 
blockchain, requires that transactions and blocks to have to be 
validated by miners. In addition, every computational step 
carried out requires also some extra-charges to be paid by 
users. This kind of fuel is called gas, which is a unit of 
measuring the computational work of running transactions or 
SCs in the Ethereum network. In particular, gas is expressed 
through gwei, a subunit of ether [7]. According to a recent 
report by Eurelectric, the union of the electricity industry, 
more than 1000 projects are currently using Ethereum [8]. 
Energy provides the grid. Ethereum transactions are validated 
by miners. They merge transactions into numbered blocks and 
add them to the Ethereum blockchain. The blocks are then 
transmitted to 'node operators' who verify them separately 
whether they are valid or not. The possibility of a mine adding 
new blocks only works if there is a cost associated with 
mining. These conditions are met by imposing proof-of-work 
(PoW). To be eligible to submit a block of transactions, a 
miner must solve a computer puzzle faster than anyone else. 
Solving this puzzle creates competition between mines and 
costs in the form of energy expenditure. Ethereum has used 
proof-of-work since its inception. Migration outside of proof-
of-work has always been an essential goal of Ethereum. But, 
technically it has been challenging because the other 
successful alternatives all sought to compromise the core 
principles and decentralization of Ethereum [9]. 

IV. ETHEREUM BLOCKCHAIN ARCHITECTURE AND DATA 
SECURITY 

The data is obviously stored in certain databases, be it local 
databases, cloud databases, etc. It is important the data not to 
be misused by a third party. An Ethereum network is 
composed of a set of nodes running an Ethereum client (Fig. 
1). Each of these nodes have a copy of the blockchain, which 
contains a list of all operations performed on the network. This 
enables nodes to prevent fraudulent activities, such as 
counterfeiting and duplicating cryptocurrencies, as well as 
containing an auditable record of all transactions performed 
on the network. Due to the decentralized nature of the 
network, the Ethereum framework preserves user 
pseudonymity (a weaker form of anonymity), as each user’s 
identity is given by a public key. This enables users on the 
platform to perform functions such as transferring money, 
buying and selling, and much more [10]. The generalized 
structure of an Ethereum network is provided in figure below. 
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Fig. 1. Ethereum network 

What exactly happens between the user and the ethereum 
network is shown in figure 3 to [10], where it is clearly 
explained that between the user and the Ethereum network we 
have the browser through which we access this network. It is 
clearly clarified that between the user and the browser there 
are several interfaces that serve to provide a consumer access 
to their Ether wallets, enabling them to use Ethereum to pay 
for goods online. Ethereum provides an interface with the 
Ethereum network for developers in the web3.js API, which 
is actually a collection of libraries which allow you to interact 
with a local or remote Ethereum node, using an HTTP or IPC 
connection [11]. This allows web applications to interpret 
events sent by the Ethereum network and submit transactions 
to the network. Another more elaborate version which shows 
the process of performing the transaction in Ethereum is 
shown in Figure 2. Where among other things it is clarified 
that the first job is for the user to create an account, and only 
after the account is verified  you can access the execution of 
transactions in the Ethereum network. Access is done through 
certain browsers or interfaces that can be installed within them 
such as MetaMask or Web3.js for developers to connect with 
Ethereum network.  Undoubtedly, in order to carry out 
transactions, ETH must be purchased first, where the price and 
the places where it can be bought are also given in Table 1. 
And transactions can only be done if you have enough ETH in 
your portfolio for the transaction you want to make. Before we 
continue to elaborate on whether the blockchain network can 
be adapted by programmers to the use of any other software 
application, we will first clarify some details about 
BigchainDB. 

V. BIGCHAIN DATABASE 
With the rapid development of science and technology, 

especially Internet technology and computing storage capacity 
in the last decade, data have become the most important means 
of production. With the rapid development of cloud 
computing, the database technology has become the most 
basic data technology facility. Especially, the Distributed 
Databases have been widely used to store and process large-
scale data,which are applied in different scenarios than 
relational databases [12]. The BigchainDB is an extensible 
blockchain database that is the first decentralized database 
system to fill in the blanks of decentralized databases. It is 
based on a distributed database with the features of 
blockchain, so it has both the advantages of distributed 
database and blockchain. The BigchainDB is based on 
MongoDB. Therefore, it has these advantages: high 
throughput, massive data storage capabilities, NoSQL query 
language support, efficient query and rights management. The 

BigchainDB network consists of multiple nodes.  Each node 
is a virtual concept consisting of three parts: the MongoDB 
database, the BigchainDB server, and the Tendermint 
communication node. Figure below shows the architecture. 

 
Fig. 2. Process of transaction execution in Ethereum network 

 

 
 
Fig. 3. A four-node BlockchainDB network  
Source: http://docs.bigchaindb.com/en/latest/query.html 

Rather than trying to enhance blockchain technology, 
BigchainDB starts with a big data distributed database and 
then adds blockchain characteristics - decentralized control, 
immutability and the transfer of digital assets. BigchainDB 
combines the key benefits of distributed DBs and traditional 
blockchains. Blockchain technology gives control back to 
you. On the internet, siloed, walled gardens lock up your 
personal data. This means it’s next to impossible to port your 
data if you want to leave or to gain visibility into what is stored 
where. Blockchain technology enables sovereign personal 
data, a new way to manage your identity, medical records, and 
credentials [13]. In BigchainDB, one will store their 
confidential data off-chain and can also store their confidential 
data on-chain in an encrypted format. Through extensible 
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capability, the legitimately binding contracts, certificates 
could also be kept into the blockchain database. The 
authentication system permits the features starting from non-
public enterprise level blockchain databases to open, 
government blockchain databases. If we are interested to 
deploy any kind of BigchainDB then we need to deploy it in 
the government version only. BigchainDB is taken into 
account in the top level distributed computing platforms like 
Eris/Tender mint [14], [15]. 

VI. PROPOSED FRAMEWORK FOR USING BIGCHAINDB IN 
SOFTWARE APPLICATION 

The problem of data security and big data is more and 
more obvious, therefore more and more attempts are being 
made to create new data management opportunities and to 
provide more secure data transfer.. The benefits of the 
application of blockchain are applied in three areas namely for 
decentralized data storage, performing blockchain enabled 
data analysis and finally in maintaining blockchain enabled 
data security. Some of the blockchain projects for big data 
applications are: Story, Omnilytics, Rubix, Provenance, File 
Coin and Datum [16]. BigchainDB, a scalable blockchain for 
distributed big data was proposed by integrating the traditional 
blockchain with distributed databases to attain scalability 
through faster querying mechanisms. Blockchain network 
allows a user to join the chain based on the consensus. The 
process of communication with the set of nodes in 
BigchainDB are often done by employing a BigchainDB 
HTTP API [17] just like the BigchainDB Python Driver. 
There are many BigchainDB drivers provided in BigchainDB 
docs [18]. BigchainDB offers developers, startups and 
enterprises unique solutions to develop their concepts, 
platforms, and applications successfully. One of the main 
benefits of the BigchainDB is its ability to deploy a 
Blockchain-like decentralized system using production-ready 
technologies. It can be used to create new private Blockchains 
to take advantage of Blockchain capabilities at scale, or as a 
service for developers who desire the benefits of Blockchains 
without the stress of setting up private networks. 

 
Fig. 4. Framework for using BigchainDB 

Without going into the details of how BigchainDB works, 
we will present a framework on how it can be used the same 
by blockchain developers. It should be noted that it is a 

database with a more delicate structure, and requires good 
knowledge of the structure of the blockchain operation, data 
structures, understanding of cryptography and etc, so that it 
can be used rationally. Developers transfer data to the 
blockchain network through the mining process. Process of 
adding transaction records to public ledger is termed as mining 
where miners need to solve a mathematical problem based 
over cryptography hash algorithm. Each cryptocurrency has 
its own unique hashing algorithm. For instance, bitcoin uses 
the SHA-256 algorithm, Monaro uses Crypto Night, and 
Ethereum uses Ethash [19].  Once a miner finds the correct 
input, they have achieved Proof of Work (PoW). IPFS try to 
keep item data stored securely in a decentralized fashion. IPFS 
is used to help with data storage. Not all data are stored in the 
blockchain, but only the hash value gained while storing data 
in IPFS are stored into BigchainDB. Through back-end 
developers, the transactions are transferred to the 
BigchainDB, using HTML, CSS, JavaScript, and  heavy use 
of web3js [20]. GET and POST are the two transactional 
methods for retrieving and validating the transactions within 
the BigchainDB [21]. BigchainDB transactions are within the 
type of JSON strings. Using BigchainDB is not at all easy. 
This is because you should also have knowledge of the 
UBUNTU (Linux) operating system, as it is the most suitable 
for its use. BigchainDB Server doesn’t work on Windows or 
macOS (unless you use a VM or containers). The idea of the 
framework is this: developers create applications in a 
programming language suitable for BigchainDB, whether 
Java or Solidity. They build applications based on blockchain 
architecture and protocol. Their applications run on the 
blockchain too, but in advance using data selection 
techniques. Data transfer to the BigchainDB is done using 
web3.js, but always based on the way the blockchain operates.  
IPFS in this case it is used only as an auxiliary method for 
faster data processing by blockchain. Reasons why 
BigchainDB is being attempted to be used is the high security 
that blockchain technology has shown and is showing even 
today. Since blockchain is supposed to be extremely secure 
and unalterable, many individuals have dubbed this 
technology as “unhackable”. However, recent incidents have 
unfortunately shown that hackers can access blockchains in 
certain situations. However, for now it remains one of the 
most secure databases of all existing databases. 

VII. CONCLUSION 
BigchainDB and distributed databases play a very 

important role and are seen as the future of data management, 
as the amount of data and their processing increases. It is very 
difficult to penetrate into the depths of blockchain  operation 
because  still remains a mystery, however what is possible is 
to use it and modify it in our applications without going into 
the details.. Through this paper, we tried to bring details of 
blockchain technology, to provide explanations for the most 
used cryptocurrencies and how their market values change, 
energy consumed by cryptocurrencies, concluding with a 
framework on how BigchainDB can be utilized using the 
network blockchain system to create our applications. We 
have tried to give detailed explanations regarding the process 
of communication between the developer and BigchainDB. 
Although it is still a term which is being developed, which 
requires greater programming skills and greater knowledge 
of the structure of blockchain, it remains our next challenge 
to get into the details of data storage and processing in the 
BigchainDB by describing in detail the process of searching 
and executing queries, as well as its connection to software 
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applications. And finally we will try to create our own 
software application using BigchainDB and describe the 
challenges we will face. 
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