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Abstract

In this paper we describe in details the tweaked crypto-
graphic hash function EDON-R that we denote as EDON-
R’. EDON-R was submitted as a candidate for SHA-3 hash
competition organized by National Institute of Standards
and Technology (NIST). The difference between originally
submitted version of EDON-R and version EDON-R’ is in
the added feedback to the original compression function R.
The feedback consist of xoring the output of the function
‘R with the previous double pipe value and the value of the
current message block. Now, EDON-R’ can be seen as a
double-pipe PGV7 hash scheme.

The introduced tweak does not invalidates the cryptan-
alytic efforts to analyze the quasigroup operations used in
EDON-R/, as well as its function R. It also does not affect
much the speed of the function. However, this tweak pre-
vents finding free-start collisions and prevents all attacks
based on free-start collisions.

EDON-R’ is a cryptographic hash function with output
size of n bits where n = 224, 256, 384 or 512. Its con-
jectured cryptographic security is: O(2%) hash computa-
tions for finding collisions, O(2™) hash computations for
finding preimages, O(2"~*) hash computations for finding
second preimages for messages shorter than 2 bits. Addi-
tionally, it is resistant against length-extension attacks, re-
sistant against multicollision attacks and it is provably re-
sistant against differential cryptanalysis.

EDON-R' performance has been measured with Mi-
crosoft Visual Studio 2005, and with Intel C++ v 11.0.072.
EDON-R’ has been designed to be much more efficient than
SHA-2 cryptographic hash functions, while in the same time
offering same or better security. The speed of the optimized
32-bit version on defined reference platform with Intel C++
v 11.0.072 is 6.71 cycles/byte for n = 224,256 and 10.74
cycles/byte for n = 384,512. The speed of the optimized
64-bit version on defined reference platform with Intel C++
v 11.0.072 is 4.90 cycles/byte for n = 224,256 and 2.74
cycles/byte for n = 384, 512.

1. Introduction

In cryptography and information security, hash functions
are considered as the ”Swiss army knife”. They are used
in countless protocols and algorithms. In 2005 we have
witnessed significant theoretical breakthrough in breaking
the current cryptographic standard SHA-1 [16]. Although
there is another family of standardized hash functions called
SHA-2, ready to replace SHA-1 hash function, at the end of
2007, the National Institute of Standards and Technology
(NIST) decided to start a 4 year world-wide competition
process for choosing the next cryptographic hash standard
SHA-3 [1]. Currently, the new hash standard SHA-3, is un-
der development - the function will be selected via an open
competition running between 2008 and 2012.

The EDON-R’ hash function is the fastest proposed new
designs in the SHA-3 competition [4]. In this paper we de-
scribe its construction in details.

2. General design properties of EDON-R’

EDON-R' follows the general design pattern that is com-
mon for most of the known hash functions. It means that it
has two stages (and several sub-stages within every stage):

1. Preprocessing

(a) padding a message,
(b) parsing the padded message into m-bit blocks,
and

(c) setting initialization values to be used in the hash
computation.

2. Hash computation

(a) using a conjectured one-way operation with huge
quasigroups iteratively generates series of double
pipe values,

(b) The n Least Significant Bits (LSB) of the final

double pipe value generated by the hash compu-
tation are used to determine the message digest.



Depending on the context we will sometimes refer to
the hash function as EDON-R’ and sometimes as EDON-
R'224, EDON-R’'256, EDON-R'384 or EDON-R'512.

In Table 1, we give the basic properties of all four vari-
ants of the EDON-R’ hash algorithms.

2.1 Preprocessing

Preprocessing consists of three steps:
1. padding the message M,
2. parsing the padded message into message blocks, and

3. setting the initial double pipe value, P(?).

2.1.1 Padding the message

The message M, shall be padded before hash computation
begins. The purpose of this padding is to ensure that the
padded message is a multiple of 512 or 1024 bits, depending
on the size of the message digest n.

2.1.2 EDON-R'224 and EDON-R'256

Suppose that the length of the message M is [ bits. Ap-
pend the bit ’1” to the end of the message, followed by k
zero bits, where k is the smallest, non-negative solution to
the equation / + 1 + k£ = 448 mod 512. Then append the
64-bit block that is equal to the number [ expressed using a
binary representation. For example, the (8-bit ASCII) mes-
sage ”abc” has length 8 x 3 = 24, so the message is padded
with the bit ”1”, then 448 — (24 + 1) = 423 zero bits, and
then the 64-bit binary representation of the number 24, to
become the 512-bit padded message.

423 64

[P — A —
01100001 01100010 01100011 1 00...00 00...011000
—— ——— —, — N—_——

P B »en 1=24

2.1.3 EDON-R’384 and EDON-R'512

Suppose that the length of the message M is [ bits. Append
the bit ”1” to the end of the message, followed by k zero
bits, where £ is the smallest, non-negative solution to the
equation [ + 1 + k£ = 960 mod 1024. Then append the
64-bit block that is equal to the number [ expressed using a
binary representation. For example, the (8-bit ASCII) mes-
sage “abc” has length 8 x 3 = 24, so the message is padded
with the bit ”1”, then 960 — (24 + 1) = 935 zero bits, and
then the 64-bit binary representation of the number 24, to
become the 1024-bit padded message.

935 64

— | e |
01100001 01100010 01100011 1 00...00 00...011000
—— —— — — N——

e e »e» 1=24

2.2 Parsing the message

After a message has been padded, it must be parsed into
N m-~bit blocks before the hash computation can begin.

2.2.1 EDON-R’224 and EDON-R'256

For EDON-R’224 and EDON-R'256, the padded message
is parsed into N 512-bit blocks, MM, M@ . MW,
Since the 512 bits of the input block may be expressed as
sixteen 32-bit words, the first 32 bits of message block
are denoted Méz), the next 32 bits are M. 1(1), and so on up to
M.

2.2.2 EDON-R'384 and EDON-R’'512

For EDON-R’384 and EDON-R'512, the padded message
is parsed into N 1024-bit blocks, MO M@ M),
Since the 1024 bits of the input block may be expressed as
sixteen 64-bit words, the first 64 bits of message block ¢
are denoted Mél), the next 64 bits are M. 1(’), and so on up to

M.
2.3 Initial double pipe value P©

Before the hash computation begins for each of the hash
algorithms, the initial double pipe value P(®) must be set.
The size and the value of words in P(?) depend on the mes-
sage digest size n. As it is shown in the following subsec-
tions the constants consist of a concatenation of the consec-
utive 8-bit natural numbers. Since EdonR224 is the same
as EdonR256 except for the final truncation, they have to
have different initial values. Thus, the initial double pipe
of EdonR224 starts from the byte value 0x00 and takes
all 64 successive byte values up to the value 0x3F. Then,
the initial double pipe of EdonR256 starts from the byte
value 0x4 0 and takes all 64 successive byte values up to the
value 0x7F. The situation is the same with EdonR384 and
EdonR512, but since now the variables are 64-bit long, the
initial double pipe of EdonR384 starts from the byte value
0x00 and takes all 128 successive byte values up to the
value 0x7F and the initial double pipe of EdonR512 starts
from the byte value 0x80 and takes all 128 successive byte
values up to the value 0XFF.

3 Mathematical preliminaries and notation

In this section we need to repeat some parts of the defini-
tion of the class of one-way candidate functions recently de-
fined in [11, 8]. For that purpose we need also several brief
definitions for quasigroups and quasigroup string transfor-
mations.



Table 1. Basic properties of all four variants of the EDON-R’

. . . . . Support of
. M l Block Word s . Digest s » .
rontion Snbiw) | b | Gnbiwy | Endines b | e
EDON-R/224 < 264 512 32 Little-endian 224 Yes
EDON-R’256 < 264 512 32 Little-endian 256 Yes
EDON-R’384 < 264 1024 64 Little-endian 384 Yes
EDON-R'512 < 264 1024 64 Little-endian 512 Yes

Definition 1. A quasigroup (Q, %) is an algebraic structure
consisting of a nonempty set (Q and a binary operation * :
Q? — Q with the property that each of the equations

axxr=2>

yxa=2> )

has unique solutions x and y in Q.

Closely related combinatorial structures to finite quasi-
groups are Latin squares, since the main body of the multi-
plication table of a quasigroup is just a Latin square.

Definition 2. A Latin square is an n X n table filled with
n different symbols in such a way that each symbol occurs
exactly once in each row and exactly once in each column.

Definition 3. A pair of Latin squares is said to be orthog-
onal if the n? pairs formed by juxtaposing the two squares
are all distinct.

More detailed information about theory of quasigroups,
quasigroup string processing, Latin squares and hash func-
tions can be found in [3, 5, 15, 14, 13].

3.1 Algorithmic definition of quasigroups
of orders 2%°6 and 2°'2

First we give an algorithmic description of an op-
eration that takes two eight-component vectors X =
(Xo0,X1,...,X7)and Y = (Y, Y1, ..., Y7) where X; and
Y, are either 32-bit or 64-bit variables, and computes a new
eight-component vector Z = (Zy, Z1, ..., Z7). Operation
4+ denotes addition modulo 232 or modulo 254, the oper-
ation @ is the logical operation of bitwise exclusive or and
the operation ROT L" (X) is the operation of bit rotation of
the 32-bit or 64-bit variable X, to the left for r positions.
We give the description of the quasigroup operation of or-
der 2256 in Table 2, while the quasigroup operation of order
2512 being similar and in order to save the space is omitted.
The reader can find its detailed description in [4].

3.2 Algebraic definition of quasigroups of
orders 22°¢ and 2512

In this subsection we will present the same quasigroups
that have been described in the previous subsection in an
algebraic way.

For that purpose we use the following notation: we iden-
tify @ as a set of cardinality 29, ¢ = 256, 512, and elements
x € @ are represented in their bitwise form as ¢-bit words

X (E(],§17...7Eq,27fq,1)5

= To- 291 47297 4 L+ Ty 024+ Ty
8
where z; € {0, 1}, but also as the set (Zgw) , w = 32,64.
Actually, we shall be constructing quasigroups (@, *) as
isotopes of ((Zgw)s, —1—8), w = 32,64 where +g, is the
operation of componentwise addition of two 8—dimensional

. 8 .
vectors in (Zgw) . We shall thus define three permutations
w2 23 — 73,1 < i < 3sothat

XxY = 7T1(7T2(X) +3 7T3(Y))

8
forall X,Y € (Zgw)

Let us denote by Q256 = {0,1}?% and Q512 =
{0,1}%12 the corresponding sets of 256-bit and 512-bit
words. Our intention is to define EDON-R’ by the follow-
ing bitwise operations on w-bit values (where w = 32 or
w = 64):

1. Addition between w-bit words modulo 2%,

2. Rotation of w-bits to the left for r positions,

3. Bitwise XOR operations ¢ on w-bit words.
Further, we introduce the following convention:

e Elements X € (o5 are represented as X =
(Xo,X1,...,X7), where X; are 32-bit words,

e Elements X € (512 are represented as X =
(Xo, X1, ..., X7) where X; are 64-bit words.

The left rotation of a w-bit word Y by 7 positions will
be denoted by ROTL"(Y). Note that this operation can
be expressed as a linear matrix—vector multiplication over
the ring (Zy,+, x) i.e. ROTL"(Y) = E" - Y where
E" € 7% x Z¥ is a matrix obtained from the identity matrix
by rotating its columns by 7 positions in the direction top to
bottom. Further on, if we have a vector X € @, where
q = 256,512 represented as X = (Xo, X1,...,X7) and



Table 2. An algorithmic description of a quasigroup of order 2256,

Quasigroup operation of order

2256

'aY7)

Yo
Yo

Ys
Yo
Y2

Yo

N T

e o

Input: X = ()(0,)(17 RPN ,X7) and Y = (Y(),Yl, ..
where X; and Y; are 32-bit variables.
Output: Z = (Zy, Z1, ..., Z7) where Z; are 32-bit variables.
Temporary 32-bit variables: 7p,...,T}5.
To <+ ROTLC(0xARAAAAAA +
T ROTL*(
Ty ROTLS(
1. T3« ROTL'3(
) ROTL'(
Ts < ROTL??(
Te + ROTL?**(
Tr ROTL?%(
Ty <+ T3 @& T5 & Tg;
Ty <+ Tz @ T5 @ Ts;
Tyo <« To & T3 & T
2. Tu « To & Tv & Ty
T2 < To & Ta @ T
Tz <~ T & Te & Tr
Ty <+ T @& T3 @ Ty
Tys < To & T©1 & Tr
To + ROTL°(0x55555555 +
T+ ROTL(
Ty ROTL®(
3. Iz« ROTL(
Ty ROTL"(
Ts ROTL*°(
Te ROTL?5(
Ty ROTL?"(
Zs <+ Tg + (I3 @& T4 @& T
Zg <+ To + (T & Ts5 & 17
Z7 « Tio + s & T¢ & 1T7
4. %o < Tu + o ® T & T
Zy — T2 + > & T¢ & 17
Zy <« Tz + o &® T & T3
Zz <+ Tia + To & T3 @& 1Ty
Zy <+ Tis5 + Tn & T2 & Ts

X1 + X2 4+ X4 4+ X7);
X1 4+ X3 + X4 + X7);
X1 4+ X4 + X + X7);
X3 + X5 + Xs + Xr);
X2 + X3 + X5 + Xs);
X2 + X3 4+ Xa + Xs5);
X1 4+ X5 + X + X7);
Xs + Xa + X5 + Xe);
Yi 4+ Yo + Ys + Yr);
Yi 4+ Y3 + Ya + Ye);
Yi + Yy 4+ Yz + Ys);
Y5 + Yis 4+ Y + Y7);
Yi 4+ Yz + Ya + Ys);
Yo 4+ Ys + Yo + Yz);
Yo 4+ Ys + Ye + Yr);
Ys 4+ Ya + Ye + Yr);

we want to rotate all X; by r; (0 < ¢ < 7) positions to the
left, then we denote that operation by ROT L*(X), where
r = (ro,...,77) € {0,1,...,w — 1}7 is called the rota-
tion vector. The operation ROTL*(X) can also be repre-
sented as a linear matrix—vector multiplication over the ring
(Za,+, x)ie. ROTL*(X) = D*-X where D* € Z3 xZ3,

E™ 0 0 0 0 0 0 0

0 E™ 0 0 0 0 0 0

0 0 E2 0 0 0 0 0
Dr — 0 0 0 E= 0 0 0 0

0 0 0 0 E™* 0 0 0

0 0 0 0 0 E™= 0 0

0 0 0 0 0 0 E™* 0

0 0 0 0 0 0 0 E"™

submatrices E™ € Zg x Zy, 0 <17 < 7 are obtained from
the identity matrix by rotating its columns by r; positions in
the direction top to bottom, and the submatrices 0 € Zg x
7y are the zero matrix.

Further on, we use the following notation:

~ o~ 8 8
e Ay Az : (ZQw) — (ng) are two bijective trans-

8
formations in (Zgw) over the ring (Zaw, +, X ) where

w = 32 or w = 64. The mappings &i,i = 1,3 can be
described as:

I&z(X) =C; +A;- X,

8
where C; € (ZQw) ,4 = 1,2 are two constant vec-

tors and A; and As are two 8 X & invertible matri-
ces over the ring (Zaw, 4+, x). Since they look like
affine transformations in vector fields, sometimes we
will call these two transformations also "affine bijec-
tive transformations” although strictly speaking we are
not working in any vector field. All elements in those
two matrices are either O or 1, since we want to avoid
the operations of multiplication (as more costly micro-
processor operations) in the ring (Zow, +, X ), and stay
only with operations of addition.

8 8
Ay Ay (Zgw) — (Zgw) are two linear bijec-
tive transformations of (), that are described by two
invertible matrices (we use the same notation: Ay, Ay)



Table 3. Rotation vectors defined in 7, and 7.

q Tiq r2.q
256 (0,4,8,13,17, 22,24, 29) (0,5,9,11, 15, 20, 25, 27)
512 (0,5, 15,22, 31,40,50,59) | (0,10, 19, 29, 36, 44, 48, 55)

of order g x ¢ over the ring (Z2,+, X) (¢ = 256 or
q = 512). Since we want to apply XOR operations on
w-bit registers, the matrices Ao and A4 will be of the

form
Bl,l BLQ e Bl’g
BQJ BQ’Q . Bg’g
. . . . )
Bg’l BS’Q e Bg 8

s

where B; ; € Z§ x Zy, 1 < 4,7 < 8 are either the
identity matrix or the zero matrix i.e. B, ; € {0, 1}.

Now we give the formal definitions for the permutations:
T, T2 and 7 3.

Definition 4. Transformations m1 : Q — Qg (¢ =
256,512) are defined as:

1 (Xo, X1, Xo, X3, X4, X5, X6, X7) =
= (X5)X6aX77X07X1; X27X33X4)

Lemma 1. Transformations w are permutations. O

Definition 5. Transformations o : Qq — Qg and w3 :
Qq — Qg are defined as:

79 = Ay 0 ROTL 4 0 Ay
w3 = Ag o ROT L 7 0 Ay

where the rotation vectors r; 4, 1 = 1,2, ¢ = 256,512
are given in Table 3, and the information about 1&1,
Ao, Az and Ay is given in Table 4. There, the sym-
bols 1,0 € 7Z§ x ZY are the identity matrix and the
zero matrix, and the constants const; 4, 1 = 1,2, q =
256,512 have the following values (given in hexadecimal
notation): constisse = OXAAAAAAAA, conslsase =
0x55555555, consty 512 = OXAAAAAAAAAAAAAAAA
and constg 512 = 0x5555555555555555,

Lemma 2. Transformations o and s are permutations on
Qq, ¢ = 256,512.

Proof. The proof follows immediately from the fact that
all transformations A;, i = 1,2,3,4 and ROT L*4, i =
1,2, ¢ = 256,512 are expressed by invertible matrices
over the rings (Zow,+, x), w = 32,64 or over the ring
(ZQ, +, X ) D

Theorem 1. Operations *, : Qg — Qq defined as:
X *q Y = 71'1(7T2(X) +s 7T3(Y))

are non-commutative quasigroup operations that are not
loops.

Proof. We give a proof for ¢ = 256 and the other case for
q = 512 is similar.

To show that *55¢ is not a loop we have to show that there
is no unit element E € Q256 such that for every A € Q256,
A %956 E = A = E %956 A. Let us suppose that there is a
neutral element E € Q25¢. Let us first put

WQ(E) —8 7T3(E) = COl’lStE

where Const i € (256 is a constant element and the oper-
ation —g is the componentwise subtraction modulo 232,

From the concrete definition of the quasigroup operation
x956 for the neutral element E we get:

7T1(7TQ(E) +8 Trg(A)) e 7T1(7T2(A) +s 7T3(E))

Since 7r; is a permutation we can remove it from the last
equation and we get:

m2(E) 45 m3(A) = m2(A) +5 m3(E)
and if we rearrange the last equation we get:
’/TQ(A) —8 ’/TS(A) = ’/TQ(E) —8 7T3(E) = COIlStE

The last equation states that for every A € Q56 the
expression mo(A) —g m3(A) is a constant. This is not true.
For example 72(1) —g m3(1) # m2(2) —g m3(2). Thus we
conclude that %554 is not a loop. ]

Note that the quasigroups cannot be associative since ev-
ery associative quasigroup is a group and every group pos-
sesses a unit element.

Having defined two quasigroup operations 956 and *512
we define two functions Ro56 and Rs512 as follows:

Definition 6.

1. Rase : Qasg — Q356 = R where R is defined as in
Definition 8 over QQo5¢ with the quasigroup operation
*256-

2. Rs12 : Q25 — Q%5 = R where R is defined as in
Definition 8 over Q512 with the quasigroup operation
*512-



Table 4. Matrices 1&1, Aoy, &3 andAA4.

Ay Ay A Ay
oSt TTTOUTOUT UO0O0TOTTO onSTs g TTTOUOTUT UOUO0TTOTO
0 11011001 00100110 0 11011010 00100101
0 11001011 00110100 0 11110100 00001011
0 00110111 11001000 0 00111011 11000100
0 sJot110110 10001001 0 ;11011100 00100011
0 10111100 01000011 0 00101111 11010000
0 11000111 00111000 0 01100111 10011000
0 00111110 11000001 0 10011011 01100100

3.3 The function R: A reverse quasigroup
string transformation

The reverse quasigroup string transformation as a can-
didate one-way function has been introduced in [7], and
a generic hash function with reverse quasigroup string
transformation has been described in [11, 8]. A concrete
hash function with similar name: Edon-R(n) for n =
256,384,512 has been described in [9]. Many properties
from that function are present in the design of EDON-R/,
but we can say that without loosing security properties of
the hash function, the design of EDON-R’ is now simpli-
fied and performance is much better compared to the older
Edon-R(n). Additionally, we can say that the concept of
reverse quasigroup string transformation is present also in
another cryptographic primitive - the stream cipher Edon80
[10]. Edon80 IV Setup procedure is a conjectured one-way
function and so far no cryptographic weaknesses have been
found for the Edon80 IV Setup, although Edon80 have been
under the public scrutiny from the cryptographic commu-
nity for more than 3 years.

Definition 7. For a given X € Q4,9 = 256,512, which
can be represented as an eight component vector X =
8
(X0, X1,...,X7) € (ZQw) ,w = 32,54, the reversed

vector X is defined as:
X = (X7, Xg,...,X0o)

Definition 8. For a given quasigroup *,,q = 256,512,
(shortly denoted as x i.e. without the index q) the function
R : Qfl — Q?I used in EDON-R/ hash function is defined
as:

R(Co,C1,A0,A1) = (By,By)

where

Bo = Ap * ((Co* (A1 x Ap)) *Cy)
Bi = (Ao * ((Co * (A1 * Ag)) * C1))*
#((Co * (A1 * Ag))*
#((Aq % Ag) * A1) * (Co * (A1 % Ag)) * C1).

The reasons why the expressions for By and B; are as
they are given in Definition 8 can be easily understood by

looking at the Table 5a. The diagonal arrows can be in-
terpreted as quasigroup operations between the source and
the destination, and the vertical or the horizontal arrows as

39__3%

equality signs =

Table 5. a. Schematic representation of the
function R, b. It is difficult to solve a system
of two equations where B, B;, Cy and C; are
given, and Ay = X, and A; = X, are indeter-
minate variables.

Ay Xo Xy

A, /);i ixm X,
Co xl g(@’ Co

A
c, X% x®

/]g/

Xél) Xgl)

XE)Q) Xg2)

The conjectured one-wayness of R if we assume that
only the values By, B;, Cy and C; are given, can be
explained by Table 5b. In order to find pre-image values
Ay = Xp and A; = X; we can use Definition 8 and ob-
tain the following relations for the elements of Table 5b:

XV =A% A
X =X« Ay = (Ay * Ag) * Ay
X =« XY =Co x (A} % Ay)
X2 =X« XM = (Co + (A1 * Ag)) * (A1 * Ag) * Ay)
X =X« € = (Co * (A * Ag)) * C,
X3P = X2« X = ((Co * (A} * Ag))x
*((Al % Ag) * A1) * ((Co * (A1 % Ag)) * C1)
= A+« X = A # ((Cox (A x Ag)) x Cy)
B = Bo* X = (Ag % ((Co * (A1 * Ag)) * C1))*
#(((Co * (A1 % Ag)) * (A1 * Ag) * Ay))*
#((Co * (A1 x Ag)) * C1))



From them, we can obtain the following system of quasi-
group equations with indeterminates X, X :

By = X * ((Co * (X1 * Xp)) * C1)

B = (Xo * ((go * (X1 * X()D * Cl))*
*(((Co *Q(l * Xo)) * (( 1k Xo) * Xl))*
*((Co * (X1 * Xo)) * Cl))

One can show that for any given Ay = Xy € @ ei-
ther there are values of A; = X as a solution or there
is no solution. However, if the quasigroup operation is
non-commutative, non-associative, the quasigroup opera-
tions are not linear in the underlying algebraic structure, and
if the size of the quasigroup is very big (for example 2256
or 2°12) then solving this simple system of just two quasi-
group equations is hard. Actually there is no known effi-
cient method for solving such systems of quasigroup equa-
tions.

Of course, one inefficient method for solving that system
would be to try every possible value for Ag = Xy € Q
until obtaining the other indeterminate A; = X;. That
brute force method would require in average %|Q| attempts
to guess Ay = X € @ before solving the system.

3.4 Generic description for all variants of
the EDON-R’

First we are giving a generic description for all variants
of the EDON-R’ hash algorithm. Then, in the following
subsections we are giving some concrete specifics for four
different message digest sizes: n = 224, n = 256, n = 384
and n = 512. The generic description of EDON-R’ hash
algorithm is given in Table 6.

In the generic description the words of the initial dou-
ble pipe Péi_l), Pl(i_l), s Pl(é_l) are represented as two
vectors of length 8 ie. (P9, pUY . Py =
(Péo), Pgo)) = PO, Then, by each iteration, they
are replaced by intermediate double pipe value, P() =
(P(()l)7 Pgl)), ending with the final double pipe value
PN = (P(()N),PgN)). The final result of EDON-R’ is
a n—bit message digest that are the least significant n bits
from the final double pipe.

Similar notation is used for the values of the padded
message M’ = (MM M3 . M®M), Namely, ev-
ery message block M) is represented as a pair of two
vectors of length 8, M) = (M(()i),M(li)) and the nota-
tion M () denotes the swaped order of M and M{" i.c.
M® = (Mgi),Méi)). A graphic representation of the
EDON-R’ hash algorithm is given in the Figure 1.

Preneel, Govaerts, and Vandewalle in [2] have located 12
secure schemes for constructing hash functions from block

Table 6. A generic description of the EDON-R’
hash algorithm

Algorithm: EDON-R’

Input: Message M of length [ bits, and the message
digest size n.
Output: A message digest Hash, that is long n bits.

1. Preprocessing

(a) Pad the message M.

(b) Parse the padded message into N, m-bit
message blocks, M), M) MV,

(c) Set the initial value of the double pipe P(0).
2. Hash computation

Fort =1to N
PO =R(POD M®) @ PE-1 g M©);

3. Hash =Take_n_Least_Significant Bits(P(N)).

ciphers. Black et. al., [12] have proved (in an ideal cipher
model) that those schemes are collision-resistant too.

The basic iterative relation for the scheme number 7
(PGV7) is:

H;=EM; H; 1)® M; s H;_

where the notation E'(K, X') denotes a block cipher opera-
tion with a key K and a plaintext X.
It is relatively easy to prove the following theorem:

Theorem 2. The function R(Co, Ci, Ay, Al) = (Bo, Bl)
as it is defined in Definition 8, is a bijection if the values A
and A are kept fixed. O

From there it follows directly that the compression func-
tion in EDON-R’ is a double-pipe PGV7 scheme, where the
function R(-) has the role of the block cipher, the double-
pipe has the role of the plaintext and the message block has
the role of the key.

4. Operating characteristics of EDON-R’

4.1 Speed of Epon-R’ on NIST SHA-3 Ref-
erence Platform

We have developed and measured the performances of
EDON-R’ on a platform with the following characteristics:

CPU: Intel Core 2 Duo,

Clock speed: 2.4 GHz,
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Figure 1. A graphic representation of the EDON-R’ hash algorithm.

Memory: 4GB RAM,

Operating system: Windows Vista Enterprise 64-bit (x64)
Edition with Service Pack 1,

Compiler: ANSI C compiler in the Microsoft Visual Stu-
dio 2005 Professional Edition.

Compiler: ANSI C compiler in the Intel C++ v 11.0.072.

Generally, the Intel compiler was giving us 10% to 50%
faster code, so in this paper in Table Table 7 and in Table
Table 8 we are giving only the speeds obtained by the In-
tel C++ v 11.0.072 compiler. For measuring the speed of
the hash function expressed as cycles/byte we have used the
rdtsc () function and a modified version of a source code
that was given to us by Dr. Brian Gladman from his opti-
mized realization of SHA-2 hash function [6].

4.2 Memory requirements of EDON-R’ on
NIST SHA-3 Reference Platform

When processing the message block M®) =
(Méz),Ml(Z),...,]Vfl(?), we need the current value of

Table 7. The performance of optimized 32—
bit version of EDON-R’ in machine cycles per
data byte on Intel Core 2 Duo for different
hash data lengths, obtained by Intel C++ v
11.0.072.

Speed in cycles/byte for different lengths
(in bytes) of the digested message.

MD Size 10 100 | 1000 | 10,000 | 100,000
224 64.90 | 10.93 | 7.08 6.78 6.74
256 58.90 | 10.69 | 7.07 6.78 6.71
384 153.70 | 15.49 | 13.03 | 10.96 10.74
512 15490 | 15.49 | 12.77 | 10.93 10.74

the double pipe PU—1

i—1 i—1 i—1
= (Pé )’Pl( )v"'7P1(5 ))’

the values of the new double pipe — in the reference source
code indexed as P = (P2, P ... P) and 16
temporary variables (in the reference source code denoted
as t0,...,tl5).

The need of memory is thus:

e 16 words of M@,



Table 8. The performance of optimized 64—
bit version of EboN-R’ in machine cycles per
data byte on Intel Core 2 Duo for different
hash data lengths, obtained by Intel C++ v
11.0.072.

Speed in cycles/byte for different Iengths
(in bytes) of the digested message.

MD Size 10 100 | 1000 | 10,000 | 100,000
224 4930 | 853 | 5.52 4.85 4.90
256 46.90 | 8.05 | 5.13 4.85 4.90
384 55.30 | 5.17 | 2.90 2.72 2.74
512 51.70 | 5.17 | 2.93 2.73 2.74

e 32 words of P,
e 16 temporary words tO, ..., t15.

which is in total 64 words. That means that EDON-
R'224/256 use 256 bytes and EDON-R'384/512 use 512
bytes.

5. Conclusions

The design of EDON-R’ heavily uses combinations of
bitwise operations of XORing, rotating and operations of
addition in Zgs2 or in Zgsa (which are mutually nonlinear
operations). This strategy, combined with the conjectured
one-wayness of the PGV7 compression function and the
good differential properties of the underlying quasigroup
operations used in R are the cornerstones of the EDON-R’
strength.

EDON-R’ is designed to have a security strength that is
at least as good as the hash algorithms currently specified
in FIPS 180-2, and this security strength is achieved with
significantly improved efficiency. Having in mind the fact
that EDON-R’ design differs completely from the design of
SHA-2 family of hash functions, we claim that any possi-
bly successful attack on SHA-2 family of hash functions is
unlikely to be applicable to EDON-R’.
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