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ABSTRACT

In this paper, we propose a new quasigroup string trans-
formation based on quasigroup parastrophes. Using the
proposed quasigroup string transformation, a new classi-
fication of quasigroups of order 4 is given.
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I. INTRODUCTION

The quasigroup string transformations E and their
properties were considered in several papers ([1], [2], [3],
[4], [6] and [7]).

Recall that a quasigroup (Q,x*) is a groupoid (i.e. al-
gebra with one binary operation x on the finite set Q)
satisfying the law:

Vu,v e Q)Az,y e Q) (zxu=v&uxy=v) (1)

In fact, (1) says that a groupoid (Q, %) is a quasigroup
if and only if the equations z*u = v and u*y = v have
unique solutions z and y for each given u,v € Q. It has
been noted that every quasigroup (@, *) has a set of
five quasigroups, called parastrophes denoted with /,\,-,
//,\\ which are defined on Table 1.

Table 1: Parastrophes of quasigroup operations

Parastrophes operation
2\y=z <= zxz=y
rfy=z <= zxy=c
TYy=z <= yxr=2
x/Jy=2z <= ylr=z < zxr=y
2\\y=2z <= y\z=2z <+ yxz==x

Further on, we introduce the following notations for
parastrophe operations:

f2(x7y):$\ya fg(x,y)=x/y,
fs(zy)=x/ly, fe(z,y)=x\\y.

Let A=1{1,...,s} be an alphabet (s > 2) and denote
by A" ={z1...xp| = € A, k> 1} the set of all finite
strings over A.

Note that AT = U A* where A% = {z1...28| 2, € A}.

k>1
Assuming that (A, f;) is a given quasigroup, for a fixed

f1(1'7y) =T*Yy,
f4(l',y) =Ty,

letter [ € A (called leader) we define transformation E =
thl AT AT by

fi(l,x1),
filyj—1,25),

Y1
Z)

Efi,l(931~--37k):yl--~yk<:>{

where x;,y; € A.

II. PARASTROPHIC TRANSFORMATION

In [8], using quasigroup parastrophes, Krapez gives an
idea for quasigroup string transformation which can be
applicable in cryptography. Further on, we propose an
improvement of this quasigroup transformation.

Let p be a positive integer and x5 ...x, be an input
message. Using previous transformation E, we define a
parastrophic transformation PE = PE, : AT — AT as
follows.

At first, let dy =p, ¢1 =dy, s1 = (dy mod 6)+1 and
A1 =z122...74,. Applying the transformation Ey, ; on
the block A;, we obtain the encrypted block

By = Y192 - - - Yq —2Yq1 —1Yq1 = Efslyl(x11'2 s gy )

Further on, using last two symbols in B; we calculate the
number dy = 4y,, —1 +Yy,4, which determines the length of
the next block. Let go = q1 + da, s2 = (d2 mod 6) +1
and  As = g, 41... Tg,—124,. After applying Ey,, 4,
the encrypted block Bs is

By = Yqr+1 - - - Ygo—2Yqo—1Yqo =

= Efsz,yq1 (xqﬁrl cee xq272xqulxqz)~
In general case, for given i, let the encrypted blocks
Bi,..., B;_1 be obtained and d; be calculated using the
last two symbols in B;_; as previous. Let ¢; = ¢;—1 + d;,
si=(d; mod 6)+1 and A; = x4, ,41...Tq—1%,. We
apply the transformation Ey, , — on the block 4; and
obtain the encrypted block

B; = Efsi#/q,i,l (1’qu1+1 s xq'i)‘
Now, the parastrophic transformation is defined as
PEl’p(xl‘TQ...l’") :BIHBZHHBr (3)

Note that the length of the last block A, may be shorter
than d, (depends on the number of letters in input mes-
sage). The transformation PE is schematically presented
in Figure 1.

For arbitrary quasigroup operations fi, fa,...
the set A, Markovski et al.
Ey Es, ...

, fn on
[1] defined mappings
,E,, as in (2) by choosing fixed elements
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l,la,...,1, € A (such that E; is corresponding to f; and
lz) and

EM =E" | =B,0E, 10...0E

where o is the usual composition of mappings.
proved the following theorem.

Theorem 1: Let a € AT be an arbitrary string and 3 =
E™(a). Then m-tuples in § are uniformly distributed
for m <n.

Similarly, for given ly,...l,, and pi,...,p,, we define
mappings PEy, PEs, ..., PE,, as in (3) such that PE;
is corresponding to p; and I;. Using them, we define the
transformation PE() as follows:

They

(n) _
o) seens(lap1) = PE, oPE,_10...0 PE;.

PE™ = PE
With the transformation PE( | we make a new classifi-
cation of quasigroups of order 4.

III. CLASSIFICATION OF QUASIGROUPS OF ORDER 4

In [5], using image pattern, Dimitrova and Markovski
give a classification of quasigroups of order 4 as frac-
tal and non-fractal. This classification is made on the
following way. Let start with a periodical sequence
123412341... with length 100 and apply 100 times the
E-transformation given in (2) with given leaders. The
authors present the transformed sequences visually using
different color for each symbol 1,2,3,4. On this way, they
obtain an image pattern for each quasigroup and they
analyze the structure of this patterns. If the pattern has
a fractal structure, the suitable quasigroup is called frac-
tal. In opposite case, the quasigroup is called non-fractal.
The number of fractal quasigroups of order 4 is 192 and
the number of non-fractal quasigroups is 384. Fractal
quasigroups are not good for designing of cryptographic
primitives since they give a regular structures.

In this paper, we make a similar classification using
new PFE-transformation. If a quasigroup gives fractal
structure with P E-transformation we named it as paras-
trophic fractal quasigroup. In the opposite case, the
quasigroup is called parastrophic non-fractal.

We conclude that all parastrophic fractal quasigroups
are fractal, but not all fractal quasigroups are paras-
trophic fractal. In the Figure 2, we give the quasigroup
with lexicographic number 40 which is fractal (a), but it is
not parastrophic fractal (b). We find that from 192 frac-
tal quasigroups, 88 are parastrophic fractal and the rest
of them (104 quasigroups) are parastrophic non-fractal.

IV. CoNCLUSION

In this paper, we give a generalization PE of transfor-
mation defined in [8] and using this transformation we
make a classification of quasigroups of order 4 as paras-
trophic fractal and parastrophic non-fractal. On this way,
we increase the number of quasigroups of order 4 which
are suitable for designing of cryptographic primitives.
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Figure 1: Parastrophic transformation PE
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Figure 2: Quasigroup 40 is fractal, but parastrophic non-fractal




