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VOTING TECHNOLOGIES - FROM OSTRACON
TO E-VOTING

Elizabeta Trajanovska Srbinoska', Smilka Janeska Sarkanjac? and Branislav Sarkanjac?
! Assembly of the Republic of Macedonia, 110ktomvri 10, Skopje, Macedonia
2Ss Cyril and Methodius University in Skopje, Faculty of Computer Science and Engineering, Rugjer Boskovic 16,
Skopje, Macedonia
3Ss Cyril and Methodius University in Skopje, Faculty of Philosophy, Goce Delcev 9a, Skopje, Macedonia

ABSTRACT

One of the allocation methods of scarce resources, especially in the public sector, is based on majority rule. Modern
societies use majority rule to elect representative governments that make some of the biggest decisions. Voting is a main
vehicle of majority rule. There are four main factors that influence and are affected by voting — technology, law, politics
and society. This paper provides an insight into the relationship of the voting technology and the level of development of
democracy in a given state.

Voting technologies developed from ostracon in ancient Greece, to Australian paper ballot, to telephone, fax, various
forms of electronic voting, internet voting, mobile voting, blockchain and Al supported voting.

E-voting could be considered as a form of display of the level of development of democracy in a given state. From
ostracon to e-voting the main question is the same: how to have good life in a good state with good laws. From the
answers offered by the Pythagoreans and Plato to today advocates of modern governance it has always been about how to
organise a state so that we can live together the best way we can.

KEYWORDS

Voting Technology, Internet, Blockchain, Al voting, Governance

1. INTRODUCTION

Democracy is about choosing government that will make decisions that relate to wellbeing or prosperity of
citizens. In most cases it is about determining the priorities of development. And that has to do with
allocation of the state budget. One of the allocation methods of scarce resources (besides market price,
command, contest, first-come, first-served etc. as in Parkin, 2012), especially in the public sector, is based on
majority rule. This method allocates resources in the way that a majority of elected members of governing
bodies in a state chooses. Being elected by citizens they indirectly choose what (majority) voters would
choose. In general, modern societies use majority rule to elect representative governments that make some of
the biggest decisions.

Majority rule is a decision rule that selects alternatives which have a majority, that is, more than half the
votes. It is the binary decision rule used most often in influential decision-making bodies, including all the
legislatures of democratic nations.

Voting is a main vehicle of majority rule- It is a formal expression of opinion or choice, either positive or
negative, made by an individual or a group of individuals.

In modern societies, in a conventional paper voting system, voters visit the nearest polling station to cast
their ballots. After the polling deadline, all ballots are counted manually by some trusted entity, such as the
nation’s electoral commission. Eventually, the casted ballots and voting results are securely stored and
managed in some archival venue for a predetermined period of time.

More than thirty years ago, when WWW was invented and became a platform of mass media over the
years, numerous and often far-reaching claims about the new media’s transformative potential were made.
Many authors enthusiastically argued that the Internet will fundamentally change democracy and politics by
providing easy and universal access to information, undermining established structures of political power,
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democratizing the processes of agenda-setting, increasing the rates of political participation, improving the
quality of deliberation and making plebiscitary forms of decision-making feasible (Lindner and Jennen, 2016;
Weare, 2002; Anderson and Rainie, 2020).

Today, due to a large number of practical experiences, the debates on the Internet’s effects on democracy
are considerably less enthusiastic.

However, e-voting is indispensable in modern governance. There are many discussions on relationship of
e-voting and e-governance. We would like to stress the importance of the wider context of e-voting that is
governance. Here we refer to the framework given by socio-political governance of Jan Kooimann (1993).
The theory of socio-political govermance focuses on the plurality and interactions of social and political
actors in a social-political systems that are charcterazed by complexity, dynamics and diversity.

It is needless to say that governance includes democracy. If governance includes as many as possible
political actors that means that democratic organized society is a prerequisite for good governance.
Sophisticated, well thought out voting (electoral) system defines developed democracy (Evan, 2004;
Robertson, 2006).

We argue that e-voting could be regarded as a “reality testing” of the progress of democracy in a state.
Well organized e-voting is a demonstration of many accomplishments which are necessary for advancement
of a democratic state, especially the so-called new democracies of the former Eastern Block. We single out
two extremely important goals to be achieved: mature culture of lawfulness and low corruption society.

E-voting could be considered as a form of display of the level of development of democracy in a given
state. If e-voting provides significantly more transparent process of election it certainly contributes to
development of democracy. If this is the case, by accepting e-voting, the practice of buying votes,
intimidation, bribery and manipulation during the elections are more difficult to organize.

Generally, there are four main factors that influence and are affected by voting - technology, law, politics
and society (Krimmer, 2012).

2. FROM OSTRACON TO BALLOT

Voting as a process is presumed to begin somewhere in prehistoric times, when open voting, for example,
elected a tribal leader or made a decision.

In the antiquity, with the introduction of democracy, the secret ballot begins to be used for voting. For
example, the use of pebbles that were secretly placed in the candidate's vessels, pebbles of a different colour
for the different candidate in a vessel, or the use of broken pottery ‘ostrakoni’ or other print media, where the
name of the candidate-option being voted for, was written (Roisman, 2011).

The secret ballot enabled the further development of the democratic voting, i.e., the voter to express his
voice without fear of the public, and at the same time the possibility of the so-called vote buying — i.e.,
rewarding the voter for the given vote for the candidate.

Paper voting as a form of secret ballot on a prescribed voting medium was first introduced in the Roman
Republic by the Law on Voting (leges tabellariae) in 139 BC (Yakobson, 1995). This law also started the
transition from public voting to secret ballot, for all types of voting. The reason for prescribing the ballot
arose from the need for greater codification of the most important democratic process - the decision-making
process, in the then largest country in the Mediterranean, Europe and (one of the largest in) the world, due to
difficulties in maintaining the democracy of elections in it. Namely, the prescribed ostracons and other types
of voting media are subject to connection, through some marking, handwriting, violation or other type of
marking that could connect the voter with his vote and thus discredit the secrecy of the ballot. The ballot was
actually the Egyptian papyrus, suitable for writing, but at the same time, under the strict supervision of the
state. The law was valid everywhere in the Roman state and for all Roman colonies and protectorates
(Yakobson,1995).

The Australian paper ballot, or also called a secret ballot, is the most widely used voting technology for
elections in liberal democracies around the world. Victoria and South Australia were the first states to
introduce secrecy of the ballot (1856), and for that reason the secret ballot is referred to as the Australian
ballot. The system spread to Europe and the United States to meet the growing public and parliamentary
demand for protection of voters. It is a system of voting in which voters mark their choices in controlled
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privacy in public places, on uniform ballots printed and distributed by the government or designate their
choices by some other secret means.

Some 150 year after the introduction of Australian paper ballot there is nothing radically new on a large
scale, despite many radical changes in our lives. We can travel with the speed of sound and exchange
information with the speed of light. Admittedly, there were some technological breakthroughs that were
included in voting, such as telephone, fax machines, computers, to internet, but most of them were not
implemented in most of the countries.

Telephone voting allows remote voting, i.e., the voter can vote from home, without going to the polling
station, but due to the difficulties in achieving the security and secrecy needed to vote in state and local
elections, has very limited use. Instead, it is very much used in voting for TV shows (Eurovision song contest
for example).

Fax voting (or voting by fax machine) is allowed in Alaska with prior registration. It is a way of remote
voting with the conveniences it brings, but the problem with the security and secrecy of the ballot is even
more pronounced than in a very similar telephone voting.

Electronic voting (e-voting), is a form of computer mediation voting in which voters make their selections
using a computer. The voter usually makes his choice with the help of stand-alone electronic voting machines
(EVMs), or with computers connected to the Internet (Gibson et al., 2016; Hao and Ryan, 2016; Kersting and
Baldersheim, 2004; Katz et al., 2011).

To understand e-voting, it is convenient to consider three basic steps in the election process:
1- composition of ballots, in which voters make a choice, 2- registration of ballots, in which the system
records the submitted ballots; and 3-summing, in which the votes are counted. Ballot casting, recording and
summarizing are routinely done with computers even in non-electronic voting systems. Electronic voting is
strictly a system where the first step, the composition of the ballots (and/or the selection), is done with the
help of a computer.

Electronic voting technology may include drilling cards, mechanical machines withs wheels and buttons,
membrane buttons, optical scanning voting machines, and specialized voting kiosks (such as touch screens)
that include a direct recording electronic voting system (DRE) (Herrnson et al., 2008; Herrnson et al., 2009;
Dill et al., 2003).

Voting technology with optical scanning machines is not a direct electronic voting technology (Card and
Moretti, 2007). The voter votes on a ballot paper which is then scanned to obtain an electronic record which
is easily transmitted from the polling stations to the election officials. This can be done in two ways: by
scanning and manual counting or by scanning and optical recognition and electronic counting. Because there
is a paper ballot, the possibilities for electronic manipulation are reduced because in case of doubt, ballots
can be manually reviewed and counted. The electronic part enables fast transfer of electronic data, faster
summaries and publication of results. The disadvantage is that the technology consists of 2 systems -
electronic and paper, which need to be organized separately and eventually integrated.

A typical DRE machine is composed of a touch screen connected to a computer. Ballots are presented to
voters on the touch screen, where they make their choices and vote. The touch screen can be used to assist the
voter in a variety of ways, including displaying large fonts and high contrast for the visually impaired,
warning the voter to vote by choice, and preventing re-runs.

The DRE machine directly records the ballots and stores the data in its memory. Such a single machine is
used for composing, voting and recording votes. The third step, writing the ballot to a memory device, is
invisible to the voter (Kumar and Begum, 2012).

Introduction of new technology almost always has some shortcomings. What are the shortcomings of the
use of a technology in voting?

Ensuring that voting is recorded, as voting relies on testing the hardware and software of the machine
before the election, is the belief that the software running during the election is the same software as the one
tested before the election. This is the subject of much controversy.

While testing hardware errors or unintentional software errors can be reliable, the same is not true for
malware. Most security experts believe that an insider attack in the software development phase could reach
the final product without being detected (although there is disagreement about the likelihood of such an
attack). This problem is compounded by the fact that the source code is usually not available for public
scrutiny (Dunn and Merkle, 2018).
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Cryptographic techniques can partially solve the problem of software authentication. When software is
evaluated and certified, a cryptographic hash (a short string of bits that serves as a kind of "signature" for
computer code - for example, code length or code number of bits) can be calculated and stored. Just before
the election, the hash is calculated. Any change in the certified software will cause the two hashes to be
different. However, this technique may not prevent all attacks on the integrity of the software.

Computer viruses can infect a machine during elections. For this to happen, the machine must somehow
communicate with another electronic device. Thus, connection to the Internet or wireless devices is usually
not allowed. However, the voting session usually begins with the use of an activation card. An employee in
the poll, after confirming the eligibility, sets the card to allow one voting session. After the session, the voter
returns the card to the voting worker for reuse. At least one DRE system has been shown to be vulnerable to
infection by the activation card. An infected machine can be made to register votes differently from those
voted (Oo and Aung, 2014).

The threat posed by the DRE not to record votes as voters has led some individuals and organizations to
argue that a paper-review report must be prepared for each ballot. DRE manufacturers have responded by
adding a printer feature to their DRE. As a result, the systems produce both electronic records and paper
records. However, problems with document handling and monitoring, both by voters and election officials,
have led to much criticism of these hybrid systems. Many jurisdictions have already rejected them in favour
of optical scanning technology (Stewart, 2011).

3. INTERNET VOTING AND MOBILE VOTING

Internet voting is remote electronic voting over the Internet where voters submit their ballots electronically to
election authorities from any location. With the rapid use of the Internet, it seemed that the voting process
would naturally migrate there. In this scenario, voters would choose from any computer connected to the
Internet - including their home one. Beyond voting in regularly scheduled elections, many saw the emergence
of these new technologies as an opportunity to transform democracy, enabling citizens to participate directly
in the decision-making process. However, many countries have decided that the Internet is not secure enough
for voting purposes.

As a first concern, denial-of-service attacks may block the system and to call into question the electoral
process. Security experts are also concerned that many PCs are vulnerable to various types of malware. Such
attacks can be used to block or replace legitimate votes, undermining the electoral process in an undisclosed
manner (Jefferson et al., 2004).

The third concern about e-voting tackles the possibility of voter coercion and vote-selling when voting
does not take place in a controlled environment. However, there is no consensus on the seriousness of this
problem in stable democracies, as it is generally acknowledged that voting in general is less problematic in
stable democracies. Taking the benefits of e-voting into account, it should be introduced more decisively in
less stable democracies. Furthermore, this complaint also applies to absentee ballots, which have been widely
used in the past, as well as by mail.

Electronic and online voting also provide some advanced opportunities in terms of increasing democracy
(the ability to express the opinion of the individual and his influence on joint decisions), which would be very
difficult to do with paper voting techniques. The first example is the open lists, i.e., the candidate lists where
the parties, instead of a certain number of candidates for fixed positions, could propose extended lists and / or
lists with variable order. Voters in this way have the opportunity not only to vote for a particular political
party, but also to influence the order in that list, vote for people they trust and are nominated by different
parties or independent lists and so on. In this case, the voting process might be preceded by a step of
compiling the election-electoral list from the proposed ones, or even adding an unmentioned candidate
(Tarasov and Tewari, 2017; Stewart III, 2011).

According to the survey by International IDEA from November 2020, only eight countries in the world
allow their voters to cast their ballots to their national parliament elections, to the elections of the local
government councils, or to the parliament of the EU online.

In countries such as France (piloting in 2003 and full access to online voting for all voters abroad in
2012), Panama or Pakistan, for example, the option to vote online is reserved for voters who live abroad. In
other countries, such as Armenia, this possibility is offered only to diplomatic and military staff posted
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abroad. Several States in Australia implemented internet voting for the voters with disabilities, by using their
computer screen reader tools when accessing a web-based platform.

In Switzerland, 15 cantons have offered internet voting to voters abroad and to a certain number of voters
within their borders.

Some countries are taking advantage of online voting at the local level, such as Canada, where
municipalities in the provinces of Ontario and Nova Scotia have been using internet voting since 2003 and
2008, respectively.!

Estonia remains the only country in the world in which any citizen can cast a remote online or mobile
ballot during elections to their national parliament, to local government councils, or to the parliament of the
EU — on all the election levels. Estonia became an online voting pioneer in 2005, is now a reference for the
use of Internet voting technology. During the 2019, 47% of the votes to the European parliament were cast by
online voters. Mainly because of denial-of-service attacks threats, Estonia maintains its traditional voting
infrastructure along with the e-voting option.

4. FUTURE VOTING TECHNOLOGIES

E-voting is one of the sectors that can be advanced by blockchain technology. The idea of blockchain-
enabled e-voting (BEV) is derived by analogy with the use of the digital assets like Bitcoin with which this
technology was first introduced (and is the successor to the distributed P2P technologies that are used for a
longer time). The BEV stipulates that every voter has a wallet - virtual access point that contains user
credentials. Each voter, analogous to Bitcoin and other virtual currencies, receives one coin representing one
voting opportunity (Susskind, 2017; Huang et al., 2021).

The essential benefit of the introduction of the blockchain is that unlike the centralized management and
verification of voting by the election authorities, voting councils or similar bodies, blockchain technology
allows decentralization, i.e., the ability to check/verify from multiple places, even from each participant in
the elections. With the blockchain, each participant actually has an insight into all the votes, the times when
they occurred, these records cannot be changed, and everyone has access to them.

The blockchain technique used in the voting process provides increased voting security, and allows for
greater immediacy: voting takes place on a perhaps more unreliable device - for example a mobile phone
instead of a polling station, but with similar security.

5. AI-VOTING (ARTIFICIAL INTELLIGENCE SUPPORTED VOTING)

Voting assisted by Al-Artificial Intelligence implies 3 directions through which Al would improve the voting

process:

- The first direction is to increase the security of voting through algorithms such as face recognition,
voice, biometric information, handwriting for signature and the like.

- The second direction implies that in the voting process, a preliminary proposal of a vote is included,
which the voter would then confirm, based on, for example, analysis of a questionnaire, analysis of
programs of parties and candidates, previous voting of candidates, etc. The proposed questionnaire, for
example, would guide the voter through a sequential question-based algorithm to the proposed vote. In
this way, the voter is helped to cast his or her vote for the candidate who best meets his or her
requirements.

- The third direction implies assistance to Al on the part of the candidates, politicians, parties, with better
review and adjustment of the demands of the voters, i.e. their programs based on the proposals-analysis
of the Al are adjusted, and at the same time better target the voters.

The use of Al in the voting process brings many benefits, improvements and increases the effectiveness
and democracy of voting (Polonski, 2017), but in addition to the basic technological problems - ensuring
secrecy and validity, which are similar to electronic and online voting, carries its own risks and ethical
dilemmas, which should be further analysed and addressed.

! https://medium.com/edge-elections/which-countries-use-online-voting-3f7300ce2f0

116


https://translate.googleusercontent.com/translate_f#_ftn9

International Conferences ICT, Society, and Human Beings 2022;
Web Based Communities and Social Media 2022;
and e-Health 2022

6. WEIGHTED VOTING (W-VOTING)

Weighted voting is a concept-idea proposed by the first author of this paper, and represents an opportunity
for a step forward in the voting process, supported by technology, towards greater democracy and immediacy
of this process.

Weighted voting is based on advanced voting and / or voting with the help of Al. Basically, this technique
will be based on electronic / internet / blockchain voting with adding weight to each group of voters, i.c.,
voters receive a different weight of their vote depending on the proximity to the voting topic or other criteria.
In this way, for example, the citizens of the capital can vote for the development of the capital, as well as
those who do not live in it, but the first should get more weight for their votes because they have a common
capital with other citizens in the country, but additionally they live in it.

From the information technology side, in addition to the stated problems and solutions brought by
electronic, internet and blockchain supported voting in this most advanced type of voting, the voter database
should be complemented with the database of coefficients that would add or deduct weight to these votes.
Coefficient databases can experience a rapid increase from 1 to thousands, similar to the growth of, for
example, Google PageRank technology.

7. PUTING E-VOTING IN WIDER CONTEXT

E-voting is considered as a tool for fostering democracy and governance. However, it alone is not sufficient.
And in reality, it is far from easy to implement it, despite expertise and political will.

There is no simple recipe. Many factors should be put in play. We will briefly mention two — probably
the most important.

First, it is the education. Long-term investing in education is probably the first thing to do. Finland is
probably the best example in Europe for how education changes a society — it raises the living standard; it
eradicates unemployment and it improves competition. Better education doesn’t come automatically with
buying computers for every student. The process of education is a complex engagement. For illustration, The
OECD’s Programme for International Assessment (PISA) evaluates both digital and print reading
performance. From education in general it is much is easier to go to political education.

Education is a prerequisite of democracy. As we mentioned before, corruption is linked with less stable
democracies.

Second it is fighting the corruption. The fight against corruption must be accompanied with building a
culture of lawfulness. E-voting without visible accomplishment in these areas is a weak factor of democracy.
This implies only one thing. E-voting must be a part of a comprehensive development framework. E-voting is
a concept that should be regarded as a test for digital literacy, culture of lawfulness and success in fight
against corruption. The advocates of e-voting must be aware of the social and political context in a given
country, triggering the discussions on corruption and lawfulness. So, even opening a discussion in a
parliamentary committee, let alone a public debate, is a good sign. It is a sign of a new level of relationship of
trust between state and citizens. And to put it succinctly, e-voting is all about trust.

Studies confirms that lower corruption is associated with an increase in the PISA scores across countries.
Other indicators like access to education, enrolment, and schooling years show that there is significant
relationship between education quality and corruption (De La Cruz Aquino, 2017). Access to education is
indispensable for the implementation and sustainability of democracy (Climent, 2006).

Oclkers (2000), referring to Condorcet, argues that modern society needs active critical citizenship,
citizens able to exchange arguments in the public arena of politics. The most important virtue in such society
is civic courage, and this requires education.

8. CONCLUSION

The voting process is as old as civilization. It is not stationary, but a process that is constantly evolving and
improving with the development of technology, social consciousness and democracy. The use of ICT
technology in the voting process not only finds increasing application, but also becomes crucial and opens
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many new opportunities for comprehensive development of society. The benefits it brings are obvious. So, it
is necessary to avoid the potential risks, in order to come up with solutions that will enable its smooth and
safe use.

Potential risks are not only malware, hacking, attacks on databases of voters and many others security
flaws.

Underdevelopment in key areas of a democratic society should be considered as risk, as well.

To put it in other words, e-voting enables voting in controlled privacy in private places. That means that
you vote in privacy of your home on your personal computer. You are voting in privacy and you are not
threatened or pressurized by another person. Control means that you cannot cast multiple votes, you cannot
doodle on the e-paper, you cannot vote for another person etc. E-voting must provide software and security
systems to prevent misuse or abuse of privacy. In our opinion that is only one side of the story. Control is not
only surveillance and arresting evildoers. There are many democratic risks of vertical, bureaucratic,
non-transparent and non-accountable state. E-voting works better in horizontal state with mature culture of
lawfulness. Culture of lawfulness together with rule of law provide personal freedom (condition that guards a
person from threats and coercion).

E-voting should be a test for advanced culture of lawfulness and measure of the success of fight against
corruption. This claim is backed up with knowledge that countries that apply e-voting have lesser level of
corruption. As lawfulness is indispensable in fighting corruption, it is indispensable in e-voting systems.

The main thesis in this study is that there is no e-voting in high corrupt states. And that there is a
connection between low corruption and developed culture of lawfulness.

From ostracon to e-voting the main question is the same: how to have good life in a good state with good
laws. From the answers offered by the Pythagoreans and Plato to today advocates of modern governance it
has always been about how to organise a state so that we can live together the best way we can.
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