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ABSTRACT

Novel computing paradigms aim to enable better hardware utilization, allowing a
greater number of applications to be executed on the same physical resources.
Serverless computing is one example of such an emerging paradigm, enabling faster
development, more efficient resource usage, as well as no requirements for
infrastructure management by end users. Recently, efforts have been made to
utilize serverless computing at the network edge, primarily focusing on supporting
Internet of Things (IoT) workloads. This study explores open issues, outlines
current progress, and summarizes existing research findings about serverless edge
computing for IoT by analyzing 67 relevant papers published between 01.01.2015
and 01.09.2021. We discuss the state-of-the-art research in 8 subject areas relevant
to the use of serverless at the network edge, derived through the analysis of the
selected articles. Results show that even though there is a noticeable interest for
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this topic, further work is needed to adapt serverless to the resource constrained
environment of the edge.

Keywords: Edge Computing; Cloud Computing; Function as a Service; Serverless
Computing; Internet of Things; Review.

INTRODUCTION

The cloud revolution has introduced the concept of * (anything) as a service [1], an abstraction
allowing users to think of computing infrastructure and software in general as just another
utility for which they pay monthly expenditures. While from the user perspective the Software
as a Service (SaaS) offerings unburden them from thinking about new features, upgrades, and
even security patches, developers still have to interact with lower-level abstractions. One of the
most popular developer-oriented products is Platform as a Service (PaaS), allowing them to
more easily publish and host applications. However, not all infrastructure related aspects are
abstracted to the desirable extent and the underlying programming models have not changed;
developers still need to provide a complete software package and decide what additional
components they would like to use, such as the database product, messages queues, or caching
systems.

The recent introduction of the serverless computing concept, comprised of Function as a
Service (FaaS) and Backend as a Service (BaaS) aims to alleviate these developer problems
allowing them to focus just on the core functionality of their product. Despite its name, there
are still servers involved in this paradigm, but they are not the concern of the developers, since
the provider deals with the scaling, deployment, and runtime configuration of not only the
developer's code but the associated backend services such as databases as well. The developer
simply provides the core functionality in terms of the necessary function code (Function as a
Service) and achieves statefulness, caching, user registration, and all other backend related
services by utilizing other managed products by the provider (Backend as a Service) [2].

Even though the first commercial serverless product has been published in 2015 [3] as a cloud
service aimed primarily at web developers, quickly alternative use-cases have been identified
as well. With the meteoric rise in the number of internet of things (IoT) devices, there is an
ever-growing need for increased compute and network capacity, as well as new product
features which would enable new usage scenarios. To lower the communication latency with
infrastructure located in the cloud, the trend of edge computing has emerged, moving
computing capacity closer to the data source, reducing delays. However, from the developers'
perspective, the programming practices have not changed, with a major difference being that
they also need to account for the more limited computing capacity when their applications are
deployed at the edge compared to the cloud.

Inrecent years the idea of utilizing serverless computing at the network edge has emerged, thus
allowing the deployment of lightweight functions across the infrastructure. Existing cloud
providers have quickly adapted their product portfolios [4], [5], allowing users to self-host the
serverless runtimes on their own hardware at the network edge. A number of existing open-
source serverless projects have also published more lightweight versions of their products [6],
[7] and completely new platforms have been proposed as well [8]. Attempts to transparently
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bridge the divide between the edge and cloud by allowing cross-compatibility of the developed
functions have also been made, thus offering an edge-cloud continuum.

Although serverless edge computing is a new and dynamic research field with great potential
for event driven loT workloads [9], there are a number of open challenges that hinder a wider
adoption. The aim of this paper is to describe these issues and outline recent efforts aimed at
solving them. To this effect, we have conducted a systematic analysis of 67 state-of-the-art
research papers published between 1st of January 2015 and 1st of September 2021, with the
intention of identifying the current research trends and open issues.

The rest of this paper is organized as follows: in section 0 we analyze related research to [oT
serverless computing at the network edge, and then continue to section 0 where we outline the
methodology for our survey. In section 0 we describe the identified open issues and discuss in
detail the relevant state-of-the-art research aimed at solving them. We conclude the paper with
section 0, focusing on next steps and future research directions.

Related Research Papers for Serverless IoT

Both serverless and IoT are active research topics, gathering sizeable interest from the
community because of the wide-ranging effects that they might have on people's everyday lives.
The full extent of IoT applications ranges from smart devices at home, to increased
manufacturing efficiency, and improvements to quality of life through better environmental
predictions and early warning systems. Combining this with the efficiency and easy scalability
of the serverless paradigm, augmented by the greatly reduced development effort and shorter
time to market, makes IoT and serverless an appropriate match for accommodating the
expected influx of new IoT devices.

These aspects are contributing factors to the existence of numerous review papers describing
open-research problems and disseminating existing findings either for serverless or 10T, but,
to the best of our knowledge, no paper focusing explicitly on both of those aspects has been
published yet. The aim of this review is to fill that gap and look at the serverless research
challenges associated when it is used primarily for event based IoT workloads, especially when
such workloads require low latency, and need to be performed at the network edge.

A common theme across existing literature is the consensus that the usage of serverless is
expected to skyrocket in the near future [10], [11], as solutions to the open problems are
emerging. Perhaps one of the more pressing issues for serverless computing is the difference
in the various implementations regarding the runtime environments and the variable
performance that they are offering as a result of the chosen architecture for function execution,
such as virtual machines, containers, or native execution [12], [13]. The authors of [12] propose
unikernels as a possible workaround for this problem, allowing a function to be packaged with
all of its library dependencies and hardware interaction frameworks, omitting requirements
for a base operating system or a hypervisor.

The introduced abstraction of BaaS$, and its externalization in terms of the running functions is
identified as another area for improvement, resulting in poor performance for I/0 bound
workloads that need to communicate with fast storage, which in this case is accessed through
network APIs, adding overhead and latency, leading to longer execution times [12], [14], [15].

URL: http://dx.doi.org/10.14738/tnc.95.11231 3



Transactions on Networks and Communications (TNC) Vol. 9, Issue 5, October-2021

This increase in execution time can potentially cause function timeouts, since depending on the
platform, function execution time can be severely limited [12]. Another concern is also the
increased cost that might be incurred, as a result of this slowdown, even though serverless is
deemed a more cost-efficient solution that other alternatives that do not offer a scale-to-zero
capability [15].

One way in which cost can be reduced is by migrating from a commercial serverless platform
to a self-hosted one, potentially avoiding the vendor lock-in commonly associated with such
public platforms [16]. Further research is required in this area, to determine common patterns
for the initial creation of serverless applications or migration of existing cloud-based
applications to a serverless architecture [15], [16]. However, the very nature of granular
functions with a well-defined functionality might be of great benefit to such efforts, since
existing code can be reused in various other systems, promoting composition and the mash-up
development paradigm. Such ideas will likely result in the establishment of many function
marketplaces where developers will be able to either share or sell their functions [13], [15]. Of
course, further work on vendor abstraction and cross-platform serverless compatibility is
needed before such community sharing efforts can be realized.

Reusing functions from unknown developers naturally opens the question of security.
Serverless computing differs from regular cloud computing based on VMs or even physical
servers, since the security aspects are in most cases handled by the provider, which is especially
true in public environments, limiting the customizability of security policies by end users [12],
[14], [15]. When devising new runtime optimizations, great care should be taken not only on
function performance, but on function isolation as well, keeping in mind that serverless
platforms are multi-tenant environments.

2 1 -
1. Identify search N 2. Perform > Thf%?:wwrz(t:i;)??é? > 4. Analyze N cfasz%r::va?ic?n
keywords database search results relevant results framework

Figure 1. High-level Overview of the Applied Research Method

Despite these challenges, serverless is considered one of the enabling aspects of future [oT
infrastructures [13], [14], [17]. By moving serverless computing to the edge of the network, and
establishing an edge-cloud continuum, application developers can get the best of both the edge
and cloud paradigms. Through the utilization of advanced scheduling strategies for selecting
the location where the workload will be executed, either the potentially limitless computing
capacity of the cloud can be leveraged, or the low latency of the edge, depending on the context.
Distributed scheduling algorithms [18] play a very prominent role in such edge-cloud
scenarios, where the lower execution performance of the edge can easily offset the time savings
achieved by eliminating the transfer delay to the more resource rich cloud, leading to
suboptimal implementations. This requires careful consideration of the scale-down-to-zero
behavior which although results in lowered cost, increases the initial start-up time of the first
function instance.

RESEARCH METHOD
To obtain broad initial results we have identified the following terms for our database search:
(“serverless” v “faas” vV “function as a service” V “function-as-a-service” V “baas” vV “backend as
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a service” V “backend-as-a-service”) A (“iot” V “internet of things” vV “internet-of-thigs”). Even
though our main focus are serverless challenges at the network edge, we have purposefully
omitted mention of either edge or edge computing in the search query, so that even papers who
do not explicitly mention them but do mention serverless in an 0T context are returned.
Authors often discuss serverless issues and present new approaches in a wider network context
without explicitly targeting or even mentioning the network edge, but in many cases these
contributions are indeed applicable to it and thus provide valuable insight.

Using the previously identified search keywords we have used six popular databases: IEEE
Xplore, ACM, Arxiv, Google Scholar, Springer, and Science Direct to identify relevant papers. The
criteria for consideration of any paper were: i) published between 01.01.2015 and 01.09.2021;
ii) full-text available to the authors of this paper in English; iii) contains clear reference to [oT
serverless computing and discusses issues directly or indirectly applicable in an edge context;
iv) is peer reviewed, grey literature was omitted.

We have initially obtained 217 results, which after applying the above inclusion criteria were
reduced to 64 which underwent a full-text reading. During this phase we have actively searched
for additional cited relevant papers. As a result of the full text reading, we have identified 11
papers that were not relevant to the topic and added 14 extra entries as a result of the
snowballing technique. At the end, we have accepted 67 papers in total, based on which we have
derived our classification framework presented in the next section. Figure 1 shows a graphical
representation of our workflow.

Open Issues and Existing Research Findings

In the subsections that follow we discuss the relevant open issues identified through the full-
text analysis of the selected papers and describe potential solutions and mitigations. We follow
up on the topic categorization that was performed in [19] which represented an exploratory
systematic mapping of serverless trends at the network edge. In this paper we provide an in-
depth discussion for each identified topic of interest and relevant subtopics, outlining the
current state-of-the-art research in this emerging field.

Efficiency

The fact that at the lowest level serverless architectures are a time-sharing concept, efficiency
optimizations are at the heart of this paradigm, since any breakthroughs directly impact both
the service providers, as well as the customers. Reducing the functions' footprint and execution
times allows more workload to be executed on the same infrastructure, as well as lowering
costs, thus promoting serverless as a feasible alternative for latency constrained applications.
The set of requirements that a serverless platform, especially one deployable to the network
edge, should support can be summarized with the following characteristics [20]: i) provide an
event-driven and short-lived execution of serverless functions; ii) offer support for high density
and multi-tenancy; iii) provide low latency as to support the requirements of [oT workloads;
iv) deal with high churn of serverless functions, executed repeatedly, with a short-lived
execution time.

The main problem in this area that has attracted a significant interest both from academia and
the industry is how to reduce the initial start-up time of a serverless function. This is also
popularly known as the cold start problem. We elaborate further on this issue in the subsection
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that follows. We then proceed to introduce the various proposed solutions to this problem,
starting with WebAssembly, and moving onto other runtime environments such as micro
virtual machines and unikernels. We conclude the discussion on efficiency and optimization
with a description of recent efforts to reduce serverless functions' sizes. Table 1 provides an
overview of the discussed topics in each paper relevant to this section.

Table 1. Overview of Research Topics and Related Papers from an Efficiency Perspective

Topic Papers Total
Footprint Reduction | [21]-[27] 7
Containers [12],]26],]28] | 3
WebAssembly [20]-[22] 3
Native Execution [12],[27] 2
Micro VMs [12] 1
SDN [29] 1
Unikernels [12] 1
VMs [12] 1

The Cold Start Problem and Container Pre-Warming

The cold start problem is a direct consequence of the scale-down-to-zero approach, which
keeps a function instance running for a limited amount of time, until it finishes its execution, or
it reaches the timeout limit, after which it is terminated. Upon the next invocation, another
instance needs to be created, incurring larger start up costs in comparison to the scenario
where the same runtime environment is reused [9], [21]. To mitigate this drawback, numerous
approaches have been proposed. One of them is to keep a pool of pre-warmed containers, ready
to serve a given function without incurring the cold start delay during the first call [22], [30].
Even though this is a possible solution to the problem, it leads to greater resource usage, and
eliminates one of the positive aspects of serverless - the scale-down-to-zero feature. A slight
variation to this solution is not discarding the runtime environment after a function is done
executing, and instead reusing it for any future invocations, a strategy practiced by many
serverless platforms, both commercial and open-source. However, in this way runtime isolation
is not guaranteed, leading to security risks in which temporary data from a previous invocation
by a different user can be accessed by a future invocation of the function, in cases where the
same environment is used.

The drawbacks of the aforementioned solutions have sparked the interest of migrating away
from containers for serverless function execution and onto more efficient runtimes. Examples
include WebAssembly, micro virtual machines, and unikernels, among others. The purpose of
these efforts is not only to reduce start up times, but also achieve performance comparable to
the native execution on bare-metal hardware.

WebAssembly

One example of a more efficient runtime for serverless functions that looks promising and
attracts a noticeable research interest is WebAssembly. Even though first envisioned as a web
technology, bearing this mark even in its name, it has since been adapted to a general-purpose
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execution environment, not limited to the browser. A number of open-source WebAssembly
engines can be directly embedded into applications. Hall et al. [21] take this approach where
they implement a serverless platform inspired by the OpenWhisk architecture, but unlike
OpenWhisk, they use WebAssembly as an execution environment. Their contribution also
characterizes function access patterns into three distinct categories: i) single client, multiple
access; multiple clients, single access; multiple clients, multiple access; and then provide
benchmarks comparing the performance of the WebAssembly prototype to OpenWhisk. Results
show that while the startup time is significantly reduced, execution time is increased, and it is
slower than both native and container-based execution.

A possible solution to the reduced performance is provided by Gadepalli et al. first in [22],
where a prototype implementation is discussed and later in [20] where a functional platform
[31] is presented. Their approach is different since they are not using a JavaScript virtual
machine as the execution environment for the WebAssembly serverless functions, because
even though it does offer better start up times compared to containerization, it reduces
execution performance, as seen in [21]. Instead, they develop a new WebAssembly compiler,
and a runtime framework called aWsm [32], allowing multiple functions to share a single
runtime instance, and bypass the kernel scheduling and isolation features, instead relying on
its own implementations. This approach is reported to offer start up times measured in
microseconds and function memory footprint in kilobytes. Results in [20] where the Sledge
platform is introduced, utilizing the described approach, show 4 times better latency and
throughput comparable to Nuclio [33], an alternative open-source serverless platform,
commonly praised for its speed.

To conclude, even though WebAssembly can be seen as a potential solution to the cold start
problem, several issues remain before it can satisfy all the requirements of an efficient
serverless runtime at the edge. Platforms utilizing it require careful consideration regarding
the execution performance, as not to offset any benefits acquired through the reduced start up
times. Furthermore, with the increased popularity of WebAssembly for other use-cases besides
serverless, it is expected that there will be even wider and better support by high-level
programming languages, giving developers a wider set of options.

Micro Virtual Machines

Micro virtual machines can also be seen as a potential solution to the slow start-up speed of
regular virtual machines and the lower isolation provided by containers compared to the
traditional VM approach. The offered benefits in terms of hardware-backed separation between
workloads and milliseconds start-up times can benefit serverless use-cases as well, providing
greater isolation between tenants and wider choice in terms of supported underlying platforms.
The first commercial services using this technology both in a serverless and serverful context
are already available [34]. Amazon Firecracker is one such infrastructure product whose micro
VM implementation has also been open-sourced [35].

The application of micro virtual machines is still an area under active research, with interest
from both industry and academia, and the potential benefits both to execution speed and
workload isolation can be significant [36].
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Unikernels

Unikernels also present an alternative to the containerized execution of serverless workloads,
offering reduced overhead in comparison to the other approaches. The idea behind unikernels
is to package the application together with all its dependencies, as well as system functions for
directly interfacing with the underlying hardware, so that it can be instantiated independently,
without the need for a base operating system. In this way, the resulting artifact size is an order
of magnitude smaller than traditional virtual machine images, while allowing native execution
performance, leading to more efficient resource usage and planning.

The authors of [12] identify unikernels as a potential approach that might be greatly utilized in
the future for FaaS execution. While there are some existing unikernel implementations today
[37] this still remains an under-researched topic.

Code Size Reduction

The function size plays a significant role in the cold start up times of serverless functions,
especially on resource constrained edge devices. Additionally, most commercial serverless
providers charge for the storage of the function's source code as well, which can reach hundreds
of megabytes when all library dependencies are taken into account. Even in the case where
serverless platforms run on private infrastructures, the excessive storage use of large numbers
of functions cannot be overlooked and pose a challenge for computing devices, even more so to
those with capacity and performance constrained storage. To overcome this problem, several
optimization techniques have been proposed [23], [24], the main idea being to prevent function
size from ballooning in cases where a large library is added as a dependency. This is especially
important during the migration of existing workloads to a serverless architecture, where prior
technical debt might lead to the reuse of well-tested, albeit not serverless optimized libraries.
More details regarding the possible optimizations performed on existing codebases to reduce
their size and avoid a full rewrite are given in subsection 0, Serverless Migration Guidelines and
Benefits, below.

Scheduling

Taking into account the distributed nature of the edge, efficient scheduling algorithms are
required to determine the best execution point for a given serverless function. However, as a
result of the large number of functions that might potentially be available, additional attention
should be paid to the limited resources of the edge devices, which might limit how many
functions can be served at a given point in time, due to storage and performance constraints.
The main efforts in this area are focused on developing efficient scheduling algorithms that can
optimize latency, cost, or bandwidth usage, and help establish an edge-fog-cloud continuum,
automatically finding the best execution location that matches the previously defined criteria
or even transparently migrating in-progress workloads. There are examples that apply new
scheduling approaches to commercial services [24], [25], as well as to open-source and self-
hosted ones [38]-[40]. Table 2 categorizes the relevant papers to this topic according to the
discussion provided in the subsections below.
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Table 2. Overview of Research Topics and Related Papers from a Scheduling Perspective

Topic Papers Total
Latency Optimization [18],[20], [22], [24], [26], [29], [38]-[53] | 22
Bandwidth Optimization | [18], [29], [40], [48], [51], [54] 6

Al & ML [26], [39], [41]-[43] 5
Container Prewarming [26],[30], [39], [41], [55] 5
Price Optimization [18],[25], [29], [43], [50] 5
On-the-fly Migration [18], [44], [54] 3

Optimization of Commercial Serverless Platforms

Elgamal et al. [25] present an algorithm aimed at the AWS serverless portfolio, capable of
scheduling functions either on the edge, on devices utilizing AWS Greengrass, or in the cloud,
using the AWS Lambda service. The fact that functions can be seamlessly reused across these
two services, without any modification, allows the scheduling system to see the edge as an
extension to the cloud. The presented approach is modeled as a constrained shortest path
problem, with the aim of finding the minimum execution cost, without going over the
predefined latency threshold. Further cost savings can be achieved during cloud execution by
combining the logic of multiple distinct functions into a single one, eliminating the need for
function chaining, which is charged extra. Pelle et al. [24] also implement an abstraction layer
between Greengrass and AWS Lambda, creating a decision system about which infrastructure
to use and where to execute the functions, incorporating metrics from commercial and on-
premise SDN networking devices.

A similar approach to the previously described system by Elgamal et al. in [25] is taken by Pelle
et al. in [24], with the focus on optimizing the deployed function layout through function
grouping and resource requirement optimization, achieving better performance and lower
cost. The proposed solution uses a two-layer architecture, where the first layer can generate a
software layout which describes how the different functions will be grouped, what will be their
resource requirements, and whether they will be executed at the edge or in the cloud, all based
on previous metrics and defined constraints. The second layer acts as an adapter layer and is
responsible for the deployment of the generated layout on the used infrastructure. Even though
in the initial prototype only AWS services are supported, the abstraction provided by this
second layer allows other serverless products to be supported in the future as well, which
would allow function scheduling across different providers, selecting the one that offers the
most favorable terms.

Optimization of Open-Source Serverless Platforms

Unlike contributions that focus on commercial platforms, those using open-source software
meant to be run and maintained independently focus on latency as the primary optimization
goal. Cicconetti et al. [38] present a scheduling algorithm for serverless functions that can select
the most optimal node from a list of distributed nodes, all offering the same function instance.
Utilizing a software defined network (SDN) architecture, and assigning different roles to edge
devices, a hierarchical decision system is implemented, allowing to choose the device offering
the most optimal execution latency. The prototype implementation is developed on top of the
OpenWhisk platform, and the source code is publicly available [56].
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Another approach focusing on an existing open-source serverless platform is presented in [39],
using Knative. By using linear regression models to predict when requests for a particular
function will be received, as well as their volume, a prediction system is built. The idea is that
by using prefetching and traffic prediction, the cold start delay penalty incurred during the
initial start-up of the container hosting the given serverless function can be mitigated, as a
result of pre-warming the required number of container instances. Similar prediction systems
whose aim is reducing the cold start penalty have been built for different open-source
serverless platforms commonly deployed at the network edge as well. Agarwal et al. [41] design
a reinforcement learning scheduling algorithm for Kubeless, optimizing the number of
container replicas backing a given serverless function depending on user demand, introducing
itas an alternative to the native Kubernetes auto-scaler which is also being utilized by Kubeless
itself. Continuing the trend of offering better scheduling algorithms to existing serverless
platforms, the authors of [26] have recently developed a queuing theory algorithm for function
scheduling on top of OpenWhisk. Their implementation also offers runtime optimizations by
limiting the allocated CPU shares to already executing functions, on-the-fly.

Smart Scheduling Algorithms for the Network Edge

This idea of using prediction models is shared by Patman et al. [42], where a heuristic based
machine learning algorithm is presented to dynamically decide what combinations of functions
needs to be deployed where, in addition to when, so that serverless tasks can be efficiently
scheduled. However, their vision is to reuse dormant computing capacity of nearby devices for
the task execution instead of offloading it to a dedicated edge infrastructure.

Cho et al. [43] also apply machine learning to scheduling algorithms but this time in a multi-
access edge computing (MEC) context, where the initial tier of the serverless infrastructure is
collocated with mobile base stations. Using a deep reinforcement learning approach, workloads
are distributed among edge and remote cloud nodes based on various execution characteristics,
including QoS, cost, and performance requirements. This trend of collocating compute
infrastructure with mobile base stations, following the MEC specification and exploring efficient
algorithms of choosing the best node is also explored in [40]. The parameter being optimized
by Cicconetti et al., in this case, is the total delay for completing the function, taking into account
transmission as well as execution delays. However, another constraint is added to the decision
process as well since the algorithm is made aware of potential specialized hardware such as
GPUs that might be available at specific collocated nodes.

On-the-fly Migration

Even though there are multiple scheduling techniques that consider various factors during the
decision-making process such as latency, cost, execution speed, or available hardware, they
mainly focus on the initial function placement. Karhula et al. [44] present a way in which a
running serverless function can be migrated to a different node, while it is being executed. In
this manner, it is possible to better balance the workload and alleviate memory pressure by
migrating function instances on-the-fly, instead of prematurely terminating their execution in
resource constrained scenarios. Also, looking at the problem from a different perspective, this
also provides the means for temporarily pausing any function which is currently blocked and
waits for another function or an I/0 operation to complete. This approach has benefits both for
customers and service providers, reducing execution cost, as well as offering better time
sharing of the underlying hardware. The potential cost reduction could be significant, and it can
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also help to overcome the double-spending serverless problem, where a user is charged for the
execution time of a function which is idling and is blocked by a synchronous call to another
function, waiting for it to return a result.

IoT Serverless Edge Platforms

Table 3. Serverless Platforms Specifications
Name Location | Runtime Function Base Open-
Languages Source
STOIC [45] Any Native Any Kubeless v [57]
Containers
Serverless [oT [58] | Any Containers Any OpenFaa$S v [59]
Pigeon [30] Any Containers Dockerfile Kubernetes X
Fog Function [54] Any Containers Dockerfile FogFlow v [60]
[55] Any Containers Any OpenWhisk X
CSPOT [61] Any Containers C, Python Docker v [62]
A3-E [46] Any Containers Depends on base | OpenWhisk, v [63]
AWS
[64] Any Containers Any Kubernetes, v
AWS Lambda [65]-
[67]
Clemmys [28] Any Containers Any OpenWhisk X
Hcloud [50] Any Proprietary Python l[aaS & | X
Platforms, Commercial
Containers Serverless
[47] Edge, Containers Any Edge Devices | v [68]
Cloud
[69] Edge, Native Python, Node.js, | AWS X
Cloud Containers Java, C, C++ Greengrass &
Lambda
[70] Edge, Containers N/A LXC X
Cloud
EBI-PAI [48] Edge Containers Any OpenWhisk X
tinyFaaS [8] Edge Containers Node.js Docker v [71]
Stack4Things [72] Edge Containers Python, Node.js | Qinling, v [73]
lotronic
Kappa [74] Edge Calvin Runtime | Calvin Script, | Calvin X
Python
Sched-Sim [75] Edge Containers Any Kubernetes v [75]
Serverless MEC | Edge Native Any Any v [77]
[76]

Real-world implementations of serverless edge platforms have also attracted a great research
interest. A number of different approaches have been taken, such as: reusing existing
commercial offerings, adapting popular open-source alternatives to the network edge, or
developing completely new solutions from scratch. A very encouraging aspect is the fact that
the majority of the discussed platforms below have chosen to open-source their
implementations, allowing others to reuse, or even improve them in the future. Another
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interesting development are efforts to fuse new serverless platforms with existing popular
commercial alternatives, through the introduction of various compatibility layers, allowing
function reuse.

Table 3 lists the main characteristics of the discussed platforms below, and offers insight at
their primary execution location, utilized runtime technology, supported languages for writing
serverless functions, as well as their underlying base on top of which they are developed. It is
evident that many researchers opt to base their implementations on existing serverless
platforms, some of them open-source, a topic that is further discussed in section 0, Open-Source
Solutions.

Serverless Platforms Supporting Multiple Execution Locations

The current serverless platform research is focused on providing versatile solutions capable of
running both at the edge and in the cloud, thus ensuring an edge-cloud continuum, utilizing
decision making algorithms and finding the most optimal execution location. 13 of the selected
platforms mention that they are designed to take advantage of more than one execution
location. The basic idea is to use the edge to process smaller data samples, offering a local view,
while exploiting the larger processing power of the cloud to generate global views [70].

To this effect, Pinto et al. [58] develop a platform [59] utilizing a proxy component that can
measure the execution time of serverless functions and based on past experience decide at what
layer to execute a given function. The decision-making process in terms of finding the most
optimal execution location is compared to the multi-armed bandit problem, and three different
algorithmic implementations are presented, balancing the exploration and exploitation aspects
of the issue. Additionally, both [50] and [46] offer platforms with incorporated scheduling logic
for edge-cloud continuum. Whereas [46] factors in the functions' requirements in terms of
service latency, battery consumption, and availability during the decision process, [50] aims to
provide a compatibility layer between various serverless providers, taking into account the
execution cost at the various layers as well. The presented solution continuously monitors the
pricing information of multiple public serverless providers and based on this information
deploys it to the most affordable one, as long as the function's resource requirements are
satisfied. To ensure immutability of the recorded pricing information and prevent price
tampering by the administrators of the unified platform, a blockchain backed storage medium
is used for storing historical price data. Similar to these approaches, Zhang et al. [45] present a
platform suited for Al workloads, which can either be natively executed at the edge, without
any runtime abstraction, or in the cloud using the Kubeless open-source serverless platform.
To better support complex workloads, the availability of specialized hardware is also
considered during the decision process.

Avoiding the problem of deploying elaborate edge infrastructure or relaying on commercial
providers, Avasalcai et al. [47] develop a community platform where participating users can
opt to share their resources with each other. Each application is represented by a series of tasks
that can be scheduled on available devices at the edge. If not enough resources are available,
cloud capacity can be leveraged as well. The incentive mechanism which would entice users to
share their resources, as well as means for task migration between devices have not been
defined yet and will be a subject of future research.
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Extending Existing Serverless Platforms

Research efforts are not concentrated only on developing novel solutions, but also improving
the existing ones, in some cases even those that are commercially available. One such example
is the Clemmys [28] platform, extending OpenWhisk and adding support for the Intel SGX
secure enclave and describing optimizations that reduce the performance penalty, achieving
comparable performance to native OpenWhisk execution. The use of Intel SGX in a serverless
context is discussed in greater detail in section 0. Another example which improves an existing
commercial solution is described in [69], where the AWS serverless products are used to
develop a platform that can either execute serverless functions at the edge, using devices
enrolled into AWS Greengrass, or in the cloud, utilizing the Lambda serverless service. Using
automatic function downloading, Greengrass devices can autonomously reconfigure
themselves, and fetch any missing functions from the cloud, thus optimizing the storage usage.
No advanced decision making is involved, and the caller of the function decides whether to
invoke the function at the edge or in the cloud. In cases where the cloud is chosen as the
execution location, the local edge devices act as proxies in the edge-cloud communication.

Open-source alternatives which can also transform edge devices to function executors are
available as well. Tricomi et al. [72] present a platform [73] which modifies the Qinling FaaS
project by OpenStack [78] to extend function execution to end-devices. Additionally, a graphical
user interface is offered, based on the popular Node-Red project, allowing users to easily define
function chains and processing steps. As with other container-based solutions, per request
isolation is not guaranteed since multiple functions requests can be executed by the same
container. Similarly to this, Baresi et al. [55] also extend an existing open-source product, in this
case the OpenWhisk serverless solution, and develop a shared persistence layer, acting as a
cache between different function invocations, mitigating the unpredictability of whether any
subsequent function invocations will be executed in the same or in a different container
environment. As previously, no request level isolation is guaranteed, instead leaving the
decision-making process to the OpenWhisk scheduler.

Serverless Platforms Compatibility Layers

To ease the adoption of a newly proposed solution, some platforms provide compatibility layers
with existing commercial services, allowing function reuse. Such compatibility layers have been
implemented previously as well, one prime example being the wide adoption of the S3 protocol
initially developed by AWS for its object storage service. Today, various products exist, both
open-source and commercial, which reuse the S3 API, providing programmatic compatibility
with the original service. The authors of [61] present a system that offers a serverless
compatibility layer with AWS Lambda and can run across a wide variety of devices with
different hardware specifications, either at the edge, fog or in the cloud. This approach allows
existing Lambda functions to be migrated and executed on the new platform, without requiring
arewrite. Containers are used as a runtime environment, and to mitigate the cold start issue, a
single container can be shared by multiple functions, using memory isolation between them.

Intelligent Scheduling of Serverless Functions

Another technique for avoiding the cold start issue apart from container re-use is container
pre-warming, where container instances are started ahead of time, and wait for a request to be
received. Of course, while this does solve the initial delay incurred during the first start-up, it
leads to higher resource usage, since resources are utilized for larger periods of time, even
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when not explicitly required. The Pigeon [30] framework is one such example that implements
an oversubscribed static pool of pre-warmed containers, keeping ready container instances of
all resource sizes.

Cheng et al. [54] also introduce a system which can decide the execution location of a function
based on multiple optimization parameters, but in contrast to the previously introduced
solutions, the capability for migrating workloads on-the-fly between the different layers during
execution is provided as well. This is made possible by joining all nodes into a pool representing
a hierarchical overlay, from where execution targets can be dynamically chosen. The serverless
functions are then executed by a container runtime on the selected node.

Finally, the authors of [64] promote the idea of using serverless functions in a scientific context,
to increase the speed with which large amounts of data can be analyzed. Depending on the
desired execution location, the platform can either take advantage of Kubernetes clusters
operated on private clouds or at the network edge, as well as the commercial AWS Lambda
service offering. This is especially useful for privacy sensitive information that needs to be
preprocessed as soon as possible for anonymization purposes, before moving it to the cloud
and leveraging its greater processing capacity for further analysis and aggregation.

Standalone Serverless Platforms for the Network Edge

When running serverless at the edge of the network, two distinct approaches are identified. The
first approach involves reusing existing edge devices for function execution, utilizing their
spare computing power. This is also called deviceless edge computing [70]. The second
approach involves the building of a dedicated computing infrastructure with a single purpose,
that of processing edge data. Even though often these two approaches are intertwined with
each other, they are sometimes used to define even more hierarchical processing levels, placing
them before the cloud.

An example of a serverless platform that is aimed solely at the edge is tinyFaaS [8], [71], where
the driving idea is to make the implementation as lightweight as possible. Edge nodes are seen
as independent devices, and no advanced scheduling algorithms are present. Functions are
executed into containers with no per-request isolation, and to achieve lower overhead, the
lightweight CoAP protocol is used for the function invocation endpoints, instead of the more
traditional HTTP.

The repurposing of well-known DevOps tools at the edge has also been researched, Rausch et
al. [49] describe efforts to implement a serverless edge platform on top of the Kubernetes
container orchestrator, which, by default, comes bundled with a container scheduling
algorithms on its own. Their results show that the included Kubernetes scheduler does not cope
well in very dynamic environments, where large numbers of functions are invoked, as a result
of the spawning and destruction of many containers in short amounts of time. Of course, this
presents a challenge particularly to serverless projects that build their solution on top of
Kubernetes, since they have to implement workarounds to this issue. As described previously,
popular approaches include either container pre-warming or the elimination of runtime
isolation, allowing container reuse. Both approaches have the same effect, reducing the number
of container instantiations, or at least optimizing the time at which they are done. With many
lightweight Kubernetes distributions targeted at the network edge[79], [80], even devices with
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modest hardware, such as single board computers can be made part of a computing cluster for
serverless functions.

Such development of solutions that allow any existing edge devices to be converted to
serverless function executors has the potential to rapidly increase the adoption of serverless
edge computing. Current examples include various commercial offerings such as AWS
Greengrass and Azure [oT Hub, but research interest from academia is present as well. Persson
et al. [74] discuss one such solution that can reuse existing devices for serverless execution,
published in 2017, the same year that the first such commercial service, AWS Greengrass has
officially been announced. The solution is built on top of the existing Calvin [81] framework,
and uses CalvinScript for function declaration. Similar to its commercial counterparts, node
tagging is also supported, allowing load scheduling based on the labels associated with a given
device.

Multi-access Edge Computing - MEC Serverless Platforms

Multi-access edge computing (MEC) is an emerging trend, aiming to unify telecommunication
technologies and infrastructure services, by collocating computing infrastructure with mobile
providers' base stations. This approach, combined with advancements in telecommunication
technologies such as the wider adoption of 5G, act as enablers for new use-cases, reducing
latency and defining vendor and application independent interfaces. The development of the
MEC initiative is done within the European Telecommunications Standards Institute (ETSI)
[82], and has attracted a noticeable research interest as well.

Recently, attempts have been made to integrate serverless computing with the existing MEC
initiatives, which might perhaps lead to greater vendor independence in the future through the
adoption of the implementation agnostic MEC APIs. Cicconetti et al. in [76] elaborate their
vision for such integration between serveless and MEC, tackling the function assignment
problem between various infrastructures available at the providers' base stations, and testing
their performance using simulations. The development of a MEC compliant interface for
existing serverless architectures is a work in progress [77].

Contributing to the idea of moving serverless platforms close to the service providers' base
stations, Yang et al. [48] reuse an existing open-source serverless project, OpenWhisk, and
implement a prototype solution built on top of a software defined network (SDN) architecture.
One of the benefits of making the service provider aware of the infrastructure is that function
invocation can be done by dynamically reconfiguring DNS mappings, so that users are
redirected to the most appropriate execution location, similarly to what is presented in [83].

Continuum
Table 4. Overview of Reseaerch Topics and Related Papers from a Continuum Perspective
Topic Papers Total
Edge, Cloud [24], [25], [29], [42], [43], [45]-[47],[49], [61], [69],[70] | 12
Edge, Fog, Cloud | [17], [50], [51], [54], [58], [64], [84], [85] 8

Edge computing with its idea of providing limited compute capacity closer to the data sources,
near the edge, thus improving latency and using available bandwidth more efficiently, does not
make the other infrastructures, placed higher in the hierarchy, obsolete. On the contrary, to
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provide the best user experience, as well as the most economical solution, a way in which all
existing infrastructure can be used is needed, exploiting the specific advantages of both the
cloud, fog, and edge layers. Table 4 presents the included articles that discuss solutions capable
of being executed at more than one network location at a given time.

This vision of achieving a hierarchical computing infrastructure, offering a seamless continuum
between the different layers, is of great interest to both the creation of new scheduling
algorithms as well as the development of full-fledged platforms, utilizing these algorithms. A
careful balance must be established, between the edge and the cloud, because even though
there is a reduction in latency, the computing power is often limited at the edge, and any time
savings secured as a result of the reduced latency can be lost to longer execution times. For this
reason, itis recommended to perform only initial preprocessing of the data at the edge, assuring
its quality and providing a fast response to real-time applications. In cases where a more in-
depth analysis is required, the filtered data should be sent to the cloud, leveraging its greater
computing power. Zhang et al. utilize this concept of partitioning the workload in [51] to
develop a system for video stream analysis. Multiple serverless functions are combined into a
pipeline and partition points are defined. All functions before the given partition point are
executed at the network edge, closer to the data source, while those after the partition point are
sent to the cloud to leverage its better computing capacity.

There are already implementations of scheduling algorithms that dynamically take into account
both edge and cloud resources, and try to optimize the function scheduling between them based
on a number of different metrics [24], [25], [43]. Platforms that can be deployed across all
computing layers, and transparently execute functions have been introduced as well [45], [46],
[50], [54], [58], [69], [70].

The authors of [84] present one such platform that can be deployed across the whole network,
and supports various execution environments, such as virtual machines, containers, and even
HPC clusters. These environments are called pilots and developers can submit serverless
functions for execution at a location of their choice. Communication between workloads
executed on different pilots is possible using message brokers.

IoT Serverless Edge Applications

Despite the very active research in terms of serverless efficiency improvements, scheduling
optimizations, and new platforms integrating these features, there is a sizable interest in the
creation and description of serverless applications as well. These applications include, but are
not limited to, the development of cyber-physical systems, smart city improvements, as well as
better user experience for augmented reality and virtual reality workloads. While the level of
technical sophistication varies, they all use either private or public serverless platforms, and in
some cases extend this usage to the very network edge. Such practical examples verify the
feasibility of the proposed solutions in relation to the existing open issues, as well as help in
identifying new ones, by targeting specific use-cases or user requirements.

Table 5 showcases the relationship of the included papers to the subcategories discussed
below, including their preferred deployment location.
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Table 5. Overview of Research Topics and Related Papers from an IoT Serverless Applications

Perspective

Topic Papers Total
Guidelines & Benefits [9]-[11],[13],[14],[17],[18],[20], [21], [23], [49], [86]-[91] 17
Public Infrastructure [10],[13], [23], [46],[52], [53],83], [90], [92]-[96] 13
Private Infrastructure [10],[13], [27], [46], [55], [83],[90], [92]-[95], [97] 12
Edge2 [14],127],[52],[53], [55], [83], [87], [93]-[95], [97] 11
AR & VR [13],]27], [40], [42], [46], [51], [55], [83] 8
Al & ML [13],[14], [45], [48], [49], [64], [96] 7
Smart City [23], [52]-[55], [64] 6
CPS [92]-]95], [97] 5
MEC [40], [48], [55],[76], [83] 5
Cloud® [52], [53], [83],[93] 4
Foge [95] 1
Blockchain [14] 1

aDenotes serverless applications designed to leverage edge computing
b Denotes serverless applications designed to leverage cloud computing alongside edge and
fog
¢ Denotes serverless applications designed to leverage fog computing

CYBER-PHYSICAL SYSTEMS

Cyber-physical systems represent environments where computers are expected to directly
interact with them, using real-world physical actions. Notable examples include smart grid
management, medical systems, autonomous driving systems, and unmanned aerial vehicles
(UAVs). The requirements for low latency computation, make serverless an option in the
development of such applications, which is also confirmed by Gan et al. [92], who describe an
application for coordinating swarms of UAVs during their execution of a specific action.
Following the omnipresent dilemma of where to draw the line between a decentralized and a
centralized system, two implementations are discussed. In the first one, the centralized one, the
drones stream the data to the centralized platform which then analyzes it and extracts
meaningful information, while in the second one, the computation is performed by the drones
themselves, using their on-board processing power, resulting in a deviceless edge scenario,
where end-devices themselves execute the workload. The main problem with the centralized
solution is network congestion when there is a large number of drones that need to be
coordinated, as well as the high round-trip latency. On the other hand, by using the
decentralized approach, the devices are depleting their battery faster, reducing their flying
time, and in some cases even becoming non-responsive, unable to do essential processing
required for the execution of the flight, because of the high utilization incurred by the data
processing tasks. A potential solution to these problems is to come up with a middle ground
approach, where simple tasks that do not generate high compute loads are executed on the
devices themselves, thus drastically reducing the round-trip latency. In contrast, high-load
functions are executed in the cloud, since any latency benefits are eliminated as a result of the
large processing times and faster battery depletion when executing them on the edge devices.
This middle ground between these two approaches, decentralized and centralized, is an
important aspect, not relevant only to cyber-physical systems, but to all IoT in general.

The reduced latency that processing at the network edge offers can be mission critical in certain
scenarios and can decide whether a disaster will be averted or not. The authors of [97] describe
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a smart oil field implementation which leverages serverless edge computing to analyze in real-
time data generated from oil extraction sensors. In such unconventional environments, satellite
communication is often the only way in which internet connectivity can be established, and
using this approach allows all of the drawbacks associated with it to be alleviated, such as the
cost, unreliability and high round-trip time.

Finally, Zhang et al. also present another implementation of a serverless application [93] for
atypical scenarios, with components running both at the edge and in the cloud, whose purpose
is to be used in emergency situations, where access to utilities might be limited. What is notable
about this example is the fact that the whole solution, across all levels, ranging from the data
acquisition, through its analysis and storage, to its presentation on a static web site, is
implemented using the serverless approach, combining the FaaS and BaaS offerings of a
commercial provider - AWS.

Smart City

While the line between cyber-physical systems and smart city applications can sometimes be
bleak, serverless solutions have recently gained popularity in this area as well. The main goal
of such applications is to simplify everyday lives and save costs by introducing smart [oT
devices in these urban environments, which are in turn capable of monitoring and in some
instances even automatically adjusting various aspects, such as: garbage usage [52], energy
usage [94], [95], or access to transportation services [53].

Smart recycling is just one example where the cost efficiency of the serverless paradigm can
provide great scalability at low cost, as a result of sporadic usage, and low data volume sent per
device, albeit with a high number of devices in total. The authors of \cite{al-
masri_recycleio_2018} present such a solution, capable of monitoring garbage bins, detecting
classification violations and reporting remaining capacity. The data is first processed on local
edge devices using a commercial serverless edge platform - Azure IoT Hub, before being sent
to the cloud for more in-depth analysis and long-term storage.

Another solution which can directly benefit the everyday lives of citizens by reducing traffic
congestion and by optimizing public transportation routes is presented in [53]. Through a
combination of commercial FaaS and BaaS products an intelligent transportation system is
introduced, which can identify rush hours and popular routes through the monitoring of
ubiquitous Bluetooth equipped devices such as smartphones. The gathered data by the edge
devices is sent to a BaaS database every 5 minutes, thus exploiting the scale-to-zero cost
efficiency of the serverless approach. Various other smart city applications based on serverless
functions executed at the network edge are also present in literature, such as the one for
checking mask wearing compliance discussed in [64].

Scenarios requiring many more distributed edge devices have been shown to be feasible as
well, with particular interest for the energy sector. Both [94] and [95] describe intelligent
applications for monitoring energy management systems, utilizing edge and cloud devices,
exploiting an edge-cloud continuum. Albayati et al. [95] envision an implementation of such a
system at the country level, modernizing the currently used metering infrastructure. Authors
of [94] extend this approach and implement Toci, an anomaly detection system for power grids,
by using a commercial solution for deploying and management of edge devices (AWS
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Greengrass) on top of which serverleses function can be executed, as well as a cloud FaaS
counterpart (AWS Lambda), for additional analysis. The mutual compatibility of the Greengrass
and Lambda solutions allows functions to be seamlessly reused between the edge and the cloud,
without any modifications. Toci follows the same trend as [93] where the complete solution,
together with the presentation of the data, is implemented using a serverless architecture.

Augmented Reality and Virtual Reality

AR and VR systems are distinct from the previously described categories since end-users have
a direct interaction with them and the perceived latency plays a significant role in customer
satisfaction. Furthermore, the nature of the workload requires specialized computing hardware
such as graphics processing units (GPUs) that can accelerate the completion of the submitted
tasks significantly, compared to a software implemented alternative, executed directly by the
central processing units (CPUs).

To this effect, Salehe et al. [27] aim to exploit the fact that each household has a number of
devices that are left idling for large periods of time during the day. By designing a JavaScript
runtime capable of executing serverless functions on these performance constrained devices, a
platform is developed, where each device can provide computing capacity for various purposes,
for example AR/VR image analysis and processing. These home devices can be seen as edge
device instances, and while they might not have great computing capacity, their strength lies in
their numbers, and the extent to which the given workload can be granularly partitioned to run
across them. A similar solution is provided for better equipped devices as well, where multiple
concurrent executions can be supported by containerizing the developed runtime, instead of
executing them natively.

The idea of utilizing serverless computing for AR/VR tasks is also presented by Baresi et al.
[83], but in this case a multi-access edge computing architecture is described, co-locating
computing infrastructure with mobile base stations. This is perhaps one of the first instances
where MEC and serverless have been joined together. The mobile base station is responsible of
routing the request for the serverless function to the nearest edge server that satisfies the
requirements for its execution. The reference implementation, done using the open-source
OpenWhisk platform, is compared to a cloud one, where AWS Lambda is utilized. The edge
implementation shows significant benefits when compared to the cloud one in terms of latency,
and comparable performance in scenarios with high concurrency of task execution.

In conclusion, the fact that there are already existing application implementations utilizing
serverless in an [oT context is very encouraging and serve to further refine this computing
paradigm. One of the outstanding issues, especially for more complex AR/VR scenarios is
providing hardware acceleration features such as access to dedicated GPUs for running
serverless functions. None of the commercial platforms currently support such a use case, but
itis an area under active research, as showcased in [45].

Serverless Migration Guidelines and Benefits

Even though serverless offerings have been available for a number of years, the idea of using
this computing paradigm at the edge for serving IoT workloads is more recent. Taking into
account the vast number of [oT applications, and their different requirements in terms of cost,
execution performance, and latency, specific guidelines are needed, elaborating the various
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computing approaches that can be utilized, especially in resource constrained environments
such as the edge. Pfandzelter et al. [86] present a decision framework, outlining what
computing paradigm to use for applications dealing with either event processing or data
analytics workloads. When it comes to event processing, their recommendation is to use
infrastructure as close to the data source as possible, arguing that serverless is a preferred
platform for such scenarios, as long as there is no complex shared state involved. By performing
the event processing as close to the edge as possible, the latency is kept to a minimum, without
incurring higher execution times due to the slower hardware, since the events are simpler.
However, when it comes to more complex data streams, it is recommended to move to the
cloud, since the faster execution times outweigh the latency advantages as a result of the closer
proximity.

Further benefits and challenges for IoT serverless computing, with a focus on the edge are
provided by Aslanpour et al. [9], agreeing that event driven applications, especially those with
stateless lifecycles, are perhaps the best fit for serverless edge computing. The scale-to-zero
feature further increases its attractiveness in scenarios where events are sporadic, allowing
greater cost efficiency compared to the alternative approaches which keep the application
instances warm at all times, incurring costs.

Finally, while the benefits of adopting serverless are enticing, the question of how to migrate
existing workloads to a serverless architecture, remains. Authors of [23] propose such
migration guidelines of existing applications, hoping to increase the serverless adoption, while
Grossman et al. in [87] describe the migration process that they have undertaken to convert an
existing application to a serverless architecture. The main goal is to avoid a full rewrite of the
existing solution, and instead reuse as much of the existing codebase as possible, focusing
instead on the required optimization aspects. One such aspect is the resulting function size,
since traditional applications tend to use many libraries, all contributing to the total data
volume. In order to reduce the critical start-up time of serverless function, as well as reduce
storage costs, Christidis etal. in [23] propose a function minimization technique, where existing
programming libraries are slimmed down by including only the code that is absolutely
necessary for the application's execution, removing any unused functionality. This is possible
by analyzing the function's access patterns to the library files and removing those which are
unused. An alternative, which has the same goal of reduced function size is given in [24], where
the authors present a way in which multiple functions and their libraries can be aggregated into
efficient FaaS platform artifacts by grouping them together. Elgamal et al. [25] have
implemented a similar approach, combining multiple serverless functions into a single one
running on AWS Lambda, with the aim of reducing costs by avoiding extra charges resulting
from transitions from one function to another, in cases where function chaining is performed.
Even though many papers are dedicated to outlining the benefits of serverless computing and
various platforms exist with comprehensive documentation, developers still experience issues
when converting existing and creating new serverless applications, as can be seen by the types
and volumes of questions asked on popular developer forums like StackOverflow, a subject
analyzed by Wen et al. in [88]. Results show that the majority of asked questions are related to
application implementation and low-code development, with only 7.9% accounting for general
questions regarding the serverless concepts. While this shows that there is enough information
available for users to educate themselves about the basic concepts, more formal guidelines for
adopting serverless computing and relevant programming patterns are required.
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Benchmarking

The large amount of different serverless options available, targeted directly at the edge for [oT
scenarios or designed for more resourceful environments such as the cloud, warrants some
performance comparison to ease the decision-making process when choosing a new solution.
However, such benchmarks must take into account platform specifics as well, such as the
manner in which the computing resources are allocated, the runtime environment of the
executing functions, the underlying hardware, as well as the type of workload being executed.
Table 6 categorizes the relevant benchmarking research depending on the type of platforms
that it is aimed at. Many papers that discuss platform implementations or novel scheduling
algorithms also offer benchmarking results, comparing their performance to alternatives. We
have purposefully excluded these from the table below where we focus exclusively on full-
fledged benchmarking suites. However, they are listed in the figure in section 0, visualizing the
relationships between the different primary categories.

Table 6. Overview of Research Topics and Related Papers from a Benchmarking Perspective

Topic Papers Total
Public Infrastructure | [92],[96], ]98], [99] | 4
Private Infrastructure | [92], [98], [100] 3

Benchmarking Suites for Commercial and Open-Source Serverless Platforms

Palade et al. [100] evaluate open-source serverless platforms that can be deployed on modest
edge infrastructure, where latency plays a key role. By simulating a resource constrained
environment using only two nodes on top of which the popular container orchestrator
Kubernetes is installed, the response time and the success rate of functions instantiated by the
Kubeless, OpenWhisk, OpenFaa$, and Knative serverless platforms is evaluated. Using a [Meter
benchmarking scenario a simulation is done where IoT devices continuously push measured
data to a serverless function running on one Kubernetes node, placed within the same local
network. Results show that Kubeless provides the shortest response time, comparable number
of transactions per second with the other tested platforms, and high function success rates even
in cases with high concurrency.

Das et al. [98] tackle the same issue of serverless platforms performance analysis, but from a
different perspective, focusing instead on commercial offerings. Performance of function
execution at the edge is evaluated by testing the AWS Greengrass and Azure IoT Hub products,
which allow the respective runtimes to be installed on a customer owned equipment, thus
enabling the same functions that can be instantiated on the respective cloud services, to run
natively on the devices. These results are then cross-referenced with measurements obtained
by applying the same testing scenarios to the cloud-based services, confirming the latency
advantages of the edge solutions. The initial set of developed benchmarks is open-sourced
[101] and is divided into three distinctive categories: i) speech-to-text generation; ii) image
recognition; iii) sensor emulation using a scalar value generator. Unfortunately, the persistent
vendor lock-in problem and the lack of standardized APIs, means that support for any other
platforms, besides AWS and Azure is lacking, leaving it up to the open-source community to
pursue this effort.

Kim et al. [96] take a similar approach to Das et al. and develop 4 benchmark types that can be
executed exclusively on cloud-based commercial serverless platforms. These categories apart
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from simulating real-world workloads such as machine learning model manipulations, and
application execution performance, also include microbenchmarks, executed using traditional
command line tools like iperf and dd. The idea behind these tools is to test raw hardware
performance, such as network throughput, input-output operations per second supported by
the storage, and number of executed instructions. Even though no edge scenarios are currently
supported, neither open-sourced nor commercial, the source code is publicly available [102],
providing means for further extension to different providers, or execution locations. Authors of
[92] also try to offer an alternative to microbenchmarks, one that better represents real-world
workloads. For this reason, they develop an open-source benchmarking suite [103] consisting
of five applications which can be used for performance measurements of serverless platforms.
The applications encompass scenarios such as payment systems, e-commerce, social
networking, and UAV swarm coordination, providing workloads representative of the real
world.

This idea of creating a set of reproducible, cross-platform benchmarks for evaluating different
serverless implementations is also discussed by Gorlatova et al. [99], at an even larger scale,
across 6 different locations. The selected infrastructures include local devices and a server,
simulating the network edge, as well as both conventional and serverless cloud services from
multiple service providers. Interestingly, to better illustrate the real-world network latency,
measurements are performed from different physical locations, and surrounding conditions.
Results show that the previously described cold start problem plays a significant role in the
overall function execution delay, leading to increases of over 40 times in the most extreme case.

Migration Guidelines & Benefits

Through the analysis of the selected papers, we have identified a significant number of entries
that provide implementation results and outline the benefits of the new implementation by
comparing it to existing alternatives. This is of course, highly beneficial, and contributes to the
body of knowledge regarding performance characteristics of the various available options.
However, one major issue is still present in this area, and that is the portability of the devised
benchmarking suites. Without any uniform API for function deployment and connection to
supporting services, researchers have to manually adapt their implementations to the different
offerings, in most cases prioritizing popular and well-established services, hindering the
adoption of newer and perhaps more efficient alternatives. This issue also makes it difficult and
very time consuming to directly compare commercial and open-source serverless solutions,
because of their different APIs. The best solution to this problem would of course be the
adoption of a standardized abstraction layer, which would allow cross-platform portability of
functions.

Serverless Security, Integrity, and Policy

Even though the serverless paradigm aims to simplify feature development and provide a more
agile workflow without burdening the user with infrastructure management, there are still
security concerns that must be considered, both by the developers themselves, as well as the
platform providers. This is especially true for multi-tenant environments where different users
might share the same underlying infrastructure, such as at the network edge. Current research
aims not only to mitigate threats from other functions submitted by malicious actors, but also
from hostile platform operators as well. Unfortunately, there is no consensus on the
recommended security and data integrity features implemented by different platforms, which
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combined with the absence of a uniform AP]I, leads to issues when searching for alternative
providers. Table 7 provides a summary of the relevant topics and associated papers in terms
of serverless security, data integrity, and policy, before continuing with a more in-depth
discussion of these issues below.

Table 7. Overview of Research Topics and Related Papers from a Security, Integrity, and Privacy
Perspectives

Topic Papers Total

Vendor Lock-In | [16], [24], [50], [89] 4

Trustworthiness | [28], [89], [104], [105] | 4

Data Repair [85] 1

The Vendor Lock-In Problem

One of the top problems currently facing serverless adoption is the associated vendor-lock in
resulting from the different provider implementations. This is especially true for IoT
environments, where the diverse nature of devices with varying hardware configurations
narrows down the set of platforms that can be used, resulting in scenarios where the same logic
needs to be implemented multiple times, for different serverless platforms, or even different
runtimes and programming languages. While a unified, cross-platform API is currently lacking,
there are efforts to independently overcome these imposed limitations. Serveless.com [106],
[107] offers the ability to translate serverless functions and deploy them to different cloud
providers using a unified client utility. Of course, this does not equal an official support by the
end-providers, making exclusive features hard to support. However, by relying on the support
of the open-source community, it is possible to scale the effort of supporting new platforms,
and in some cases this has led to the development of compatibility layers for open-source
serverless solutions as well [108].

The latest research in this field is not focused only on providing a cross-platform layer, but also
of devising an intelligent way of scheduling the required functions across the different
platforms, taking into account either programming environment restrictions, or user
preferences. Pelle et al. [24] provide an abstraction layer that can be used for programming
serverless functions, allowing such implementations to be later instantiated on commercial
platforms, based on a scheduling logic. The authors of [50] also extend this idea by
implementing a platform providing a unified API capable of translating the published functions
to different platform implementations, establishing an edge-cloud continuum through
intelligent function scheduling.

There are also examples of platform implementations that natively support functions
developed for popular cloud providers' APIs, thus offering easier adoption by existing users of
these public platforms. One such example is CSPOT [61], [62], which supports functions written
for AWS Lambda.

Function Marketplaces

Having a unified API for serverless function development, would not only avoid any vendor-
lock in and allow easier migration between platforms, but would also promote the use of public
function marketplaces, where developers can share their functions with others. Combining this
approach with the mash-up development paradigm would lead to decreased development
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times, and arguably better code quality, since developers can collaborate on a common
implementation of a function, used by many people, instead of devising their own solutions. Of
course, such function sharing does not imply that it will solely be done on a free-of-charge basis,
developers should be able to opt to monetize their code. This might lead to even new business
models, where developers not only charge a one-time fee for the function code itself, but rather
per invocation of the code, further blurring the lines between the various * as a service offerings.
The first function marketplaces are already available [109], but unfortunately they are platform
exclusive, lacking a standardized API.

Isolation & Security

In any code sharing scenario, one of the first issues that arises is the question of security. It is
not hard to envision malicious functions posted on the previously described function
marketplaces, aiming to compromise either the underlying infrastructure where the code is
run, or the processed data itself. Datta et al. [104] propose a solution to this problem by
introducing Valve, a security framework for serverless functions that is capable of establishing
a security baseline, and enforcing policies based on this baseline. The concepts of security
baselining and policy definition is well known from other areas and is the way in which the
popular SELinux framework is implemented. In this manner, data exfiltration and
infrastructure abuse can be averted, albeit with a performance hit to the execution
performance, because of the real-time policy enforcement. Function size is also increased, as a
consequence of the introduced sidecar applications, responsible for monitoring the function's
behavior and intercepting any file or network access. Another approach discussed in literature
[28], [105] is the use of secure enclaves, such as Intel Software Guard Extensions (SGX),
protecting the runtime environment of the functions and allowing execution on untrusted
infrastructures, by relying on the on-the-fly memory encryption and decryption capabilities of
the CPU. The authors of [89] review further serverless security issues and evaluate alternate
ways in which higher levels of function isolation can be achieved, such as the the modification
of existing JavaScript engines to ensure separation.

Data Integrity

The FaaS serverless paradigm of chaining multiple simple functions together to complete a
more complex task leads to the question of data integrity as it is passed between the various
intermediary processing steps. One area in which this issue is present is IoT, where the real-
time nature of the output data makes it hard to repeat any computations in case there is a data
corruption leading to a computational error. SANS-SOUCI [85] is an extension to the previously
mentioned CSPOT [61], which allows data repair by implementing an append-only log of all
data processed by functions. In this way, any errors can be mitigated by replaying the
computation after the necessary changes have been made to the function code, or without any
alternations, but simply at a later time. This concept of an append-only storage also allows data
gathered in the past to be replaced with more precise data in the future, or to process real-time
data using a different time resolution.

Open-Source Solutions

Many of the presented research papers focusing on development of new edge serverless
solutions used an existing open-source serverless platform and by extending it, adapted it to
run at the edge.
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Table 8 outlines these papers, as well as categorizing them whether they have used an open-
source software (OSS) platform or have in turn open-sourced their code.

Table 8. Overview of Research Topics and Related Papers from an Open-Source Software
Perspective
Topic Papers Total
Based on an OSS | [16], [26], [28], [30], [38]-[41], [45], [46], [48], [49], [54], [55], [64], | 24
Platform 2], [74], [83],[85], [87], [89], [100], [104], [105]
Published as 0SS [72],[76],[85],[87],[92], | 16

[7
[8], [20], [22], [26], [46], [47], [58], [61], [64],
[96], [98]

To better understand the varying levels of popularity of the different platforms, we have
classified the analyzed papers in terms of which platform they based their implementation on.
Figure 2 shows the popularity distribution of each mentioned platform, while

Table 9 links the associated papers with the underlying platform of their choice. OpenWhisk is
the most popular base platform, chosen by 9 papers in total. This is not surprising since even
commercial offerings have contributed to the wide popularity that it currently enjoys by
providing compatible solutions. One such example is IBM Cloud Functions [110]. Following it
is OpenFaaS, another versatile solution with a wide array of supported programming languages
in which serverless functions can developed, as well as offering the possibility of using custom
container images, allowing developers to specify the execution environment. Kubeless and
Knative follow next in third and fourth place, respectively, both being Kubernetes centric
solutions. In comparison, the other solutions have more versatile deployment options,
supporting other container orchestrators as well. Finally, Calvin, FogFlow, and TinyFaa$S have
only been utilized once, both representing platforms that have been presented in previous
research, and later adapted to execute serverless functions at the edge.

m Other, 3, 13%

® Kubernetes,

2,9% OpenWhisk,
9, 39%
B Knative, 2,
9%
Kubeless, 3,
13% OpenFaas, 4,

17%

Figure 2. Most Popular Open-Source Serverless Platforms
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In total, 40 of the 67 analyzed papers have directly or indirectly contributed to the open-source
community, by either extending an existing open-source platform (24 papers) or publicly
publishing the source code for their implementation (16 papers).

Table 9. Usage Distribution of Open-Source Serverless Platforms

Platform Name | Used By Total
OpenWhisk [26],[28], [38], [40], [46], [48], [55], [83],[100] | 9
OpenFaa$ [58],[87],[100], [104] 4
Kubeless [41],[45], [100] 3
Knative [39],[100] 2
Kubernetes [30], [64] 2
Calvin [74] 1
FogFlow [54] 1
TinyFaa$ [8] 1

Summary of Open Issues

Considering the complex relationships between the various topics discussed in the analyzed
papers, Figure 3 provides a visual representation of the number of entries related to each
identified open issue, while also serving as a reference to the related papers that discuss it. This
figure aims to extend the tables present in the previous sections, focusing on the global view
instead of on the local view which was provided within the sections discussing the respective
categories above. The numbers on the lines connecting the open issues with their subtopics are
color-coded according to the color of the subtopic on the right-hand side and relate to the
references available at the end of this paper. For clarity, review papers as secondary literature
are explicitly listed at the end.

CONCLUSION
By searching 6 popular research databases, we have analyzed 67 papers related to the novel
trend of applying serverless computing at the network edge. Through this analysis we have
derived a classification framework consisting of 8 distinct categories and 30 unique
subcategories. Current research trends are focused on development of new serverless
platforms deployable across the whole edge-fog-cloud continuum by using advanced
scheduling algorithms and optimizing either latency, price, or bandwidth utilization.

Serverless computing has also recently been applied to real-world problems at the network
edge as well, primarily aimed at event based 10T applications. However, one persistent issue
being faced is the runtime efficiency and incurred start up delays when presented with a high
frequency of function invocations. Recent efforts made using WebAssembly and the idea of
adopting unikernels as a possible more lightweight alternative to containers is promising, but
further work is needed on increasing the number of supported programming languages and
tooling in terms of WebAssembly and concrete implementations for unikernels. Functions
executing complex Al algorithms would also benefit from specialized hardware, support for
which is currently lacking in many platforms [90].

In the coming years, with the increase in IoT devices utilized by customers and industry alike,
there will be an even greater focus on long-term security and privacy protecting measures that
can be implemented to safeguard critical information. Strict function isolation [91] with the
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help of novel hardware features, along with sane data processing policies are inevitable in this
aspect. One of the prominent advantages of edge computing, apart from the reduced latency is
exactly the benefit of reducing private information flow to third parties before it is
preprocessed and anonymized.
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