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Highlights

*A review of state-of-the-art Internet of Things applications for smart grid
and home

Definition of smart home holistic framework with key features from
literature review

*General description of a Smart Home Management Moel based on the
holistic framework

*Discussion of current and future challenges for Iternet of Things based
solutions

Abstract

Although Internet of Things (IoT) brings signifidanadvantages over traditional
communication technologies for smart grid and smadme applications, these
implementations are still very rare. Relying oncanprehensive literature review, this paper
aims to contribute towards narrowing the gap betwibe existing state-of-the-art smart home
applications and the prospect of their integratioto an IoT enabled environment. We
propose a holistic framework which incorporates fedént components from IoT
architectures/frameworks proposed in the literatimeorder to efficiently integrate smart
home objects in a cloud-centric 0T based solutidie. identify a smart home management
model for the proposed framework and the main tdaBks should be performed at each
level. We additionally discuss practical designliemges with emphasis on data processing,
as well as smart home communication protocols henl interoperability. We believe that the
holistic framework ascertained in this paper canused as a solid base for the future
developers of Internet of Things based smart havheisns.
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1 Introduction

With the expected growth in world population, thentnd for energy will continuously
increase. Current power grids were built decades agd despite the fact that they are
regularly upgraded, their capability to fulfill iute demands is uncertain. Existing reserves of
fossil fuels are limited and impose harmful emissiomaking social and environmental
implications and impact inevitable. The result bistcurrent state is the transition of the
traditional centralized grid towards a distributedbrid energy generation system that heavily
relies on renewable energy sources, such as widdsalar systems (Lund et al., 2015),
biomass, fuel cells, and tidal power.

Smart grid is a concept that integrates informa@od communication technologies (ICT)
with grid power systems, in order to achieve edintiand intelligent energy generation and
consumption (lyer and Agrawal, 2010). It is chagaeed by a two-way flow of both
electricity and information. Approaches in smaridginclude novel solutions that would
effectively exploit the existing power grid in ord® reduce or eliminate blackouts, voltage
sags and overloads. Utilities could benefit, asltda& demand in critical situations would
decrease. If demand is greater than the total ggaey these systems could prevent the grid
failure or major blackouts, and increase the rdltgb quality, security and safety of the
power grid.

Smart grid solutions can be applied in every pérthe grid: production, transmission and
distribution. Recently, a fourth part of the sngnit, i.e. the smart home has become a major
(mainstream) research and application interesmarsgrid. Smart home refers to the use of
ICT in home control, ranging from controlling appices to automation of home features
(windows, lighting, etc.). A key element of the stmaome is the usage of intelligent power
scheduling algorithms, which will provide residemtish the ability to make optimal, a priori
choices about how to spent electricity in ordedeégrease energy consumption. Another term
commonly used is smart house or home automation.

The combination of information technologies and aatbed communication and sensing
systems, creates a variety of new potential appdice. New advanced concepts, such as
pervasive or ubiquitous computing (Greenfield, 200here computing is made to appear
everywhere and anywhere, hold a huge potentiahpmiication in smart grid (Parikh et al.,
2010). Smart devices or objects, capable of comaation and computation, ranging from
simple sensor nodes to home appliances and saattésti smart phones are present
everywhere around us. The heterogeneous networlpasing of such objects comes under
the umbrella of a concept with a fast growing papty, referred to as Internet of Things
(IoT).

IoT represents a worldwide network of uniquely @&ddable interconnected objects.
According to (Gubbi et al., 2013), 10T is an “intennection of sensing and actuating devices
providing the ability to share information acrodatfprms through an unified framework,
developing a common operating picture for enablmpvative applications. This is achieved
by seamless ubiquitous sensing, data analyticsimodnation representation with Cloud
computing as the unifying framework.” Thereforee timternet of Things aims to improve
one's comfort and efficiency, by enabling cooperaimong smart objects.

The standard 10T usually consists of many Wirel8sssor Networks (WSN) and Radio-
frequency identificatioRFID) devices. Wireless Sensor Network is a paradibat was
tremendously explored by the research communithenast two decades (Oppermann et al.,
2014). A WSN consists of smart sensing devices ¢aatcommunicate through direct radio
communication. RFID devices are not as sophisticalbey mainly consist of two parts: an
integrated circuit with some computational cap#ébgiand an antenna for communication.
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The concept of I0T, combined with smart meterirgs the potential to transform residential
houses, homes and offices into energy-aware enwvigots. There is an increasing interest in
the research community to incorporate the loT pgmadin the smart grid concept,
particularly in smart home solutions. The trendswafb search popularity for the terms:
Internet of Things, Smart Grid and Smart Home s@@4 are shown in Figure 1. According
to these statistics by Google, the trends willifartincrease for the terms Internet of Things
and Smart Home.

B Smart Grid

B Smart Home

SN
[

2>

Figure 1. Interest over time according to Googkndis since 2004 for terms Internet of
Things, Smart Grid and Smart Home.

In this paper, we present a holistic approach ¢oitkegration of state-of-the-art 10T (or near
loT) solutions into the smart home, taking into @aat both home energy management
considerations and architectural challenges andgtisnk with emphasis on data processing
issues, networking and interoperability featuresrafirt home protocols. For this purpose, we
surveyed the I0T frameworks present in the liteggtanalyzed these state-of-the-art solutions
and defined challenges for future research. Setionpresents the methodology used in this
paper in order to select the most appropriate tedevelopments as published in the literature
covering the topics of Internet of Things, smartdgand smart home. The in-depth analysis
of the results, as identified by our methodologygiven in section three. Our analysis is
conducted in a threefold manner. Initially, possiahd existing 10T and near loT applications
are analyzed in view of different parts of the sngaid where such solutions are and/or can
be applied, with focus on the smart home. Afterwaedgeneralization is given of the existing
solutions in a new generic holistic framework thatorporates key features from the
literature review as identified by our methodologhe analysis is concluded by overviewing
a general smart home management model for the ds&doholistic framework by defining its
integral levels and their main tasks as observatieranalyzed state-of-the-art solutions. The
fourth section discusses challenges associated lwith constrained resources (energy,
memory capacity and processing capabilities), aleitly networking, interoperability issues,
big data analyses, security and privacy. An ovevva useful guidelines and solutions
needed to face these challenges is given. Firtallypaper is concluded in the fifth section.

2 Review methodology

This section presents the methodology used in thpemp in order to select the most
appropriate recent developments as published ititdrature covering the topics of Internet
of Things, smart grid, and smart home. The litaetuas searched using the online service
Google Scholar (GS) (https://scholar.google.coffje main advantages of using GS as
opposed to other similar resources like ScopusVeall of Science are freedom, ease of use,
and a broader universe of cited and citing itenrar{€eschet, 2010). Google Scholar has a
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high coverage for high quality studies, is highgnsitive and could be the first, and even
more so a standalone choice for systematic reva@weeta-analysis (Gehanno et al., 2013).
Only publications, excluding patents and citatisrese searched. All results provided by GS
were sorted according to their relevance. Googleoc's ranking algorithm relies heavily
on an article’s citation count, but also puts ahhigeighting on words in the title (Beel and
Gipp, 2009). Currently GS does not search for synenof queried keywords; hence, all
synonyms have to be rewritten and queried sepgratel

Only publications between years 2010 and 2016 wensidered. Papers prior to 2010 were
not considered since most of the advances in the laave happened within the last few years
(GS retrieves 130 publications with keyword “Intetfriof Things” in the title published before
2010, and 7650 publication published after 201®jictv is in line with the Google trends as
shown in Figure 1.

The following terms were allowed: “Wireless SenbBlatwork”, "Internet of Things", “loT”,
“Smart Grid”, “Smart Home” and “Home Automation” a&ppear anywhere in the text of the
publications. We consider the terms “Home Automdtiand “Smart Home” to be synonyms,
as well as the terms “loT”, “Internet of Things” dariWireless Sensor Networks” (since
Wireless Sensor Networks together with RFID arettt@ main technologies which enable
the development of IoT). Most of the research e@mgles in 10T have its origin in WSN;
hence, some of the 10T solutions are simply borcbivem WSN (Mainetti et al., 2011). The
general query form we use is “term1” AND “term2” BNterm3”, where term1 = (“Wireless
Sensor Networks” OR “Internet of Things” OR “loTtgrm2 = (“Smart Home” OR “Home
Automation”), and term3 = “Smart Grid”, and thugfpem six searches. The queries and the
total number of publications retrieved by GS areegiin Table 1.

Table 1. Number of publications found by GS Endoredifferent queries

total number
of results

Query# terml term2 term3

“Wireless Sensor

Query 1 Network” “Smart Home” “Smart Grid” 919

Query 2 erl\(leless S?nsor “Home Automation” “Smart Grid” 775
etwork

Query 3  “Internet of Things” “Smart Home” “Smarti®r 1430

Query 4  “Internet of Things” “Home Automation” “Smart Grid” 1000

Query 5 “loT” “Smart Home” “Smart Grid” 1050

Query 6 “loT” “Home Automation” “Smart Grid” 747

Only the first 100 results per query were considdo further analysis in this paper. There
are overlaps between the result sets of the diffecpieries so the final set of unique
publications is around 150. For example, if we abrsonly the top 20 results there are a
total of 74 unique publications, with multiple pigaitions appearing in the results of more
than one query. Figure 2 shows the number of tbesdaps, and additionally the average GS
ranking for each group are given (e.g. papersdappear in the results of a single query have
an average ranking of 12.54).

The unique set of publications was further filtecahtent-wise i.e. whether the publication
has pertinent material regarding wireless senstwarks or Internet of Things solution/s for
smart home and/or smart grid. First a number oepamwere excluded based on the content of
their abstract. Next, we considered the whole téxhe remaining papers and retained only
those in line with our review. The final remainipgpers were analyzed in-depth. The finding
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is that the papers can be semantically divideevimrhain categories: WSN solutions and loT
concepts.

50 12,54
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Figure 2. Total number of publications appearinthetop 20 results for the six queries. The
number associated with each bar refers to the geeemking of the publications in the group

The first category includes papers that providé-liaworking implementations of WSN in
different domains like habitat monitoring, home mtonng, etc. They can be considered the
seeds of future loT applications.

The papers in the second category revolve arouaddh paradigm and provide concepts,
frameworks, visions, and challenges of future ‘#arnplemented” 10T solutions.

Hence, this work separately elaborates the papetke two categories in the forthcoming
section (3). We firstly expatiate on papers in eahbf WSN implementations (3.1), then we
survey papers in line with 10T solutions (3.2 angl)3

3 In-depth analysis of literature

This section presents the in-depth analysis ofrésalts as identified by our methodology.
The analysis is conducted in a threefold manndtially, possible and existing IoT and near
IoT applications are analyzed in view of differgatrts of the smart grid where such solutions
are and/or can be applied, with focus on the shrarte. Afterwards, a generalization is given
of the existing solutions in a new generic holistamework that incorporates key features
from the literature review as identified by our humdology. The analysis is concluded by
overviewing a general smart home management modehé 10T based holistic framework
by defining its integral levels and their main tasls observed in the analyzed state-of-the-art
solutions.

3.1 State-of-the-art (near) Internet of Things solutiors in smart grid and smart home

The integration of loT within the smart grid willfibg a new perspective to electricity
management, with benefit for all parties involved.
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Table 2 differentiates the potential 10T applicaaegarding different aspects (parts) of the
smart grid (Cardenas et al., 2014; Gungor et &102 Parikh et al., 2010). Much of the
pioneering research is hindered with a lot of @rajkes, especially when dealing with the first
three aspects (generation, transmission and difiti of the smart grid. The problems are
mostly due to the harsh conditions in which sesices are deployed. Experimental results
using IEEE 802.15.4-compliant sensor networks sti@at/wireless links (including both line-
of-sight (LOS) and non-LOS (NLOS) scenarios) in sheart grid have high packet error rates
and variable link capacity due to electromagnetterference, equipment noise, obstruction,
etc. (Gungor and Korkmaz, 2012). Wireless nodesosapadditional constraints, i.e. the
memory and processing limitations of the sensoesa@hd their limited power resources.

Table 2. Potential 10T applications for smart grid

Energy providers Transmission Distribution Consumers
Energy generation
Real-time generation Transmission Underground cable Wireless automatic meter

monitoring lines controlling system monitoring reading (smart metering)
Power plants Power Transformers Home (Residential)
controlling monitoring stations controlling energy management
Alternative energy Solar panels management
sources controlling
Residential Predicting future solar
(distributed) panels and wind turbine
production production (using sensor
monitoring data like temperature or
humidity)

Fortunately, most of these challenges are not ptesehe fourth, consumer side of the smart
grid, i.e. the smart home. For example, sensorsisueally connected to home appliances and
the battery life problem becomes superfluous asdéhngces have a steady power supply.
Furthermore, strong electromagnetic fields areassiociated with home grid infrastructure.
Still, 10T for smart home is subject to challendj&e reliability, privacy, and security (lyer,
2011).

Modern homes equipped with smart meters, smartiaapas, smart power outlets and
sensing devices enable the development of energyeasmart homes (Figure 3). Although
the smart home has been a dream for both utildgie$ consumers for a long time, such
implementations are still very rare (Monacchi et 2013). On the other side, there are plenty
of existing commercial solutions and advanced Dam@ide Management (DSM) systems
focused on large industrial consumers (Finn andpBirick, 2014; Palensky and Dietrich,
2011). Almost all of them fail to integrate smadkidential consumers.

IoT carries the potential to overcome this gap smgbrovide services that will foster the
development of intelligent solutions for the commupeople. The main goal of 10T is to
advance a better and safe society, where “Evenrythisy a service” (public safety,
environment, health care, production, etc.).

In this subsection we present relevant attempts fthe literature as identified by our
methodology. The papers discussed here semantfedillyn a category regarding near 10T
solutions for smart home, mainly from the neighbgrfields of wireless sensor networks,
home automation, and smart grid.
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Novel architectures in terms of state-of-the-aftveare technologies with focus on domestic
environments and habitat monitoring are propose@lionacchi et al., 2013) and (Stojkoska
and Davcev, 2009). In (Monacchi et al., 2013) &lw¢hors promote design guidelines for
collecting and integrating household data, thusbkmg data interoperability. In (Stojkoska

and Davcev, 2009), a web interface is developeafrder to increase the interaction between
the deployed WSN and its end users. Authors of (kaim et al., 2011) propose a solution

for a Web-based energy-aware smart home framevwatkenables smart appliances to the
Web. They have developed a graphical user intetia@ase the interaction. The evaluation
of their solution is done using a WSN organizedairstar topology and also a multihop
topology (up to three hops) for larger apartmesitsait homes of around 100 m2).

Smart
meter
o (¢ )
oe . AC Utility
o_
Inverter
Solar generator
! ,
? -
AC
i AC
T ~ -
Inverter
Storage
Wind power system

generator

Figure 3. Smart home

VillaSmart (Caracgaet al., 2013) is associated with the ECOGRID EWo&idEU, 2015)
project. The authors have installed a modular attdnsible WSN in a test and reference
household called VILLASMART. These authors are niiogethe energy behavior of the
building. These thermal models are improved usimpor and outdoor WSN readings (air
and water temperature, solar radiation sensor, heeatonditions and power consumption
information), thus achieving more precise preditsicof indoor temperature. Using the
standard resistance-capacitance (RC) model, theinmax prediction error achieved is
1.790C. The IEEE 802.15.4 standard in the 2.4 GHzsed for indoor communication. The
model parameter determination is done with the -tp@y estimation method. In (Srbinovska
et al., 2015) a WSN is installed for vegetable gheeise monitoring and a control system for
agriculture is developed. This system helps farnmenease the crop production and quality
by remotely controlling different parts of the gnbeuse, like drip irrigation and fan facilities.
In (Risteska Stojkoska et al., 2014), the authomssgnt a framework for temperature
regulation inside commercial and administrative Idogs, with focus on design and
implementation of specific network topologies amdl@ localization within the system.
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3.2 Holistic loT-based framework for smart home

It is expected that smart objects will be dominamthe market in the next few years and will
become omnipresent in households, which will imptse need for new and improved
services for smart homes (Karnouskos, 2011). Fesethreasons, the need for l1oT based
solutions will be incontestable.

Most recent publications focus on developing a ganeT framework that is suitable for
broader range of application domains. In (Lee aed, 12015), the authors identity five 10T
technologies as essential for building successftidolutions: radio frequency identification,
wireless sensor networks, middleware, cloud compgutand software for application
development. They also identify three 10T categofee enterprise applications: monitoring
and control, big data and business analytics, afodmation sharing and collaboration. In(Da
Xu et al, 2014), the list of enabling technologies enhanced with Near Field
Communication, location based services and soaélvarks. They suggest a four-layer
architecture made up of: sensing, networking, serand interface. The role of the cloud is
missing; therefore, it is not clear how servicesuldobe enabled. Liu in (Liu et al., 2014)
presents a middleware that supports naming, addggsstorage and look-up services. The
idea is to develop a middleware at the top of tkisteg systems, thus to achieve easier
integration of existing applications into 10T eromments. Once again, the cloud is omitted as
an enabling technology that should support alléhgervices. The monitoring of production
processes in industry using IoT is investigate@Shrouf and Miragliotta, 2015). The authors
propose a detailed framework that is focused ongyrmaanagement, with possibilities for in-
house or cloud-based data mining and decision rgalihe role of the third-party solution
designers is not specified in the framework. Readan also refer to (Gubbi et al., 2013; He
et al., 2014; Xu et al., 2014) for interesting woegarding 10T architectures.

With respect to these publications, the framewadsented in this paper can be considered a
modified version of the most general model we foumditerature (Da Xu et al., 2014),
augmented with the cloud in the middle, and adapiea particular application domain, i.e.
smart home. This multi-level hierarchical holisiamework based on Internet of Things is
used as a wrapper or generalization of all thefkayures of I0oT solutions for smart homes
identified in the literature. The graphical reprgsgion of the framework is given in Figure 4.
Within the framework data is sent wirelessly anagh®wn using dashed lines. The yellow
lines correspond to a bidirectional electricitywloT he following paragraphs summarize each
level of the framework.

Smart home All household devices equipped with interfaces Woreless communication,
make up the home WSN. Each home has a WSN, ansetised data from each device is
forwarded to a central station, which we refersd@me sink or home hub.

Each node in the home WSN is considered a smaitalend has moderate computation and
communication capabilities. The home hub can becmgydevice (smart meter, PC, tablet or
smartphone) that has some data storage capacitypedorm local processing and can
communicate with devices outside the home WSNhénctase of smart residential complexes
or smart buildings, the counterpart of the home sildentified asresidential sink or
residential hub. The residential hub needs to have an additiczetufe, as compared to the
home hub, which is that it is responsible for mamggdata from/to shared distributed
production sources. This is rather important, agweable sources are usually shared among
consumers, one example being a residential builditiy a PV system on the roof, where the
PV system is used by all households in the buildiWghin the framework, each distributed
renewable energy source is considered a smartalevic
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Figure 4. Multi level 1oT framework for smart home

Cloud All data from different sources is accumulatedhe tloud (households’ data, sensor
measurements from the transmission/distributioasliar from the production sites, etc.). The
cloud should provide massive data storage and gsotg infrastructure. It is the most
advanced level of the framework (Da Xu et al., 2Q%ek and Lee, 2015). As stated in (Gubbi
et al., 2013), the cloud “promises high reliabiligcalability and autonomy” for the next
generation of IoT applications. The cloud is thetcd part of this system, hence our
framework can be considered as “cloud centric’aotd based”.

Utility This level corresponds to the remaining parts efgmart grid, apart from the smart
home: production, transmission and distributionctEpart independently sends data directly
to the cloud. The typical information that can becleanged with the utility is: price of
electricity, weather forecast, distribution/transsmn line status, current and future
consumption of a microgrid, current and future matn of the distributed production
sources associated with a microgrid, etc (Sajjaad. e2014).

Third party Third party applications are developed using tloect data (Gubbi et al., 2013).
Other terms that are interchangeably used are éssimpplications, industry oriented
applications or user-specific 10T application. N&mnéehird party application developers get
data from the cloud (private or public) and use tiiéta to deliver solutions in the form of
web based or mobile applications (Fan et al., 2010)

User interfaces This level represents user interfaces that deldata to the end users
(notifications, recommendations, smart device adsfretc) (Da Xu et al., 2014). Raw tabular
data referring to monthly (or even daily) househodthsumption is hard to be interpreted by
the users. A more sophisticated visualization teaheeded to present not only the overall
household consumption, but also the consumptialeate/appliance level (Liu et al., 2014).
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This is particularly useful, since consumers wi#é hble to learn more about different
appliances in their home, especially ones that @aba controlled automatically, like non-
flexible devices, hence enabling the users to cbtliem intuitively taking into account their
consuming nature. Third party applications shoultl gn effort toward developing intuitive
visual user interfaces for the consumers and fratpesvaluate those using Quality of
Experience (QOE) metrics.

3.3 Smart home management systems

An energy management system is defined as anaeteldetween a utility company and smart
devices that consume power. It aims to provide fisnéor both parties (utilities and
consumers), somewhat biased towards the consumers.

Another term commonly used is Demand Side Managerfi28M). It represents a set of
technologies that enable monitoring and controllimg consumption/production at consumer
level in order to perform power balancing in futeeergy systems (Atzeni et al., 2013;
Rezvani et al., 2015; Siano, 2014).

In the context of 10T solutions for smart home, treditional DSM model is shifted toward
the cloud centric model. The cloud based approd@rsocentralized optimization that
considers a huge set of parameters; hence it isceegbto outperform the energy management
as compared to a traditional approach.

Figure 5 shows the general Smart home managemedelnadopted for our holistic
framework. The main tasks that should be perforatezhch level are presented as follows.

SMART THIRD
OBJECTS CLOUD PARTY
(, e )\ 4 \ [ N
(AD/DA CONVERTING)
( NETWORK PROTOCOLS ) C NETWORK PROTOCOLS )
(DATA ABSTRACTION )
( BIG DATA )
EDGE (FOG) COMPUTING ) PROCESSING

J\ J Y,

SECURITY

U

L
. _/
@« B

Figure 5. General smart home management model

3.3.1 Smart objects/Smart devices

Home appliances, lights, or sensors attached tdugtamn or transmission lines in a smart
grid system can be considered smart objects. Tlaey sense, actuate, process data and
communicate. In order to sense and actuate, theg tteperform A/D and D/A conversions
(Byun et al., 2012).

These devices periodically perform sensing and $emrélessly of wired) sensed data to the
hub. Moreover, if protocols allow it, sensed dada be sent directly to the cloud. If possible,
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smart devices should perform basic data procesbefgre they send the sensed data
(Stojkoska et al., 2012; Viani et al., 2013).

Actuating can be also controlled remotely. In tloatext of DSM, home appliances can be
divided in three categories: non flexible, flexildad dual nature appliances (Erol-Kantarci
and Mouftah, 2010). The non-flexible appliances tase that are associated witdseline
loads or non-preemptive tasks (like light, TV, PC, hairer) and cannot be controlled by the
system (Ullah et al., 2013). The flexible applias@e associated wittegular loads or
preemptive tasks (like heating or air-conditioniag)d can be automatically operated by the
system. The dual nature appliances sometimes daasafiexible, but sometimes as non-
flexible (like washing machine, dish washer or k). For example, sometimes the
consumer does not care about the exact time thevdisher will operate, as long as it is
within a predefined time frame. These appliancasllg presenturst loads (Khan et al.,
2014; Ullah et al., 2013). The smart appliancegh(fiexible and dual nature) are equipped
with smart power outlets that are able to measheg power consumption and to control
their operation in real-time.

3.3.2 Hubs

The hub is a device that is responsible for calgctaw and/or processed data from the smart
devices and forwarding them to the cloud (Zhu et28110). Whenever possible, the hub has
to perform local data processing (Viani et al., 201n order to reduce the data flow towards
the cloud. Furthermore, in a smart home scenam®hub can send commands to the smart
devices acting as a local scheduler, regulatdqat balancer (Byun et al., 2012). In the case
of a residential hub, it can send commands to thacds that regulate the electricity flow
to/from the nanogrid, i.e. to manage the operatminbuying/selling electricity from/to the
grid.

The hub understands the communication protocolsl Usethe smart devices. Hubs are
needed to enable the interoperability between thartsobjects, since the devices generally
cannot communicate with each other (Gubbi et &l1,32 Heile, 2010). Hence, sometimes a
household needs more than one hub.

In the future, when full interoperability among gindevices is achieved, it is expected that
hubs will be superfluous in the model.

3.3.3 Cloud

The cloud is the most complex part of the home mament. The main task of the cloud is to
store the data (Zhou et al., 2013). Because ohite data volume, traditional approaches
should be modified to meet the new requirementsv Neethods and algorithms based on
machine learning techniques, time series procesamd) advanced analytics are to be
employed (Da Xu et al., 2014; Gubbi et al., 2013).

Third-party applications typically assume that taa being used is unchanging i.e. the data
is usable by applications on a non-real-time balsisthe cloud the event-based data is
converted to query-based processing. This is aalrsiep towards bridging the differences of
real-time loT networking and the third-party apption world. The data should be stored
persistently and abstracted at multiple levels kat tthey could be easily combined,
recomputed and/or aggregated with previously stdiad, with the possibility of some data
coming from non-loT sources (Da Xu et al., 2014)ei=more importantly the different levels
of abstraction will simplify the application accemsd usage since data will be presented in a
manner required by applications.
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3.3.4 Third party

Third party should develop applications for the emskrs in the form of schedulers,
regulators, and load balancers (Fan et al., 2010).

A scheduler is a tool responsible for defining tislets in which the dual nature appliances
will be active. A regulator is a tool responsibde the management of flexible devices, i.e. it
will regulate the operation of air conditionersatexs, dehumidifiers, etc. Load balancing
should optimize energy consumption, consideringesurelectricity price on the market and
availability of electricity produced by the locanewable sources, if available.

All these tools need advanced algorithms that usehnmore parameters than those obtained
by the home devices. They should perform the compdsks of mining and knowledge
extraction from the available data in the cloudonder to create consumer and household
profiles, or in simpler words the available smaoite data should lead to the creation of
personalized recommendations for all users (Lial.e2014).

4 Challenges and solutions

In this section, some guidelines for future develspof IoT solutions on how to make good
choices when dealing with different challenges eis¢ed with practical issues are presented.

4.1 Edge (fog) computing

Edge computing or fog computing is the process ath dorocessing at the edge of the
network. In this paradigm it is expected that tiewledge extraction process starts as early
as the time the data is sensed i.e. at the semsrihere are many reasons to employ this
approach, but some of the more prominent oneshareriergy saving, data volume reduction
and latency reduction.

Each object/entity in the 10T can consume a hugeusnof energy if its communication is
not optimized. For smart objects, in terms of egergnsumption, local computation is an
operation cheaper than communication. Hence, fioet should be shifted toward developing
lightweight algorithms for local data processingisTapproach will decrease the data volume
and will avoid sending huge portions of raw datestéad, only metadata will be transmitted
(data about the data). Reducing the number of tmessons among 0T devices is also very
important in order to avoid latency issues andraitun of the wireless channels.

For these reasons, different data reduction teciesicgchould be employed to minimize the
communication overhead. There are three main tgubs used for data reduction: data
compression, data prediction and in-network pranggstojkoska et al., 2012). For example,
if data is not needed in real time, data compresglike delta compression) can be used.
Otherwise, different filters can be used for relet sensor data prediction, most of them
based on adaptive filtering techniques, like movangrage (MA), autoregressive (AR)
model, autoregressive moving average (ARMA), leastin square (LMS), and LMS with
variable step size (LMS-VSS) (Risteska Stojkoskaalet 2014; Stojkoska et al., 2012).
Prediction is performed at each device and at thé, h.e. predictions are made
simultaneously on both sides. If the sensed valilifersl significantly from the predicted value
(the difference is above a predefined threshelg), the smart device should send the
measurement/data to the hub. Otherwise, the pesbthitiue is considered to be “reliable” and
Is used to feed the filter for future predictioi$is paradigm is known as “dual prediction
scheme” (Santini and Romer, 2006). In-network pseo® is the process of consecutive data
processing on their way to the destination. As diateel through intermediate nodes, some
aggregating operations are performed.
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4.2 Big data

The 10T- generated data come in big amounts, aiabla in terms of structure, often arrive
at real-time, and might be of uncertain provenaiteés volume, velocity and variety (not to
mention variable veracity) make the storing andyita solution, which will generate useful
insights, a very complex one (Zaslavsky et al.,30Traditional SQL-queried relational
database management systems (RDBMSs) are unsuibatitee task, which is why big data
solutions are needed. The IoT Cloud (Alamri et 20.13; Botta et al., 2016) will enable the
long-time storage and complex analysis of this.d&kee challenge of handling big data is a
critical one, since the overall performance is ctigeproportional to the properties of the data
management service (Dobre and Xhafa, 2014). A etlagon of tools has evolved to service
the market, most notably Apache's open-source Hadsiributed data processing system,
plus various NoSQL databases and a range of bgsinéslligence platforms. There are
multiple vendors that operate in different partshef analytics pipeline (data integration, data
storage, core analytics and data presentation)edk as 'full-stack’ vendors like IBM,
Microsoft, Oracle, SAP and Software AG. Both prefary and open source solutions adopt
alternative database technologies for big data i€Cep al., 2013): time-series, key-value,
document store, wide column stores, and graph daémgb However, to date there is no simple
answer to the big data management question in tbadC(Zaslavsky et al., 2013). The
problem becomes even more cumbersome when ther fattdata integrity is taken into
account, not only because of its impact on theityuaf service, but also for its security and
privacy related aspects especially on outsourcéal (tlau et al., 2015).

4.3 Networking

Networking protocols for Internet of Things solutto can be divided in smart device
networks and traditional networks that are desigoradarily for high data rates.

Smart home networking protocols are expected tetatiee protocols already established in
Wireless Sensor Networks and Machine-to-Machine NIyl2ommunications, with no clear
winner so far (Chen et al., 2012). Adding many adea features to the protocol increases
the cost, and reduces the ease-of-use. Designiagealing protocol is not a trivial task, and
is usually a tradeoff between the cost and theopmidnces.

In perspective of the topology to be used, meskhé most suitable choice of network
topology for wireless communication due to the pneg of obstacles in the home, like walls,
furniture, etc. Dual-mesh, which means that thevaek operates as both wired and wireless,
is an appropriate solution for households that havereviously installed wired home
automation system.

There are many protocols designed for smart horhgi@as. Some of them dated back from
the period when smart home was reserved for théthyelaouseholds, and many new that try
to combine the old design principles with the neddyeloped technologies. X10 is the oldest
protocol that was initially wired, but new modifteans make it dual-mesh. Insteon is another
example of a dual-mesh protocol, which was recemmtiggrated into Google owned Nest,
Apple's HomeKit platform and Apple Watch (Darbe@12). The more recent protocols work
only wirelessly (ZigBee, Z-Wave, 6lowpan, EnOceztc,).

There are different ways to classify protocols, ande of them is exhaustive enough. Using
Google Scholar, we queried for publications thatetoeach of these protocols and the
summary statistics for the number of publicatiossgiven in Table 3. This data is of
November 2015.

Table 3. Number of publications according to Godggaolar
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Zigbee 6lowpan Z-Wave Bacnet X10 EnOcean Insteon
Without patents 228000 9790 5770 6700 1840 1520 720

With patents 264000 9010 7650 7550 1890 2440 1080

Table 3 shows that ZigBee is the most popular prdtdout this is true only for the scientific
research and academia (ZigBee, 2015). In pradtieeZ-Wave is the one that has the most
manufacturers, mainly due to their interoperahil&gcording to Z-Wave Alliance, over 35
million Z-Wave products have been sold since thegan selling in 2005 (Z-WaveAlliance,
2015).

The basic features of ZigBee, Z-Wave and Insteenshown in Table 4. Theoretically, a Z-
Wave network is limited to a maximum of 232 Z-Wadevices, but most vendors
recommend using about 30-50 (Darbee, 2013). Fomplea MiOS LTD with their Vera
products recommends 50 devices for Vera Lite, d&tddevices for Vera 3 (MiOS, 2015).
The price is another aspect that can be consideined choosing the right protocol. A ZigBee
Licence costs $3,500 per year, while Z-Wave chafys0O per device model for the logo
(Darbee, 2013). A more detailed comparison of timars home protocols can be found in
(Withanage et al., 2014).

Table 4. Basic features of ZigBee, Z-Wave and brste

ZigBee Z-Wave Insteon
Media wireless (radio) wireless (radio) wireless
(radio)
and wired
(powerline)
Frequency 2.4 GHz (worldwide), < 1GHz, (868.42 MHz Europe;single

915 MHz (Americas and  908.42 MHz United States;  frequency of
Australia) and 868 MHz 916 MHz Israel; 919.82 MHz 915 MHz

(Europe) Hong Kong; 921.42 MHz
Australian/New Zealand)
Network mesh Mesh dual-mesh
topology
Vendors Texas Instruments, Atmel, Sigma Designs Smartlabs,
Silcon Labs, Freescale, etc. Logitech

Maximum 65000 (theoretically), 500 232 (theoretically), 50-100 (in 16777216

number of (in practice) practice)

nodes

Range 10 to 100 meters line-of-  30m open-air, < 30m indoor 40m
sight

Modulation  Binary phase-shift keying Gaussian, frequency-shift Frequency-
(BPSK) for 868 and keying (GFSK) manchester  shift keying
915 MHz bands, or offset channel encoding (FSK)

guadrature phase-shift
keying (OQPSK) for
2.4GHz
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Each level of the 10T framework should have patécéeatures. We identify and summarize
the required capabilities of 10T devices at easkllen Table 5.

Table 5. Capabilities of 10T parts for smart homanagement system

Network Communication Computational Memory
Topology protocols capabilities requirements

Smart mesh/star ZigBee/ Z-Wave/ low low

Device /Bluetooth/Insteon/X10,
etc.

Hub mesh/star ZigBee/ Z-Wave/ intermediate low to
/Bluetooth/Insteon/X10, intermediate
etc;

LTE/optical fiber/Wi-
Fi
Cloud not applicable LTE/optical fiber/Wi-Fi veryghm very high
Third party  not applicable LTE/optical fiber/Wi-Fihigh application
dependent,
from
intermediate to
high

4.4  Interoperability

Currently, the main issue for the development @feaeric smart home solution is the cost
associated with integrating smart home devicesdKal., 2011). Interoperability is the key to
open markets to competitive solutions in 10T (Luaét 2011; Misra et al., 2015). Leading
companies in the world that are producing smaricésvare working toward achieving full
interoperability that will ensure easy integratwith the existing Internet.

Z-Wave products are already interoperable with rthgevious versions, while ZigBee
Allience with its Zigbee 3.0 has announced thiguieato be implemented by the end of 2015.
ZigBee has formed many committees that aim to depinoduct properties required for
different vendors to build interoperable devices ddferent public application profiles, like
Home Automation, Health Care, Remote Control, &till, products are not necessarily
interoperable across these profiles and acrossioag within a profile. On the other side,
X10 and Insteon are fully interoperable with eattieo (Darbee, 2013). Table 6 summarizes
the interoperability features of these protocols.

Table 6. Interoperability features of Insteon, XZ0/Vave and ZigBee
Insteon X10 Z-Wave ZigBee
ZigBee invisible to each other No No No

Z-Wave invisible to each other No Yes

X10 Yes Yes



gheysari
Draft


=

www.IoTiran.com

Insteon Yes

4.5 Security and privacy

One of the most important issues of the emergequirements facing the smart grid
development is related to cyber security, botthtHerwireless and the wired parts of the systems
(Ning et al., 2013; Schneps-Schneppe et al., 200#). smart grid can be a target for cyber
terrorists, which emerges as a critical concerrsystem designers.

Because of the way in which data is transmitted, ilinherently vulnerable to most of the
common attacks of wireless networks. Hence, loTireg a security policy, but the cost for
providing it needs to be as low as possible. Defferapproaches that provide security
lightweight crypto-primitives should be investigat@Altolini et al., 2013), in order to provide
authenticity (the device is not a malicious objeategrity (transmitted data is identical with the
received data) and confidentiality (make data weibke to others) (Dimitrievski et al., 2006).

5 Conclusions

This paper addresses the vision that the residdntibdings would shift themselves toward
modern households that would be an evolution ofphssive household. They would have
their own solar panels and small wind turbinesrtmpce their own energy, thus they would
be able to buy/sell energy from/to the smart pogveat. As it is expected for smart objects to
become omnipresent on the market and respectinalgnsumers’ households within the next
few years, the need for loT-based services for shmne will be inevitable.
In this paper, a methodology is developed usinfgiint search queries to select the most
relevant papers from the literature that addreissttpic. Selected papers were semantically
divided into two main categories: WSN solutions &mfl concepts. This was rather expected
considering that WSN is the pivotal technology vihémabled the development of 10T.
Although the WSN solutions are real life implemeiotas that integrate devices inside a
smart home, two disadvantages are identified, &g th

work separately and the data is used only for lopéimization;

make an assumption of a fully (or near fully) autéded home, which is a costly

solution for most of the households.
The second category of papers concerning IoT maprigsents concepts, theoretical
frameworks and visions for possible smart home/galditions. There is a lack of a unifying
platform that would transform these separate imdial applications into a single
infrastructure, a platform that can be further utdadvanced data mining and knowledge
extraction. The desired solution should aggreghtavailable smart home data within a self-
learning engine in order to create personalizedmesendations for all users, regardless of
the level of automation present at their homes. Jdiation should not entail any additional
cost for the consumers, as it should not requiyepanticular hardware.
The main contribution of this paper is the loT lhbelistic framework, which incorporates
different components from IoT architectures/framekgoproposed in the literature. This
integral 10T framework is specific to the smart reoapplication domain, with the cloud being
the central element in the system that serves migtto collect and store data, but also as a
gateway to third-parties interested in developipgligations. In this context, we additionally
survey the smart home management system, and wéfyda model with a set of specific
tasks that should be performed at each level ierd@meet the system requirements.
As a second contribution, this paper discussedesigds for IoT based smart home solutions,
with emphasis on practical issues like data praegssetworking and interoperability of
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smart home protocols. Fog and edge computing amn@iping approaches for improving the
energy saving inside the 10T network by reducing tlumber of transmissions between the
IoT devices. Although there are some publicatidmst investigate this potential, a lot of
research and work still needs to be done. New &ig dolutions and algorithms are needed to
deal with the potentially vast amount of data gatesf within the I10T. A constellation of tools
has already appeared in the last few years, ag ther multiple vendors that operate in
different parts of the analytics pipeline. Anothoeg issue is the interoperability, which is a
prerequirement for opening the markets to competiiolutions in lI0T. The current situation
is that devices with different protocols cannot commicate, and, more important, the
products with the same protocols are not necegsatiéroperable across different profiles
and across revisions within the same profile.
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