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Abstract. In this paper, we consider cryptographic properties of para-
strophic quasigroup transformation defined elsewhere. With that trans-
formation we classify the quasigroups of order 4 in three classes: 1)
parastrophic fractal; 2) fractal and parastrophic non-fractal; and 3) non-
fractal. We investigate the algebraic properties of the previous classes and
present a connection between fractal properties and algebraic properties
of quasigroups of order 4. Also, we find a number of different parastro-
phes of each quasigroup of order 4 and divide the set of all quasigroups of
order 4 in 4 classes. Using these classifications the number of quasigroups
of order 4 which are suitable for designing of cryptographic primitives is
increased.
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1 Introduction

Quasigroups and quasigroup transformations are very useful for construction of
cryptographic primitives, error detecting and error correcting codes. The reasons
for that are the structure of quasigroups, their large number, the properties of
quasigroup transformations and so on. The quasigroup string transformations F
and their properties were considered in several papers.

A quasigroup (Q, %) is a groupoid (i.e. algebra with one binary operation
on the finite set Q) satisfying the law:

Vu,v € Q)(3lz,y € Q) (xxu=v & uxy=0v) (1)

In fact, (1) says that a groupoid (Q,*) is a quasigroup if and only if the
equations z * u = v and u * y = v have unique solutions x and y for each given
u,v € Q. It has been noted that every quasigroup (@, *) has a set of five quasi-
groups, called parastrophes denoted with /,\,-, //,\\ which are defined in Table
1.



Table 1: Parastrophes of quasigroup operations *

Parastrophes operation
\Ny=z < zr*xz2=y
xjy=2z <= zxy==z
TYy=z < yxr==z
r/fy=z<=ylr=2z < zxzrx=y
\N\y=z<=y\v=2 < yxz==c

In this paper we use the following notations for parastrophe operations:

fl(l'vy) =T *xY, f2(1'7y) = x\yv fS(xay) = ‘T/ya
f4($7y) =Ty f5(a:7y) = ‘T//yu f(j(x;y) = {L‘\\y

Let A = {1,...,s} be an alphabet (s > 2) and denote by AT = {x; ...z
x; € A, k > 1} the set of all finite strings over A.
Note that AT = U A* where A¥ = {z,...x4| 2; € A}. Assuming that
k>1
(A, f;) is a given quasigroup, for a fixed letter | € A (called leader) we define
transformation E = Ey, ; : AT — At by

Y1 :fi(lvx1)7 (2)

o m) =mem e { G ZHON

In section 2 we give the new parastrophic quasigroup transformation and we
analyze the application of that transformation in cryptography. Using the new
transformation and the number of different parastrophes we make several classi-
fications of quasigroups of order 4 presented in section 3. In addition, in section
4 we consider some algebraic properties of parastrophic fractal quasigroups and
we propose a mathematical model for parastrophic fractality.

2 Parastrophic transformation and its cryptographic
properties

In [4], using quasigroup parastrophes, Krapez gives an idea for quasigroup string
transformation which can be applied in cryptography. A modification of this
quasigroup transformation is defined in [2]. Here we describe that quasigroup
transformation called parastrophic quasigroup transformation and futher on, we
consider its cryptographic properties.

Let p be a positive integer and z;zs ...z, be an input message. Using pre-
vious transformation E, we define a parastrophic transformation PE = PE;,, :
At — AT as follows.



At first, let d1 = p, 1 = d1, $1 = (dh mod 6) + 1 and A; = z122... 24,
Applying the transformation Ey, ; on the block A;, we obtain the encrypted
block

B =y1y2 - Yg—2Yq1 —1Yqy = Efsl,l($1332 Ty

Further on, using last two symbols in B; we calculate the number dy = 4y,, -1 +
Yq, Which determines the length of the next block. Let g2 = q1 + d2, 52 =
(d2 mod 6) +1 and Ay = @g41...2¢,—17g,. After applying Fy_ the
encrypted block Bs is

Yq1°

By = Yg1+1 - Yq2—2Yq2—1Yq =

= Efs27yq1 (xqul s xQQ*quzflx%)'

In general case, for given i, let the encrypted blocks Bi,..., B;_1 be obtained
and d; be calculated using the last two symbols in B;_1 as previous. Let ¢; =
gi—1 + di, si = (d; mod 6) + 1 and A; = x4, ,41...Tg—1%4- We apply the
transformation Ey, ,, ~ on the block A; and obtain the encrypted block

Bi = Ef, yy,_, (Tgi_i41-- - Tg;)-
Now, the parastrophic transformation is defined as
PE, p(z122 ... 2,) = By||Bal|...||B,. 3)

Note that the length of the last block A, may be shorter than d, (depends on
the number of letters in input message). The transformation PFE is schematically
presented in Figure 1.

For arbitrary quasigroup on a set A and for given l1,...l, and p1, ..., p,, we
define mappings PE;, PEs, ..., PE, as in (3) such that PFE; is corresponding
to p; and ;. Using them, we define the transformation PE(™) as follows:

PE™ = PEY

(Lrpa)sor(inpr) = L Bn 0 PEp_y0...0PEy,

where o is the usual composition of mappings.

We make experiments with P E-transformation for different ways for deter-
mine the length of the next block and the quasigroup operation, in each iteration.
Analyzing the results from our experiments, we obtain that we have the best re-
sults if we take the last two symbols for computing the length of the next block
and corresponding quasigroup operation. Namely, if we take one symbol then
we can obtain only 4 values for choosing the quasigroup operations, but we have
6 parastrophes. On the other side, when we take more the 2 symbols for com-
puting the length of the next block and corresponding quasigroup operation, we
conclude that the parastrophes are not changing very often. Therefore, in these
cases we obtain worse results in terms of fractality, i.e., we have not increased
the number of quasigroups suitable for cryptography.

An important property of one transformation for application in cryptography
is the uniform distribution of the substrings in the output message. This property
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Fig. 1. Parastrophic transformation PE

is useful for proving the resistance of statistical attack. Therefore, we investigate
the uniformity of the output message obtained after using P E-transformation
and experimentally, we proved the following result.

Proposition 1. Let o € AT be an arbitrary string and 3 = PE™ (). Then
the m-tuples in B8 are uniformly distributed for m <mn.

The theoretical prof of this result is in progress.

3 Classifications of quasigroups of order 4 useful in
cryptography

In [3], using image pattern, Dimitrova and Markovski give a classification of
quasigroups of order 4 as fractal and non-fractal. This classification is made on
the following way. The authors start with a periodical sequence 123412341...
with length 100 and apply 100 times the E-transformation given in (2) with
given leaders. They present the transformed sequences visually using different
color for each symbol 1,2,3.4. On this way, they obtain an image pattern for each
quasigroup and then analyze the structure of this patterns. If the pattern has
a fractal structure, the suitable quasigroup is called fractal. In opposite case,
the quasigroup is called non-fractal. The number of fractal quasigroups of order



4 is 192 and the number of non-fractal quasigroups is 384. Fractal quasigroups
are not good for designing of cryptographic primitives since they give a regular
structures.

In order to increase the number of quasigroups suitable for application in
cryptography, we give new classifications of quasigroups of order 4:

— classification by number of different parastrophes;
— classification by P FE-transformation.

3.1 Classification by number of different parastrophes

We consider all 576 quasigroups of order 4 and for each quasigroup we find the
set of all parastrophes. The cardinality of each of these sets is less or equal to 6,
i.e., not all parastrophes of a quasigroup are different.

Using the number of different parastrophes of each quasigroup we divide the
set of all quasigroups of order 4 in 4 classes. The number of quasigroups in each
of these classes are given in Table 1.

Table 1. Cardinality of classes by number of different parastrophes

No. parastrophes|No. quasigroups
1 16
2 2
3 240
6 318
Total 576

In Table 2 we give a sub-classification of the previous one. Namely, according
to number of different parastrophes we classify separately, the fractal and non-
fractal quasigroups of order 4.

Table 2. Cardinality of subclasses by number of different parastrophes

No. fractal [No. non-fractal
No. parastrophes|quasigroups| quasigroups
1 16 0
2 2 0
3 96 144
6 78 240
Total 192 384

From Table 2, we can note that the class of fractal quasigroups of order 4
is divided in 4 subclasses, and the class of non-fractal quasigroups is divided



in just 2 subclasses. Comparing Table 1 and Table 2 we can conclude that all
quasigroups with 1 or 2 parastrophes are fractal. Quasigroups with 3 and 6
parastrophes can be fractal or non-fractal.

Experimentally, we prove the following proposition.

Proposition 2. All fractal quasigroups of order 4 have fractal parastrophes.

Consequently, all non-fractal quasigroups of order 4 have non-fractal paras-
trophes.

3.2 Classification using P FE-transformation

In this paper, using image pattern as in [3], we make a similar classification
using new P FE-transformation instead of E-transformation. We apply the new
transformation PE(™ to the sequence 123412341234... as previous and consider
the fractal structure of the obtained image. Depending on that structure we
introduce new types of fractal quasigroups.

Definition 1. Quasigroups with fractal structure obtained after applying of PE-
transformation are called parastrophic fractal quasigroups. In the opposite
case, the quasigroup is called parastrophic non-fractal quasigroups.

We made experiments with image pattern for all 576 quasigroups of order
4 and we found that 88 are parastrophic fractal and 488 are parastrophic non-
fractal. We conclude that all parastrophic fractal quasigroups are in class of
fractal quasigroups, but not all fractal quasigroups are parastrophic fractal. This
means that the class of all 192 fractal quasigroups is divided in 2 subclasses:
1) parastrophic fractal (88 quasigroups) and 2) fractal, but parastrophic non-
fractal (104 quasigroups), called fractal parastrophic non-fractal quasi-
groups.

In Figure 2, we give the quasigroup with lexicographic number 40 which is
fractal (a), but it is not parastrophic fractal (b).

40 Kvazi gr upa 40 Kvazi gr upa
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Fig. 2. Fractal, but parastrophic non-fractal quasigroup

On the other side, the class of all 384 non-fractal quasigroups is completely
contained in the class of parastrophic non-fractal quasigroups.



According to the previous, we make a new classification of quasigroups of
order 4:
1) class of parastrophic fractal (88 quasigroups);
2) class of fractal parastrophic non-fractal quasigroups (104 quasigroups);
3) class of non-fractal quasigroups (384 quasigroups).

With this classification the number of quasigroups useful in cryptography is
increased. Namely, for cryptographic purposes we can use not only quasigroups
from class 3, but the quasigroups from class 2, too.

Further on, according to the number of different parastrophes, we find the
cardinality of subclasses of parastrophic fractal and fractal parastrophic non-
fractal quasigroups, separately. The results are given in Table 3.

Table 3. Cardinality of subclass of fractal quasigroups by number of different paras-
trophes

No. parastrophic No. fractal
No. parastrophes fractal parastrophic non-fractal
1 16 0
2 0 2
3 72 24
6 0 78
Total 88 104

Comparing Table 2 and Table 3 we can conclude that all fractal quasigroups
with 1 parastrophe are parastrophic fractal, all fractal quasigroups with 2 and
6 different parastrophes are fractal parastrophic non-fractal quasigroups. Only
the subclass of fractal quasigroups with 3 different parastrophes contains paras-
trophic fractal and fractal parastrophic non-fractal quasigroups.

4 Algebraic properties of parastrophic fractal quasigroups

In [6] using some identities, the authors give a mathematical model of fractality
of quasigroups. Our goal is to find similar model, but for parastrophic fractality
of quasigroups. For this purpose we investigate the algebraic properties of paras-
trophic fractal quasigroups. We make a lot of experiments for finding a suitable
identities to separate parastrophic fractal quasigroups. We research many identi-
ties, especially identities for symmetry. Essential for our model are the following
ones given with the corresponding identities: commutativity (ab = ba), skew
symmetric ((ab)(ba) = const), left loops (ex = x), right loops (ze = z), right
symmetric ((ab)b = a), left symmetric (b(ba) = a), totally symmetric quasi-
groups (7777)

From our experiments we conclude that each parastrophic fractal quasigroup
belongs to the set of quasigroups I that satisfies the identity x(z(x(zy))) =y
and belongs to one of the following sets of quasigroups:



— Loops (L)

— Totally symmetric quasigroups (7'S)

Left Loops (LL) and Right symmetric quasigroups (R.S)

Right Loops (RL) and Left symmetric quasigroups (LS)

Left Loops (LL) and Skew symmetric quasigroups (5.5)

Right Loops (RL) and Skew symmetric quasigroups (S.5)

— Commutative quasigroups (C) and Skew symmetric quasigroups (S5).

Using the previous notations, we give the following proposition:

Proposition 3. The class of all parastrophic fractal quasigroups PFQ can be
presented as:

PFQ=IN[LUTSU(LLNRS)U(RLNLS)U(SSN(LLURLUCQ)).

In this way, we have the mathematical model for parastrophic fractality and
without using image pattern we can check if a given quasigroup is parastrophic
fractal.

5 Conclusion

In this paper, we consider the parastrophic quasigroup transformation defined in
[2] and using this transformation we define new types of quasigroups depending of
parastrophic fractality. We give two new classifications of quasigroups of order
4: 1) classification by number of different parastrophes; and 2) classification
by PE-transformation. On this way, we increase the number of quasigroups of
order 4 which are suitable for designing of cryptographic primitives. Also, we
investigate the algebraic properties of parastrophic fractal quasigroups and we
propose a mathematical model for parastrophic fractality.

We give several propositions good for application in cryptography. These
propositions are experimentally proved and for some of them the theoretical
prof is in progress. At the end, if we summarize the obtained results we can
conclude that:

— parastrophic fractal quasigroups should not be used for cryptographic prim-
itives, since they have fractal structure, properties of symmetry and shape;

— we have mathematical model for separating the parastrophic fractal quasi-
groups;

— the parastrophic tranformation is more suitable for designing of crypto-
graphic primitives, since it increase the number of quasigroups useful in

cryptography.
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