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Pe3nme

Bo oBaa mokTopcka auceprainja uCTpaxKyBamara ce JBUKAT BO JBe HacOKu. [Ip-
BaTa € MPUMEHA Ha KBa3UTPYIIUTE 32 AU3ajHUPAE HA KPUITOKOJAOBU KOH IOTIpa-
Baat rpemiku. Pasrienanu ce Ciydajaute kooBu 6a3upanu Ha kBasurpymnu (Ran-
dom Codes Based on Quasigroups - RCBQ), xou 3a mpB mar ce npemioKeHu
on /1. I'muropocku, C. MapkoBcku u Jb. KomapeB. OBue koq0BU ce KOMOMHa-
1[1ja Ha KpUATorpad)CKu anroOpuTMHU U KOJOBH 32 MONpaBamke Ha TPEIKH U 3aBU-
caT Off HEKOJIKY MapaMeTpu. bp3uHara Ha MpolEecOoT Ha JACKOAUPAE € €ACH Of
HajrojeMuTe npobiemu 3a oBue kogoBu. Co men aa ce 3abp3a MpouecoT Ha Je-
xoaupame, A. [lonoBcka-Murposuk, C. Mapkoscku u B. bakesa, nedunupaar
HOB aJITOPUTaM 3a KOJIUPame/IeKOJUpahe HApeueH ajJropuTaM-3a-I1eKoIupame-
co-mipecertu (Cut-Decoding unu AJIIT anropuram), a moT0a KICTUTE aBTOPH MpaBaT
Moau(duKalja Ha OBOj aJITOPUTAM, HApeUeHa alropUTaM-3a-IeKOIupame-co-4-
npecern  (4-Sets-Cut-Decoding wimu  AJI411 anropuram). Bo oBaa mokTopcka
JUcepTalyja UCIIMTYBaHU ce Nep(popMaHCUTE Ha OBHE KOJIOBH IIPH MIPEHOC Ha O-
paku Hu3 ['aycoB kanan. [loceGHO ce mpoydyBaHU neppopMaHCUTE MPU IPEHOC
Ha CITMKH U CriopesieHu ce pesyiararure poouenu co AT u AJI411. Vcto Taka, ae-
buHMpaH e GuaTep co 1eN BU3YEIHO MOI00pYyBamke Ha OIITETYyBamkhaTa HACTaHATH
O] TPEIIKH LITO C€ jaByBaar MpH NMPEHOC Ha CIMKUTE HU3 ['aycoB KaHaJl.

3a moOuBame Ha yIITe MoOpP3 MPoIIeC Ha ACKOANPAE, BO 0Baa AUCEpTAaIH]ja JIe-
buHMpaHu ce aIropuTMH 3a KOJAUpame/IeKoaupame, HapedeHu bps-aaropuram-
3a-nexoaupame-co-pecenn  (Fast-Cut-Decoding wnm Bp3AJIIT) u  bp3-anro-
puTam-3a-nexonupame-co-4npecenu (Fast-4-Sets-Cut-Decoding wnu Bp3An41T).
Amnanuzupanu ce neppopMaHCUTE HA HAa Pa3IMYHUTE AJITOPUTMH 32 JCKOJUPAIhe
Ha RCBQ (AT, Bp3AIL, AJI4I1, bp3AJI4I1) 3a kox co pata R = 1/4u R =
1/8, 3a pasznuunu BpenHoctd Ha SN R Bo 'aycos kanan. Mcro Taka, reuHupan
e ¢unrep 3a MogoOpyBame Ha KBAJUTETOT HA ayuO JATOTEKH MPHU MPEHOC HU3
I'aycoB kanai.

[Tonaramy, npoy4yyBaHH ce U epPOpMaHCUTE HA KPUIITOKOJOBUTE Oa3upaHu
Ha KBa3UTPYIIU 3a MPEHOC HU3 KaHau co padanau (burst) rpemrku. 3a cumynaimja



Ha KaHal co padannu rpemku kopucteH e ['mnbdepr-Ennor monenor. dedunu-
panu ce HoBH anroputmu (PadanenA /Il u PadanenA1411), xou ro mogoOpyBaar
IPOIECOT Ha JIEKOAUpam-e Bo KaHanuTe co padannu rpewku. [IpoydyBanu ce nep-
(hopMaHCHTE Ha pa3IMYHUTE aIrOpUTMH 3a Aekoaupame Ha RCBQ (Al Pada-
nen AT, AI411, PadanenAJ1411) 3a npeHoc Ha OOMYHM MTOPAKU U CIIUKHU 32 KOJ
copara R = 1/4u R = 1/8, 3a pa3nuuHu KOMOMHAIIMK Ha BEPOjaTHOCTHTE 3a
MpeMuH, oJ1 Jo0pa BO 100pa cocTojba u o Jiolia Bo joma coctojoa Bo ['unbepr-
Ennor xaHamnor.

Co nen na ru npumennme Op3ute anroputmMu Ha RCBQ 3a nmpeHecyBame mo-
paKu MpeKy KaHai co padaliHu rpemku, repuHupame 18a HOBU aJrOPUTMHU 3a KO-
nupame/nekonupame Hapeuenu bps-PadanenA /Il (bp3P-AAIT) u bp3-Padanen-
AJ1411 (bp3P-A/1411). Bo oBue anroputmMu npuMeHyBamMe UHTEPJIMBEP Ha J100U-
€HHUOT KOJIeH 300p U JICMHTEPIIMBEP Ha IPUMEHUTE MOPaKU Ha U3JIe30T Ha KaHAJIOT,
Hoclie JIeNIeleTo Ha JBe (MM 4eTHpH) IeJoBU. AHalu3upaHu ce nepdopman-
cure Ha Bp3P-AIIT u Bp3P-AJI411 3a ko co para R = 1/4u R = 1/8, 3a
npeHoc npeky ['mnbepr-Enuor kanan. ExcrniepuMeHTHTE ce HAllpaBeHU 3a pas-
JUYHU KOMOWHAIIUK Ha BEPOJaTHOCTH 3a MPEMUH of Ao0pa Bo no0pa cocTojoa u
OJ1 JIOIIIa BO JIOIIA COCTOj0a BO KaHAJIOT.

Bropara Hacoka Ha HCTpakyBame BO OBaa JOKTOpCKa AMCEpTaluja € MpH-
MeHa Ha KBa3WUTPYMHUTE BO 3a0p3yBamke Ha MPEHOCOT HA TPAHCAKIUUTE BO OJIOK-
Bepurute (Blockchain) u HamanmyBame Ha MPOCTOPOT 32 CKIAAUPAE BO UCTUTE.
Ha mo4eTokoT HanmpaBeHO € UCTPaKyBamke Ha TEXHOJIOTHjaTa Ha OJIOK-BEpUTHUTE.
Pa3srnenanu ce OCHOBHHTE TOMMH KOPHCTEHH BO OBaa TEXHOJIOTH]a, HAYMHOT HA
paboTta Ha OOK-BepHrara, Hej3SMHIUTE OCHOBHH KapaKTEPUCTHUKH, KAKO 1 Hej3uHAaTa
npuMeHa Bo MmacuBHUTE nojatou (BigData) u Mntepuer Ha Hemtata (Internet of
things umu [oT).

Enen on maBHuTe npobiaemMu BO ONOK-BEpUTHUTE € Op3uHATa HAa MIPEHOCOT.
MpeXHOTO KOAMpamke Kako €Ha TEXHUKA IITO ja MoA00pyBa MpeKHaTa MOKHOCT
u 00e30eayBa roema 0e30€HOCT € eIHO Of pelieHujara Ha oBoj mpodiem. Co
e a1a ce 00e30eau moop3 U MOEAHOCTABEH MPOIIEC Ha JEKOAUPAhE BO MPEKHOTO
KoAMpame, AeuHIpaMe HOB aJTOpUTaM 32 MPEXKHO KoIUpame 0a3upaH Ha KBa3u-
TPy, KOj ja 3rojieMyBa IPOIyCHaTa MOK BO KOMyHHKAIIUCKaTa Mpeka “nernepyT-
ka”. OBaj ajropuTaM € MOEIHOCTABEH M MOOP3 OTKOJIKY aJTOPUTMUTE IITO CE€
KOPHUCTAT MPU JUHEAPHOTO MPEXKHO KOIUPAHHE.

Opn npyra crpana, OJIOK-BEpUTHTE BOCIIOCTaBYBaaT Kpunrorpadcku 6e36enHa
CTPYKTYpa 3a 4yBambe Ha TpaHCaKIMHUTE BO (hopMa Ha Xami-Bepura. EnHo of ras-
HHUTE OTPaHUYyBamba CO KOE Ce CpekaBaMe BO OBaa TEXHOJIOTHja € TOJIEMUHATA Ha
MIPOCTOPOT 3a CKJIAUPa-E, 3aT0a IITO CEKOj ja30JI MOpa J1a yyBa KOIHja O TJIaB-



HaTa KHUTa oJ] cuTe TpaHcakiuu. Kako mro ce 3ronemyBa OpojoT Ha TpaHCAKLUY,
TakKa ce 3rojeMyBa U MPOCTOPOT NMOTPeOeH 3a CKIaupame Ha UCTUTE, CO LITO Ce
orpanuvyBa ckanabuiHocTa (scalability) Ha oBoj cuctem. HamamyBamero Ha T0-
JIeMHHATa Ha TPaHCaKIIMjaTa Koja ce 4yBa BO OJIOKOBHUTE Ha OJIOK-BepUrara € eiHO
O]l pellIeHHjaTa 3a HaMalyBamke Ha MMPOCTOPOT MOTPEOCH 3a CKIAAUPAmhEe U HaMa-
JTyBame Ha TPOLIOLUTE 3a CKIAMparke Ha TpaHcaknujaTa. Bo oBaa qucepranyja,
npeuiaraMe ajaropuTaM 3a HaMalyBamke Ha MPOCTOPOT 3a CKIaJAUpame BO OJIOK-
BepHrara co Kopucreme Ha memara Ha [Ilamup 3a ciogenyBame Ha TajHa.
KJIYYHU 3b0POBM: kBazurpyrma, KkBa3urpymnHa Tpancgopmariiyja, ['ayco
KaHaJI, KOJIOBY KOM TIOTIpaBaar rpeliku, Cy4ajHu KOJOBH, KPUIITOKOAUpame, [ 1ii-
6epT-Ennor xanai, 010K-BEpUTH, MPEXHO KOAUPAE, IPOCTOP 3a CKIATUPAE.






Abstract

In this doctoral dissertation, the research is focused in two directions. The first
one is the application of quasigroups for designing error-correcting cryptocodes.
Random codes based on quasigroups (RCBQ) are considered. These codes are
proposed for the first time by D. Gligoroski, S. Markovski and Lj. Kocarev and
they are a combination of cryptographic algorithms and error-corecting codes and
depend on several parameters. The speed of the decoding process is one of the
biggest problems for these codes. In order to increase the speed of the decoding
process, A. Popovska-Mitrovik, S. Markovski and V. Bakeva define a new cod-
ing/decoding algorithm called Cut-Decoding algorithm. Then the same authors
proposed a modification of this algorithm and the modified coding/decoding al-
gorithm is called 4-Sets-Cut-Decoding algorithm. In this doctoral dissertation the
performance of RCBQ for transmission through Gaussian channel are considered.
Especially, we investigate their performances for image transmission and compare
the results obtained with Cut-Decoding algorithm and 4-Sets-Cut-Decoding algo-
rithm. Also, a filter for visually enhance of the damage caused by errors that occur
when images are transmitted through the Gaussian channel is defined.

To get an even faster decoding process, we define encoding/decoding algo-
rithms, called Fast-Cut-Decoding and Fast-4-Sets-Cut-Decoding algorithm. Per-
formances of various RCBQ decoding algorithms (Cut-Decoding, Fast-Cut-De-
coding, 4-Sets-Cut-Decoding and Fast-4-Sets-Cut-Decoding algorithms) for code
with rate R = 1/4 and R = 1/8 and different values of SN R in Gaussian chan-
nel are analyzed. Also, in order to improve the quality of audio files transmitted
through the Gaussian channel we define a filter.

Furthermore, the performance of cryptcodes based on quasigroups for trans-
mission through the channel with burst errors are studied. For simulation a channel
with burst errors, Gilbert-Elliott model is used. We define new burst algorithms
(Burst-Cut-Decoding and Burst-4-Sets-Cut-Decoding algorithms), which improve
the decoding process in channels with burst errors. We analyze the performances
of different RCBQ decoding algorithms (Cut-Decoding, Burst-Cut-Decoding, 4-



Sets-Cut-Decoding and Burst-4-Sets-Cut-Decoding algorithms) for transmission
of ordinary messages and images for code with rate R = 1/4 and R = 1/8 and
different combinations of transition probabilities from good to bad and from bad
to bad state.

In order to adopt the fast RCBQ algorithms ffor transmission through a burst
channel, we define two new encoding/decoding algorithms - called called FastB-
Cut-Decoding and FastB-4-Sets-Cut-Decoding algorithms. In these algorithms we
apply interleaving on the obtained codewords and deinterleaving on the received
messages on the output of the channel, after dividing in two (or four) parts. The
performance of FastB-Cut-Decoding and FastB-4-Sets-Cut-Decoding algorithms
for code for rate R = 1/4 and R = 1/8, for transmission through Gilbert-Elliot
channel are analyzed. The experiments were made for different combinations of
transition probabilities from good to bad and from bad to bad state.

The second direction of research in this thesis is application of quasigroups in
Blockchain to speed up transmission and reduce storage space. Initially, research
was done on Blockchain technology. The basic concepts used in this technology,
the way how the blockchain works, its basic features, as well as its application in
BigData and the Internet of Things are discussed.

One of the main problems in blockchains is the speed of transmission. Network
coding as a technique that improves network power and provides high security is
one of the solutions to this problem. In order to provide a faster and simpler de-
coding process in network coding, we define a new algorithm for network coding
based on quasigroups, that increase the conductivity in the “butterfly” communi-
cations network. This algorithm is simpler and faster than the algorithms used in
linear network coding.

On the other side, Blockchain establishes a cryptographically secure structure
for storing hash-chain transactions. One of the main limitations of this technol-
ogy is the size of the storage space because each node must keep a copy of the
main book of all transactions. As the number of transactions increases, so does
the amount of storage required to store them, which limits the scalability of this
system. One way to reduce the space required for storage is reducing the size of the
transaction stored in the Blockchain blocks and reduce transaction storage costs.
In this dissertation, we propose an algorithm for reducing the storage space in the
blockchain using Shamir’s secret sharing scheme.

KEY WORDS: quasigroup, quasigroup transformation, Gaussian channel, er-
ror correction, random codes, cryptocoding, Gilbert-Eliot channel, Blockchain,
network coding, storage space.



Coapkuna

Bosen 1

[Iperien HA COMPKUHATA . . . . . v v v v v e v e et e e e e e e e 11

1 Ksasurpynu u KBasMrpynHu TpaHcpopmanumn 17
1.1 KBazurpynu ¥ HUBHU CBOjCTBa KOPMCHHU BO KpuniTorpaduja u Teopuja

HAa KOMHMPABE  © « v v v v v v e e e e e e e e e e 17

1.2 KBazurpynHu TPaHCPOPMAIIHH . . . . . . .« o o o oo v e o oo 19

1.3 Kpunrorpadcku CBOjCTBa Ha KBa3UTpynHHUTE TpaHchopmarmun . . 21

1.4 Krnacudukamuja Ha KBa3UTPpymu ciopea GpakTaTHOCT U JIMHEAPHOCT 22

2 Cay4yajHu Ko10BHM 0a3MpPaHU HA KBa3UIPYIH 25

2.1 Omuc Ha ciay4yajHUTE KOJOBU Oa3upaH HA KBA3UTPYNH . . . . . . 26

2.1.1 TotamHO acHHXpPOH NpOTOYeH mudpyBad . . . . . . . . . 26

2.1.2  Tlpomuec Ha kogupame co CTaHAapaAHUOT anroputam . . . 27

2.1.3 Ilporec Ha nekoaupame co CTaHAApHUOT ajaropurtaMm . . 28

2.2 Anropurtam 3a ACKOAUPAE CO MPECELU . . . . . . . . . . . . . . 30

2.2.1 Konupamwe co AJII anropuramor . . . . . . . ... ... 31

2.2.2  Jlexonupamwe co AJIl anropuramor . . . . . . ... ... 31

2.3 Anroputam-3za-IeKogupame-co-4npecend . . . . ... ... . . 34

2.3.1 Konupamwe co AJI4I1 anroputmure . . . . . . . . .. ... 35

2.3.2 [exomupame co AJ4Il anroputmure . . . . . . . . . .. 35

3 Excnepumentasnnu pe3yiaratu 3a RCBQ uu3 I'aycoB kanax 37

3.1 TayCoBKAHAM . . . . . v v v v v e i e e e e e e e 37

3.2 U3bupame napamerpu 3a ontumaned RCBQ . . . . . . ... . .. 40

3.3 ExcnepumenTaiHu pe3yinraru goouenu co AJ4IT . . . . . . . .. 43

3.4 ExcnepuMEHTAIHU PE3YJITATH 32 CIUKH . . . . . . . . . . . . . . 44



il

Cooporcuna

3.4.1 @unrep 3a CIUKHU JEKOJUPAHU CO KPUNTOKOIOBU Oa3u-

PaHM HA KBABUTPYIIH . . . .« v o v v e e e e e e e e e 49
4 bp3u aJropuTMH 3a geKogupame 0a3UPaAHU HA KBa3UTPyNHU 53
4.1 EKCHEpUMEHTATHU PEBYIATATH . . . « « o o v v v v e e e e e 54
4.2 ExcnepuMenTannu pesyiararu 3a bpsAIAIl u bpsAJ4IT . . . . . . 54
4.3 EkcriepuMEHTaJHU PE3YylTaTh 3a CIUKH . . . . . . . . .« . . . . . 58
4.4 ExcrnepMMEHTAJIHU pe3yJTaTH 3a IPEHOC Ha ayluo JaToTeku . . . 61

4.4.1 ®untep 3a mogoOpyBame Ha KBAIMTETOT Ha aylIHO J1aTO-
TekuTe nekoqupanu coRCBQ . . . . . . ..o Lo 65
5 T'mnbepr-Enmor kanau 69
5.1 TunGepr-Enuor Mmonen 3a padaaHu TpemikKd . . . . . . . . . . . . 69
5.2 HoBu KpHUNTOKOIOBU 32 KaHAJINUTE CO padalHu TPEmKH . . . . . . 70
5.3 ExcnepumeHTanHu pe3ynrtaru 3a [ undepr-Envor kanam . . . . . . 71
5.3.1 Excnepumentu 3a I'mnbepr-Ennor monen co bCK kananmu 72

5.3.2 Exkcnepumentu 3a 'mnbepr-Ennor mozen co ['aycoBu ka-
3 ;11§ 75
5.4 EkcnepuMeHTaHM pe3yiATaTH 32 CIUKU . . . . . . . . . . . . . . 77

5.4.1 EkcnepuMeHTH 3a CIIMKH NpH npeHoc Hu3 ['mnbepr-Ennor
MOJIEJIOT CO OMHAPHO CUMETPUYHM KaHAIU . . . . . . . . 77

5.4.2 ExcnepuMeHTH 3a cIuKu rpu npeHoc Hu3 ['mnbepr-Ennot
MOZENOT cO 'ayCOBM KaHAIM . . . . . . . . . . . . . . .. 81

5.5 bp3-anopuram-3a-1eKoANpame CO KPUITOKOJOBH 32 padaTHy rpel-

KH o oo vt e e e e e e e e e e e e e e &3
5.5.1 ExcrnepuMeHTaIHH Pe3YNTATH . . . . . . . « o o o o . . . 84
6 baok-sepuru (Blockchain) 91
6.1 TexHonorujara Ha OJOK-BEPUTUTE - IOUM U OCHOBH . . . . . . . . 91
6.2 DBHTKOMH . . . . . . . . .. .. e 94
6.2.1 Kako ¢pyHKIIMOHMpPA OUTKOMHOT? . . . . . . . . . . . . . . 95
6.2.2 TpaHCakUWU M IJIABHA KHUTA . . . . . . . . . . . . . . .. 97
6.2.3 Xammpame BO ONTKOMH CUCTEMOT . . . . . . . . . . . . . 98
6.2.4  Texuna GpakTopoT BO OUTKOMH CUCTEMOT . . . . . . . . . 99
6.2.5 3ewmju kaje mTo OUTKOMHOT € JIeTaleH . . . . . . . . . . . 101
6.3 TIaMETHM IOTOBOPH . . . . « v v v v o v e e e e et e et e e 102
6.3.1 IlpumeHa Ha HAaMETHUTE AOTOBOPH . . . . . . . . . . . . . 102

6.4 Amnanmza Ha MOKHOCTHUTE 32 MOI00pyBame Ha Ook-Bepurure . . . 105



Cooporcuna il

6.4.1 IIpoOneMOT Ha ABOJHO TPOLIEHE . . . . . . . . . . . . . . 105
6.4.2 Kako cucteMoT Ha O6J10K-Bepurara ce CrpaByBa co mpooie-
MOT Ha JIBOJHO TPOIICHE? . . . . . . v v v v v o v . 107
6.4.3 CkanupaHa OJIOK-BEPUTA . . . . . . . v o v o v v v v v .. 108
6.5 bes6ennu macuBau nogarory u loT Bo Onok-Bepurure . . . . . . 113
6.5.1 Ilro ce MacuBHUM momaTolu? . . . . . . . . . . ... ... 113
6.5.2 IlpunobuBkuTe O MpUMEHaTa Ha OJIOK-BEPUTHTE BO
MACHUBHUTE MOATOLIM . .« . « o o e oo e e e e e e 114
6.5.3 MurepHeT Ha HemITaTa U OJOK-BEPUTUTE . . . . . . . . . . 118
6.5.4 Ilpumep na loT u ocurypyBame . . . . . . .. .. .... 119
7 MpexHo KonMpame 0a3MPaHO HA KBA3UTPYNH 121
7.1  MpPEKHO KOTUPABE . .« v v v v v v v v e e e e e e 121
8 Auropuram 3a Hama/lyBame Ha IPOCTOPOT BO OJIOK-BepUruTe 0a3upaH
Ha crojieslyBam-e Ha TajHA 127
8.1 Illema na lllamup 3a criomenyBambe HA TajHA . . . . . . . . . . . . 128
8.2 HamanyBame Ha MPOCTOPOT 3a CKIATUPABE . . . . . . . . . . . . 129
3akiayuok 133
Jlureparypa 137

IMpuio3u 147






BoBen

Bo ronem Opoj uctpaxysama ([64], [66], [67], [69], [70], [71], [72]), ce mo-
Ka)KyBa JIeKa KBa3UTPYIHUTE M KBa3UTPYIHUTE TpaHCchopManmyu MoXe Ja Hajuar
IpUMEHa BO TeopHjaTa Ha Koaupamwe U Kpuntorpadujara. Ilpumenara Ha kBa-
3UTPYNHUTE 3a KPUNITOrpadCKu 1IeNd, ITIaBHO, C€ JOKU Ha TOJIeMUOT Opoj KBa-
3UTPYITHU ONEPALUU HaJ aJeHO KOHEUHO MHOXKECTBO, I1a aKO THE ONepaluu ce
KOpHCTaT npu AeduHupame Ha QyHKIMUTE 3a KOAUpamE U JIEKOAUPambe, TOoralll
KOJMpaHaTa Mopaka TEIIKO MOXeE J1a ce OTKpHe of Tpero ymue. Vcro taka, oBue
orepaly MOXe J1a c€ KOPUCTaT U 3a Ae(PUHUPAkE HA MHOTY IpyT'H Kpuntorpag-
cku npuMuTuBU. OJ Ipyra cTpaHa, HCTpakyBamaTa Ha CBOJCTBaTa Ha HU3UTE J0-
OMeHU CO KBa3UIpyMHUTE TpaHCHOpMaIMK [TOKaKyBaaT Jieka OBHE TpaHchopMma-
MM MOXKE J]a ce IPUMEHAT BO TeOopHjaTa Ha KOAMpame 3a AU3ajH Ha KOJOBU KOU
OTKpHMBAaT M TOMpPaBaaT IPelIKd. BCyIIHOCT, KBa3urpymHUTe TpaHchopmamuu
ce MpeCIIMKyBamba 0Jf KOHEYHN HU3M HaJl KOHEYHA a30yKa M IMOKa)KyBaaT CBOjCTBa
Ha JUCKPETHU JTUHAMHUUYKK cucteMu. [lopanu Toa, Kako pelaTUBHO HOBa 00JIacT
IPETCTaByBaaT MPEAN3BHUK 32 HUBHO [TOHATAMOIIHO MCTPAXKyBamke U HUBHA MPH-
MEHa BO OBHE 001acTH.

HctpaxyBamara BO OBaa JIOKTOpCKa JUcepTalija ce ABUXKAT BO JIBE HACOKH.
[IpBata e nprMeHa Ha KBa3UTPYIUTE 3a TU3ajHUpamhEe Ha KPUITOKOOBH KOU T1OTI-
paBaaT Ipellky, a BTopara — HUBHA IIPUMEHa BO OJIOK-BEPUTHTE 3a 3a0p3yBambe Ha
IIPEHOCOT U 32 HaMaJlyBakbe Ha IPOCTOPOT 3a CKIIaJupambe.

Ilpumena na keasuepynume 60 KpunmoKoouparse

KoHI1enToT Ha KpUNTOKOANPAKHETO MPOU3JIETYBa OJ] MOTpedara 3a J00MBamke
0e30e/1eH 1 TOYEH MPeHOC. 3aToa € MOTPeOHO MOCTOjaHo MOI00pyBamke Ha IMMOCTO-
€YKHUTE M Pa3BOj Ha HOBHU JITOPUTMH KOU ke 00e30e1aT ToueH 1 6e30e1eH IPEHOC
Ha nogarouute. OBa I0Be/Ie 10 MHTEH3WBEH Pa3BOj HAa TEOpHUjaTa Ha KOJUPAHE U
Kpunrorpagdujara Kako HaydHH OOJIACTH KOW C€ 3aHMMaBaar co OBHE MPOOJIEMH.
3a nma ce 06e30enu UCToBpeMeHO eduKaceH u 06e30e/IeH MPEeHOC Ha MOAATOIHTE,



2 Boegeo

c¢ MOBEKE Ce pa3BMBa U KOHIIETITOT HAa KPUIITOKOAUPAE BO KOj IPOLIECUTE Ha KO-
nupame U mudpupame ce CrojyBaar Bo eneH mnporec. [loctojar MHOTY nu3ajHU
([18], [73], [96], [102], [103], [17], [16]) BO KOM HITO Ce€ CIOjyBaaT OBHE JIBE
Hay4HU 00nacTu: mudpyBadyd BO KOU C€ KOPUCTAT KOJIOBH CO IIeJ a C€ 3roJieMu
HUBHAaTa 0e30e1HOCT M 00paTHO KOJJOBU BO YHj JHM3ajH CE UMILUICMEHTUPAHU aJl-
TOPUTMH 3a mudpupame. BeylmHocT, KpUNTOKOI0BUTE 00e30€ayBaaT KOPeKIHja
Ha ofipesieH Opoj TpelIKy BO BlIe3HATa MOpaka M TajHOCT Ha MOJATOLUTE, CO KO-
pUCTEHE Ha caMO efieH airopuTtaMm. [7aBHHMTE HCTpakyBama BO OBaa 00JacT ce
BO HACcOKa Ha JAepUHHUpam-e HA HOBH aITOPUTMH 32 KOJIOBH KOU OTKpPHBAaT U IO-
npaBaar IPelIKH, CIy4YajHH KOJIOBM, MPOTOYHHU HHM(pyBauu, OJ0K mudpyBadH,
TIICEB/I0 TEHEPATOPHU Ha CITy4ajHU HU3H, Xall (PYHKIIUH, UTH.

Bo [18] aBropuTe npemniaraat kpunrorpadcku aaropuram, koj padbotu co 64-
OutHu 360poBu u C'(32, 16)-Ko/ 3a KOPEKIIHja Ha TPEIIKH, CO MUHUMAITHO XaMUH-
TOBO pacTojaHue 8§, Kajie ITO CeKoj OJ0K MMa 2 KOJHU 300pOBH CO KaraluTeT 3a
Kopeknuja Ha 3 rpemku. Kpunroananurtudapure Mopa Jia To 3HaaT ajJrOpUTaMoT
¥ KOZIOT 32 KOPEKIIMja Ha TPelIKH yrnorpeOeH 3a oBoj cucteM. [lorpedHo e na ja
HajJaT ¥ ToJIeMUHATa Ha ucnpateHuot 0ok. Co 0B0oj ainropuram, ce ode30eayBa
NIOCaKyBaHa JIOBEPIIMBOCT M 0€30€THOCT, 32 CMETKa Ha MOCTENIEHO 3T0JIeMYyBambe
Ha CJI0KEHOCTa Ha MCTHUOT.

Bo [73] koMOuHUpaHu ce KOA 3a KOpeKlKjaTa Ha Ipelikyu U OJIoK mudpyBad,
HapeueH mudpysau co ['onema /Iudysuja (High Diffusion cypher, HD). Cnioco6-
HOCTa 32 KOpEKIIMja Ha TPeIlKka Ha OBOj mU(pyBay ce JOJKU HAa HOBUOT KO 3a
KOpEKITMja Ha Tpemku HapedeH kox co ['onema Jludysuja (High Diffusion code).
[ToxaxaHo e Jleka OBHME KOJOBU MOCTUTHYBaaT ONTUManHa audysuja u oTmop-
HOCT Ha rpemkd. JloOueHu ce TeopeTcku rpaHuny 3a nepdopmancute Ha HD
muppyBavoT BO OJHOC Ha O6e30enHOCTa M KOpekiMjaTa Ha rpemku. [Ipenmoxe-
Huot HD mmdpysau nma 6e30eqH0cT ekBuBaneHTHA Ha Rijndael mmdpyBador Bo
OJTHOC Ha JIMHEeapHaTa u AudepeHIrjarHa kpuntoananusa. Bo Rijndael, mmdpupa-
HBETO ce MpaBu co Kiyd 128, 192 unm 256 6ura, mto 06e30e1yBa 3arapaHTupana
3rojieMeHa 0e30eTHOCT TpH Hamaau co rpyda cuia (brute force). OBoj mmdpy-
Ba4Y MOXKE J1a c€ KOPHCTH 3a O6e30e/1Ha pa3MeHa Ha KIIy4eBH, KaKko U 3a IIPEHOC Ha
HOAATOIM cO AoDKMHA of 128 mnm 256 Outa. besbemHocTa Ha 0BOj METOJ Ha
mmdpupame ce 3ronemya kora Rijndael ce u3BeayBa HEKOJIKY MaTh CO Pa3INIHH
KJIy4eBH BO pyHAMTe. [71aBHaTa MprUMeHa Ha HUBHUOT AU3ajH € 32 KpUIITOrpadCcKu
EJIH, MaKO TOj MOXke J1a Oujie KOPUCTEH M KaKO KOJI 32 KOPEKIMja Ha TPELIKH.

Tajnara mema 3a konupame Ha rpemku (SECC) npeanoxena Bo [102] e Taksa
mTo 00e30eayBa TajHOCT M BEPOJOCTOJHOCT HAa TMOAATOIMTE BO €ICH MPOIeC 3a
CIpaByBame co MpolneMu Bo HeOe30eleH U HecurypeH kaHajl. Bo oBaa miema,
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caMo OBJIaCTEHHOT KOPUCHUK, KO] UMa TajHO YyBaHU MH(OpMaLUU, MOXKE CUCTE-
MaTCKH Ja T'M OTCTPaHU TpelIKUTe BO KaHaloT. Bo 0Boj Tpya ce mpemyiokeHu
nse memu Ha SECC. TlpBarta e 6ok mmdpupame co ynorpeda Ha Preparata He-
JMHEapHU KOJOBH; JIOAEKa BTOpara I1eMa e 6a3upaHa Ha TEXHHKATa Ha BEPHXKHO
noBp3yBamke Ha OnokoBu (block chaining) kage mro cekoj mudpupan TEKCT €
(byHKIMja 071 CUTE IPETXOAHN OPUTUHAIHU TEKCTOBH H TIPH ICKOAUPAHETO, TPEIII-
KaTa Ha eJIeH H(ppUpaH TEKCT Ke ce MPOILIUPHU A0 nociaeaHuot onok. OBue “rpo-
IIMPEHU TPEUIKK” ce KOPHUCTAT 3a OTKpUBAakE Ha KOja OMIIO HeJlerajaHa MpoMeHa
Ha HU(QPUPAHUOT TEKCT IITO 00e30e1yBa unmezpumen Ha MOJaTOLUTE.

Tpynot [103] ro ananusupa metonot “Ilapanenno IToBp3yBamwe Ha Kananor 3a
Komgupame n Kpunrorpagduja”, kako efeH edukacen anroputam 3a KOpekiyja Ha
HopakuTe JOOMEHU MIPU IEKOIUPAE KOU €€ 3aIITUTEHH co 0e30€IHOCHU MEXaHU-
3mu. EdukacHocTa Ha 0Ba mapajieIHO NMOBP3YBamkE 3aBHCU Ol OJDKMHATA Ha
ynorpebenute 61okoBu. HampaBeHu ce cuMmynanuu co KOpUCTEHE Ha OJIOKOBH
CO pa3iMyHa JOJDKHHA U TIPUTOA JJOOMEHO € JieKa 000pyBamkeTo Ha KOAUPAHETO
3aBHUCH OJ JOJDKHHATA Ha OJIOKOBUTE.

[TpBuuHaTa uzeja 3a IpUMEHa Ha KBa3UTPyIUTe BO ciiydajHuTe kojosu (Ran-
dom Codes Based on Quasigroup - RCBQ) e manena Bo [17] u [16]. OBue xo-
JIOBU c€ KOMOMHAIMja Ha KpUNTOTpadCcKy alrOpUTMHU U KOJOBHU 32 KOpEKIMja Ha
IPEIIKH U 3aBHCAT O]l HEKOJKY mapamMeTpu. AKO OBHE KOJOBU C€ KOPHCTEHH 3a
KOZIMpame Ha MOPaKHU, TOTAIll 10 OPUTHHAHUTE ITOIATOIIM MOXKE J1a Ce JI0j1€ CaMOo
JTOKOJIKY C€ 3Ha€ TOUYHO KOM [TapaMeTpH c€ KOPUCTEHU BO IIPOLECOT Ha KOJUPAE,
JIypU U aKO KOMYHUKALIUCKHOT KaHaj e 0e3 Mmpeyku. 3aroa, ako MHPOpMaLunuTe
KOU Ce MPEHEeCYBaaT, ce Of] TaeH KapakTep, NMPeUIOKECHUTE CIy4YajHU KOJOBH ce
BO rosieMa npenHocT npea octaHature. CiydajHUTE KOJAOBU Oa3upaHM Ha KBa-
3UrPyNHU C€ TEMeJIaT Ha KOHIIETITOT Ha TOTAJHO aCUXPOHHUTE MPOTOYHU MHUDPY-
Baul. Bnuwjanuero Ha mapamerpure Bp3 meppoOpMaHCHTE HAa OBHE KOJOBU IMPHU
MpeHOC HU3 OMHAPEH CUMETPUYCH KaHai e mpoydeHo Bo [88]. Om pesynrarute
JOOMEHN O] TOA MPOydyBambe, € 3aKIy4YeHO JIeKa N30paHaTa KBa3urpyna, J0Ku-
HaTa Ha MOYETHHUOT KJIy4 ¥ U300pOT Ha MAaTepHOT 3a peAyHIaHTHaTa HH(OpMaIHja
UMaaT TojieMO BIIMjaHHE Ha neppopMaHCHTE Ha OBUE KO#OBU. ExcrnepuMeHTHTE
BO Tpyzot [88] ce nHanmpaBenu co RCBQ npu npeHoc HU3 OMHApEH CUMETpUUYEH
KaHaJl.

On nanpaBenute ekcriepuMeHTH co RCBQ moke na ce 3akimyuu neka Op3u-
HaTa Ha JICKOJUpPame € €[eH Of HajroleMuTe NpolsieMH Kaj OBHUE KOAOBHU. 3a
na ce noaoOpu Op3uHara Ha JeKonupame, Bo TpyaoBute [89] u [92], aBTopuTe
neUHUpaaT HOBH QJTOPUTMH 32 JIEKOAMPAmE: aJropUTaM-3a-IeKOANpame-co-
npecenu (Cut-Decoding Algorithm) u anropuram-3a-aexoaupame-co-4npecenu
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(4-Sets-Cut-Decoding Algorithm). Bo cute oBue Tpy1oBH, IpOydyBaHU c€ Mep-
¢dopmancute Ha CitydajHUTE KOAOBU Oa3MpaHu Ha KBa3UTPYINHU IPU IPEHOC HU3
OuHapeH cuMeTpHuueH KaHal. Bo Mojata maructepcka Te3a, UMM TNIAaBHU pe3yll-
TaTH ce 00jaBeHH BO [76], 3aroyHaB co MPOy4yyBame Ha ephopMaHCUTE HA OBUE
KO710BH ipu nipeHoc Hu3 ['aycoB kanan. IloTouno, mpoydyeHo e kako U300poT Ha
NaTepHOT 3a I0/IaBarbe Ha peIyH/IaHCcaTa, TOJDKUHATA Ha KITydOT M M300pOT Ha KBa-
3WTpyIaTa BiIHjaaT Ha nepGopMaHCHUTE Ha OBHE KOIOBH. Bo HampaBeHHTE eKcIie-
puMeHTH KopucTeH e (72,288) kox co para R = 1/4. JloOueHuTe 3aKIydoIH ce
CIIMYHU KaKo MU IPEHOC HU3 OMHAPEeH CUMETPUYEH KaHall.

Enna ox nenure Ha MCTPaXKyBamkETO BO OBaa JOKTOPCKA IUCEpTAIH]ja € 3a0p3y-
Barb€ Ha aJITOPUTMUTE 32 JIEKOJI0pamhe MpH IpeHoc Hu3 ['aycoB kaHan. VimeHo, ae-
KOJMPAETO CO OBHE aITOPUTMHU € IEKOJUPAE CO JINCTA, 11a OTTyKa Op3uHara Ha
JIEKOIMpam-€ 3aBUCH O]l TOJIeMHHATa Ha JIucTaTa (moMasa JJMcTa 3Hauu moop30 Je-
Koaupame). Bo oBue anroputMu, rojeMuHaTa Ha JIucTaTa 3aBUCH o1 B, (Tpert-
noctaBeH Opoj Ha OUT rPELIKH MPU MPEHOC Ha e/ieH OJI0K). 3a MOMaJld BPEIHOCTH
Ha B,,,, ce 1o0uBa moMaia JMCTa, HO NPOoOIEeMOT € TOA IITO HUKOTAIl HE MOXe
OJIHATIPE Jla C€ 3Hae TOYHHOT OpOj Ha HACTAHATH TPEIIKU NPH MPEHOC Ha eICH
0510K. AKo TOj OpOj € MmoroaeM of MPEABUACHHUOT B, ., TPEIIKaTa HEMA Ja Ouje
nornpaBeHa, HO ako MPEABUACHOTO B3, € MPEerojiemMo, Torall KMaMe MperoieMu
JMCTU U pEeMHOTy 0aBHO JeKonupame. 3a Jia ce u30erne osa, 6apeM 3a moro-
aemu BpenHoctd Ha SN R (moman 1mym), ce mpeajaraarT HOBH aJITOPUTMH KOH
00e30emyBaar nekonupame co momanu Juctu. [IpoydyBaHO € U KakBW ce Tep-
(opMaHCUTE HA OBHE aTOPUTMH NMPU NMPEHOC HA CIUKH M ayJHo JaTOTeKH. 3a
nofo0pyBamke Ha KBAIUTETOT HA CIUKUTE U aylWO JATOTEKUTE NEKOJUPaHU CO
KPUNTOKOAOBUTE Oa3vpaHU Ha KBA3UTPyNH ce neduHupaar QUITPH CO KOHU Ce
OBO3MOXKYBa [TOYMCTO BU3YEIIHO IIIEAAHE U CIyIIamhe Ha OPUTHHATHUTE TaTOTEKU
(IyMoT ce mpoumcTyBa) AypH M 3a momanu BpegHoctd Ha SN R. Ilonaramy,
MPOYYyBaHU ce U neppopMaHCHTE Ha KPUIITOKOIOBUTE Oa3UpaHy Ha KBa3UTPYIH
3a MpeHoc HU3 KaHaiu co padannu (burst) rpemkyu. 3a BaKBH KaHAIU Ce KOPUCTU
monenot Ha I'mnbepr-Ennor 3a padanuu rpemku (Gilbert-Elliott burst model).
HanpaBenu ce ekcriepuMEHTH 3a JiBa BHJa HAa BAaKBM KaHaiu. I[IpBHOT BuA Ha
I'unbeprt-Ennot kaHan e kaHai KOj € OMHAPHO CUMETPHUYEH BO CEKOja coCTojoa,
a xaj Bropuot BuJ Ha ['unbepr-Ennot kanan, kananute ce ['aycosu.

Jla HarmacuMe Jieka cuTe Ciy4yajHu KOJJOBH M OHME IIITO CE MPETXOAHO MPeIo-
JKEHH U OBHE ILLITO C€ IpeJuiaraat BO 0Baa JAUCepTalrja ce KpUunToKoqoBH. Beyi-
HOCT, KPHUIITOKOJIOBUTE c€ Ne(UHHUPAHU CO KOPUCTEHE Ha KPUNTOrpadCKu ai-
ropuTaM BO CaAMHOT MpPOIEC Ha KoAWpame/aekoaupame. OBHE KOTOBH CO CaMO
€JIeH aJITOpPUTaM OBO3MOXKYBaaT He CaMo TMOMPaBamke Ha OJIPEIeH OpOj TPEIIKN KOU
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HacTaHyBaaT IIPU MPEHOC HU3 KaHaJl CO MPEYKH, TyKy UCTOBPEMEHO 00e30e1yBaaT
¥ TajHOCT Ha noparonute. [Ipumarenor Ha nuHOpMaIijaTa 10 OpUrHHATHUTE T10-
JATOIM MOKE J1a JI0j /1€ CaMO JIOKOJIKY 3Hae TOUHO KOU TapaMeTpH ce KOPUCTEHU BO
MPOIECOT Ha KOIUPAWkE, Typy U aKO KOMYHUKAIIMCKUOT KaHal e 0e3 mpeuku. Bo
oBaa aucepranuja ru pasrenyBame RCBQ kako KoJJOBH KOU MOTpaBaaT TPEIIKH U
3aToa TyKa HeMa Jia Oujar aHaau3upaHu HUBHUTE Kpunrorpadceku cojcrBa. Tue
KpunrorpadCcKu CBOjCTBA ClIeAyBaar ol pesyiararure Bo [64], [67], [71] u ap.

IIpumena na xkeasuecpynume 80 O10K-6epuu

I'maBHata wupeja 3a BoBeqyBame Ha OMTKOMHOT (Bitcoin) u Grmok-Bepurure
(Blockchain) e kpeupame Ha JeleHTpUIM3UpaH cucTeM (0e3 LeHTpaleH aBTo-
pPUTET Ha OJUTyYyBame) 3a pa3MEeHa Ha BPEIHOCTU JTUPEKTHO noMery (Gpu3nukute
JMIa, Ha puMep, Tpancdep Ha mapu O0e3 IeHTpajieH aBToputeT (0aHka, GUHAH-
CHCKa MHCTHUTYLIH]a, ... ). Taa geneHTpanu3upaHa Mpesxa 3a IpeHoC Ha BPEAHOCTH
(KpUIITOBaJIlyTH) € 3aCHOBaHA Ha Mpe)kaTa Ha pPaMHOIIPAaBHU KOpUCHULM (peer-
to-peer win Kpatko P2P mpexa) U ce HapeKyBa TE€XHOJIOTHja Ha OJIOK-BEpPUTH
(Blockchain technology) ([50], [84], [19], [7]). I'nmaBHara kapakTepucTHKa Ha
TEXHOJIOTHjaTa Ha OJIOK-BEPUTHUTE € JACLEHTPAIU3UPAHOCTa, OMHOCHO HENoCToe-
E Ha LIEHTpajHa OaHKa MM OMJIO KOoja Jpyra IIeHTpajHa MHCTUTYLHja Koja Ou
npasela MpeHoc Ha TpaHcakuuuTe, kako u 100% xopucteme Ha HHPOPMATHIKA-
Ta TEXHOJIOTHja BO MPOILECOT Ha EMHUTYBAbE U pean3upame Ha uctute. Jpyru
HEJ3UHU OCHOBHM KapaKTEPUCTHKH CE€ U pesIaTUBHO 0e30e1HO IUIakame Ha TpaH-
CaKIMHUTE, HUCKH TPAHCAKLIMCKU TPOILOLY, aHOHUMHOCT Ha KOPUCHUIIUTE, MPaK-
TUYHO HEBO3MOXXHO (hancudukyBame, HepeBep3UOMIHOCT Ha TpaHcakiuure. VH-
¢dopmarumrTe Bo OJIOK-BepHUrara ce CroJIesICHH, CUTE yUYECHHIIM BO MpeXara uMaar
IPUCTAI IO HUB, CEKOj HOB BHEC CE€ PErHCTPHpA U 3alUIIyBa BO 0Baa Oa3a Ha rmoja-
TOLIY, KOja Ce€ UyBa Ha CUTE KOMIjyTepH Bo Mpekara. OBaa 6a3a Ha MOJATOIH, BO
CEKOj MOMEHT € JIOCTAITHa /10 CUTE KOPUCHUIM Ha MPEXKaTa CO IITO CE OBO3MOXKYBA
1esiocHa TpaHcnapeHTHocT. Kora Hekoj Oapa TpaHcakliija WM Kora JABE CTpaHU
pa3MeHyBaaT MMOJIaTOIM, KAaKo IITO C€ MapH, IOTOBOP MIIM KOe OUII0 CPEACTBO KOe
MOXKE J]a € TUTHTAITHO OIHUIIAaHO, 0apaHaTa TpaHCaKIja ce mupu Bo P2P mpe-
’KaTa Koja ce COCTOM OJ] KOMITjyTepu HapeueHH ja3nu. OBaa Mpexa oJ] KOMITjyTepu
ja BammauMpa TpaHCaKIMjaTa U CTaTyCOT Ha KOPUCHUKOT KOPUCTEjKH TO3HATH aJl-
ropuT™Mu. Bo 3aBUCHOCT o1 MpeXHHMTE TapaMeTpH, TPaHCAKLMjaTa WK Ke ce Be-
puduKyBa BeIHAII MU CE 3alluIlyBa BO 6e30e/IeH 3auc U ce CTaBa BO CIIMCOKOT
Ha TPAHCAKIIMH IITO YeKaaT 3a Bepudukanuja. Huzara on moBp3aHu OIO0KOBU O]
TpaHCaKIUKU Kpeupa O0e30eaHa, He3aBUCHA Bepura. biokoBuTe Mopa mpBo aa ce



6 Boegeo

BaJIMJIMpaar, rna noroa ja Ouaar aonajaeHu Bo Onok-Bepurara. Kora Onokor ce
BepU(pUKyBa, ce AUCTpUOyHpa HU3 MpekaTa U CEKOj ja3oJl To JoAaBa OJOKOT BO
MHO3MHCKaTa 010K-Bepura. Toramn TpaHcakuyjaTa € KOMIIJIETHA.

Bo 2008 roguna, noeauHel wiu rpymna jyfe, nornuimanu nox umero Caro-
i Hakomoto, ro uzmane tpynot [83]. buTkouHOT, mpBara riaBHa mpuUMeHa Ha
OJ0K-BepuruTe npercraByBa 2P Bep3uja Ha €NEKTPOHCKU Kell, LITO OBO3MO-
’yBa JUPEKTHO EJIEKTPOHCKO IUIaKame Of] €JHA CTpaHa Ha apyra 6e3 norpeda ox
BKJIy4yBame Ha Tpera cTpaHa. OBaa KpUNTOBAJIyTa € IpBa JACLEHTpAIU3UpaHa
BaJlyTa Koja KOPUCTU KpunTorpaduja 3a 6e306eauu Tpancakuuu. OCHOBHUTE Ka-
PaKTEepUCTUKN HAa OUTKOUHOT Ce:

— Heyenmpanusupanocm mTO 3HAYU HE TOCTOCHE HA IICHTpasiHa OaHKa. Emu-
TEPHUTE Ha 0Baa BAJIyTa ¢ KOPUCHUIIUTE WM HOCUTEIIUTE HA KOMITjyTePUTE
KOM “pymapar’ ¥ KoH ja BepupHrKyBaaT CEKoja TpaHCaKIIHja.

— TajHocrta 00e30eneHa co kpuntorpadujara co jaBeH KIIyd ja 1aBa 00eepoa-
ma Ha OBaa BalyTa.

— Asmenmuxayuja Ha TPAHCAKITUHUTE O €JICH J0 IPYT ja30J BO OJOK-BepUrara
HaIpaBeHa € CO JIUTUTATHUOT MOTITUC.

— JlururaaHUOT NOTHHUC Ha IOpaKaTa UCTO Taka 00e30e1yBa unmezpumen HA3
MIPEHOCOT.

Pyoapersemo e miporiec co koj ce coznaBaar OuTkouHuTE. butkonn pyoapume
Iy Bepu(UKyBaaT TPAHCAKIMHUTE, T CTaBaaT BO ONOKOBU Off TPAHCAKLIUU U OJI-
JTydyBaar Koj OJIOK € CIETHHOT, T.e. OUmKouH cucmemom TH TPyNUpa TpaHCaK-
IIUUTE BO OJIOKOBU U T'M TTOBP3yBa BO OJIOK-Bepurara. buaejku, MHOTY JTyfe MoXKaT
na co3fanar OJIOKOBHM BO MCTO BpeMe, KOj OJIOK Ke Biie3e IMpB BO OJIOK-Bepurara
ce pemraBa co ynorpeba Ha xam ¢yHkuujara. Mzne3or ox xam QyHKIMjaTa Ha
61oK0T Mopa Aa 6une mop crenuduvHa BpeJHOCT HapeueHa yen. [IpBuot pymap
KOMIIjyTep LITO Ke ja pelIn 3araTkara (J1a Haj/ie Xail BpeJHOCT IO/ ajieHaTa 11el),
K€ HalpaBU €MUTYBamb€ HAa HETOBHOT OJIOK J0 CUTE YYECHHUIIM BO MpeKara, KOU
Tpeba 1a ro moTBpAar peuienrneTo. [1o 1o0uBameTo Ha HEKOJIKY TaKBU MOTBPIIH,
OJI0KOT ce cMeTa 3a BaJIMCH U CO TOA HeroBara rpyra Ha TpaHCakiuu € npudareHa
Kako cjie/iHa Bo OJiok-Bepurara. Harpanara mro ja Jo001Ba pyaapoT, ce IpernoioBy-
Ba Ha cekoj uckonanu 210000 61okoBu (mpubIMkHO Ha cexoj 4 ronunu). Kora
npsmar oermre uckonan 6utkonH (2009 rox.) Harpanara usHecyBamie 50 OUTKOMHU
3a UCKOITyBame Ha efieH 0i10k. Bo MomenToB (2020 rox.) Harpaaara usHecysa 6.25
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outkounu 3a O61ok. Ha kpajot, Harpagara ke ce HaMajau Ha Hy/a, a TpaHUIaTa
on 21 muinoHu OUTKOUMHU (criopell OUTKOMH MPOTOKOJIOT) Ke Ouje TOCTHUrHaTa
BO 2040 roguna. Iloroa Harpamu ke Ommat camo MPOBH3UU 3a MPOIECUPAHE HA
TpPaHCaKIUH.

Jpyrara roneMa rnpuMeHa Ha OJIOK-BEPHUTHTE € HapeueHa namemer 002080p.
PasmenyBameTo Ha mapu, UIMOT, aKIIUK WK KOja OUII0 BPETHOCT Ha TpaHCIapeH-
TeH, 0e3 KOH(IMKTEH HAuYWH, MeTy JIBajIla COTICTBEHUIIN BP3 OCHOBA HA MHOXECTBO
Ha YCJIOBHM BKJIYYEHH BO JOTOBOD, ro NeduHUpaaT maMeTeHHOT aorosop. OBoj
JIOTOBOP € KOHTPOJUPAH CO JICLEHTpau3UpaHara CorlacCHOCT Ha OJIOK-Bepurara.
Kako u kaj TpagulIMOoHaTHHOT JOTOBOP, CO ITAMETHUOT JIOTOBOP ce NepUHUpaHH U
npaBuiIata u kazaure. [1okpaj Toa, TaMeTHHOT T0TOBOP aBTOMATCKH T'H CITPOBELY-
Ba THE 00Bpcku [26]. Cekoj maMeTeH JOTOBOP C€ COCTOM OJ] MPOTrPaMCKHU KO,
JaToTeKa 3a CKJIagupame U OuinaHc Ha cMeTKu. JlaTtoTekaTa 3a CKIagupame Ha
JIOTOBOPOT C€ yyBa BO OJIOK-Bepurara, 1oJieka MporpaMCcKHOT KO/ Ha JIOTOBOPOT
rO U3BpIIIyBa MpeXara Ha pyaapu Bo Onok-Bepurata. Komot Ha J0roBopor ce us-
BpIIIyBa CEKOTall Kora e/IeH KOPUCHHUK WIIK HEKOj PYT IOTOBOP HCIIpaka mopaka.
JloroBopoT Moxe UCTO Taka Ja IpuUMa U Uclpaka Mapu Ha JPyrd JOTOBOPU MU
KOPUCHHUIIA BO OMIIaHCOT Ha cMeTkara [10].

TexHonorujara Ha OIOK-BEpUTHTE HAaola MPUMEHA BO MACHBHUTE MOJATOIH
u loT 3a morpebute Ha MHAYCTpHjaTa, KAKO U (PMHAHCUCKUTE yCIyTH, BiajaTa u
3paBCTBEHATa 3allITUTa. Bo 0BOj Cilyyaj, UMIUIEMEHTAIMjaTa Ha TEXHOJIOTHjaTa
Ha OJIOK-BepuUrute 00e30e/1yBa TajHOCT Ha MOJATOIMTE U TO rapaHTHUpa HUBHUOT
WHTErpUTET Kora ce crnogemysaart ([27], [43]), kako 1 MOTBpAA JACKa MMOAATOINTE
ce TouHU 1 0e30eqHH, a pa3MeHaTa Ha MOJATOlHM € MmoeAHocTaBHa. MHTerpupa-
HETO Ha OJIOK-BEPUTHTE CO MACUBHUTE MOJATOIM MMa MHOTY MPEAHOCTH OUACjKU
OBO3MOJKYBa TIOA00PO YIIPaByBakE CO OTPOMHUTE KOJIMYUHH M PA3HOBUIHOCT Ha
uHpopmaruure. Ilpumenara Ha Onok-sepurute Bo loT um oBo3moxyBa Ha [oT
ypeauTe Jja y4ecTByBaaT BO TPaHCAKIMUTE Ha OJOK-BEPUTUTE M Ja MpoHaoraar
HOBH CTUJIOBH Ha JUTUTATIHU UHTepakui. OBaa TexHoJI0rHja ke 00e30e1u eHoC-
TaBHa HH(PPACTPYKTYpa 3a ypeauTe TUPEeKTHO U 6e30eAH0 Aa mpeHecyBaaT mojaa-
TOLIM WJIH MApH KOPUCTEjKU TAMETHH JJOTOBOPHU.

Enen on miaBaHTE IPOOIEME BO OJTIOK-BEpUTHTE € Op3MHATA Ha MPEHOCOT. EHO
O]l peIlIeHHjaTa Ha OBOj IMTPOOJIEM € MPEKHOTO KOJIMPah-Ee KaKo €IHa TEXHUKA IITO ja
nmo1I00pyBa MpeXHaTa MOKHOCT U rapaHTHpa rojieMa 6e36emHoct. Bo tpymot [20],
aKIIEHT Ce CTaBa Ha MMPBUTE HAjIIPUPOTHH Ipalliamka IITO OU ce TOCTaBUIIE 32 OBaa
TEeXHUKA: Kako (YHKIIMOHUPA MPEKHOTO KOAMPAE U KOU C€ HEJ3MHUTE MPHUI0-
OMBKH, KaKo ce AM3ajHUPAHN MPEXKHHUTE KOIOBH M KOJKY YMHH Ja C€ pacropenar
MpEKUTE 3a CIIPOBEIYBakE€ HA BAKBU KOJOBU KakKo M, JIaJdM MOCTOjaT METOIH 3a
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CTIpaByBambe CO IHUKIYCUTE M OJUIOKYBAETO MITO € MPUCYTHO BO CHTE PEATHU
MPEXKH.

Bo [5] aBropuTe BOBeayBaaT mieMa 3a MpakTUYHO MPEXHO Koaupame. OBaa
Mpeka KopucTh: OadepHHT 3a CHHXPOHU3HUpAamhEe Ha MPOU3BOIHHUTE MAKETH KOU
IITO MPUCTUTHYBAAT ¥ 3aMUHYBAaT O]l CEKOj ja30J1; CIy4ajHO KOIUPALE 32 CIIPABY-
Bamb€ CO PA3IMYHUOT OpOj Ha MakeTH BO 0adepoT U makeT popMar MITO BKIIydyBa
100aTHy BEKTOPH 3a KOAMPAE, CO IIeJT Ja UM 00e30ear Ha MPUMATEINTE CaMo
TOYHHM MH(POPMAIMU 32 JEKOAUPAmkETO Ha naketute. lIpeHecenuTe mogaromu ce
KOAMPAaT Co IIeJl 1a Ce 3roJIeMHU MPOITyCHAaTa MOK, J1a c€ HaMaJH JIOIIHEHETO U Ja
ce HalpaBu Mpe)kaTa MocTaduIIHa.

HauunoT Ha (yHKIMOHMpame Ha TEXHOJIOTHjaTa Ha MPEKHOTO KOTUPALE €
CJICJIHUOT: BO €JICH ja30J1 HAa MpeKaTa, ce KOPHUCTAT alre0apCKUTe aIrOPUTMH KOH
T'¥ KOJMpaaT IPUMEHHUTE MOpaKu TeHepUpajKu Ha TOj HAYMH U3J1e3HU rnopaku. Ilo-
TOa, JOOMEHUTE TIOPAKH C€ JeKOAUpaar BO HUBHUTE ecTuHaIK. Ha oBoj HauuH,
NOTpeOHM Cce MOMAJKy MOPaKH 3a MPEHeCyBambe Ha CUTE MOAATOIM, HO 3a Toa €
norpebHa morosiema 06paboTka BO MOCPETHUUKUTE U KpajHUTe jasnu. Bo [63],
aBTOPHUTE UCTPAXKyBaaT KOJIKY Op30 CEKOJ Ja30J1 MOXKeE Jia TY JTI00HUE 1IeTOCHUTE HH-
(hopmanuu, WM eKBUBAJIIEHTHO, KOja € CTallkaTa Ha WH(POPMAIIUH IITO TPUCTUTHY-
Ba JI0 CeKoj jazois. Jl03BOJIyBajKH €/ICH ja30JI 1a TH KOJIupa JOOUEHUTE MOIaTOIH
npeq Ja TU MpeHece, UCTPaXKyBambeTo BKIYYyBa ONTUMH3AIMja HA MEXaHU3MHUTE
3a UCIpaKame MOJaTOLH MPEeKy KOMITjyTepcka Mpeka Ha OBeke KOPUCHUIIM BO
ucto Bpeme (multicast mechanisms) Ha jaznure. HajnomynapHOTo MpEXHO KO-
JMparme € JTMHEAPHOTO MPEXKHO KOIUPAkE, KaJle IITO CEeKOj ja30Jl TeHEpHUpa HOBH
MaKeTH KO ce TMHeapHU KOMOWHAIIMH Ha IPETXOIHO MPUMEHU MAaKeTH, MHOXKE]KU
T'¥ cO Koe(puIMeHTH n30paHu off KOHEYHO nosnie. Bo kpajHuTe ja3nu, OpuruHaIHUTE
MOpaKH MOXKaT Ja ce 100ujaT co pellaBame Ha CUCTEM JIMHEAPHH PAaBEHKH CO
l'aycoB MeTon Ha enMMUHALIH]A.

Mpexarta “nenepytka”’ e (hpopMa Ha MpeKHa TOIOJIOTH]a KOja MOXKE J1a Ce KO-
PHUCTH 3a MOBpP3YyBalke Ha Pa3IMYHU ja3d BO MYITUIpOLECOpcKU cucteM [20].
OBaa Mpexa 4ecTo ce KOPUCTH 3a Ja C€ WIYCTpHpa Kako MPEKHOTO KOAMPAHHE
MOXe€ /12 TO 3a00UKOJIM PYTHPAmETO (HACOUYBAHETO).

CrnoxxeHocTa Ha JEKOIMPAKETO Mopaan KOpUcTemke Ha ["aycoBara Mmerona Ha
eJIMMUHALIN]a, HY ja 1aBa UiejaTa 3a KOHCTPYHPAHkhe HOB AJITOPUTAM 38 MPEKHO KO-
nupame 6a3upaH Ha KBA3UTPYIIH, 33 3TOJIEMYBambEe Ha CIIPOBOJIMBOCTA BO TIeTie-
pyTKa” KOMyHHUKaIMckara Mpexxa. OBaj alropuraM € moeaHOCTaBeH U moodp3 oT-
KOJIKY aJITOPUTMUTE ILITO C€ KOPUCTAT MPH JIUHEAPHOTO MPEKHO KOAUPAHE.

Opn nmpyra crpaHa, OJIOK-BEpUTUTE BOCIIOCTaBYBaaT KpunTorpagcku 6e30emHa
CTPYKTypa 3a 4yBame Ha TpaHCAKIMHTE BO (popma Ha xam-Bepura. ExHo of raB-
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HUTE OIpaHUYyBamba CO KOE Ce cpekaBaMe BO 0Baa TEXHOJIOTHja € roJeMHHAaTa Ha
MIPOCTOPOT 3a CKIATUPAkE 3aT0a IITO CEKOj ja3071 MOpa Jia 4yBa KOIHja O TJIaB-
HaTa KHWTra off cuTe TpaHcakuuu. Kako mrTo ce 3rojemyBa OpojoT Ha TpaHCak-
[IUH, TaKa ce€ 3roJieMyBa U MPOCTOPOT MOTPEOEH 3a CKIIaaupame Ha UCTHUTE, CO
IITO C€ OrpaHMYyBa CKaJIaOMIIHOCTA HA OBOj cucTeM. HamanmyBameTo Ha rojiemMu-
HaTa Ha TPAaHCAKIMjaTa Koja ce 4yBa BO OJIOKOBUTE Ha OJIOK-BepUrara € €IHO OJ
pelIeHrjaTa 3a HaMalyBambe Ha IPOCTOPOT MOTPEOEH 3a CKIIaUpake U HaMaly-
Bamb¢ Ha TPOIIOIMTE 3a CKIIaaupame Ha TpaHcakmujara [105]. Bo [8] aBropure
npejuiaraar peniaBame Ha 0BOj MPOoOIeM Co MOMOII Ha MPEKHO Koaupame. Tue
ro aenat O10KkoT co roemuHa (G BO k makeTu co eqHakBa qokuHa. OBue k makeTu
ce KOIMpaaT BO 1 KOIUPAHU MAaKeTH KOPHUCTEJKU JIMHEAPHU KOMOWHAIIMK HA OpH-
THHAJHU TTAKETH.

Konnenror Ha Jucmpubyupanuom npocmop 3a ckaaouparse 80 010K-eepucii-
me (DSB) e BoBezneH Bo [94]. Bo BakBHOT qucTpuOyupaH IpocTop 3a CKIaau-
pame, TpaHCAaKIUCKUOT 00K ce mudpupa co ynorpeda Ha pa3ivMyHu NPUBATHU
KJIy4eBU U T0TOa ce AUCTpUOyHpa Ha MOAMHOXKECTBaTa of ja3nu. Mcro Taka,
Xalll BPEIHOCTUTE U KIIy4YeBH 3a MUpHUpame ce yyBaaT Mery jasnute (peers) of
MOZIMHOXECTBOTO Bo P2 P Mpexarta co moMomn Ha memara Ha Lllamup 3a crioge-
TyBame Ha TajHa. JuCTpuOynpaHuoT MpoCTop 3a CKIAAUpPamhe Ha OJIOK-BEPUTUTE
3HAYUTEITHO IO HaMaJlyBa MIPOCTOPOT 3a CKIAAUPAE BO CUCTEMOT Ha OJIOK-BEpHU-
rute. 3a Jna ce nonodpu AUCTPUOYHPAHUOT MPOCTOP 3a CKIATUpame Ha OJOK-
BEPUTUTE, Ce MpeyIara JIOKaIHa IIeMa 3a CIoJeNyBamhe Ha TajHa BO [56].

Bo [95] aBTopuTe M mogoOpyBaar nepdopMaHCUTE Ha OJIOK-BEPUTHTE M TH
HaMaJlyBaaT TPOILIOIMTE 3a CKIAANPAE CO AU3ajHUPAbE Ha IIeMa 32 KOAHPAe
TaKa IITO CEKOj ja30JI COAP>KU CaMmo JIeN O] CEKOja TPaHCAKIHja.

Bo oBaa nmokTtopcka aucepranmja, MpeaokKeHO € Ha KOj HaUMH MOXKe Ja ce
HaMaJii IPOCTOPOT 3a CKJIaJUpame BO OJIOK-BepUrara co KOpUCTEHE Ha IIeMara
Ha [llamup 3a crionenyBame Ha TajHa.

PesynTarute on ucTpaxkyBamara AaJieHH BO OBaa JOKTOPCKA AUCEpTallrja ce
o0jaBeHH BO MeI'YHapOJHM crMcaHHja (0] KOU €IeH € co (aKTop Ha BIIMjaHHE
(IF)) n 300pHMIM Ha Mel'YyHAapOAHU KOH(EPEHLIMU U C€ IPE3EHTHPAHU Ha HEKOJIKY
JIOMAIIIHYA U MeTyHapoAHU KOH(epeHIH U ceMuHapH. Jlen of TpyJloBUTE ce Beke
00jaBeHM WK MpaTeHU 3a 00jaByBamkbe BO MET'YHAPOIHH U JIOMAIIIHU CIIMUCaHHU]a
300pHUIM o1l KOH(pepeHnu. Bo MmpopomkeHne e 1ajeH CIUCOKOT Ha OBUE TPY-
JIOBH:

1. D. Mechkaroska, A. Popovska-Mitrovikj, V. Bakeva: Cryptcodes Based on
Quasigroups in Gaussian channel, Quasigroups and Related Systems, vol.
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24 (2), 2016, pp. 249-268.

. D. Mechkaroska, A. Popovska-Mitrovikj, V. Bakeva: A Filter for Images

Decoded using Cryptcodes Based on Quasigroups, Proceedings of 14th In-
ternational Conference on Informatics and Information Technologies, April
2017, Mavrovo, Macedoinia, pp. 52—56.

. A. Popovska-Mitrovikj, V. Bakeva, D. Mechkaroska: New Decoding Al-

gorithm for Cryptcodes Based on Quasigroups for Transmission Through
a Low Noise Channel, In: Trajanov, D., Bakeva, V. (eds.): Communica-
tions in Computer and Information Science Series (CCIS), Vol.778, ICT-
Innovations 2017, Springer, pp. 196-204.

. D. Mechkaroska, V. Dimitrova, A. Popovska-Mitrovikj: A survey on appli-

cations of Blockchain technology, Proceedings of 15th International Confer-
ence on Informatics and Information Technologies, April 2018, Mavrovo,
Macedoinia, pp. 66—69.

. D. Mechkaroska, V. Dimitrova, A. Popovska-Mitrovikj: Analysis of the

possibilities for improvement of Blockchain technology, 2018 26th Telecom-
munications Forum (TELFOR), Belgrade, Serbia, Nov.2018,
doi: 10.1109/TELFOR.2018.8612034

https://ieeexplore.ieee.org/document/8612034

. D. Mechkaroska, A. Popovska-Mitrovikj, V. Dimitrova: Secure Big Data

and IoT with implementation of Blockchain, International Scientific Journal
Security & Future, vol. 2(4), 2018, pp. 183 — 185

. D. Mechkaroska, A. Popovska-Mitrovikj, V. Bakeva Smiljkova: Perfor-

mances of Fast Algorithms for Random Codes Based on Quasigroups for
Transmission of Audio Files in Gaussian Channel, In: Kalajdziski, S., Ack-
ovska, N. (eds): ICT Innovations 2018. Engineering and Life Sciences,
Springer International Publishing, pp. 286-296.

. D. Mechkaroska, A. Popovska-Mitrovikj, V. Bakeva: New Cryptcodes for

Burst Channels, In: Ciri¢ M., Droste M., Pin JE. (eds) Algebraic Informat-
ics. CAI 2019. Lecture Notes in Computer Science, vol 11545. Springer,
Cham, pp. 202-212.

. V. Bakeva, A. Popovska-Mitrovikj, D. Mechkaroska, V. Dimitrova, B. Jaki-

movski, V. Ilievski: Gaussian channel transmission of images and audio
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files using cryptcoding, IET Communications, Vol. 13, Issue 11, (2019), p.
1625 — 1632. (IF. 1.779)

10. D. Mechkaroska, A. Popovska-Mitrovikj, V. Bakeva: Cryptcoding of Im-
ages for Transmission Trough a Burst Channels, Journal of Engineering Sci-
ence and Technology Review (JESTR), pp 65—609.

11. D. Mechkaroska, A. Popovska-Mitrovikj, V. Bakeva, V.Dimitrova: Net-
work Coding based on quasigroup, Proceedings of the 10th International
Conference on Information Society and Technology, March 2010, Kopaonik,
Serbia, pp. 240-243

12. A. Popovska-Mitrovikj, D. Mechkaroska, V. Dimitrova, V. Bakeva: Al-
gorithm for Reducing Storage in Blockchain based on Secret Sharing, 2nd
International Conference on Electrical, Communication and Computer En-
gineering (ICECCE 2020), Istanbul, Turkey, 12-12 June 2020, pp. 567-569

13. Popovska-Mitrovikj A., Bakeva V., Mechkaroska D.: Fast Decoding with
Cryptcodes for Burst Errors, In: Dimitrova V., Dimitrovski I. (eds.): Com-
munications in Computer and Information Science Series (CCIS), ISTInno-
vations 2020, Springer (accepted).

IIpersnen Ha conpkuHaTa

JlokTopckara aucepranyja € MojelIeHa Ha OCyM INIaBU M 3akiydok. Bo mpsara
maBa Keasuepynu u keasuepyniu mpaucgopmayuu, 1aJieHu ce OCHOBHUTE Jiehu-
HUIMH, KaKO U CBOJCTBAaTa Ha KBa3UTPYIUTE U KBa3UTPyIHUTE TpaHchopmanuwy,
Bp3 UMja OCHOBA C€ TeMeJaT UCTpaKyBamara HallpaBeHH BO OBaa JOKTOPCKA JU-
cepraiyja, 3a MPUMEHa Ha KBa3UTPYNHUTE BO TEOpHjaTa Ha KOTUPAKE M KPUIITO-
rpadujara.

Bropara rmaBa ce ongnecysa Ha Cryyajuume k0008u 6a3upanu Ha K6asuecpynu.
[TpBuyHaTa ueja 3a NpUMEHA Ha KBa3UTPYIIUTE BO CIIy4ajHUTE KOJIOBHU € JAaJeHa
on Manuno I'muropocku, Cmune Mapkoscku u Jbymyo Korapes. Bo oBaa riaga,
HAJIIPBO € JAeUHUPaAH TOTATHO ACHXPOH MpoToueH mudpysay - EdonZ, Bp3 unja
ocHoBa ce TeMenar CiyuyajHuTe Ko10BU Oa3upanu Ha kBazurpynu. [lotoa onuian
e CranmapIHHOT aJropuTaM 3a KoJHpame/IeKonupame. bp3uHara Ha JeKoqu-
pame e HajroneM npobiem kaj oue komoBu. Co 1en aa ce 3a0p3a mporecoT Ha
nexoaupame, Anexcanapa Ilomoscka-Murposuk, Cmune Mapkoscku 1 Bepuna
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bakeBa, neuHMpaaT HOB AJITOPUTAM 33 KOJUPAE/JEKOANPAkE HApEUeH allropy-
TaM-3a-Jekoaupame-co-mpecenu (Cut-Decoding mwmm AII1 anropuram), a moroa
UCTHUTE aBTOPH MpaBaT Moju(UKallKja Ha OBOj aIrOpUTaM, HapedeHa ajJropuTaM-
3a-fexoaupame-co-4-npeceuu (A/1411 anroputam). Bo oBaa rnasa omnumranu ce
AJIT u AJI4I1 anroputMuTe, a co el Ja ce MoA0OpH M BEepojaTHOCTA 3a MaKeT-
rpelika u OuT-rperika ONUIIaH! C€ METOAM 32 HaMallyBame Ha OpOjOT Ha TPEILIKUTE
BO OBHUE QJITOPUTMH.

Bo Tperara maBa najeHu ce eKCIEpUMEHTATHUTE PE3YJITaTH 3a CIy4yajHUTe
KOZOBUTE 0a3upaHU Ha KBa3urpymnu npu npeHoc HU3 [aycoB kanan. Excrnepu-
MEHTaJHUTE pe3ynraru noduenu co Crangapanuot u co AJ/IIl anropuramor, ce
Npe3eHTHPAaHN BO MOjaTa MarucTepcka Te3a. Bo ucrpaxyBameTo 3a oBaa JOKTOP-
CKa Jucepranyja, npoydenu ce neppopmancure Ha AJ1411 kogoBute, u ucture ce
CIIOPEZICHU CO COONIBETHUTE pe3yntaru nooueHu co AJI1. Bo cute excniepumenTH
ce pasrielyBaar pa3IMKUTe Mel'y IpeHeceHara u JeKoaupaHa nopaka. Mcro taxa,
I'H CIIOpeAyBaMe eKCIIEpUMEHTAIHO TOOMEHUTE BPEIHOCTH 3a BEpojaTHOCTA 3a
out rpemka (BFER) u BepojaTHOocTa 3a maker rpemka (PER) co aBara airo-
putMu. Bo 0BOj nen, npe3eHTHpaHu ce U eKCIIEPUMEHTAIHUTE pe3yaTaTu 100U-
€HU TIPU MPEHOC Ha ciauku Hu3 [aycoB kaHan. Op cnopenbara Ha OBUE PE3yil-
TaTH, MoKaxkaHo e aeka co AJ[4I1 anropuramoT ce 1ob6uBaat nogoOpu pe3ynTaTu
3a cute BpeaHocTH Ha SN IR, noaeka MmpoiecoT Ha JIEKOAUpame ce 3a0p3yBa BO
3aBUCHOCT 01 BpeaHocta Ha SN R u e ox 2 o 16 maru modp3 BO OAHOC Ha Jie-
koqupameTo co AJII anropuramotr. Bo 0BOj men mpensioxeH € u guirep, co Koj
BU3YEJIHO Ce 0A00pyBaar OlITEeTyBamkhaTa HaCTaHATH OJ] TPELIKUTE PU IPEHOC Ha
clMKara HU3 KaHajioT. HoBu pesynaTatu Bo 0BOj /€T ce: MpoydyBame Ha nepdop-
maHcute Ha AJI4I1 xogoBute pu iperoc Hu3 ['aycoB kaHaun, neduHupas e puirep
CO 11eJ1 BU3YETTHO TI0100pyBake Ha OIITETYBakbaTa HACTAHATH O] TPEIIKHU IITO ce
jaByBaar IpH MPEHOC Ha CIIMKHUTE HU3 [ aycoB KaHaI; UCIIUTYBaHU ce neppopMaH-
cute Ha ClydajHUTE KOAOBU 0a3upaHy Ha KBAa3UTPYIU NPU HUBHA IIPUMEHA BO
KOAMpame/IeKoIpame Ha CIIMKHU KO C€ MPEHECYBaaT HU3 KaHAJIOT CO IPEIIKH.

3a na ce mogoOpar neppopMaHCUTe Ha CIIydajHUTE KOJOBH, T.€. Ja ce 3a0p3a
IpOILIECOT Ha JEKOJHMparme, BO YeTBpTaTa IlaBa NMPEIOKEHH ¢€ HOBU MOJIU(H-
kauuu Ha A1 u AJI411, napeuenu bp3-anropuram-3a-nekoaupame-co-rnpecenu
(Fast-Cut-Decoding) nnu kpatko bp3AIIl u bpsz-anropuram-3a-aexoaupame-co-
4-npecenn (Fast-4-Sets-Cut-Decoding) nnu kparko, bp3Al411. Jlexonupamero
co AIIIl m AI4Il e BcymHOCT Jekoaupame co Jjucrta. Co HoBUTE
Bp3AIl u Bp3AJI4I1 ce obunyBame aa ja nekoaupaMe Iopakara KOpUCTEjKH
MOKPATKH JIMCTH M BO CITy4yaj Ha YCIICUIHO JIEKOAUPAE 33 TOMAJI BPETHOCTH Ha
Binaz, 130€THYBaME JOTH JIUCTU U TTOOABHO JIeKonupame. Bo nekonupameTo BO
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CTapUTE AITOPUTMU KOPUCTUME B, = 4 win By, = D, 10/€Ka NEKOAUPAHETO
CO HOBHUTE Op3U aNTOPUTMH 3all04HyBa CO B,,,, = 1. Bo oBaa miaBa HampaBeHH
ce eKCIIepHMEHTH 3a KOIOBH cO para 1/4 u 1/8 co HOBUTE alTOPUTMH, a MOTOA
TH criopeayBaMe JOOUEHHUTE Pe3ylTaTH CO COOABETHUTE pe3yATaTu JOOUEHH CO
ANIT u AJIATI. On nobueHuTe pe3ylnTaT, MOKEME J1a U3BJICUeMe 3aKIYIOK JIeKa
pesynrarute 32 BER u PER noOueHn co HOBUTE alTOPUTMHU C€ MOA0OpH Of
COOJIBETHUTE PE3YITATH JOOWEHH CO CTAapUTE BEP3UU HA OBHE alropuT™Mu. McTo
Taka, 3a morojiemu BpeHoctr Ha S N R (cnab nrym Bo KaHAJIOT), IEKOAUPAHETO CO
HOBOIIPEIOKEHUTE aJITOPUTMHU € MHOT'Y TIOOP30 OTKOJIKY CO CTapUTE aJTOPUTMHU.
Bo 0BOj nen npe3eHTHpaHu ce eKCIepUMEHTAHN PE3YNITAaTH 3a UCTPAXKyBambe Ha
nepdopmancuTe Ha Op3UTE ATTOPUTMH 32 IPEHOC HA CIIUKH M 3BYK HHU3 KaHAJIOT.
[ToBTOpHO Ce criopemyBaaT TOOUSHNUTE PE3YITATH CO COOBETHUTE PE3YATATH JI0-
6uenu co crapute anroputmu. Ce 100MBaaT CIMYHU PE3YIITATH KaKO U PU IPEHOC
Ha oOuyHHUTE Topaku. HampaBeHa e U aHanM3a Ha MPOLIEHTOT Ha MOPAKH 33 KOU
JIEKOAUPAHETO 3aBpIITyBa 33 Pa3INUYHU BPEAHOCTH HA B,,... Onx aHanmusute ce
3aKJIydyBa JIeKa 3a orojeMu BpeTHOCTH Ha SN R, Mame rojieM IpoIeHT Ha T0-
paKu 4ne JeKOIUpare 3aBpPIIyBa CO IMOMATH BPEAHOCTH HA B, T.6. HMame
noop30 aexoaupame. Mcro Taka, BO 0BOj aen AehuHUpame U GUiITEep 3a MoJo-
OpyBame Ha KBAJIMTETOT Ha ay[MO JAaTOTEKUTe Aekonupanu co CiydajHUTE KO-
JOBH 0a3upaHy Ha KBa3UTPYIIH, HA TOj HAYMH IIITO C€ MPaBU 3aMeHa Ha MOTPEIIHO
JEKOAUPAHUTE HUOIU CO HOBA BPEIHOCT TOOMEHA O] HEKOJIKY TPETXOTHU HUOJH.
HoBu pe3ynrartu Bo 0Boj nen ce: nedunupame Ha HOBU Moaudukarun Ha AJITT
u AJ1411, napeuenu bp3AIIl u bp3A 1411 u ucnutyBame Ha nephopMaHCUTE HA
CrnyuajHuTe KOJI0OBY 0a3upaHy Ha KBA3UTPYIIH ITPU KOTUPAE/IEKOANpahEe Ha 00U-
YHH TIOPaKH, CIMKHU U 3BYK IIpeHeCceHU HHU3 ['aycoB KaHaj, CO MOMOII Ha HOBUTE
Op3u anroput™mu; aeduHUpame GUITEp 3a NOA0OpPYBamke Ha 3BYKOT MPH MPEHOC
Hu3 ['aycoB kaHaiI.

Bo ekcniepumenTuTe co KaHaiauTe co padaiaHu Ipemiku, He Jo0uBame n1o0pu
pe3yiTaTu co NpeTxoaHo objacHeTuTe anroputmu. Ilopaau Toa, Bo merrara riasa,
npejiaraMe HOBH aJrOpUTMHU 3a KoAupame/aexonupame Hapeuenu PadanenA 11
(Burst-Cut-Decoding) u PahanenAJI411 (Burst-4-Sets-Cut-Decoding). Bo HoBuTe
AITOPUTMH BOBEIyBaME MHTEPIIMBEP BO AJTOPUTAMOT 32 KOIHUPAHE M COOIBETECH
JICMHTEPIIMBEP BO AJITOPUTAMOT 3a JeKOIUpame. BeylHOCT, MHTEpIUBEPOT U Jie-
MHTEPJIMBEPOT CE€ KOPUCTAT 3a CIpPaByBame CO padaiHu T'PElIKd BO KOMYHHKa-
IUCKUTE CUCTEMH. 3a cUMyJalfja Ha KaHaj co padaiHu IPenIku ro KOpUcTuMe
['unbepr-Enunor mMonenor. Bo Hammre ekcriepuMEeHTH KOPUCTHUME JBa BUIA Ha
l'unbepr-Enuor kaHanu: kaHan Koj € OMHAPHO CHMETPUYCH BO CEKOja cocTojba
(mo6pa u 5oma cocrojb6a Ha KaHAJOT) M KaHal koj € ['aycoB Bo cekoja cocTojoa



14 Boegeo

Ha kaHayoT. [loTtoa ru cnopemyBame BepOjaTHOCTHUTE 3a MAKET IpeEIliKa U Bepo-
jatHOCTa 3a O6mt rpemka nobuenn co crapure AJIIl u AJI411, co coonBeTHHTE
BepojatHocTu noouenu co HoBute PadanenAJlIl u PadpanenAJI4I1. Bo excnepu-
MEHTHUTE KOpUCTHME 4 KOMOMHAIIMK 32 BEPOjaTHOCTUTE 3a MPEMHH 07 100pa BO
no6pa coctojba 1 Of1 JIOIIa BO JIola cOCTOj0a. AHaIM3UPajKu T JOOHEHUTE pe-
3yJATaTH 3aKJIydyBaMe JeKa BEpOjaTHOCTA 32 OUT Ipelika Co HOBUTE padalHu aJiro-
putMH € HeKouKy (o7 1 1o 10) matu mogo6pa o1 COOBETHUTE BEPOJaTHOCTH 32 OUT
rpeuika A00MeHa CO COOJBETHUTE CTapU JITOPUTMHU 32 KOAUPaH-e/IeKOTUPAHE.
HcTnort 3akimydok MoXKe Jia ce U3BEJIe U 32 BEpOjaTHOCTA 3a MakeT rpemka. [loroa,
HarpaBHBME EKCIIEPUMEHTH 3a IPEHOC Ha CIIMKH HU3 KaHAaJl CO padaIHy IPEIiKY 32
nBara Buaa Ha ' miibepr-Ennor kananu. Ha moOueHuTe CIIMKH, TIOTOA IO T0/IaBaMe
(bunTepoT mpeIoKEeH BO Tperara raBa. HampaBuBme criopenba Ha 10O0MEHHUTE
CJIMKH IIPE] U MOcje MpUMeHaTa Ha npeioxeHnot ¢punrep. Co uen aa ru npume-
HuMe Op3ute anroputmu Ha RCBQ 3a npeHecyBame nopaku npexy KaHal co pa-
(anuu rpeuky, nepuHUpaMe JIBa HOBU AJITOPUTMH 3a KOAMPAHE/JEKOIUPABE -
HapeueHu bp3P-AJIIl u bp3P-A/I411. Bo oBue anroputmu npumMeHyBaMe UHTEp-
JUBEp Ha JOOMEHUOT KOJEH 300p U JEUHTEPIMBEp Ha IPUMEHUTE TIOPaKu Ha U3-
J1€30T Ha KaHaJOT, ociie ACNeHETO Ha ABe (WM YeTUPU) AIOBU. AHAIU3UpPAHU
ce neppopmancute Ha bp3P-A/lIl u bp3P-AJI4I1 3a kom co pata R = 1/4 u
R = 1/8, 3a npenoc npexy 'miabepr-Ennor kanan. ExcriepuMeHTHTE ce Harpa-
BEHU 32 Pa3IMYHU KOMOMHAIIMM Ha BEPOjaTHOCTHU 3a MPEMHH OJ1 AoOpa Bo 100pa
cocToj0a 1 o1 JoIa BO Jiomia coctoj6a Bo kaHaioT. HoBu pesynraTu Bo 0BOj Jei
ce: HOBU KPHUNTOKOAOBHU 3a KaHAJIMTE CO padasiHu Ipeliku HapeueHu Padainen-
AJIT u PadanenA 1411 co BoBemyBame HHTEPIUBEP/ACHHTEPIUBEP BO HOBUTE aJl-
TOPUTMU 32 KOTUPAE/IEKOANPAhE MIPH MPEHOC Ha mopaku Hu3 ['unbepr-Ennor
KaHaJT, UCTPAKyBamke Ha epPOopMaHCHUTE Ha HOBUTE padaTHH aIrOPUTMH 32 TIpe-
HOC Ha OOMYHHM [TOPAKH M CIIMKH HU3 ABa BUza Ha [ mnbepr-EnnoT kananu: OuHapHO
cuMeTpuyeH U ['aycoB KaHaj, JBa HOBU aJTOPUTMU 33 KOTUPAE/IEKOAUPAHE
HapeueHu bp3P-AJIIT u bp3P-AJI411, Bo kou mpruMeHyBaMe HHTEPIUBEP HA T0OH-
€HHUOT KOJIeH 300p U JICMHTEPIIMBEp Ha MPUMEHHUTE OPaKX Ha U37Ie30T Ha KaHAJIOT.
[lecTara r1aBa o1 JOKTOpPCKaTa AUCEpTallH]ja € BOBEZCH el BO BTOpaTa HacOKa
Ha JBIDKEH-E BO OBaa JAMCEpTalfja, a Toa € MPHUMEHa Ha KBa3UTPYIHUTE BO OJIOK-
BEpUruTe 3a 3a0p3yBame Ha NMPEHOCOT M HaMallyBame Ha MpocTopoT. Bo oBaa
I1aBa ce 00jacHyBa MOUMOT OJIOK-BEpHTa, KaKO pacTeuka HU3a Ha MOBP3aHU OJI0-
KOBH O] TPaHCaKIMK. BcymHocT, 00jacHeTH ce OCHOBHUTE NOUMHU U TPUHIIUITU
Ha pa0oTa BO TexHOJIOTHjaTa Ha ONMok-Bepurute. HampaBeHO € UCTpaxyBame U
aHaIM3a Ha HajBAKHUTE MPUMEHA Ha OJOK-BEepUTUTE: OMTKOWHOT, IIpBaTa IJaBHA
IpUMeHa Ha OJI0K-BEpUTUTE, KOja IpeTcTaByBa P2 P Bep3uja Ha el1eKTPOHCKH Kelll,
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IITO OBO3MOYKYBa JMPEKTHO €IEKTPOHCKO IUTAKambe Of] €JHA CTpaHa Ha Jpyra 0e3
notpeba o7 BKITydyBame Ha TPETa CTpaHa; pa3MeHaTa Ha Mapu, UMOT aKIM{ WA
Koja OMJIO BPETHOCT Ha TpPaHCMApeHTEH, 0e3 KOH(MIMKTEH HAaYWH, Mely NBajia
COTICTBEHUITU BP3 OCHOBA HA MHOXKECTBO YCIIOBH BKIyU€HHU BO JOTOBOPOT, ja Jie-
¢uHMpaaT Bropara KapakTepUCTHKa HapedeHa aMeTeH JIOTOBOP; TpeTara IaBHa
MHOBAIlMja BO OJOK-BEepUrara MpPETCTaByBa CKaJHPAmETO BO OJOK-BEpUrara, co
e 3a0p3yBame Ha MPOLECOT Ha BepuuKaiyja Ha TpaHCAKIIMUTE BO Hea. Hu-
3ara oj1 0;10k0BU ITO ja popmupaar O6jJ0K-Bepurara ¢ 6e30eaHa, HEIPOMEHIMBA
U TpaHCMAapEeHTHA. 3aToa, pelleHujaTa IITO T KOPUCTU TEXHOJIOTHjaTa Ha OJIOK-
BEPHUTUTE MOXKE J1a Ouje cTond Ha cHCTeMUTE 3a 00paboTKa U MpOIECUpame Ha
MOATOIIUTE BO PAMKH Ha OpraHu3anuuTe. HTerpupameTo Ha OJI0OK-BEPUTUTE CO
MaCHBHHUTE ITOJATOII OBO3MOXKYBa ITO100PO YIIPaByBamkEe CO OTPOMHHUTE KOJTHYUHH
¥ pa3HOBUAHOCT Ha mHpopmaruute. [Ipumenara Ha Grmok-Bepurute Bo [oT um
oBo3MokyBa Ha [oT ypenute ga yuecTByBaaT BO TpaHCAKIIMHUTE HA OJIOK-BEPUTUTE
¥ J1a IpOHAoaaT HOBU CTUJIOBH Ha IUTUTAIHU UTepakuuu. bnok-sepurute Bo [oT
MOXe J]a e KOPHCTAT 3a CJIeeHhEe Ha TOBP3aHUTe ypeau, 00paboTka Ha TpaHCaK-
LIUUTE, KOOpIUHAIMja Mel'y ypeauTe, UTH.

Bnujanuero Ha KBa3UrpynurTe U KBa3UrpynHUTE TpaHCHOPMALIUU BO IU3aJHOT
Ha KpunrorpadckuTe MPUMHUTUBU, KOJJOBH 32 OTKPUBAI-E U KOJOBHU 3a KOPEKIIHja
Ha rpelky, Oeme o6jacHoTO BO mpBara rmasa. Co 1en j1a ce 06e30enu modp3 u
MOEIHOCTABEH MPOLEC Ha IEKOANPAE BO MPEKHOTO KOJHPa-e, BO CeMara riaBa
ke JjajieMe eiHa MPUMEHA Ha OBUE KBAa3UTPYIHU TpaHC(OopMalMM BO OBOJ BUJ Ha
Koaupame. Ha moueTokoT Ha oBaa Iv1aBa, 1aJIeHO € 00jaCHyBambe 32 MPEKHOTO KO-
JUpambe KaKko eJHa BeTyBauka TEXHOJIOTHja Koja ja moj1o0pyBa MpexHaTa MOKHOCT
1 00e30e1yBa rojemMa CurypHocT. HajmonmynapHo MpeXHO KOAUpake € THHEApHOTO
KOIMpame Ha MpexaTra. Bo JMHEapHOTO MpEeXHO KOAHMpame, BO MPOLECOT Ha
JICKOJTUpamke Ha TOpakuTe ce Kopuctu ['aycoB MeTon Ha emmmuHanmu. Croxe-
HOCTa Ha JIEKOAMPAKETO TIOPaaN KOpHCTemhe Ha ['aycoB MeTon Ha eTMMHUHAIH,
HU ja Jlajie ujejara 3a KOHCTPYKIIMja Ha arOpUTaM 32 MPEXXHO KOupame 0a3upaH
Ha kBa3urpynu. Bo nedunupamero Ha anroputaMoT 0a3upaH Ha KBa3UTPYIH ja
KopHUCTHME KBasurpynara ((),*) ox pen 2" 3aemHO cO Hej3uHara mapactpoda \,
E; - tpancdopmanuja co muaep [ 3a Konupame U mudpupame nopaka u D -
Tpancdopmaija co UCTUOT JUep [ 3a nekonupame u aemudpupame. OBOj an-
TrOpUTaM € TOEJHOCTaBEeH M MOOpP3 OTKOJKY aJIrOPUTMHTE IITO C€ KOPHCTAT BO
JMHEPAHOTO MPEKHO KOIUPame, MOPaJ TOA IITO BO MPOLECOT HAa JEKOAHPAHE
npuMeHyBame camo D TpaHcopmaliija, HAMECTO Jia pelaBaMe CUCTEM JIMHea-
PHM paBEHKU KOPUCTEjKH MeTol Ha ['aycoBa ennmuHanuja. HoBu pesynratu BO
OBOj el ce: Ae(UHUpPaE HOB aJITOPUTaM 32 MPEKHO KoIUpame 0a3upaH Ha KBa-
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3UTPYIH, a CO L] 3rOJIEMYBakbE Ha MPOIyCcHAaTa MOK BO ~NEeNepyTKa” KOMYHHKa-
[IUCKaTa Mpexa.

[maBHaTa KHUTa Ha TpaHCAKIMU Ha OJOK-BepUTaTa COAPIKH 3alHC 3a CEeKoja
TpaHcakIija Hekoramn HampaBeHa. Co 3roleMyBame Ha OpOjOT Ha TPaHCAKIIHH,
IPOCTOPOT 3a CKJIAAMpame Op30 ce 3rojeMyBa M CO TOa pacTaT TPOIIOLHTE 32
CKJIalupame Ha Iies1aTa Mpexka Ha Onok-Bepurara. I[lopaau toa, uma norpeba on
MIPOMEHA Ha KOHIICTITOT Ha CKIIaIupame Ha OIoK-Bepurara. HekonKy BakBH mpe/-
JI03M Ce JaJIeHU MPETXOIHUTE TOIMHY, CO 11 MoJ00pyBamke Ha neppopMaHcuTe
Ha OJIOK-BEpUTHTE U HAMAyBamke Ha TPOIIOIHTE 32 CKIAJAUPAhE, CO KOPUCTEHE
Ha Hajpa3IMYHM TeXHUKHU. Bo ocmara raBa, ke MpeaoKuMe 32 HaMallyBambe
Ha TMPOCTOPOT 3a CKIAIUpame BO OJIOK-BEPUTUTE CO KOPHCTEH-¢ Ha IIeMaTa Ha
[Tamwup 3a ciopenyBame Ha TajHa. Ha moueTokoT Ha oBaa riaBa, ro 00jacHyBaMme
KOHLIENITOT Ha paboTa Ha memara Ha [llamup 3a cnogenyBame Ha TajHa, a OTOA
neduHUpaMe ajJropuTaM 3a HaMalyBamke Ha MPOCTOPOT 3a CKIIaJAupame Ha OI0K-
BEpUTHTE CO MOMOIII Ha OBaa LIeMa, IITO € HOB pe3yJiTaT BO OBaa IaBa.



Imasa 1

KBasurpynu u KBa3urpynHu
TpaHchopMauu

Bo oBoj aen ke nageme kpaTok mperiiea Ha kBasurpymnute. [loBeke neranu 3a
KBa3UTPYIIUTE U HUBHUTE CBOjCTBa ce aanaeHu Bo [2], [11], [62]. Co momom Ha
KBa3UTpynuTe Ae(PUHUPAHU ce TojeM Opoj CTpUHT TpaHcopmalu Bo [64], [66],
[67], [68], [60], [12]. Tue ce HapedeHH KBa3UTPYITHU CTPUHT TPAHCPOPMAIIHH.
OBue KBa3uUTrpynmHH TpaHchopMamu ce KOPHCTAT 3a KOHCTPYKIMja Ha KPHUIITO-
rpadcky MPUMHUTUBU U 32 JTU3ajHUPAkE HA KOJOBH 32 OTKPUBAIE U MONPABAHE
Ha TPEIIKH.

1.1 Kpa3urpynu ¥ HUBHHM CBOjCTBa KOPHCHH BO KPHUNTOIPA-
(¢uja u Teopuja Ha KogUpame

KBasurpyna (@), *) € Tpymnoun, T.e. MHOXeCTBO () co OnHapHa oreparuja
* 1 Q% — (@, TaKa WTO 3a CUTE U, v € (), BAXKHU PABEHCTBOTO:

Vu,v e Q)(Az,y € Q) (rxu=v&uxy =) (1.1)

Beymrrocr, co (1.1) Bennme aeka rpymnons (), ) € KBa3urpyra ako U caMmo ako
paBEHCTBATa T * U = ¥ M U * Y = v UMAaT ¢AUHCTBEHHU PEIICHH]a T U Y 338 KOU
oo pukcHu u, v € Q.

[MTonaramy ke mpeTIOCTaBUME JIeKa MHOKECTBOTO () € KOHEYHO U JeKa (@), *)
e majneHa kasurpymara. OJ onepanujara * MOXe Ja Ce U3BeIaT MeT HOBU KBa3H-
IPYIHU ONEPALUH, HAPCUCHH napacmpogu. 3a KOTOBUTE pa3riieyBaHH BO OBaa
JOKTOpPCKa JIUCepTaluja, moTpedHa e caMmo eHa, o3HaueHa co ”\ ” koja e neduHu-
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paHa Ha CIICTHUOB HAYHH:
TRYy=2 <= y=u\z2
Aunrebpara ((), *, \ ) 'Y 33JOBOJTyBa HACHTUTETHTE:

r\(rxy)=y, xx(x\y) =y (1.2)

u (Q,\) e uCcTO Taka KBa3UrpyIma.
[Tonaramy, ke nmajgemMe HEKOU CBOjCTBA HA KBa3UTPYIIUTE.

Nepunnuuja 1.1. Keasuepynama (Q), *) e KomymamueHa axko u camo axo 20 3a-
00801Y8A UOESHMUMEMOM

THY =Y *T. (1.3)

Nepunnuuja 1.2. Keasuepynama (Q), *) e acoyujamuena axko u camo axo 20 3a-
0080/1Y8A UOESHMUMEMOMm

(x*xy)*z=xx*(yx*2z) (1.4)

Hedununuja 1.3. Keasuepynama (Q, x) e 1e6a ryna ako nocmou 1e6éa eOuHuya
e € () maxa wmo

VzxeQ)(exz=ux) (1.5)

Hedununuja 1.4. Keasuepynama (Q,*) e decha ayna ako nocmou 0echa eou-
Huya e € () maxa wmo

Vze) (xsxe=ux) (1.6)

Hedununuja 1.5. Keaszuepynama (Q), *) e iyna axo nocmou edunuya e € () maxa
wmo

NVrxeQ) (rxe=x=cx*x) (1.7)
Mosxe n1a ce 3abenesxu neka (), *) e Jiyna akko Taa e JieBa Jyla U JeCHa JIyIa.

Nepunnuuja 1.6. Keasuepynama (Q, %) e udemMnomeHmna ako u camo ako 20
3A008071Y84 UOEHMUMEMOM

rTHxT =1 (1.8)
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KBasurpyna (@), *) o1 pex n e 6e3 0bnuk ako 1 caMo aKo ¢ He-HAEMIIOTCHTHa,
He-KOMyTaTHBHA, HE-aCoIMjaTHBHA, HEMA HUTY JIEBA HUTY J€CHA €IMHUIIA, HE CO-
JPKUA COOJIBETHH TMOJ-KBA3UTPyNU M HE MOCTOM k < 2n 3a KOj c€ 3aJ0BOJICHH
CIICTHUTE UCHTHTETH:

ok (zxy)) =y, y= ((y*xz)*..)* . (1.9)
h\k/—/ h\kf—/

VYenosor k < 2n 3a ugenturerute (1.9) 3naun neka koja OuIlo jeBa WiM JecHa
TpaHcIalyja Ha KBasurpymnara ((), *) Mmopa na o6ume ox pen k > 2n + 1. 3a kpur-
Torpad)cKu 1esu, moao0po € 1a ce u3depe kBasurpymna o6e3 ooauk [17].

Tabena 1.1: bpoj Ha kBazurpymnu ox penn < 11

n @n
1 1
2 2
3 12
4 576
5 161280
6 812851200
7 61479419904000
8 108776032459082956800
9 5524751496156892842531225600
10 9982437658213039871725064756920320000
11 | 776966836171770144107444346734230682311065600000

1.2 Ksa3urpynuu tpancopmanuu

Bo 0Boj n1en1, ke ru onuieme KBa3UrpynHUuTe TpaHchopMauy Kou Ke I' KOpUCTH-
M€ BO CJICIHHUTE TOI7IaBja 3a AedruHUpamke Ha KilacaTa Ha KOJOBUTE 32 KOPEKIIH]ja
Ha rpeuIky. 3a qajeHa a3dykara (), MHO)KECTBOTO OJ1 CHTE€ KOHEUHU CTPUHTOBH O]
enemeHTuTe Ha () ke ro ozHaumme co QF, re. Q7 = {ajas...a,la; € Q,n €
N} wm QT = QU Q*U @Q?..... Tlonaramy, ke NpeTNOCTaBUME JIEKa PEIOT Ha
KBa3UIpyIara e cTeleH of 2, T.e. Jeka penoT e 2¥, 3a mexoe k. Ha Toj Haumw,
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K0j OmI0 eeMeHT ox () MOXKeMe Ja IO 3amuieMe Kako k-Topka ox OUTOBH. AKO
k = 4, enementure Ha () ce HHOJH.

Bo [67], co xopucTeme Ha KBa3urpynHara onepandja * ¥ Hej3MHaTa mapa-
crpoda \, meduHUpanu ce aBe keasuepynHu mpancgopmayuu. Toa ce e-TpaHc-
dopmarmja u d-rpancdopmarmja, kou ce nepurupaar Bo Q, xkame | Q [> 2.

* e-mpancghopmayuja e dynkuuja Bo QF, xoja ce mepuHUpa HA CIETHUOT
HAYHH.
3a pukceH eneMeHT [ € (), Koj ce HapeKyBaaudepua; € Q,1=1,2,...,n.

b1 = l>|<a,1,

I'padguuxoro npercraByBame Ha ¢; , € fajaeHo Ha Ciukal.l.

Lf U 2% |2 L”f""" L“{'“ \
L 4R

Cnuxka 1.1: I'paguuko npercTaByBame Ha QYHKIHM]ATA €;

* d-mpancgopmayuja e dynkimja d;\ : QT — Q* xoja ce nedunnpa Ha
CJIEJIHMOT HAYUH.
Zam30pan muaep [ua; € Q,i=1,2,...,n,

C1 = l\al,
Cit1 = ai\a’iJrlu Z:1727n_1
(1.11)

dlv\(al...an):cl...cnﬁ{

I'paduuroro npeTcTaByBame Ha d;\ € naneno Ha Cnuka 1.2.

Kako nocnenunia Ha paBeHCTBOTO (1.2) TO MMame CJIeTHOBO CBOjCTBO:
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Cnuka 1.2: I'paduuxo npercraByBame Ha QyHKUHMjaTa d; )\

CeojctBo 1.1. ([67]) IIpecrukysarwama e u d ce buexyuu (nepmymayuu) u npumoa
3a cexoj cmpune o € QF, eascu

di\(e14(@)) = o = e (dy\ (@)
m.e. d;\ = el’,*l e uHeep3Ha (yHKyuja Ha e .

Heka *1, 3, ..., %, C€ KBa3UTPYIIHU orepanun nepuHupanu Hax Q u \1, \o, ...,
\» ce cooaBeTHHTE TapacTpodHK onepaunn aepuHupann Hax (). Heka rpancdop-
MALUHTE €}, 4, €ly 4g, -5 €1, 4, C€ ACOUHUPAHN HA MCTH HauuH Kako Bo (1.10), a
di; Ny iy \os -5 i, \,, XaK0 BO (1.11), co n300p Ha GUKCHU €NEMEHTH [y, l2,. .. [, €

Tu popMupame CleIHUTE KOMITO3HUIHH:
E = Clytn © Cly_ 147195 +++y OCly xq

D= dll,\l O dl%\20, ceny Odln,\n

Kaxko nocnenunia Ha CojctBo 1.1., umame neka £ u [ ce OMeKIMK KOU C€ MHBEP3HH
€/IHa Ha JIpyTa.

1.3 Kpunrorpadgcku cBOjCcTBa HA KBa3UTPYNHHUTE TPaHCOp-
Maluu

Bo oBoj nen ke pasmienaMe HEKOM KpUNTOTpad)CKU CBOjCTBA HA KBa3UTPYITHHUTE
(E-u D-) tpancdopmanuu. E-tpanchopmarnujara Mmoxe J1a ce ynorpedu 3a Jau-
3ajHUpame Ha aJIrOPUTMHU 3a Iudpupame, a D-tpanchopmanujata - 3a aITOPUTMH
3a nemudpupame. Heka M e opurunanua nopaka u C' = F(M) e cooasernara
mmdpupana nmopaka. OTkpuBameTo Ha iopakarta M ox nmopakara C' € HEBO3MOKHO
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0e3 /1a ce 3HaaT KBa3UTPyIHTE IITO ce KopucTar npu E-tpancopmanujara. Hama-
1ot co rpy0a cwm (brute force) 3a mpoHaorame Ha OBHE KBA3UTPYIIH € UCTO TaKa
HEBO3MOXXEH MTOPAJIA TOJIEMHOT OpOj KBa3urpymnu (0CoOEHO, 3a TOJIEM PEeI 7).

— Enno ox HajBakHHMTE KpUNTOTPa(CKU CBOjCTBA HA KBA3UTPYITHUTE TPAHC-
(hopmanmuTe € pamHomepuama pacnpeoenboa Ha n-TopkuTte (MapoBu, TPOJKU
Y Taka HaTaMy) BO MM (pUpaHaTa HU3a ITO OBO3MOXKYBa OTIIOPHOCT OJT CTa-
TUCTHYKH Hamaj. OBa CBOjCTBO Ha KBa3WrpymHara F— TpaHnchopMmaiyja e
JazeHo Bo [67] kaje 1ITO aBTOPUTE IO JOKakaa CIEAHOTO CBOJCTBO.

Hexka (@, *) e naneHa KOHEUHA KBasUIpynau p = (py, pa, ..., P|o|) € pacmpe-
neiba Ha BepojaTHOCTa Ha cuMmOonuTe of (), Taka mrto p; > ( 3a cexoe ¢ u
E p; = 1. JlokaxkaHa e ciieqHara Teopema.

7

Teopema 1. ([67]) Hexa M = aqas . .. a, (a; € Q) e dadena cryuajua nusa
U HeKa P e 6eKMOop HA 8epojamHocmu Ha cumbonume a;, 3a a; € (). Hexa C' e
0obuena nocie k npumenu Ha e— mpancgopmayuja Ha M. Axo n e 00801HO
eonem yen 6poj moeawt pacnpeoeioama Ha NOOCMPUH208UNME CO OONHCUHA
t na C e pamnomepna 3a cexoe 1 <t < k. (3at > k pacnpenenbara Ha
noficTpuHTOBUTE Ha C' CO TOJKUHA ¢ HE € pAMHOMEPHA. )

— JIpyro BaxxHO KpunTorpag)cko CBOjCTBO Ha KpuntupaHara Hu3a C' e Hej3u-
HUOT nepuod. Bo [69] mokakaHo € 1eKa MepruoIoT Ha HU3H MPOIECUPAHU CO
KBa3UTPYITHU TPaHCPOPMALIUU pacTe HajMaJIKy THHEAPHO U 3rOJIEMYBAHETO
Ha IEepUuoJIOT 3aBUCH of m30OpaHarta kBazurpyna. IloBeke 3a mepuonor Ha
CTPUHIOBUTE I00MEHHU CO KBa3UTPYIHU TpaHchopmanuu aaaeHo e Bo [13].

1.4 Knacudpukanmja Ha KBa3Urpynu cnopex (ppaKkTajHOCT H
JIMHEAPHOCT

PesynTarure o1 MOCTOCUKUTE HCTPAKYBakha KaXKyBaaT JIeka J00putTe Kpunrorpad-
CKHM CBOjCTBa Ha KBa3WUTPYITHO MpOLIECUpaHaTa HU3a 3aBUCAT OJf M30paHHUTE KBa-
3urpynu. 3artoa, Kiacu(pUKauATe Ha KBa3UTPYITUTE CE MHOTY BaXKHH 32 HUBHA
yCIENIHa IPUMEHa BO KpUNTorpadujara U TeoprjaTa Ha Koaupame. Toa € TeXOK
npoOiieM, Ouzaejku 6pojoT Ha KBA3UTPYIH (AypH M CO Majl pell) € MHOTY TOJIEM.
Knacudukarnujara Ha KBa3UTrpymuTe co TpaduiKko MPUKAKYyBAkE HA KBa3u-
TPyMHO Mpoliecupanara Hu3a e aajaeHa Bo [14]. Bo toj Tpyn, aBTopute ro nemar
MHOECTBOTO Ha CHTE KBa3UTPYIIH O pea 4 Ha JIBE TUCjYHKTHH KJIACH, KJlacaTa Ha



1.4. Knacugpuxayuja na keazuepynu cnopeo ¢opakmansocm u iureapuocm 23

TaKaHapeYeHU paxmannuy KBa3urpynu (ako rpaduukara mpe3eHTalja Ha KBa3u-
IPyIHO MpoliecupaHaTa HU3a UMa (pakTajiHa CTPYKTypa) U Kjlaca Ha TaKaHape-
YeHU HeghpakmanHuy KBa3UTPpyIu (ako rpaduykara mpe3eHTaluja Ha KBa3urpymnHo
mpolecupanara Hu3a Hema (pakTanHa cTpykTypa). Kiacara Ha ¢pakrtanHute
KBa3UTPYITH HE Ce Tperopadysa 3a Iu3ajHUPambe Ha KPUITOTPAPCKU MPUMUTHBH.
Bpojot Ha ¢dpakTanau kBazurpynu ox pen 4 € 192, 6pojor Ha HePpaKTaTHU KBa-
3urpynu € 384.

Bo [15], aBropute maBaar pempe3eHTalldja Ha KBA3HTPYIHUTE CO BEKTOPCKO
BpennocHu Bynosu dyukuun. Ksasurpyna (@, *) ox pex 2" Moxe aa Guje mpeT-
CTaBeHa CO BEKTOPCKO BpeaHocHa bynosa dyukumja f : {0,1}*" — {0,1}" na
CIeIHUOT HaYMH. Heka mpou3BOJIEH €1eMEHT = Of KBa3UrpyIliaTa € MpeTCTaBeH
Kako GuHapeH Bektop « = (x1, X2, ..., x,) € {0,1}". Toram, 3a cexou x,y € @

rxy = f(x1,...,20) = (fr(T1, . Zon), .o, fulT1, ..., Tap)) (1.12)

KaJie IITO
= (21,T2 .., Zn), Y= (Tpi1, Tnig,---,Tm)

fi 40,1} — {0,1}

C€ COOJIBETHUTE KOMIIOHCHTH Ha f.
Co xopucreme Ha bynosara penpesenranuja Bo [15] kBazurpymnure ce moje-
JIEHU BO JIB€ KJIACHU: JUHEAPHU KBA3UTPYIIH U HEJIUHEAPHU KBA3UTPYIIU.

Nedpunnuuja 1.7. Keasuepynama e nuneapua, axo cume pyuxkyuu f; 3a v = 1,
2,...n ce MuHeapHu NOTUHOMU.

Nepununmja 1.8. Keasuepynama e nenuneapna, ako nocmou gyukyuja f; 3a
nekoe i = 1,2, ...n Koja ne e 1uneapua.

HenuneapHute KBa3urpynu ce MOAEJICHHU BO JBE MOJKIACU: JEIyMHO (WX
c11a00) HeNMMHEapHU U YUCTO HETMHEAPHH KBAa3UTpynu. [lelyMHO HelMHeapHu ce
OHHME KBa3UTPyIH KOM MMaaT 0apeM eHa KOMIIOHEHTa Koja € JuHeapHa bymosa
dbyHKIMja 1 6GapeM eHa KOMIIOHEHTa Koja € HennHeapHa bynosa ¢ynkiuja. Ksa-
3UTpyIIaTa € YUCTO HEJIMHEApHA aKO CUTE HEj3WHU KOMIIOHCHTH C€ HEJMHEapHU
bynosu ¢yHkmu.






I'1asa 2

Ciay4ajHu KO10BM 0a3MpaHMu Ha
KBa3UIPyH

[TpBuyHaTa uzaeja 3a MpuMeHa Ha KBa3UTPYIHUTE BO CIy4ajHUTE KOJOBHU € Ja-
neHa Bo [16] u [17], kage mwto ce mpennoxkenu CiydajHUTE KOAOBH Oa3upaHu Ha
kBasurpynu (Random Codes Based on Quasigroups - RCBQ). RCBQ ce Bcym-
HOCT KPUITOKOJOBH T.€. THE ce JedUHUPAHU CO KOPHUCTEHE Ha Kpunrorpag-
CK{ aJITOPUTaM BO CaMHUOT MpOIleC Ha Koaupame/aekoaupame. OBUE KOIOBU CO
caMo €JIeH aJropuTaM OBO3MOXKYBaaT HE caMo IOIpaBame Ha ofpeneH Opoj Ha
IPEUIKM KOM HAacTaHyBaar IPH IMPEHOC HU3 KaHaJl CO MPEYKH, TYKy UICTOBPEMEHO
00e36emyBaar u TajHOCT Ha uHGopManmute. [Ipumarenor Ha uHpOpMaljaTa 10
OpPUTHHAITHUTE MOJATOIN MOKE J1a J10j/1€ CaMO JOKOJIKY 3Hae TOUHO KOM MapaMeT-
PH C€ KOPUCTEHHU BO MPOLIECOT Ha KOAUPAHE, IYPH U aKO KOMYHUKAIIUCKUOT KaHaJ
e 0e3 npeuku. Bo oBaa nucepranuja ru pasmienyBame RCBQ kako KomoBU KoU
MOTIpaBaar rPelIkyi | 3aToa TyKa Hema Jia OuaaT aHaTH3UpaHd HUBHUTE KPUIITO-
rpadcku cBOjCTBa.

ANTOPUTMHUTE 33 KOAMPAKkE/IeKOIUpamke npeasiokenu Bo [16] u [17] ke ru
HapekyBame CrannapaeH anroputam Ha RCBQ. Tue BkiydyBaar HEKOJIKY mapa-
METpU U HUBHUTE nepdopMaHCH 3aBUCAT O]l U30paHuTe mapameTpu. Brnujanuero
Ha MapamMeTpuTe Bp3 neppopMaHCUTE Ha OBHE KOIOBH € Mpoy4yeHo Bo [88]. Bo
[85] aBrOpuTE TU criopeayBaat nepdopMaHCUTE HA OBHE KOJOBHU CO TieppopMaH-
cute Ha Pen-Munep (RMC) u Pexg-Conmomon (RSC) xomoBuTe, 1pu mpeHOC HU3
O6unapHO cumeTpuueH kaHail. O goOHeHHuTe pe3ylTaTH aBTOPUTE 3aKIydyBaaT
nexka RMC u RSC umaar nogo6pu nepdopmaHncu 3a 1ekoupame BoO OMHAPEH CU-
METpPUYEH KaHaJl CO BepojaTHOCT 3a 6wt rpemka p < 0.05. 3a morojmemu Bpea-
HocTu Ha p, co RCBQ ce nobuBaar 3HaunTenHo nonodpu pesynraru. Cemnak,
BpemeHckara epuxkacHoct Ha RMC u RSC e mHory nonoOpa ox onaa Ha RCBQ.

25
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3Hauy, Op3MHATaA Ha JEKOoAMpame € HajrojaeMm Hegoctatok Ha RCBQ u npercra-
ByBa IPEIU3BHK 3a MMOHATAMOIIHO HcTpaxyBame. Co 1en na ce noxodpar nep-
(dhopmaHcHuTe Ha OBHE KOAOBH, aBTOpUTe BO [89], [90], [91] [107], neduuupaar
HOBH aJITOPUTMU 32 KOAUPake/IeKOIupakbe HapeueHH: aIropuTam-3a-I1eKoaupa-
we-co-npecenu (Cut-Decoding Algorithm wnm kparko AJIIl) u anropuram-3a-
nexonupame-co-4npecenn (4-Sets-Cut-Decoding Algorithm umm xparko A JI411).
Bo cute oBue TpynoBH, IpOydyBaHU ce TIepHOPMAHCUTE HA CITyYajHUTE KOTOBH
0a3upaHy Ha KBA3UTPYMH MIPHU MPEHOC HU3 OMHAPEH CUMETPUYEH KaHall.

2.1 Onuc Ha ciy4YajHUTE KOAOBH 0a3MPaHU HA KBa3UTPyIH

Bo oBoj aen ke 6une onumman CranaapIHUOT ajiroputaM 3a CiaydajHUTE KOIOBH
0a3upaHy Ha KBa3UTPYIH Koj € mpeanioxeH ox [ muropocku, Mapkoscku 1 Korapes

({161, [17D).

2.1.1 Tora/JiHO aCHHXPOH NPOTOYeH HUpyBay

Cry4ajHuTe KOJOBU 0a3MpaHW Ha KBa3WTPYIH, CE TEMeNaT Ha Kilacara TOTallHO
acuHXpoHHU npotounu mudppysaun (I'ASC), unj koHuent e nedpunupat Bo [17],
Ha CIICIHUOT HAYHH:

HMedbunnumja 2.1. Tomanno acunxpon npomouen uwiudpysau e 0Hoj 60 Koj HuU3ama
KIIYuesU ce 2eHepupa Kako QYHKYuja o0 Mery-kay4om u cume npemxooHu 6yKeu
80 Glle3HAMA NOPAKA.

Dynxyujama 3a wugpuparse Ha edexn MomaiHo ACUHXPOH NPOMOYEH WUPDpY-
sau modice 0a bude oNUWAHA CO CleOHUMe PABEHKU.!

KD = F(RO my), e = h(k,my),

xaoe k) e nouemnuom maen knyu, k%) ce mery-xnyuesume, f e pynxyujama 3a
onpeoenysarbe Ha cieonuom Kiyy u h e uznesnama gynkyuja. @yukyujama 3a
oewugpuparse Ha MOMATHO ACUHXPOH NPOMOYEH WUPPYEay Modice 0a ce onuuLe
CO clleOHUme pageHKu:

D = (6D ), my = 1 (K9, ¢;).
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Opn nepunnLMjaTa jacHO € 1eKa TOTAIHO ACHHXPOH MIPOTOYEH K (pyBay AaBa
m@pupaH TEKCT ¢; KOj 3aBUCH Off CUTE IPETXOIHU OYKBH 1M, M1, ..., M; O BIE3-
HHUOT TeKCcT. Apropure Ha CiydajHUTE KOJOBU Oa3MpaHU HA KBAa3UIPYNU MMaatr
nepuHUpaHo eqHa MoxkHa nMmIuieMeHTanuja Ha TASC co xopucreme Ha KBa3u-
IPYIIHU CTPHUHT TpaHcpopmanmu, koja e HapeueHa EdonZ.

2.1.2 IIpouec Ha komupame co CTaHIAPAHUOT AJTOPUTAM

Heka () e MHOXXECTBO 0f1 cuTe a-OUT cumMO0mH, T.e. () mma 2% OykBH, ((), *)
e najeHa kBasurpymna u (Q, \) e Hej3uHara napacrtpoda. Ipen na 3amodne Komu-
pameto co Cranmapaauot anropuram 3a RCBQ, Huzarta on 6uroBu nodueHa ox
W3BOPOT HA UH(GOPMALIMH C€ JIEIH BO OJOKOBU €O TOJDKUHA Npyjoo OWTA U HEKA M
e eneH TakoB 0ok, Ke 3ememe mexa M = M M, ... M, kane wrro M; € Q, T.e.
M; ce cumbomnm o a 6uta. OTTyKa € jacHO neka Ny = la.

[ToToa mporecoT Ha KOAUpame ce U3BEAYBA BO CIICTHUBE YECKOPHU:

— Ilopakara M noGueHa of U3BOPOT Ce€ MPOIIMPYBA CO JOJaBame Ha PEoyH-
naHTHH uHpopmarmu. Co Toa cekoja nmopaxara co JTOKHHA Ny, CE Tpe-
CJIIMKYyBa BO mopaka co noikuHa N > Ny, Toa Moxe aa ce u3Bene Ha
MHOTY pa3JIn4YHu HAYUHH, HO Haj‘-leCTO CC 10JaBaaT CaMO HYJIM KOU CIIOpCH
OJIpe/ICHU MAaTePHHU COOJBETHO CE pa3MECTyBaaT BO IOpaKaTa, MpH IITO ja
no0uBaMe MPOIIMpPEeHaTa mopaka:

L=LYL® 1) = [ L,..L,,

kage L; € @, a L) ce monOnokoBu o 1 cCUMOOIIH. IIputoa, N = ma un
m = rs. Ha BakoB HauuH, ce 106uBa (Nyjocr, V) K0om co pata R = Nyoer /N

— JlobueHara npomnmMpena rnopaka ce KoJaupa co KOpUCTEHE Ha KBa3UTPYTTHU
TpaHchopmanuu, T.e. CO aIropuTaMoT 3a mudpupame Ha EdonZ, mpukaxan
Ha Cnuka 2.1.

— Ha oBoj HaumH ce 100uBa KOTHHOT 300p
C - 0102---Cm7

kane C; € Q).
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HIndpupame Hemudppupame
Baes: Knya k = ki1ko ...k, u || Baes: ITapor
L:LngLm (alag...as,k‘lkg...kn)
H3ne3: xoaeH 300p H3ae3: TMapor
C:ClCm (6162...65,K1K2...Kn)

3aj=1tom Bat=1m0n

X + Lj; K; + k;;
T + 0; 3aj=0m0s—1
Bat=1m0n X, T <+ ajq1;
X ki xX; temp <+ Ky;
T+ ToX; 3a7=mn 102
ki +— X; X < temp \ X;
kn < T T+ ToX,;
Hzaes: C < X temp < K;_1;
Ki 1+ X;
X < temp \ X;
K, < T;
cjr1 +— X;
H3aes: (cico...cs, K1 Ko ... Ky)

Cnuxka 2.1: Anroputmiu 3a mudpupame U Jemuprpame

2.1.3 IIpouec Ha nekogupame co CTaHAAPIHHUOT AJITOPUTAM

JlekoupameTo €, BCYIIHOCT, IOCTanka BO Koja Tpeba J1a ce Bparar (ako Toa e
MOKHO) IIPaTeHUTe KOJHHU 300poBU. buejku nmpu npeHocoT ce jaByBaaT IPeIiKH,
JICKOTUPAHETO € MOXKHO CaMO CO KOPUCTEHE Ha pelyHJaHTHATa WHQpOpPMAaIuja.
Bo 0B0j Koz, pu A€KOAUPAmETO Ce KOPUCTHU (DAKTOT Jieka HEKou OyKBM Ha OJpe-
JICHU MTO3ULIMY BO IIPOLIMpPEHaTa [opaka ce HyJu. J{eKoqupameTo € IPOTOYHO U Ce
JIEKOJIpa MOCIeA0BaTeIHO 010K 1o 6;10Kk. OBOj THUI HA JIEKOUPAE OBO3MOXKYBA
JieNT O KOTHHUOT 300p Aa Ouje AEKOAMpaH KOora € HEBO3MOXKHO J1a Ce JIEKOAUpa
1enuoT KozeH 300p. [locne mpenocoT Ha kKogHUOT 300p C' HU3 KAHAJIOT CO Ipe-
ukn, npuMenara nopaka ¢ D = DWW DR DG = DD, ... D,,, xane D; € Q,
a D' ce monOmokoBu ox r cuMOONMM M m = rs. IIpoIecoT Ha JEKOIUPame
Ce COCTOM O] YEeTHUPH YeKOpHu: (i) Mpoleaypa 3a TeHepUpame Ha MHOKECTBA CO
npeaepuHIpano XaMHHIOBO PACTOjaHHUe, (17) HHBEP3EH aIrOPUTAM 33 KOJHPABE,
(7i1) mpoueLypa 3a reHepupame Ha MHOXKECTBATa CO KaHAUAATH 33 ICKOAUPAE H
(1v) mpaBUIIO 3a AEKOAMpAHE.
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— Ilpoyedypa 3a cenepuparvbe Ha MHOMCeCMEa co npeddePuHUPano Xamunezo6o
pacmojanue

BepojatHocTa neka Bo D% HajMHOTy £ GHUTOBH ke 61T MOTPENIHO MPEHECEHH

U3HECYBa
t
ra
. _ k ra—k
Pt =3 () )t -t
k=0
KaJie p € BEpOjaTHOCTA 32 OUT-TPEIKa MPU MPEHOC HU3 KaHAIoT. Heka B,
e 11eJ1 Opoj IITO To 03HAYyBa MPETIIOCTABEHHOT MAKCUMATHHOT Opoj Ha OWT-
TPEIIKH IITO MOXKE Ja Cce I0jaBaT BO OJIOKOT 3a Bpeme Ha mpeHocoT. Ce
dopmupaar muoxkectsara H; = {aja € Q", H(DY a) < B}, 3a
i=1,2,...,s xage H(D", a) e Xamunrosoto pacrojanue nomery D) u
«. bpojot Ha enemeHTH BO MHOXecTBaTa H,; €

ra ra ra
Bepeeks = 1
= (1) (5) 7o (o)

1 OpOjOT Bpecks Ja OApEIyBa KOMIUIEKCHOCTA Ha MPOIIECOT Ha IEKOUPAhE:
3a 1a ce Hajze enementor C¥) Bo MHOXKecTBOTO H;, Tpeba na ce Hampapar
HajMHOTY B, pccrs TpoBepku. OTTyKa, jacHO € JieKa 3a e(pUKacCHO JEeKOH-
pame OpojoT Ha IPOBEPKU B pecks TPEOA A2 CE HAMATHU KOJIKY IITO € MOXHO
HoBeKe.

— Hneepzen ancopumam na anzopumamom 3a KOOUparse

WHBep3HnoT anropuraM Ha anroputmot 3a kogupamwe (ICA) e BcymHocT
anroputamor 3a aemndpupame Ha TASC nanen Ha Couka 2.1.

— I'enepuparwe na MHodCecmeama co KaAaHOUOamu 3a 0eKoOUparbe

MHoxecTBaTa KaHIUAATH 32 AeKoaupame Sy, S1, Sa,..., S, ce nedpunu-
paar uteparuBHo. Heka Sy = (ki ...kp; A), kage A e mpasen crpunr. Heka
S;_1 e nepunupano 3a ¢ > 1. Toram S; € MHOXXECTBOTO O] CUTE ITAPOBH
(0, wywy . . . Wye;) TOOHEHN CO KOPHCTEHE Ha MHOXKecTBara S; 1 u H; Ha
CIEJHHOT HayMH (w; ce OMTOBHM). 3a CEKOj eleMeHT @ € H; M 3a CeKoj
(B,wiws . .. Wra(i—1)) € Si—1, C€ NPUMEHYBA HHBEP3HUOT AJITOPUTAM 32 KO-
aupame co Bie3 (a, ). AKo u3Je3 off aJIrOpUTMOT € apoT (7, ) U IpUuToa
nBete Hu3M Y 1 L) ¥Maar pelyHIaHTHI Hy/ITH CHMOOJIH Ha MCTH TIO3HIHH,
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TOTaNI MAPOT (0, W1 W3 . . . Wya(i—1)C1C2 - - . Cp) =
(0, wws . . . Wye;) (¢; € Q) € eNIeMEHT Ha MHOXXECTBOTO .S;.

— Ilpasuno 3a oexoouparve

JlexonupameTo Ha IpUMeHara nopaka ) € 1afieHO CO CIEJHOTO IPABUIIO:

* AKO MHOXXECTBOTO Sg COAPXHU €aMo eleH eneMeHT (d . .. d,, wy . ..
Wyqs) TOTALL L = w1 . . . Wyqs € ACKOAMpPaHaTa (PEIyHIaHTHA) MOpaKa.
Bo Toj ciydaj, BenmuMe fieka uMaMe yCcreuHo 0ekoouparse.

* Ako I[06I/I€HaTa ACKOJHMpaHa Iopaka HE € TOYHa Toram nMame Hele-
mexkmupaHa-cpeutKa.

* Bo ciydaj xora MHOXXECTBOTO S5 CONPKU MOBEKE O] €I€H EJIEMEHT,
BEJIMIME JIeKa JIEKOUpameTo Ha [ e HeyIenrHo (ce mojaBuiia rpemka
O]l TUII epeuKa-noseKe-kaHouoamu).

* Bo ciyuaj kora S; = (), 3a mexoe j € {1,...,s}, Toram mporie-
COT Ha JIEKOANPALE Ce CTOMUpa (BeIMMe JeKa Ce M0jaBuiia TPEIKa O]
TUTIOT 2PeKa-npasHo-MHodcecmao). Moxkeme Jia ce 3aKIydnuMe JeKa
MIpU IPEHOCOT Ha DY, 3a mekoe i < J, ce TojaBuiie ToBeke o1 B,z
rpetuku U 3aroa C; ¢ H;.

2.2 AJjaropuram 3a JeKoaMpame CO mpecenu

A. Tlonoscka-MuTtpoBuk, C. Mapkocku u B. bakea Bo cBojoT Tpyn [88]
ro mpoydyBaaT BiIMjaHueTo Ha mapamerpute Ha Cnyuajuure Komosu basmpanu
Ha KBasurpymnu Bp3 mepdopmaHcuTe Ha KOAOBHTE. Tue qoaraar J0 3aKIydOK
JIeKa CUTE IMapaMeTpy KO Ce KOPUCTAT BO KOAOT (KaKo, MATEPHOT, OJDKUHATA Ha
KITy4OT, KBa3urpymnara) Bivjaar Ha nepdopmancure Ha CiydajHUTE KOJOBHU Oa-
3upaHu Ha kBa3urpynu. Ho, HajroneM HEIOCTaTOK Ha OBUE KOJOBH € Op3uHATa
Ha nexoaupame. Co 1en na ce nogodpu Op3uHaTa Ha JEKOAUPAme, OBHE TPOjIa
aBTopu (Bo [89]) meduHMpaar HOB aITroOpUTaM 3a KOTUPAKE/ IEKOANPAhE HApEUeH
ajroputam-3a-nexonupame-co-mpecek (Cut-Decoding nnu A1l anropuram) u ru
npoydyBaat HeroBute neppopmancu (Bo [90], [91]) mpu npenoc Hu3 OUHApEH CH-
MeTpuueH kaHan. buaejku nexogupamero Ha RCBQ e BcymHoCT nexoaupame co
mucta (list decoding), Op3uHaTa Ha IEKOTUPAKHETO U BEPOjaTHOCTA 32 TOYHO JIe-
KOJMPALE 3aBUCH O] TOJICMHHATA HA JIMCTUTE CO MOKHHU KaH/IUJIATH 32 IEKONpa-
HaTa nopaka. 3aroa, Bo AJIIl anroputam HanpaBeHU ce MOAUDUKAIIIH CO LT Aa
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ce HaMaJIi OpOjOT Ha KaHAWIATH 32 IEKOANPAE BO CUTE UTEPAIIUH O]l TIPOIIECOT
Ha Jlekonpame. Bo 0Boj anropuTam, ce MpruMeHyBaar J1Be TpaHC(hOpMaIuH Ha pe-
JyHIAQHTHaTa MOpaKa Co KOPHCTEHE Ha Pa3InYHU NapaMeTpH, a KaHAUJaTHTe 3a
JIeKOAMpaHa rmopaka ce 100uBaat co Oapame Mpecek Ha COOIBETHUTE MHOKECTBA
S. Ha 0B0j HauuH MpOIIECOT Ha JIeKoanpame 3a kox (72,288) e 4.5 nmatu nodp3 of
opuruHaiaHuoT anropuram ([89], [107]).

2.2.1 Koaupame co AJAII anropuramor

Bo CrangapaHuoT aaropuTam 3a KOIUpame, OMUIIaH BO MPETXOAHATA IT1aBa,
kopucteBMe KO (Nyjock, V) co pata R = Ny /N. Bo AII anropuramor, ce
kopuctar 18a (Nyocr, N /2) KomoBH co para 2R, co Ko ce Komupa/JeKoanupa ucra
nopaka o Ny, OuTOBH. KomupameTo ce cocTou o CIeAHUTE YEKOPH:

— Bnesnara nopaka M = M, M,...M; ce npouupyBa co A0AaBamke Ha V pe-
JTYHJIAQHTHH HYJATH CUMOOJHU (Ha UCT HAYMH Kako ¥ BO CTaHIapIHHUOT all-
TOpPHTaM 3a KOJHMpame) U Ha TOj HaUMH ce JOOWBa pelyHJIaHTHATa Iopaka
L=LWL® L/ = [,L,...L,,; on N /2 6ura, kane mro L") e nog6nok
on r cumbonu of a3bykara (), a L; € (). Ilpuroa, N = am, m = rs, a
m=1+v.

— Iloroa, 3a komupame 1Ba MaTH IO MPUMEHYBaMe aJIrTOPUTAMOT 3a mudpupa-
we nazeH Ha Cruka 2.1, Ha ucta penyHaaHTHa opaka [, KOpUCTEJKU pa3-
JMYHU TapaMeTpH (Pa3IuyHy KIYYEeBH UIH KBA3UTPYIIH).

— Ha oBoj HaumH ro mo6uBame KOAHHOT 300p 3a Bie3HaTa mopaka M Kako
KOHKaTeHallija Ha JBa KogHu 300poBu ox N /2 GutoBH, T.¢.,

C - CIC2~-Cm/QCm/2+1~--Cm7

kazge C; € Q.

2.2.2 Jexomupame co AJIl aaropuramor

Konupanara nmopaka ce npeHecyBa HU3 KaHaJl CO IPEUKH 1 ja T0OMBaMe U3IIe3-
Hata nopaka D = D(l)D(Q)...D(S), kaze mro D® ce moa6IoKoBH 01 77 CHMOOJIH.
Iopaxara D ce nenu Ha ase mopaku Dy = DM DR D62 y Dy, = DE/2HD)
DG/242) D) co ennaxsa nomxnna. IloToa, OBHE JBE MOPAKH CE JEKOIMPAAT
napaenHo Co COOABETHHUTE MapaMeTpH. [IpoLecoT Ha IEKOIUPAEE CE COCTOU O
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UCTHUTE 4 yekopu Kako U ka] CTaHIapIHUOT ajIropuTam, co Toa LITO € HallpaBeHa
Moau(uKalrja BO IPOLEaAypaTa 3a TeHEPUPABLE HA MHOJKECTBATA CO KaHUIATH 32
JIeKOIUpame. 3a CeKoj MoA0I0K 0J] IBETE MOPAKH Ce MpaBar MapajieIHO YEKOPUTE

Bo Tabena 2.1.

1. I'u popmupame MHOXKECTBaATA HZ-(l)

2. 3a cexoe o € Hi(l), ro
npumenyBame ICA (o, k1) 1 Heka
(51, ki)ZICA(OJh ]{?1)

2.1. Iposepyrame namu Bo 3, u L)
pelyHIaHTHU CUMOOJH c€ Ha UCTa

1. I'm popmupame MHOXKECTBATa HZ-(2)

2. 3a cexoe oy € HZ@), ro
npumenyBame ICA (aw, ko) 1 Heka
(62, ké)ZICA(OJQ, ]{32)

2.1. IIposepyBame namu Bo 35 u L)
penyHIaHTHU CUMOOIM Ce Ha UCTa

no3uiuja. AKo ce, Toramt no3uuuja. AKo ce, Toramt

(K}, 61) € S (), B2) € 5

Tabena 2.1: I'eHepupame MHOXKECTBA CO KaHAUIATH 3a JEKOIUPAHE

— Hexka Bo nBara mapajieiHu MpoIecH Ha JICKOAUPamke ce JOOUeHU MHOXKECT-
1 2
BaTa Si( ) u SZ-( ) co KaHJAWJATHU 3a JEKOJAUpame, Ha UCT HAYUH KaKo U BO
Crannapanuort anroputam Ha RCBQ.

— Hexka
Vi = {wiws ... w] (0, wiws . .. W) € S}j)},j =1,2
nV=VvnNnw.
— 3a cekoj (0, wiwy . . . Wyqi) € Si(l), aKo WiWs . . . Wyq; ¢ V, TOTAII

S(l) — Sl(l) \ {((S, wiws . .. wmi)}.

)

. 2)
Hcro Taka, 3a ceKoj (0, Wiws . . . Wyqi) € Si( , KO W1 Wy . . . Wyq; & V/, TOTALI

S® o SN\ {(8, wiws . . . wrai)}.

1 .
OBa 3Hauu aeKa o1 Si( ) ce eTMMHUHUPAaT CUTE EIEMEHTH YHj BTOP eI HE €
. 2
CIHAKOB Ha BTOPHUOT ACJI HA HeKO_] CJICMCHT BO SZ( ), u 06paTHO. Bo cJaeaHara
UTepalyja u JBaTa MpOoLeCcH I'M KOPUCTAT COOJBETHUTE PEIyLUPAHH MHO-
S(l) 5(2)
xectBa S, u S;”.
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— Tlocrankara ce MOBTOpyBa 3a ceKoe ¢ < s/2.

[TpaBunoro 3a nexoaupame Bo AJII1 anroputamor e nemHUPaHO HA CIIEAHUOT
HAYUH.

* AKo mociie ToceHara uTepaimja, peaynupaHuTe MHOXKECTBA SS)2 " Sgé
MMaaT caMo €JICH EJIEMEHT CO MCTa BTOPA KOMIIOHEHTA Wy . . . Wyqs/2, TOTALI
L = w; ... w2 € IEKOOMpPaHaTa peayHJaHTHA 1opaka. Bo Toj ciy4aj,
BEJIUME JIeKa UMaMe YCHEeUHO 0eKoOUuparse.

* Axko noOueHara JieKoipaHa Iopaka He € TOYHa TOTall UMaMe HedemeKmu-
pana-epewixa.

: : 1 2 2
* AKO BO HeKoja HWTepamuja ce aobue Si( )=, Si( ) £ 0w Si( ) =,
1
Si( ) # (), Torai IeKoqUpambeTo Ha MopaKaTa MpoJIobKyBa caMo CO Herpas-
2 1
HOTO MHOXECTBO Si( ) v Si( ), CO KOPHCTEH-E HA CTAaHAAPAHHOT aJITOPUTAM
3a nexogupame Ha RCBQ.
.« A : : S(l)_S(Q)_Q)
KO BO HEKoja utepanuja S; ' = .S;”’ = (), Toram npouecoT Ha IeKOMpambe
Ce CTOMMpa U BEJIMME JIeKa Ce TI0jaBUIIa IPEIKa O] TUIIOT epPeuKa-npasHo-
MHOCECMEBO.
e A : S(l) 5(2)
KO [OCJIe TOCIIE/HATA UTEPALIHja, PEAYUHPAHHTE MHOKECTBA S5 1 .Sy
MMaar MOBeKe O]l CJICH SIEMEHT, TOralll UMaMe HEYCIEITHO IEKOTHUPAhe CO
2peuKa-nogeKe-Kanouoamu.

* 3a pemaBame Ha IpoOJIEMOT CO TOTOJIEMHOT Opoj Ha HEYCTIEIIHN JEKOIHU-
pama co epeuka-noseke-kaHoudamy ce KOpUCTH eHa XeBPUCTUKA BO TIpa-
BUJIOTO 32 JCKOAUPAE 32 eIMMHUHAIN]a Ha 0BOj Tyl rpemku [ 107]. Mmeno,
on excriepuMmeHTuTe co RCBQ MOXe 1a ce BUIiM JieKa Kora JICKOAUPAHETO
3aBpIIIyBa CO OBEKE €JIEMEHTH BO PEAYLIUPAHUTE MHOXKECTBA CO KAHTUAATH
3a IeKoUpame JOOMEHH BO MOCTeIHATa UTepallija, CKOPO CEKOTalll BO OBUE
MHOXKECTBA C€ HAaora W TOYHATa IMopaka. 3aroa, BO OBOj CIy4aj MOXKE CIIy-
4ajHO J1a ce m30epe eHa mopaka o1 eHO O MHOXKECTBaTa BO TOCIIE/IHATA
uTepalyja 1 Taa mopaka Ja ce npudaru kako AeKoIupaHa mopaka.

Bo tpynot [91] aBTOpuTE NIpeanokuie METOIM 3a HaMallyBame Ha OpOjoT Ha epelu-
Ka-npazHo-mHodcecmeo U epewka-nogexe-kanouoamu 8o AJII1 anropuramor:
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. Co nen HamanyBame Ha OpOjOT HA HEYCICUIHU JCKOAUPAA CO 2peulKa-

npazHo-mHodcecmso neUHUPaH € MeTo co Bpakame Bo A/II1. BeymHocr,
aKo BO ¢-TaTa uTepalyja Ha MPOLECOT Ha IEKOAUPAbE, Ce J00He J1eKa SZ-(I) =
SZ-(Q) = (), (r.e., IBETE pEAYIIMPAHA MHOXKECTBA CE NPA3HM), TOA 3HAYM JI€Ka
BO HEKOJ MPETXOJICH YeKOp j < ¢ ce M3ryomi Tounnot Oiok. OBa ce cirydyBa
ako OpOjOT Ha TPEIITKU 32 BpeMeE Ha IIPEHECYBamHETO Ha HEKO] OJIOK € MoTojIemM
ol B,q.. Hexon 011 0BOj TUTI TpEIIKK Ke OUIaT eTMMUHUPAHU aKO C€ TIOHU-
IITaT HEKOJKY UTEepaluu O]l MPOILIECOT Ha NEKOAMPAE U JIeN OJf HUB Ce

H3BpIIyBaar CO IIOroJjeMa BpCAHOCT Ha Bmaa:'

. IIpennoxena e cmuuna Mmoaudukaiuja co Bpakame Bo A/l anropuramor,

3a HaMalyBame Ha OpPOjOT HA HEYCIICUTHH JICKOIUPAbA CO epeluKa-nosexe-
KaHouoamu. AKO TIPOLIECOT Ha JEKOAMPAIE 3aBPIIHN CO 2peulKa-nogexe-
Kanouoamu, TOTaIl co el OPOjoT Ha KaHIWJATH J1a CE HAMaJId Ha €JICH,
HEKOja WTepalrja ce U3BPIIyBa CO IMoMaja BPEIHOCT Ha B,,,,. IMeHOo, BO
CIIy4ajoT KOTra JEKOAUPAHETO 3aBPIIyBa CO MOBEKE €IEMEHTH BO pelyIHpa-
HUTE MHOKECTBA CO KaHAMJIATH 32 JCKOIUPAkE BO MOCIIEAHATA UTEpally]ja,
TOTrall C€ MOHUIITYBAaaT HCKOJIKY UTCPALIMU U IIpBaTa O MOHUIITCHUTEC UTC-
paru ce U3BPIIyBa CO ToMajia BPEIHOCT Ha B,,,,. Bo ciennuTe nrepanun
ce KOPUCTH NPETXOJAHATA BPETHOCT Ha By

2.3 AuaropuraMm-3a-IeKkoaupame-co-4npecenu

[TonoOpyBame Ha Op3uHaTa Ha nekoaupame co A/II1 ja naBa nnejara 3a KopucTeme
Ha MpeCeIy 01 TOBEKe MHOXKECTBA .5, CO L1eJT J1a JoOHeMe IOroJIeMO 3roJIeMyBambe
Ha Op3mHara Ha Aekonupame. [la Taka, aBropute Ha AJIIl BO [92] mpaBar Momu-
(uKaluyu Ha TOj AJITOPUTAM M KOPHCTAT YETUPHU TpaHCHOpPMALIMU HA PEIyHIaHT-
Hara nopaka. Co OBOj HOB aJIFOPUTaM, HapeYeH ajlropuTam-3a-I1eKoqupame-co-
4npecernu (AJI411) ce noGuBa morojemMo MoxoOpyBame Ha Op3UHATa Ha KO-
pame. McTo Taka, co 1en Aa ce moxoOpar U BEpOjaTHOCTUTE 3a MaKeT-TPeliKa 1
out-rpemka AepUHUPAHU Ce HEKOJIKY METO/IU 3a TeHEpUPAbEe Ha PEoYLIUPAHUTE
MHOXECTBA CO KaHAWUJATH 32 JEKOAUPamhe.
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2.3.1 Komupame co AI4I1 anropurmure

Bnesnara nopaka M = M, M,...M; ce npoimupyBa co 10AaBambe peayHIaHTHU v
HYJITH cCUMOOJIM (Ha UCT HAauMH Kako ¥ Bo CranaapaHuoT anroputam u Bo AJIIT)
¥ Ha TOj HAYMH ce JoOuBa penyHanTHaTa opaka L = L LA | [(s/4)
=L1Ly..Lyys0n N /4 6ura, Kaze mTo L ¢ 1060k 011 7 CHMOOITH O] azOykara
Q.,uL; € Q. llputoa, N =am,m=rsum =1+ v.

Bo oBaa Mogudukanyja Ha aropuTaMoT-3a-1eKOIupambe-co-4Tpecery Hamec-
TO (Npiock, N) K01 co para R, kopuctume 4eTupi (Nyjocr, N /4) KOmOBH coO pata
4 R, XOou 1ITO ja Koaupaar/Iekoupaar ucrara mopaxa oa Ny, OUTa.

3Hauu, BO MPOLECOT Ha KOJUPAE IO IPUMEHyBaMe aJropuTaMoT 3a KPUIITH-
pame, najeH Ha Cnuka 2.1, Ha ucrara pelyHJaHTHA Iopaka L 4eTUpu aTh KOpUc-
T€JKU pa3InYHU apaMeTpH (pa3IndHU KIy4eBU WU KBa3UTPYNH) U HA TO] HAUYUH
ce mo6uBa KozeH 360p C' Kako KOHKAaTeHaIHMja Ha YeTUPH KOJHHU 360poBu ox N /4
OUTOBH.

2.3.2 Jlexomupame co AI411 anropurmure

Bo [92], aBropuTe npemiaraar 4 pa3jiniyHyA BEP3UH HA aJITOPUTAM-3a-1E€KOIUPaAHE-
co-4mpecenu. HajnoOpu pesyiraru ce J0OMEHHN CO KOPUCTEHE Ha aITOpUTaM-3a-
JeKoupame-co-4npecenu #3. Bo HaluTe eKCIIEPUMEHTH, ja KOPHCTUME CaMO
OBaa Bep3Hja M TyKa HaKpaTko ke ja o0jacHume. [locie mpeHocoT HU3 KaHAIOT CO
yM, ja nennme u3nesnara nopaka D = DM D) D) ya wetnpw nopaku D' =
DWDR) | D6/Y - p2 = D/t Dis/4+2) | D(s/2) - D3 = D(s/2+1) D(s/242)
DBs/Y) g DY = DBs/A+) DBs/442) | D) co ennakBm MOMKHHU U TH JIEKOJIH-
paMe YeTHUpUTE MOpPaKH Mapalie;IHO CO COONBETHHUTE mapameTpu. CIHNYHO, KaKo
u Bo AJII1 anropuraMor, BO ceKoja UTepaluja Ha MPOLECOT Ha JACKOAUPAbE, TH
peaylHpaMe MHOKeCTBaTa KaHIU/IaT! 3a JICKOAUPALE JOOMCHHU BO YSTUPUTE ITPO-
IIeCH Ha JCKOAMPAE, Ha CICIHNOT HauuH. Heka SZ-(l), SZ@), Si(?’) " S¢(4) ce MHO-
JKECTBa KaHIHJIATH 3a JICKOANPame TOOUCHH BO (-TaTa UTEpallHja Ha YSTUPHTE Ia-
paJielTHU MPOLECH Ha JieKoaupame, i = 1,...,s/4. Heka V) = {wyws . . . w4 (0,
WIWg . . . Wyei) € Si(l)},..., Vi = {wiws ... Wea; [(0,w1ws .. W) € Si(4)} u
V=vinVanVsNV,. Ako V = (), toram V = (Vi NVoNV3)U(ViNTVaN V) U
(VinVanVyu(VonVanVy). Toroa, ox Si(l), SZ-(Q), SZ-(?’) 7 Si(4) ce OTCTpaHyBaar
CUTE €JIEMEHTH YHj BTOP JeJl He CE COBMara co HEKOj eleMeHT o V.

. 1 @
[Tocne mocneqHara uTepanyja, ako CUTE PpeAyUMPaHd MHOXKECTBA S 45 S, /10

3 4
SS( /21, Si /21, ¥IMaaT CaMo €JIeH eJIEMEHT CO UCTa BTOPA KOMIIOHEHTA W . . . Wyqs /45
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Toram L = w; ... Wrqs/4 , TOTAII OBaa KOMIOHEHTA € JIEKOAMpaHara rnopaxa L.
Bo oBoj citydaj, BenmuMe ieka uMaMe ycneuiHo oekoouparse. AKO eKonupaHara
1opaka He € TOYHara Mopaka, TOrall BeJIMMe JIeKa Ce TI0jaBUIIa HedemeKmupana
epewika. AKO penylMpaHUTe MHOXKECTBA JOOMEHHU BO IMOCIEIHATA UTEpalldja U-
Maar MmoBeKe O] €/IeH eIEMEHT TOTalll BeTUME JIeKa Ce TI0jaBUIIa epeluKa-nosexe-
kanouoamu. Axo nodueme Si(l) = SZ-(Q) = Si(B) = 554) = () Bo Hexoja ure-
paimja of aJropuTaM-3a-IeKoIupame-co-4Tpecely, TOrall MPOLecoT Ke 3aBPIIH
(ce mojaByBa epewxa-npasno-muodxicecmeso). Ho, ako Bo eqHa utepamnuja rooueme
HajMaJIKy €IHO HeMpa3HO MHOXKECTBO KaHIUIATH 3a JICKOAUPahEe, TOTAIIl JCKOIH-
pameTo MPOOIKYBa CO HEMPAa3HUTE MHOXKECTBA (pPEeoyLIUPAaHUTE MHOXKECTBA CE
n0OMEeHH caMOo CO TIPECEK Ha HEMpa3HUTE MHOKECTBA). 3a pelllaBame Ha MpooIie-
MOT CO TIOTOJIEMHOT OpOj Ha HEYCIICIIHU JIEKOUPAmha CO epeuKa-nogeKe-Kanou-

damu ce KOPUCTH UCTaTa XeBpUCTUKA Kako U Bo AJIIT.



I'maBa 3

ExcnepumenTtaanu pesyiararu 3a RCBQ
Hu3 ['aycoB kaHaJ

ExcniepumenTannute pesynraru goouenu co Cranaapanuor anroputam u co AT
AITOPUTAMOT, CO KOH ce poydyBaaT neppopmancure Ha CiyyajHUTE KOIOBH Oa-
3MpaHd Ha KBa3UTPYyIH NpU MpeHoc Hu3 ['aycoB kaHais, Oea Mpe3eHTHUpaHU BO
MojaTa MarucTepcka Te3a u o0jaBeHu BO TpyAoT [76]. Bo oBoj men, maaeHu ce
eKCIIepUMEHTAIIHH pe3yaTaTu qoouenn co AJI411, a mortoa ru cropenyBame oBHe
pesyaratu co cooxseTute noouenu co AJIIN. IIpBo, HakpaTko ke ro oOjacHUME
["aycoBHOT KaHaJ 3a MPEHOC Ha MOATOLIH.

3.1 TaycoB kaHaxa

Haj3nagaeH HempeKUHAT KaHaJ 3a MPEHOC Ha mojarouu € ['aycoBHOT KaHal
ornuiuad Ha Ciuka 3.1. Toj e BpeMeHCKHU AUCKPETEeH KaHall, KaJie U3J1e30T BO BpeMe
1 e Y; u Toj u3ie3 ce A00MBa Kako cyMa of Bie3oT X; u mymot Z,;. Llymor e
COCTaBEH O] HE3aBUCHU U €JHAKBO PACHpe/ieIeH! CIy4ajHUu MPOMEHIIUBHU Z; CO
['aycoBa pacnpenenba co aucnepsuja N u ro HapekyBame dodaden ben Iaycog
wym (Additive White Gaussian Noise (AWGN)), a kaHaJioT ce HapekyBa ['aycoB
(AWGN) kanai.

Bceymnocr,

Yi=X,+72;, Z;~N(0,N).

Hlymot Z; mpernocTaByBaMme AeKa € He3aBUCEH ol curHanot X;. OBa e godap
MOJIETI CO KOj MOJKE JIa C€ ONMIIAT MOBEKEe BHIOBH HA KOMYHHIIMCKU KaHAIU. AKO
JHcTiep3Hjara Ha IIyMOT € HyJa, TOrall IPUEeMHUKOT IO IPUMa IMPEHECEHUOT CHT-
HaJ KopekTHo. bunejku X mMoxe ga npumu koja Ouiio peaiHa BpeIHOCT, KaHAIOT

37
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Zi

X %@% Y

Cnuka 3.1: I'aycoB kaHan

MOKe J1a IpeHece NMPOU3BOJICH pealieH 0poj 0e3 rpemka.

Axo mucriep3ujara Ha OIyMOT HE € Hylla U HeMa OrpaHH4yBame Ha BIIC30T,
MOXKeMe J1a n30epeMe OECKOHEUHO MOJMHOKECTBO O TPOU3BOJIHH BJIC30BH, TaKa
IITO JOOMEHUTE U3JIE3U Ke Ce pa3lInKyBaaT MmoMery cede co Malia Bep0jaTHOCT Ha
rpemika. BakBa memMa nma GeCKOHEUEH Kanamurer [6].

Hajuecto orpannuyBame Ha BJI€30T € OrpaHudyBame Ha MokHOCTA (P). 3a koj
ouo kozien 360p (1, T2, ..., T, ) IPEHECEH MPEKY KaHAIOT, HMaMe:

%Zx?é]—’

Jla mpermocTraBuMe Jeka cakaMme Ja ucrparume 1 OUT mpeky KaHaloT. 3a
JTaICHOTO OTPaHUYYyBalke€ Ha MOKHOCTA, Haj00po IITO MOXKE Jla HAallpaBUMeE € Jia
WMICTIPATHMe CUTHAJT YMja jadrHa € e[Ha OJ1 JBeTE aHATOTHH HiBoa ++/ P mmi —/P.
[TpreMHHKOT ro I7ieJja COOABETHUOT IPUMEH CUTHall Y ¥ ce 00MIyBa Jja OAIy4H
Ha KO€ O]] IBeTe HUBOA € MCIPATeHUOT curHai. [IpermocraByBajku Jieka JBeTe
HUBOA CE€ €JIHAaKBO BEpOjaTHH (OBa € CiIyyaj ako cakame Jia UCIpaTHMe TOYHO |
ouT nH(popMaIuja), ONTUMAIIHOTO MPABWIIO 32 JACKOAUPAE € Ja OJTyduMe JIeKa
e NpaTeH CUrHaj co jaunHa ++v/P, ako Y > 0 umu cursan co jaunsa —v/ P, ako
Y <0.

JluruTamHUTE MOYJTAlliK C€ KOPUCTAT P MPEHOC Ha MOJATOLUTE BO MOOHII-
HUTE TeJIe)OHH, BO HAYYHUTE W T€OMarHeTHUTE MHCTPpyMEHTH, UTH. Koja Ouio
JTUTUTaIHA MOJIYJAlMCKa IIeMa KOPUCTH KOHEUYEeH Opoj pa3nuyHu cuMmOounu, 3a
Jla ce IpeTcTaBaT JUruTajHuTe nojarouu. Exna ox oBue momymamuu e u PSK
(Phase-shift keying). Taa xopuctu koHeueH Opoj Ha (a3u, cexoja MoBp3aHa CO
eAMHCTBEH Mojen (ratepH) Ha OmHapHu 1udpu. OOuYHO cexoja ¢aza kKoaupa
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eaHakoB Opoj Ha 6utoBu. Cekoja n-Topka oj 6uToBH (32 GUKCHO 1) Gopmupa
cuMO0J1, KOj € TIPETCTaBeH Co ofipeneHa ¢aza. JleMoaynaropoT Koj € CIelrjaaHo
JIM3aJHUPaH 332 MHOXKECTBOTO CUMOOJIM KOPUCTEHH O] CTpaHa Ha MOJYJIaToOpOT, ja
ornpenenysa ¢a3ara Ha IPUMEHHOT CUTHAJI M TO IPECIMKYBa Ha3aj BO CUMOOIUTE
KOHU IO MPETCTaByBaaT, Co LITO C€ BpakamMe Ha OPUTMHAIHUTE MOJATOLIH.

Hajnpoct o6nuk Ha PSK monynaropor e BPSK (Binary Phase-shift keying)
koj kopuctu camo 2 ¢aszu. Co BPSK, dunapuute mudpu 1 u 0 Mmoxar na 6unar
TIPETCTaBEHH CO aHAJOTHUTE HUBOA ++/F), u —/E), coonsetHo. Opne P = Ej e
OTpaHUYyBakE HA MOKHOCTA.

OBoj monen e nmpukaxkan Ha Ciuka 3.2 ([98)]).

[IpenaBaren [Tpuemuux
ip BPSK | 8 ; Y | ppsk | P
" Mod — " De-Mod | 1/0
1/0 usBop x4/ By
7

Cnuxa 3.2: Egnocrasen 610k nujarpam co BPSK npenasaten-nprueMHuK

Cumynanmjara Ha oBaa Moxyianuja e u3BeaeHa npeky AWGN kananot. [Tpu-
TOA, BEPOjaTHOCTA 3a OWT-TpElIKa BO KAHAJIOT C€ MPECMETyBa CO MEHYBambe Ha
BpenHocra Ha SN R (Signal-to-noise-ratio) Ha AWGN kaHanot. 3Hauu, BepojaT-
HocTa 3a Out-rpemka P, e dynkuuja on SN R. Bpennocture 3a P, 3a BpeAHOCTH
Ha SN R Bo unTepBan og —3 1o 10 geunbenu ce nmpukaxanu Bo Tabena 3.1. Ox
tabenara, MOXKe Jla ce BOOYH JIeKa BEpOjaTHOCTa 3a OUT-rpemnika P, ce HamaryBa
co 3rojemyBame Ha SN R.
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SNR B,
-3 0.1584
-2 0.1306
0.1038
0.0786
0.0563
0.0375
0.0229
0.0125
0.0060
0.0024
0.000773
0.000191
0.0000336
0.00000387

OO0 || T =W N | O+~

—_
e}

Tabena 3.1: BepojarHoct 3a OuT rpemika b,

3.2 MH30upame mapamerpu 3a ontumasieH RCBQ

Bo oBoj nen, HakpaTko ke 06jacHHMe Kako Oea HarpaBeHH eKCIIEPUMEHTHUTE 1001-
enn co Crannapauuot aaropuram u AJII1 Bo [76] 1 kako rv n30paBme mapameTpH-
Te 3a ontumanieH RCBQ. ExciepumeHTHTE CO CIIy4ajHUTE KOIOBU OazMpaHH Ha
KBa3HUTPYIIH, CE U3BEAyBaar Ha CICTHUOT HAYMH:

- Hajmpo, mopakara go0ueHa oj] H3BOPOT c€ MPOIINPYBa CO KOPHCTEHE Ha
MaTepH 3a J0JaBambe Ha pelyHJaHTHU HyATH HUOIM. Kopucrtenu ce mect
pa3IMyYHU TaTepHH.

- IlpommpeHnara nopaka ce KoAupa co KOPUCTEHE Ha aIrOPUTAMOT 33 KOJU-
pame (ctanpapaauot uinu AJIIT).

- Ha xogupanara nopaka ce Bpmu BPSK monynamjaco () — —1u 1l — 1.

- Curzaziot ce nmpeHecyBa HU3 ['aycoB KaHall BO KOj JI€jCTBYBaaT NMPEUYKU U
nopajau Toa JOOMEHHOT CHTHAJ Ha M3JI€30T Of KAHAJIOT HE MOpa aa Oune
UCT CO BJIE3HHOT.
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- Iloroa, ce BpiIM 1eMoayIantja Ha U3JI€3HUOT CUTHAJ Ha CJIETHUOT HAYMH:

1) axo mpuMeHHOT curHai e rmorojem of 0, Torami npeTnocTaByBame JieKa
Ha BJIE30T O] KAaHAJIOT € MyIUTeH OuT 1;

2) axko MPUMEHMOT curHai e noman oz 0, Toram npernocraByBaMe Aeka
Ha BJIE30T O] KaHAJIOT € mymiTeH out 0;

- JlemomynupaHata mopaka ce IeKOIipa co KOPUCTSHE Ha MPETXOIHO Jehu-
HUPAHOTO TPABUIIO 32 JCKOTUPAIHE.

- JloOuenara mopaka ce cropeyBa co IoYeTHaTa U ce IPecMeTyBaaT Bepo-
jatHOCTa 3a but-rpemka B E' R u BepojarHOcTa 3a makeT-rpeuka PER.

BepojarHocTa 3a naker-rpemka PE R Ha KOMYHUKAIIMCKAOT KaHAJ Ce€ Mpec-
MeTyBa KaKo 0JJHOC Ha Op0OjOT Ha MOTPELIHO NPEeHEeCeH! OJIOKOBH (TTAKeTH) U BKYTI-
HHOT Opoj Ha OJIOKOBH IpEeHEeCeHU HU3 KaHaioT. [lorpenrHo npenecenn GI0KOBU
ce I0jaByBaar BO CJIEIHUTE CIIyYau:

1. Ako BO ITOCJIETHOTO MHOKECTBO S5 OJ1 KAHTUIATH 32 IEKOAUPAHE, IMa CaMO
€/ICH €JIEMEHT, TO] €JIEMEHT (JICKOJIMpaHaTa Mopaka) ce CropeayBa co BiIe3-
HaTa mopaka. AKo THE ABETEC CE€ €AHAKBU, TOoram HMMaMe€ TOYHO ACKOIU-
pame. Jlokonky JekoaupaHara mopaka ce pa3jinKyBa 0apeM BO €IeH OUT o1l
BJIE3HATA, TOTAIIl CE jaByBa HEJIETCKTUPAHA TPEIKa U MAKETOT € OTPEIIHO
MIPEHECEH, T.€., CE M0jaByBa MaKeT-TPEIIKa.

2. Tlaker-rpemniku ce jaByBaar M BO JAPYTMTE€ BUJIOBH Ha HEYCHEIIHO IEKOIM-
pame, T.€., P 2peLuKa-npasHo-MHONCECME0 U 2peuKa-noseKe-KaHouoamu.

BxymHHOT Op0j Ha OTPEIIHO MPEHEeCEHHN OJIOKOBH € 30MPOT O MOTPEITHO MTPEeHe-
ceHuTe OJIOKOBU BO MPETXOJHHUTE JBa CIy4au.

Bepojarnocta 3a Out-rpemka B E R Ha KOMyHUKAIUCKUOT KaHaJl ce IpecMe-
TyBa Kako OJIHOC Ha OpOjOT Ha MOTPEIIHO NMPEHECEHU OUTOBU M BKYIHHOT OpOj
Ha OMTOBM NMPEHECEHU HU3 KaHAJIOT. BKymHHOT Opoj HAa MOTPEIIHO MPEHECEHH
OUTOBH € 30HMp Ha TOTPEIIHO MPEHECEHNUTE OMTOBH BO CJICTHUTE JBA CIIyJaH:

1. Ilpu ycnemHo eKoAupame ce CIopeayBaar JeKoqupaHara u Bile3HaTa 1o-
paka u ce ornpeJenyBa OpojoT Ha OUTOBU BO KOU THE CE Pa3/INKyBaarT.

2. Bo ciydaj Ha HEyCIIEIIHO AEKOUPAhe, Ce pasIyielyBaaT CIICHUTE ABA CITy-
yau:
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2.1. Ilpu nojaByBame Ha epeuKa-nPazHO-MHOHCECMBO, HEKOE O] MHOXKECT-
Bara S; = (). Bo T0j ciy4aj ce 3eMaar CUTe eJIEMEHTH O] MHOKECTBOTO
S;—1 ¥ ce Haora MAKCUMAJHUOT 3a¢THIYKHU NpeHKC HAa HETOBUTE eJIe-
MeHTH. Heka Toj mpedukc uma nomkuHa k. [loToa 0BOj 3aeIHUYKHU
npedukc ce cnopeayBa co npBuTe k OUTa o7 BIe3HaTa Mopaka (koja e
CO JTOJDKMHA off ' OuTa). AKO THE ce pa3iIMKyBaar BO ¢ OWTa, Torail
OpOjOT Ha MOTPENTHO MPEeHEeCeHN OUTOBU € M — k + L.

2.2 Axo ce 1ojaBH epewika-nogeKe-kaHouoamu, TOrail ofi eIEeMEHTUTE Ha
HIOCJIEZTHOTO MHOXKECTBO S TIOBTOPHO TO HAa0faMe MaKCHMAJTHHOT 3a-
eTHIMYKY MpedUKC U MOoCTanKara 3a onpe/eayBambe Ha OpojoT Ha 1oT-
pELIHO MpeHeCeH OUTOBHU Ce BPILM HAa UCT HAYMH KAKO M Kaj TpelKa-
Ipa3HO-MHOXECTBO.

Co 1en 1a ce mpoBepy BIMjaHUETO HA MATEPHOT Bp3 NepdopMaHCUTe Ha KO-
JI0T, BO MOjaTa MarucTepcka Te3a, HalpaBeHH Ce eKCIIEPUMEHTH 3a HEKOJIKY pas-
JUYHHU TIATEPHU 32 JI0J]aBabeé Ha PeIyHIaHTHUTE HYyATH HUOMU. Excrnepumen-
TUTE C€ M3BPIIYBAaT 3a Pa3IMYHU BpeaHocTH Ha SN R BO MHTEpBal on —3 110
10 neunbenu. O HarIpaBeHUTE EKCIIEPUMEHTH ' HajI0OBME MaTEepPHUTE CO KOU ce
nobusaar Hajnoopu pesynratu (Hajmaau BER u PER) u co momor Ha Tue marepHu
HalpaBeHU Ce eKCIIEPUMEHTH BO OBaa JIOKTOPCKA JIUCepTalHja.

Hcto Taka, co 1en a ce MpoBepH BIMjaHUETO Ha KIy4OT Bp3 mepQopmaH-
CHTE Ha KOJIOT, HAIIPAaBEHM CE€ EKCIIEPUMEHTH CO Pa3JIn4Ha JOJHKMHA Ha KITy4OT.
AHanmM3upajKu TH JOOUEHUTE Pe3yaTaTH (BO MOjaTa MarucTepcKa Te3a) 3aKiIyueHO
€ JleKka KIIy4oT co nopkuHa 10 gaBa HajaoOpu pe3yaTaTy, Ia nopajay Toa Taa J1o-
YKIHA Ha KITy4 ce 3eMa Kako ImapaMeTap Bo KOHCTpyKiKjaTa Ha ontuManeH RCBQ.

3a ;ma ce mpoBepH Jany M300pOT Ha KBa3Urpymnara uMa BiIUjaHue Ha nepgop-
MaHCUTE Ha KOJIOT, HalIPaBEHHU CE€ M €KCIEPUMEHTH CO IMKJIUYHA KBa3UTPyTia O
pen 16 (3a xiryu co nomkuna 10). [Toroa, HanpaBeHH ce EKCIIEPUMEHTH CO KBa3U-
rpyna ox pen 16 xoja e robueHa co AUPEKTeH MPOU3BOJ Ha KBA3UTpyma ofl pex 2.
ExcrniepuMeHTanHu pe3yaTary 3a Baka JoOneHara KBa3urpyrma ce MmoJIomiu U Of1 pe-
3yATaTUTE TOOMEHH CO IUKJINYHATa KBa3urpymna. L{ukinunara KkBa3urpyna u KBa-
3urpymnara J00MeHa co TUPEKTeH MPOU3BOJl Ha KBa3UTpyMa Ofl pel 2 ce MPUMEpH
Ha ¢ppakranHu kBazurpynu. Ox qpyra cTpaHa, KBasurpymnara nazaesa Bo Tabena 3.2
€ MpuMep Ha HepakTaaHa KBa3UTpylla U pe3yiTaTuTe JOOMEHH CO OBaa KBa3u-
rpymna ce cocema 3anoBoiauTenHu. Mcro Taka, najeHata KBa3rurpymna e u 6e3
o0nuK, mWTo € 100po 3apaau kpuntorpadceku nenu. OJ MpeTXoJHUTE MPUMEPH,
MOXKe Ja C€ 3aKIy4H JieKa n300poT Ha KBa3Urpymnara iMa OrpoOMHO BIIMjaHHE HaJl
nepdopmancuTe Ha KOJOT [76].
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3.3 ExcnepumenTtajnu pe3yiararu no0menu co AJ1411

HampaBuBme mMHory excriepumenTH 3a AJI411 u v HajaoBMe ONTHMaIHUTE TTapa-
METpH Ha MCTU HayMH Kako 1To € objacHero Bo [lornasje 3.2. Hajnobpu pesy:-
Tath 3a kozoT (72,576) co para R = 1/8 ce nobuenu co ynorpeda Ha CICAHUTE
HapaMeTpH:

- Bo AJlII - marepH 3a peaynaantaoct: 1100 1100 1000 0000 1100 1000 1000
0000 1100 1100 1000 0000 1100 1000 1000 0000 0000 0000 3a para 1/4 u
JIBa Pa3IMYHM KiIydeBu of 10 HuOmu.

- Bo AJI4II - marepn 3a penynaantaoct: 1100 1110 1100 1100 1110 1100
1100 1100 0000 3a para 1/2 u yetupu pasnuuau Kirydeu on 10 HuOMM.

- Bo cute excriepuMeHTH ja KoprcTume azoykara oq Huomm @ = {0, 1, ...,9, a,
b,c,d, e, f} n kBasurpymnara (@, *) nagena Bo Tabemna 3.2.

Tabena 3.2: KBasurpymna co pexn 16 ynorpedeHa BO €KCIIEpUMEHTUTE

LD RO TR 0NN R WN R~ O ¥
PRI UNL OO DN AN~ O WO
QUL —~,ANORARD JOHLDY NTOWO |~
LWOTULNA RO Q —m O O O NN
S PO 0O WO~ Q W
N WAINDOAUD =0 B O A 00— h
0O O W R 0N R U= W
QO OW UL = oA RO J D
N OAD RAQAH U AOD WL O~
O AN O D W~ WU WA OO
AQ OO~ 0O O D QUNIWWLS|Io
D=0 O U hTOWR AN
— 0 NS QL WA ORI O
WO Oy A0 AN O 000
AU QLW QUO— OO B~ A,
SO AR, QA NWIULNA QD OO

O TR OO OO0 W~ NN R Q|

Bo cute excriepuMeHTH CO OBHE aIrOpUTMH ynorpedyBame B, = 5.

Bo TaGemna 3.3, mpeTcTaBeHu ce eKCIIEpUMEHTATHH PE3yATaTH 32 BEpOjaTHOCTa
3a out-rpemika BER.;, BER, ss, noouenn co AJIIT u AJI411, coonBeTHO U
COOJIBETHUTE BEpOjaTHOCTH 3a maker-rpemka PER.,; u PER, .. 3a SNR
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nomanu oa — 1, kopucremwero Ha AJII1 Hema cmuciia Ouejku BEpOjaTHOCTUTE 3a
OUT-TpelIKa ce MOrojJeMH OTKOJIKY BEpOjaTHOCTA 32 OUT-IpeliKa BO KaHAJOT.

Ta6ena 3.3: ExcriepumeHTantu pesynrara co R = 1/8

SNR BERcut | BER4_sets PERcyt | PER4_gets
—2 /| 0.06548 /| 0.11283
—1 ] 0.05591 | 0.02225 | 0.10491 | 0.03831
0] 0.01232 | 0.00449 | 0.02376 | 0.00835
1| 0.00224 | 0.00066 | 0.00425 | 0.00136
2 1 0.00037 | 0.00008 | 0.00058 | 0.00014

AHanm3upajku ru pesynaratu ox Tabena 4.3, MokeMe Ja 3aKIydrMe JieKa 3a
cute BpenHoct Ha SN R, pesynrarute 3a BER, 4.5 ce Togo0pu BO OJHOC Ha
cooaBeTHUTE pe3ynratu Ha B E R.,;. CIu4HM 3aKIIy401d MOXeE J1a Ja ce 100ujaT
3a ciopenbara Ha PE Ry sois 1 PE R ;.

3.4 ExcnepuMeHTAJIHHU Pe3yJITATH 32 CJIUKH

Bo 0Boj €11, ru pe3eHTHpaMe eKCIICpUMEHTATHUTE PE3yATaTH J0OUEHH IPH Tpe-
HOC Ha civku HU3 ['aycoB kaHan 3a pa3nuuHu BpemHoctd Ha SN R (signal-to-
noise ratio). ['u criopemyBame pe3ynrarure J00UEHU CO KOPUCTEHE Ha MMPETXOTHO
criomHatu anroputMu 32 RCBQ. Bo cute excriepumenTH (32 pa3inyHu BPEAHOCTH
Ha SN R BO KaHaJOT) ce pa3ieayBaar pa3iuKuTe Mel'y mpeHeceHara u AeKOIu-
paHata cinuka. VIcTo Taka, T'u cropegyBaMe eKCIIepUMEHTAIHO TOOMeHUTE Bpe-
HOCTH 32 BepojaTHOCT 3a Out rpemka (BE R ) 1 BEpojaTHOCT 3a MAaKET TPEIIKU
(PER) v BpeMeTpaemeTo Ha MPOIIECUTE Ha AEKOIUPABE CO BaTa aJrOPUTMHU.
Bo cute anropurmu 3a nexonupame 3a RCBQ, xora ce nojaByBa epewka-npas-
HO-MHOJCECmE0, TIPOLIECOT Ha IEKOMPAH-E 3aBPIIlyBa IOPAHO U € AEKOUPAH CaMO
nen of nopakara. Ilopaau Toa BO €eKCIEPUMEHTHUTE CO CIMKHU Io yrnoTpedyBame
CIIETHOTO pelieHue. Bo ciydante, kora ce 1ojaByBa epeuKa-npazHo-mHoHCeCcmao,
T.€. BO HEKOja UTepalyja, CUTe peAyLHUpaHd MHOXKECTBA C€ Mpa3HH, T'M 3eMame
CTPUHIOBUTE 0€3 peAyHIaHTHU CUMOOIIN O] CUTE €JIEeMEHTH BO MHOXECTBATa O]l
IpeTXOAHaTa UTepalija ¥ Haof'aMe HUBEH Haj 0T 3aeAHUYKHU IpedUKc. AKO OBO]
MOJICTPUHT UMa k cHMOOJIM TOTrall co Ied Ja ce AJo0ue JeKoaupaHa rmopaka of [
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cuMOoIH, Tu 3eMaMe oBue k cumMOoIn U 1o1aBaMe | — k HyATH CUMOOJIN Ha KpajoT
0]] IopaKara.

Bo oBa nornasje ru npe3eHTHpaMe U M cropeayBaMe 100ueHUTe pe3ylTaTu
KopucTejku TH anroputMmute 32 RCBQ co moaudukanuure 3a HamallyBambe Ha
Op0joT Ha HEYCIEUTHO ACKOINPAHE.

Cure eKCIieprMEHTH ce HampaBeHH 3a kox (72,576) co para R = 1/8 co
B = D XOpHCTEjKH U TapameTpute kKako Bo [lormasje 3.3.

Bo excnepuMeHTHTE 32 TPEHOC Ha CIMKH ja KOpUCTUME ciiukara “Jlena” ma-
nena Ha Cnuka 3.3a), momeka BTopara Cnuka 3.30), e cimkara mmdpupaHa co
anropuTamot (AaneH Bo 1enoT 2.1.2) Koj ce KOPUCTH BO MPOLECOT Ha KOAMPAHE
B0 RCBQ. Ha Cnukute 3.4 — 3.8, mpe3eHTHpaHu ce CAUKUTE qo0ueHu 3a SN R =
—3,SNR=—-2,SNR= -1, SNR =0and SNR = 1, coongsetHo. Ha cekoja
CJIMKa, IpBaTa CIuKa e J00MeHa ocje MPeHoC HU3 KaHal 0e3 KOpUCTEHhE Ha KOJI 3a
KOpEKIIMja Ha TPEIIKH, BTOpaTa CiIMKa e 1ooueHa co kopucremwe Ha AJII1 u Tperata
clMKa co kopucreme Ha AJI411.

a) 0)

Cnuxka 3.3: OpurvuHanHa v mu@pupana civka

On cinukute, moxkeMe na uaume nexka AJIIT u A 1411 koperupaar MHOTY rpe-
IIKU KOM Ce T0jaByBaar 3a BpeMme Ha npeHocoT. Mcro Taka, co AJI411 ce nobuBaar
NOMAJIKy OIITETyBama (JINHUM) Ha CIUKUTE BO ogHOC Ha AJIIT.

Bpennoctutre Ha BE R u PE R nobuenu co aBata anroputMu (Ipe3eHTHPaHu
Bo TaGena 3.4 u TaGema 3.5) ru mOTBpAyBaar HAIIMTE 3AKIYUYOIM O]l CIIUKUTE.
Bo Tabenute co BER.,; u PER,., ceo3HauyBaar BepojatHocTuTe 3a AJIIl m
co BER, s4s 1 PER, 405 cOOnBeTHHTE BepojaTHOCTH nooueHu co AJI411. Ox
OBHE Tabenmu MOXKe J1a ce BUIM JeKa 3a cuTe BpeAHOCTH ol SN R, BER, s €
noBeke ox 3 natu nomana og BER,.,;. Vlcto Taka, BepojaTHOCTA 3a MaKeT IPEIKU
nobuenu co AJ1411 e moseke o 2 matu nomMasia ofi BepojarHocTa goouena co AJII1.
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Cmuka 3.4: SNR = —3

Cmuka 3.5: SNR = -2

Cmuka 3.6: SNR = —1

Kako mro o6jacHIBME IOpPaHO, KOTa Ke CE MT0jaBH epeLKa-npasHo-MHOHCECEO
Ha KpajoT Ha rmopakara jgojaaBaMe [ — k HyITH CUMOOJIM M CO TOA Ha CIIMKaTa ce
N100MBaaT XOPU30HTAIHU LPHH JTMHUU. XOPU3OHTAIHHUTE OENU U CHBH JIMHUH CE
J00MBaaT BO CIIy4aj Ha epeuka-noseKe-kanouoamu Kora ciy4ajHo n3dpaHara 1o-
paka oIl peaylLHpaHUTe MHOKECTBA BO MOCIEAHATA UTEpaIja ce Pa3IUKyBa O
OpUTMHAJIHATA TIOPaKa WM BO CIIy4aj Ha HEETEKTUPaHa TPeIKa.
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Cmuka 3.7: SNR =0

Cmuka 3.8: SNR=1

Tabena 3.4: ExciepumenTainu pesynratu 3a BER

SNR BERcut BER4fsets
-3 | 0.31351 0.10411
—2 ] 0.13257 0.03487
—1 | 0.04029 0.01233

0 0.00990 0.00306
1 0.00161 0.00040

On npyra ctpaHa, TOOMEHUTE CIIMKU 0e3 yrnoTpeda Ha KOJIOBH 32 KOPEKI[Hja Ha
IPEIIKH I HeMaaT OBHE JIMHUH, HO BO LIeJIaTa CJIMKH MMa TOYKH KOW ' 03HaYyBaaT
HIOTPEITHO MPEHECEHNTE CHMOOIIH.

Bo Tab6ena 3.6 u Tabena 3.7, ce nafieHu BepOjaTHOCTHUTE 3a epeuKa-npasHo-
muoocecmeo PE R,,) v epewka-nosere-kanouoamu (P E R,ore— candidate)- On OBUE
Tabenu MoxkeMme fa 3akiayunme neka co AJIIl no6uBame MHOTy TorosieM Opoj Ha
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Tabena 3.5: ExcnepumenTannau pesyntat 3a PER

SNR | PER.: | PERy_sets
—3 ] 0.52898 | 0.24045
-2 1 0.24265 | 0.08019
—1 ] 0.07429 | 0.02622

0 0.01675 | 0.00645
1 0.00316 | 0.00082

HEYCIICUTHN JEKOUPAba CO epeulKa-npazHo-mHoxcecmeao oTkonky co AJ1411, Ho
OpojOT Ha epewka-nogeKe-kanoudamu € oMall. 3aToa, CIMKUTE JEKOAUPAHH CO
AJITT umaart noBeke UpHU JIMHUU Of] CIMKUTE TO ce Aekonupaat co AJl411. Mcro
TaKa, MOBEKETO OJ1 IUHUUTE BO TPETHUTE CIUKH (TooueHu co AJI4I1) ce 6enu nmu
CHUBH.

Tabena 3.6: ExcnepumenTanau pesyaratu co AJIIT

SNR PERnull PERmore—candidate
-3 | 0.52719 0.00096
—2 ] 0.24155 0.00041
—1 | 0.07402 0.00027
0 0.01675 0
1 0.00316 0

Tabena 3.7: ExcniepumenTtanuu pesyataru co AJ1411

SNR | P EPLWH PE Rmore—candidal‘e
-3 | 0.07278 0.10588
—2 | 0.02691 0.03131
—1 0.01181 0.00796
0 0.00247 0.00288
1 0.00041 0.00027

Hcro Taka, ja aHanu3upaBMe U Op3uHaTa Ha JBaTa aJTOPUTMH U 3aKITy4YUBME
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neka AJ411 e mo6p3 ox AAIL. Bp3unaTa Ha anTOPUTMUTE 3aBUCH O] BPEIHOCTA HA
SN R u ce 3ronemyBa co 3rojemyBame Ha SN R. Hanmpumep, 3a SN R = 1, AJI411
e nBa natu moop3 ox AIIL, a3a SN R = 2, 10j ¢ 16 maru moop3. Pesynrarure on
0BOj Aen ce o0jaBeHu Bo [1].

Co 111 1a ce UCUUCTAT HEKOU OIITETyBamkha (XOPU30HTAIHU JIMHUH) HA CITHKH-
T€, BO CJICIHUOT JIeJI IpeyiaraMme GuiaTpep Koj BU3YelIHO TH MO100pyBa MUKCIIUTE
OILUTETEHH O]l 2PeUKa-NpaA3HO-MHONCECMBO N CPeUKa-no8eKe-KaHoUuoamu.

3.4.1 @®uarep 3a CJUKH JeKOAUMPAHHU €O KPUNITOKOAOBH 0a3u-
PaHu HA KBa3UTPYyNHU

Bo cute ekcrniepuMeHTH, Ha JOOMEHHUTE CIMKU O€a BOOWIMBH OILITETyBarma (BO
OOJIMK Ha JIMHUM) KOM C€ PEe3yNITaT Ha HEKOpPETHpaHUTE Tpeliku rnpu nperoc. Co
1IeJ1 /1a ce TIoTpaBaT OBHE OUITETyBama U Ja ce 100ujaT MmojacHU CIMKU, BO OBOj
nen npeanarame Guntep 3a HUBHA Kopekuuja. Ho, 3a 1a ce mompaBu omTeTyBa-
BETO, (PUATEPOT MOpa Aa JOIHpa KaJe ce Haora OmTeTyBameTo. Jlonmupamero
Ha 2peuKa-npaHo-mMHON#Cecmeo € JIeCHO OuIejKku oaBaMe HyJITH CUMOOJIN Ha
MECTOTO Ha HeJIEKOAMPAHUOT JIe)1 o1 Topakara. Co el Ja ce JIoImpaar epeukume-
nogexe-kaHouoamu, BO EKCIIEPUMEHTHUTE CO TPETIOKESHUOT GUITEP TO MEHYBaMe
MIPaBHUIIOTO 32 ACKOIMPAmkE 32 OBOj BUJ Ha rpeliki. HamecTo ciiydajHO CeleKTu-
pame Ha Iopaka oJ] peIyLlupaHUTe MHOXKECTBA BO MOCJIEHATA UTEPallja, 3eMame
HopaKa co CUTE HYJITH CUMOOJIH Kako JAeKkoaupaHa rmopaka. Cera, eIeH IIHKCeT ce
CMeTa 32 OIIITETEH aKo MpUIiara Ha HyJATH MOAOIOK CO HajMAJIKy YETHUPH MOCIIEI0-
BaTeTHM Hy/ITH HHOMM. OcHOBHATa Hieja BO AedUHUILIMjaTa Ha 0BOj (uiTep € aa
Ce 3aMEHHU BPEJHOCTa Ha MHTEH3UTETOT Ha OIITETEHHOT MUKCEN CO HOBA BPEIHOCT
nobueHa ox (ukceH Opoj OKOIHU MHKcean. Bo oBoj mporiec, ja yrnorpeOyBame
MenujaHaTta Ha HEHYJITUTE BPEIHOCTH HAa OKOJHUTE MHKCIH, TaKa IITO HAIIMOT
¢unrep e puntep co MeaujaHa.

3a cekoj OIITeTeH MUKCE Ha Mo3uIuja (7, j), BO GUITEPOT TO yrnoTpedyBame
CJICZIHAOT QJITOPUTAM:

1. ce3ema 3 X 3 peruoH HEHTPUPAH OKOIY MHUKCEINOT (1, J);

2. ce copTHpaaT HeHYJITUTE BPEIHOCTHU Ha MUKCEIIUTE BO PETMOHOT BO PACTECUKH
penocnen;

3. MCI[I/IjaHaTa Ha OBUC BPCAHOCTHU CC 3€Ma KAKO HOBA BPCAHOCT HA NHUKCCIIOT

(i, 7).
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Ha Cnuka 3.9 — Cnuka 3.12, npercraBenu ce ciukute noouenu co AJIl u
AJIAI1 npex m mocie MpUMEHaTa Ha MpeMIoKeHHOT uirep 3a SNR = —2,
SNR = —1, SNR = 0u SNR = 1, cooasetHo. Ha cekoja ciika, mpBUTE
nBe ciuku ce moouern co AJIIT (6e3 u co puiTepot, COOABETHO), a TOCICTHUTE
nBe co AJI4IT (co u 6e3 dunrepor).

Ox pe3eHTHpPaHUTE CIIMKH MOXKeE Ja 3a0elIeKUMe JieKa CO IPEI0KCHHOT (HrJI-
Tep ce J0OMBa ToJIeMO MOI00PYBae HA CIIMKHUTE 32 CUTE PA3TIICAaHH BPEIHOCTH
Ha SN R. Ucto Taka, puiarepoT gaBa monoOpu pe3ysTaTH 3a CIMKUTE T0OUEHH CO
AJIT otkonky co AJI411. IlpuunHaTa 3a oBa € MOTOJICMHOT OpOj Ha HedemeKmu-
panu epewiky n1oo6uenu npu nexoaupame co AJI4I1. Pesynrarute ox oBoj aen ce
o0jaBenu Bo [77].

Cmuka 3.9: SNR = -2

Cnuka 3.10: SNR = —1
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Cmuka 3.11: SNR=0

Cmuka 3.12: SNR =1






I1asa 4

bp3u ajaropuTMu 3a 1eKoaupame 0a3UpaHu
HA KBa3UTPyNu

Hexonupamero co AT u AI411 e BcymHOCT nexoaupame co qucra. bp3unara Ha
JIEKOAMPAETO 3aBUCH O] TOJIEMUHATA Ha JicTaTta (KpaTKy JUCTH JaBaar nmoop3o
JeKkoaupame). loleMrHara Ha JucTara 3aBUCH Of B, (MaKCHUMalHUOT MpET-
MOCTaBEH OpOj Ha OUT I'PEIIKH BO €/IeH OJ0K). 3a moMaju BPEIHOCTH HA B4z,
nobuBame okparku JucTi. Ho, He 3HaeMe omHampe] KOJIKy TPElIku Ke ce moja-
BaT 3a BpeMe Ha NMPEHOCOT Ha eJieH OJIOK. AKO OpOjOT Ha TPEIIKU BO €/ICH OJIOK €
norojiem of B, ., TpelIKuTe Hema Ja ounat koperupanu. Of Apyra cTpaHa, ako
B € MHOTY TOJIEMO, UMaMe JIOJITH JIMCTH | MPOLIECOT Ha JCKOAUPAHE € MHOTY
OaBen. Mcto Taka, rosieMu BpeIHOCTU HA B3, IOBEIyBaar JI0 3aBpPIIyBame Ha
MPOIIECOT Ha JEKOJTUPAE CO epelKka-nogeKe-kanoudamu. 3aroa, co CUTE ajro-
putMu 3a nekoaupame 3a RCBQ, epewka-nosere-kanoudamu Moxe 1a ce 100ue
M KOTa BEpOjaTHOCTA 3a OMT Ipellika BO KaHAJIOT € MHOTY MaJia U OpOjoT Ha OUT
TpeuIky Bo OJ0KOT He € morojieMa ofl B,,, (W11 HeMa Ipeliky 3a BpeMe Ha Ipe-
HOCOT).

Co en na ce peru 0Boj mpoOiieM, T IpejuiaramMme ClIeAHUTe MoaAn(UKauy Ha
AJIIT n AJ1411, napeuenu bp3-anropuram-3a-gexoaupame-co-npecenu (Fast-Cut-
Decoding) wmu xparko bp3AJIIT u Bp3-anropuram-3a gexonupame-co-4-mpecenu
(Fast-4-Sets-Cut-Decoding algorithm) unu kparko bp3AJI4I1 [86].

Ogze, HaMmecTo (PUKCHA BPENHOCT HA B3, KaKo BO JBaTa MPETXOJHH alro-
PUTMHU, 3aMI0YHYBaMe CO B, = 1. AKO UMaMe yCIIeIIHO JIEKOIupame, MOCTanKa-
Ta € 3aBpIleHa. AKO He, ja 3rojieMyBaMe BpeIHOCTa Ha B4, 3a 1 ¥ To MOBTOpyBame
MPOIECOT Ha JCKOUPAE CO HOBAaTa BPEAHOCT Ha B,,,,,., UTH. [IporecoT Ha Jeko-
JMpame 3aBpInyBa co B,,., = 4 (3a para 1/4) wiu co B,,., = 5 (3a para 1/8).

BcymHocT, BO HOBHTE allrTOPUTMU ce 00HIyBaMe Ja ja JeKoJupaMe ropakara
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KOPHUCTE]KU MOKPATKU JUCTU U BO CiIy4aj Ha YCIEHIHO JEKOAMpAamE 3a MOMau
BPeIHOCTH Ha B,,4: (Bimae < 4), ©30€THYBaMe JOJTH JIUCTH B TTOOABHO JIEKOTH-
pame. McTo Taka, ro HamMmaayBame ¥ OpOjoT Ha epeuKa-noseke-kaHouoamu.

4.1 ExcnepMMeHTAJHH pe3yJTaTH

Bo oBoj nen, ke ru mpe3eHTHpame eKCIEpUMEHTAIIHUTE Pe3yJATaTH 3a HOBUTE
Op3u aJITOPUTMH U K€ TH CIIOPEIHME CO BeKe IIOCTOCUKHTE.

4.2 Excnepumenrtaanu pesyiararu 3a bp3A/AIl u bp3AJI411

Bo 0Boj 1en nagenn ce eKCepuMEeHTATHA pe3yaTaT 100ueHu co HoBute bp3A 11
u bp3AJI4II 3a pata R = 1/4 u R = 1/8, 3a pasnuunu Bpeanoctu Ha SN R
Bo ['aycoB kanan [86]. OBue pe3ynrarv r'u CHOpelyBaMe€ CO COOABETHUTE pe-
syaratu noduenu co AJIIT u AJI4I1. Co uen na ja mokaxeme e(pUKacCHOCTa Ha
HOBHTE aJTOPUTMU IO MPETCTaByBaMe M MPOLIEHTOT HA OPAKHU 33 KOU JIEKOAHpa-
ETO 3aBPIIMIO CO B,qp = 1,2, 3,4 unu 5.

[IpBo, ke Tu mpeTcTaBuMe pesyararute 3a kox (72, 288) co para R = 1/4. 3a
0BOj KoJl, HarpaBeHH ce excriepumenT co A/JII1 u Bp3AII1 kopucrtejku Tu ciea-
HUTE MapamMeTpu:

— Ilarepn 3a penynnantaoct 1100 1100 1000 0000 1100 1000 1000 0000 1100
1100 1000 0000 1100 1000 1000 0000 0000 0000 3a para 1/2

— JIBa pa3nuyuHu KiydeBu ox 10 HuOmm u
— Kgasurpymnara ganena Bo Tabena 3.2 u coonBeTHata mapactpoda.

Bo excriepumentute co AJII1 ynorpedbusme B, = 4 u 3a bp3A/IIl, makcu-
MaJiHa BPEIHOCT 3a B, € 4. Bo Tabena 4.1, ce mpeTcTaBeH! eKCIIEPUMEHTAITHU
pe3yaTaru 3a BepojaTHOCTa 3a Out-rpemka BE R, a BepojaTHOCTa 3a TMaKeT-
rpemka PE R, (noouenn co AJIIl) u coonseTHUTe BepOjaTHOCTH BE R oy 1
PERf_ .y (noduenn co bpsAJIIl). Pesynrature 3a BER.; u PER.,; 3a AJIl1
ce nanenu Bo [masa 3. 3a Bpennoctu Ha SN R nomanu ox 0, KoqupameTo HeMa
cMmucia Ouaejku BepojaTHOCTa 3a OuT-rpemka gobuena co AJIIl e moronema on
BEpOjaTHOCTA 32 OUT-TPEelIKa BO KaHAJIOT (0€3 KOOUpamke) U MOpaH Toa Pe3yaTa-
TUTE 32 MMOMaINTE BpeaHOCTH o7 () HE ce MPEeTCTaBeHU BO TabeIuTe.
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Ta6ena 4.1: ExcriepumenTanau pesyiraru 3a R = 1/4

SNR | BERcy | BER¢_cyt | PERcy: | PER;_cut
0] 0.07153 0.06122 | 0.10001 0.08993
1 0.01830 0.01493 | 0.02722 0.02275
21 0.00249 0.00155 | 0.00410 0.00274
31 0.00073 0.00006 | 0.00230 0.00014
4 1 0.00052 0.00001 | 0.00252 0.00007

AHanu3upajku ru pesyartarute Bo Tabena 4.1, Mmoxxeme Ja 3aKIy4rMe JeKa 3a
cure BpenHocT Ha SN IR, pesynrarure 3a BER_ .+ ce 10o0o00pH OTKOJIKY COOA-
BeTHUTE pe3ynTatu 3a BER ;. 3a SNR = 4, BER_.,; € nypu 50 natu nomaina
on BER.,;. Wctu 3akimydonu ce 100MBaaT U co criopenyBamwe Ha PE Ry .,y 1
PER,,;. Bo Tabena 4.2, ro mpeTrcTaByBaMe MPOIEHTOT Ha MOPAKUTE YNE JTCKOIH-
pame co bp3A/JIIl 3aBpuryBa co Bur = 1, Brge = 2, Biae = 3 wn By, = 4.
Opn pe3ynraTute AaJieHU OBJIC, MOXE Ja Ce 3aKIy4H JeKa 3a MOMallid BPEAHOCTH
Ha SNR (0 unm 1), 3a nekoqupame Ha TOJIEM IPOIEHT Ha MOpPaKHu MOTPEOHO €
Binee = 3wm 4. Opn apyra ctpana, 3a SN R = 4, 1eKoIupameTo Ha TIOBEKE O
90% Ha MoOpakuTe YCIEITHO 3aBpIIyBa CO 5,,,, = 1. Om oBUe pe3ynTaTu, MOXxe
Jla ce 3aKJIy4H JieKa 3a moroyieMu BpeaHoctd Ha SN R (cnad nryM BO KaHaJoT)
JIEKOAUPAETO CO HOBUOT MPEVIOKEHHU aIropuTaM € MHOTY MoOp30 OTKOIIKY CO
CTapUOT aJaropUTaM.

Tabena 4.2: IIpoleHT Ha MOPaKU AEKOAUPAHU CO PA3TUYHU BPEAHOCTH Ha B4,

SNR | Biae =1 | Biaz =2 | Braz =3 | Binae = 4
0 2.74% 26.35% 37.28% 33.63%
1 14.66% 45.83% 28.98% 10.53%
2 44.62% 41.90% 11.41% 2.07%
3 76.45% 20.50% 2.79% 0.26%
4 93.68% 5.89% 0.42% 0.01%

[Tonaramy, mpeTcTaBeHH ce pesyararure 3a kox (72, 576) copara R = 1/8. T'u
criopenyBame ekcriepuMenTanHuTe pesyiararu noouenu co AJIIL, bp3A AT, A411
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u bp3AJ141I1. Bo ekcriepuMeHTUTE TH yNIOTpeOdyBaMe CIEIHNUTE apaMeTpHu:

- Bo AJIT u bp3AII: narepH 3a pexynnantHoct 1100 1100 1000 0000 1100
1000 1000 0000 1100 1100 1000 0000 1100 1000 1000 0000 0000 0000 3a
para 1/4 u nBa paznnuau kiydesu on 10 HHOIH.

- Bo AJI4IT u bp3AJI411: nmarepn 3a pegynaanTHoct 1100 1110 1100 1100
1110 1100 1100 1100 0000 3a para 1/2 u yetupu paznuunu Kiryuesu ox 10
HUOIH.

- Bo cure ekciepuMeHTH yrioTpeOruBMe UCTa KBa3Urpyna Ha () naygeHa Bo Ta-
Oena 3.2.

OBzie, BO EKCIIEPUMEHTHUTE CO CTAPHUTE AJITOPUTMU yroTpeOdyBame B,., = 5,
a 3a HOBUTE AJITOPUTMHU, MaKCUMaJIHATa BPEAHOCT Ha B, € 5.

Bo Tabena 4.3, mpeTcTaBeHU ce eKCIIEPUMEHTAIHH PE3YJITaTH 32 BEPOjaTHOCTA
3a our-rpemka BER ., BER¢_cyt, BERy_gets, BERf_ygets HoOMEHN co AJIII,
Bp3AJIL, AJJ411 u bp3A /1411, cooaBeTHO U COOIBETHUTE BEPOjaTHOCTH 32 MAKET-
rpemika PERcy, PERf_cuyt, PERy_gets, PERf_ysets. 32 SN R nomanu og —1,
kopucremero Ha AJIIl Hema cMucna Ouejku BEpOjaTHOCTUTE 3a OUT-TpEIIKa ce
MOTOJIEMU OTKOJIKY BepOjaTHOCTA 3a OUT-TpeIlKa BO KaHAJIOT.

Ta6ena 4.3: ExcriepumeHTantu pesynrara co R = 1/8

SNR BERcut | BERj_cy; | BER4_sets | BERj_4sets
—2 / /1 0.06548 | 0.04905
—1 1 0.05591 | 0.03920 | 0.02225 | 0.00795
0 | 0.01232 | 0.00872 | 0.00449 | 0.00074
1 | 0.00224 | 0.00069 | 0.00066 | 0.00013
2 | 0.00037 0 | 0.00008 0
SNR PERcyt | PERj_ oyt PERu4sets | PERf_4q0ts
—2 / /1 0.11283 | 0.09086
—110.10491 | 0.07171 | 0.03831 | 0.01656
0| 0.02376 | 0.01598 | 0.00835 | 0.00151
1 10.00425 | 0.00187 | 0.00136 | 0.00021
2| 0.00058 0| 0.00014 0
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Bo Tabena 4.4, nageH e IpoOIEHTOT Ha MOPAKU YK€ JIEKOIUPAhE 3aBPIITyBa CO
By = 1, Bowz = 2, Braz = 3, Biae = 4 wma B,,,, = 5 3a 1Bara HOBU
AITOPUTMH.

Tabena 4.4: IlpoueHT Ha IEKOAUPAHU TOPAKH CO PA3IUUYHU BPETHOCTH HA B,y 0,

Bp3-anropuram-3a-1eKoqupame-co-mpeceru

Bmaas 1 2 3 4 5

SNR
—2 / / / / /
-1 0% | 1.57% | 25.32% | 44.46% | 28.64%
0] 0.07% | 13.80% | 49.38% | 27.88% | 8.86%
1 1.71% | 48.12% | 39.16% | 9.43% | 1.58%
21 18.84% | 65.41% | 13.88% | 1.68% | 0.18%

Bp3-anropuram-3a-n1eKoaupame-co-4npeceny

Pmaz 1 2 3 4 5

SNR
-2 0% | 1.14% | 7.68% | 51.39% | 39.79%
-1 0% | 6.99% | 32.13% | 49.54% | 11.02%
0] 3.39% | 28.74% | 48.76% | 17.62% | 1.48%
1]20.24% | 51.47% | 25.88% | 2.33% | 0.09%
2157.86% | 37.67% | 437% | 0.10% | 0.01%

On pesynrarure naaenu Bo Tabena 4.3 u TaGena 4.4, MoxkeMe Ja U3BIeUEME
CITYHU 3aKITydOIH 3a pata 1 /8 kako u 3a pata 1/4. BeymHoCT, MOKeMe /1a 3aKITy-
guMe Jieka 3a cute BpeHoctd Ha S N R, pesynrarure 3a BE R u PE R nobuenn co
HOBUTE aJTOPUTMH C€ MOI00PH O COOABETHUTE PE3YITATH TOOMEHHU CO CTAPHUTE
BEp3HH Ha OBUE alropuTMu. [10BTOpHO, 0Ba MOI00pyBamke € MO3Ha4YajHO 3a MOTO-
nemu BpenHoctH Ha SN R, T.e. 3a mocnad IryM BO KaHAJoOT. YIITE MOBEKe, 3a
SNR > 2, spennoctute 32 BER u PER no0ueHn co HOBHTE aJrOPUTMH CE
emquaksu Ha 0.

Opn Tabenara 4.4, MmokeMe J1a BUIUME JIeKa CO HOBUTE aJITOPUTMH, aKO BPEJI-
HoctuTe HAa SN R ce moMasu Toran uMame IoroJieM MPOIEHT Ha MOPaKH 3a YHe
JIEKOJTUpake € MOTPeOHO B, = 4 nnm 5. Op apyra crpana, 3a SN R = 2, ne-
KoAMpameTo Ha noseke o1 80% of MopakuTe yCIEUHO 3aBpUIyBaaT co 5, = 1
Wik B, = 2. OTTyka MOXKeMe Jia 3aKJIyduMe JeKa 3a MOrojeMH BPEIHOCTH Ha
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SNR (cmab nryMm BO KaHAJIOT), NEKOJUPAETO CO HOBOIPEIJIOKECHH aITOPUTMH
€ MHOTY IOOp30 OTKOJIKY CO CTapuTe aJrOpUTMHU. Pe3ynrarute ox OBOj Jei ce
o0jaBeHu Bo [86].

4.3 ExcnepuMMeHTAJHHU Pe3yJTaTH 32 CJAMKH

Bo 0Boj nen, ru uctpaxyBame neppopMaHCHTe Ha Op3UTE aJrOPUTMU 32 IPEHOC
Ha CIMKH. 3a 0Baa 1ieJl, HallpaBUBME MHOTY €KCIIEpUMEHTH U BO HAIIUTE EKCIle-
pumenTH ru kopuctume ["aycoB xanan u Ciy4ajHUTE KOJOBU Oa3upaHU HA KBa-
surpynu. ['u cnopenyBame qOOUEHUTE PEe3yNTAaTH KOPUCTEJKU YETUPH aJTOPUTMHU
3a ciydajHuTe KofoBu Oazupanu Ha kBazurpynu: AJIIL, bp3AIl, AJI411 u bps-
AJI411, co moguduKkanum 3a HaMaayBamke Ha OPOjOT Ha HEYCIEIIHH JEKOUPaba.
Curte eKCriepUMEHTH ce HampaBenu 3a kox (72, 576) co para R = 1/8 u paznuunu
BpenHocTH 32 SN R Bo ['aycoB kaHaur.

Bo excnieprMeHTUTE r'u KOPUCTUME UCTUTE NTapaMeTpH (J1aeHU BO IIPETXOIHO-
TO MOTJIaBj€) KaKo U 32 OOMYHUTE MOPAKH.

OBne, BO €KCIIEPUMEHTUTE CO CTAPUTE AITOPUTMU KOPUCTUME B, = 5, a
B0 bp3AJIIT u bp3AJI4I1 MmakcumaiiHata BpenHOCT Ha B, € 5. Bo ciy4aj Ha
2peuKa-npPasHO-MHONCECMB0 WK epeuKa-noseke-kaouoamu, ja puMeHyBaMe
ucTara XeBpucTHKa Kako Bo [Tornasje 3.3.

HcTo Kako 1 MpeTxoHO, BO EKCIIEPUMEHTHUTE 3a IPEHECYBakE Ha CIIUKA, ja KO-
puctuMme ciukara “Jlena”, nagena na Cnuka 3.3 a). Ciaukara ce mpeHecyBa MnpeKy
KaHAJIOT (32 pa3nudHu BpenHocTH Ha SN R) U ce mpUMeHyBa COOJIBETHHOT aJIro-
putam 3a aexogupamwe. Ha Cnuka 4.1 — Cnuka 4.4, ru npeTcTaByBaMe CIUKUTE
poouenu 3a SNR = —2, SNR = —1, SNR = 0u SNR = 1, cooaBeTHO.
Bo cekoja o1 HUB, IpBara ciuka ce 100uBa co ynorpeba Ha A/II1, Bropata cimka
ce nobusa co bp3A/lIl, Tperara ciuka co AJI4I1 u yerBprara co ynorpeba Ha
Bbp3AJI411.

AKO T'H CTIOpeTuME CITUKUTE, MOXKEME J1a 3aKITydnMe JIeKa CIIMKUTE TOOMEeHH CO
Bbp3AJI1 u bp3AJI411 ce nmojacHU crIOpeeHO CO COOABETHUTE CIIMKU JOOUEHH CO
AJITu AI4I1. Ucto Taka, cnmukute noouenu co bp3AJI4I1 ce mojacHu criopeneHo
co cooaBeTHUTE ciuku qooueHu co bp3AIL, 3a cute Bpeanoctu Ha SN R.

Bo Tabena 4.5, npeTcTaBeHu ce pe3ylITaTUTe 3a BEpOjaTHOCTA 3a OUT-TperIKa
BERcy, BERf_cyt, BERy_sers, BER¢_4sets 00U co AJIIL bp3AJIII, AJ1411
u bp3AJI411, coonBeTHO, ¥ COOIBETHUTE BEPOjaTHOCTH 3a makeT-rpenika PE R,
PERffcuta PER4fsets: PERff4sets-
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Cmuka4.1: SNR = —2

Cmuka4.2: SNR = —1

Cmuka4.3: SNR=0

Bo TaGenara 4.6, mpeTrcTaBeH € MPOIEHTOT Ha MOPAKUTE 3a KOU JEKOAMpa-
HETO 3aBpIIYyBa CO Bur = 1, Brar = 2, Brge = 3, Bige = 4 Wi Bqp = 5
co bp3AJII1. Ananu3upajku TH pe3yaTaTHUTE MOXKE J1a 3aKITyIUMe JaKa TOOHMCHHUTE
pe3yATaTu ce CIIMYHU Kako U 3a 00M4HuTE nopaku. Of pe3ynraTuTe AaJleHu OBJIE,
MOXKEME J1a BUAMME Jieka 3a rorosiemu BpenHoctd Ha SN R (1 win 2), umame
MIOTOJIEM TPOIICHT Ha MOPAKH 32 Yne JEKOAUPAETO MOTPEOHO € B, = 2. OBa
3HAYH JIeKa 3a orojemMu BpeaHocTd Ha SN R (cinab nrym BO KaHAJOT) IEKOIUpa-
HETO CO HOBUOT IMPEIIOKEH alropuTam € moops cropeaeHo co crapuot AJIIL.
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Tabena 4.6: [IponeHt Ha mopaku Aekoaupanu co bp3AJIIT 3a pa3nuyHu BpeAHOCT

Cmuka4.4: SNR=1
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Ta6ena 4.5: ExcriepumenTanuu pesyirari 3a R = 1/8

SNR BERcut | BERj_cy; | BER4_sers | BERf _4se1s
—2 1 0.13257 | 0.14189 | 0.03487 | 0.04886
—1 ] 0.04029 | 0.03947 | 0.01233 | 0.00823

0 | 0.00990 | 0.00594 | 0.00306 | 0.00062

11 0.00161 | 0.00140 | 0.00040 0
SNR PERcut | PERj_cys | PERa_gers | PERj_4gets
—2 1 0.24265 | 0.24952 | 0.08019 | 0.09063
—110.07429 | 0.07127 | 0.02622 | 0.01634
—0 | 0.01675 | 0.01332 | 0.00645 | 0.00151

1] 0.00316 | 0.00307 | 0.00082 0

Ha B0
SNR Bmax =1 Bmax =2 Bmaz =3 Bma:r: =4 Bmam =5
—2 0% 0.12% 6.04% 33.92% 59.91%
—1 0% 1.61% 25.89% 43.27% 29.24%
0 0.08% 14.16% 48.15% 28.93% 8.68%
1 1.99% 47.68% 39.29% 9.37% 1.68%
2 18.76% 66.03% 13.43% 1.68% 0.07%
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Bo TabGenara 4.7, npercTtaBeH € MPOLIEHTOT Ha MOPAKUTE 33 KOU JEKOAUpa-
HBETO 3aBpIIyBa CO Bur = 1, Brge = 2, Biae = 3, Biae = 44 Bpge = 5
co bp3AJI4I1. On noGuenuTe pe3ynraTu, MOKEME Ja BUIUME JCKa 3a MOTOJICMH
BpeaHoctr Ha SN R (0 niam 1), iMaMe TTOBUCOK MPOIESHT Ha MOPaKW 3a YHe Je-
KoAMpame € NoTpedHo B,,,, = 1 wnu 2. Moxe aa 3aKiIyduMe JIeKa 3a MorojieMu
BpenHocTH Ha SN R (cnad myMm BO KaHAJIOT) IEKOAUPAHETO CO HOBUOT IMPEIJIO-
JKEH aJIrOpuTaM € MHOTY TTo0p30 criopeneHo co ctapuot AJI411.

TaGena 4.7: IlponeHt Ha nmopaku aekoaupanu co bp3AJI411 3a paznuyunu Bpea-
HOCTH Ha B4z

SNR | Bpaz =1 | Braz =2 | Binaz =3 | Biae =4 | Bz =5
-2 0.03% 1.15% 7.84% 51.11% 39.87%
-1 0.36% 7.28% 32.74% 48.81% 10.82%

0 3.53% 28.00% 49.77% 17.19% 1.51%
1 20.54% 01.37% 25.84% 2.14% 0.10%
2 57.79% 37.70% 4.49% 0.03% 0%

Co oBue HoBu anroputmu, bp3AJIIT u bp3AJI411, nobuBame mogoOpu pesyi-
TaTH 32 BEPOjaTHOCTA HA MAKET-TPEIIKa U OUT-TPEIIKa CIIOPEIEHO CO MPETXOAHO
nepunupannte (AT u AJ141T) anroputmu Ha RCBQ 3a npenoc uu3 'aycos ka-
Hai. HMcro Taka, o Mpe3eHTUPAHUTE MPOLEHTH Ha MOPAKUTE YHE JEKOAHPAHHE
3aBpIIyBa 3a Pa3IMYHU BPEIHOCTU HA B, MOXKEME J1a 3aKJIy4UMe JIeKa 3a T0-
ronemu Bpennoct Ha SN R, bp3AJIIT u bp3A 1411 oBo3moskyBaar moOp30 J1eKo-
Jpabe.

4.4 ExcnepyMMeHTAJHHU Pe3yJITATH 32 IPEHOC Ha ayuo0 1aToTe-
KH

Bo oBa mnornasje, ru uctpaxysame neppopMaHcuTe Ha Op3UTE ANTOPUTMH MIPH
IIPEHOC Ha ayJuo AaToTeKu. Bo HammTe ekcrepuMeHTH ro kKopuctume I'aycoBuoT
kaHas U RC B() kako Koj 3a KopekIuja Ha rpemkd. CIMYHO, Kako U 3a CITUKUTE,
'Y criopeyBame pesynrarute 3a ko (72,576) co para R = 1/8, nobuenu co Ko-
pucreme Ha yetupure anroputmu 3a RC BQ): AL, bp3AII1, AJ1411u bp3AJ1411
¥ 3a pa3anyHu BpenHocty Ha SN R Bo ['aycoB kanan. Bo oBue eKCiepuMEHTH ja
KOPUCTHME ay/lHO0 JAaTOTeKaTa KOj C€ COCTOU OJl €ieH 16-0uTeH kaHall co pata Ha
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cemrmupame o1 44100 H z u e nen on berosenorara “Opa Ha pajgocTa’” BO TpacHhe
on 4.3 cexyHau.
Bo exciepuMeHTHTE TH KOPUCTUME CIIEIHUTE MapaMeTpHu:

— Bo AII u Bo bp3AIII - marepu Ha peaynaantHoct: 1100 1100 1000 0000
1100 1000 1000 0000 1100 1100 1000 0000 1100 1000 1000 0000 0000
0000, 3a para 1/4 u nBa pasznuunu KirydeBu on 10 HuOmM.

— Bo AJI4I1 u Bo bp3AJI411 - nmarepn Ha penynaantaoct: 1100 1110 1100
1100 1110 1100 1100 1100 0000 3a para 1/2 1 yeTHpu pa3iIuuHH KIy4eBH
on 10 HuGnu.

— Bo cute excriepumenTH ja ynorpeOyBaMme HcTaTa KBa3urpyna Ha () aajieHa
Bo Tabemna 3.2.

Bo excniepumenture co AJIIT u AJ4I1 ynorpeGyBame B, = 5, a BO eKcIie-
pumenture co bpsAJIII u bp3A 1411 makcumanHaTta BpeAHOCT Ha By, € 5.

Bo cute anroputmu 3a aexoaupame Ha RCBQ, xora ce mojaByBa epewka-
NPA3HO-MHONMCECME0, IPOLIECOT Ha JEKOIUPake 3aBplIyBa OPAHO U CaMo JeJ O]
nopakata e faexoaupat. I[lopaam Toa BO €KCIEPUMEHTHUTE CO ayAHO JaTOTEKUTE
rO KOPUCTHUME CIETHOTO pelieHne. Bo ciiydaeBuTe Kora ce MojaByBa epeuuKd-
NPA3HO-MHOCECMB0, T.€. CUTE pelyLIupaHu MHOXKECTBA Ce MTPa3HU BO HEKOja UTe-
paiyja, TH 3eMaMe CTPUHTOBUTE 0€3 pelNyHIaHTHH CUMOOJH O CUTE €JIEeMEHTH
BO MHOYKECTBaTa O]l IPETXOHATa UTEepaIlyja U TO HaoraMe HUBHHOT MaKCUMaJICH
3aeIHUYKH Tpeukc. AKo 0BOj mpedukc uMa k CUMOOJIM TOTaIl CO Ied Ja Ce
nobue nekoupaHara rnopaka co [ CuMO00JIu, TH 3eMaMe OBUE k CUMOOJIU U JIoIaBaMe
[ — k myntu cuM0O0IM Ha KpajoT Ha OpaKara.

Bo TaGena 4.8, ru mpercTaByBamMe eKCIIEPUMEHTAITHUTE PE3YJITATH 3a BEpOjarT-
HocTa 3a Out rpemika BER ., BER ¢y, BERygers, BERf_y5e0s n0OMERA CO
AT, bp3AJTIT, AJT4IT u bp3AJI4I1, cOOnBETHO U COOJIBETHUTE BEPOjaTHOCTH 32
naket rpemika PER .y, PERf_cyt, PE Rygers, PERf_y5ets. 32 SN R momano of
—1, xopucremweto Ha AJ[I1 Hema cMuciia Ouaejku BepojaTHOCTUTE 32 OUT rpelika
ce MOTO0JIeMH O] BEPOjaTHOCTA 3a OUT rpelIKa BO KaHAJIOT.

On exciepuMEHTATHUTE pe3ysITaTu JajeHu Bo Tabena 4.8 MokeMe J1a 3aKimy-
grMe JieKa 3a cute BpeaHocTr Ha SN R, pesynrarute 3a PER u BE R nodueHu
co Op3uTe anropuT™MH ce moaoOopu o pesyararute poouenu co AJIT u AJI4TI,
ocobeHo 3a noronemu Bpennoct Ha SN R (cnab mrym). OcBen3a SNR = —2,
3a cute apyru SN R, bp3AJI411 naBa HajnoOpu pesynraru. McTo Taka, nekoaupa-
HETO CO OBUE AJITOPUTMHU € MHOT'Y TOOP30 BO criopesida co CTapuTe aJroOpuTMHU.
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TaGena 4.8: Exciepumenrtanuu pesyntaru 3a BERu PER

SNR BERcut BERf_cut BERysets | BERj_4sets

-2 / /1 0.03658 | 0.04782
—11]0.04741 | 0.04019 | 0.01122 | 0.00825
0] 001114 | 0.00713 | 0.00281 | 0.00081
1] 0.00175 | 0.00086 | 0.00052 | 0.00003
SNR PERcyt PERjf_cut PER4sets PERjf_4sets
-2 / /| 0.08451 | 0.08917
—11]0.08623 | 0.07589 | 0.02499 | 0.01644
0] 0.02208 | 0.01418 | 0.00632 | 0.00165
1| 0.00383 | 0.00177 | 0.00113 | 0.00012

3a cuTe eKCIePUMEHTH, TH pa3IyielyBaMe Pa3IMKUTE U MOMely BPEIHOCTUTE
Ha TIPUMEPOIUTE (CEeMIUIOBUTE) HA OPUTHHATHUOT U JIEKOIAUPAHUOT CUTHAIL. [H
IpeTCTaByBaMe OBUE PE3yNITaTH Ha rpaduily Kajae mTo OpojoT Ha MPUMEPOLIU BO
HU3aTa MPUMEPOIU IITO TO COUMHYBAAT ayJJU0 CUTHAJIOT € Ha X - OCKara, a Bpel-
HOCTa Ha IPUMEPOKOT € Ha y -ockara. Ha Ciuka 4.5 mpeTcTaBeHu ce OpUTrHHAIHU-
TE ayauo npuMepord. ['papunmre 3a AeKOJMpaHUTE ayTMO TATOTEKH 32 pa3iieay-
BaHuTe BpeaHocTn Ha SN R ce nmanenu Ha Cnuka 4.6 - Cruka 4.9. Ha Cruka 4.6
(3a SNR = —2) npercraBenu ce camo 2 rpadunu, npeuot 3a AJ14I1 u Bropuor
3a bp3AJI4I1. 3a apyrute Bpennoctu Ha SN R, Ha Cnuka 4.7 - Cnuka 4.9, npet-
cTaBeHH ce 4 rpadui (3a IeKOANPAHUTE ayH0 JaTOTEKU YIOTPeOyBajKu T CUTE
4 cniomuatu anroputmu) Bo cneanuot penocnen: AAIL BpsAAIL, A14I1 u bps-
AJIATL.

Cnuxka 4.5: OpUruHaaHM ayuo MpUMEpPOLH

Opn oBue cnuku Kako u o Tabenure 3a PE R u BE R MoxeMme 1a u3BiIedeMe
Hekou 3akinydond. O rpadunuTe OUYUTIISTHO € JaKa 3a cuTe BpeaHoctd Ha SN R,
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Crnuxka 4.8: Pesynratm3a SNR = 0

Crmuxka 4.9: Pesynratnza SNR = 1

pesynrarute nooueHu co kopucteme Ha AJI4I1 ce mogoOpu ox pesyiararure A0-
ouenu co AJIIT u pe3ynrarure 10OMEHN CO HOBUTE OpP3H aJITOPUTMU CE€ MOA00pH
OTKOJIKY COOJIBETHHUTE PE3YITATH JOOMEHHU CO CTAPUTE BEP3UU HA OBHE aJITOPUTMHU.
Cure ayauo qatoTeku JoOOMEHH BO HAIIIMTE EKCIIEPUMEHTH 3a IpeHoc Hu3 [ayc-
OB KaHaJ co pa3nuunu SN R Moxe Ja ce HajiaT Ha CJIeTHHOT JIMHK:
https://www.dropbox.com/sh/5zq51y6qtiho8d6/AACTOBgUDopFq9psdbaMb8BKa?
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d1=0.

AKO HEKOj TW CIlyllla OBHE ayJuo JAaTOTEKH, TOj/Taa Ke 3a0eexu JeKa KaKo
mro ce HamanyBa SN R, ce 3rojieMmyBa IIyMOT, HO OpUTHHAJIHATA MEJIO/Ija MOXKe
Jla ce CIyIIHe IeJIOCHO BO mo3aauHa. OBa € BHIUTMBO M Ha Trpaduuute. AKO
TH criopenuMe rpaduiuTe Ha IeKOAUPAHNUTE TaTOTeKH, JOOUEHH co yrmorpeda Ha
cuTe 4 aNrOPUTMH, CO TPAPHKOT 32 OPUTHHAITHUTE ayAHO TPUMEPOIIH, MOXKEME 1a
BUIMME JIeKa TIPUMEPOIIUTE O]l OPUTHHAIIHATA ayJNO0 JATOTEKa CE COAPIKAHU BO
cure rpapuim. OBa € MprUYUHATA 30IITO C¢ YIITE MOXEME Jia ja CIyLIHEME OpH-
TUHAITHATA MEJIO/IMja BO T03aIMHATA UCTIPEIUIeTeHA cO OyYHHTE IIyMOBU. 3a Jia
C€ MCYHCTAT HEKOW OJf OBHE IIIYMOBH, BO CICTHHOT e Ipeaiarame QuiaTep ITo
MOK€ J1a TIOTIPABH JIeJT O IITETUTE HAIPABEHU O 2PEUKA-NPAZHO-MHONCECEO U
2peuKa-nogeKe-Kanouoamu.

4.4.1 @wuarep 3a NoA00PYBak€¢ HA KBAJUTETOT HA ayJIMO 1aTO-
TekuTe aexonupanu co RCBQ

3a mompaBka Ha OIITETYBaWHETO HACTAHATO MPHU MPEHOC Ha ayAHo JaTOTEKUTE,
¢unrepot Tpeda ia Jo1Hpa Kajie ce ojaByBa olTeTyBameTo. [locrankara e ucra
KaKo ¥ 32 CIIMKHUTE. JIOIMpameTo Ha epetka-npasHo-MHONMCECMB0 € IECHO OUIejKI
Jl0flaBaMe HyJATH CUMOOJIM Ha MECTOTO Ha HEKOJUPAHHUOT JIeJ1 O] Mopakara. 3a aa
JOLUpaMe epeuika-nogeKke-kanoudamy ro MEHyBaMe MPaBUIIOTO 33 JACKOJUPAhE
3a 0BOj BHJ Ha TpelIkd. Bo 0Boj citydaj, MecTo CiIydajHO Ja u3bepeme mopaxa
Ol pelylIMpaHuTe MHOKECTBA BO TOCIIEHATA UTEPAIlHja, 3eMaMe IopaKa Co CUTe
HYJATH CUMOOJIM KaKo JIEKOMpaHa mopaka.

OcHoBHara ujeja Bo 1e(pUHUPAmHETO Ha 0BOj (GUITEp € 1a TH 3aMEHH OIITeTe-
HUTE (MOTPEIIHO JIEKOIMPaHu ) HUOJIU CO HOBAa BPEAHOCT 1I00MEHA O/1 BpEAHOCTHUTE
Ha HEKOJIKY TIPETXOIHU HUOMU. 3HauH, TH 3eMaMe CHTE JIEKOJNPAHU TIOPAKH KaKoO
e/lHa JMcTa oJ HUOIM U eJHa HUOJIa ce CMETa 3a IOIPEIIHO JAEKOAUpaH CUMOOII,
aKo mpunara Ha HyJTa HOA-TMCTA CO HajMajKy YETUPU MOCIEI0BATETHN HYITH
HuOmu. IloToa, cexoj morpenHo AeKoaupan cuMOoi (HubmIa) ro 3aMeHyBame co
MenujaHara Ha nmpeTxogHuTe 2k + 1 Hubnm Bo nucrara. AKo morpemHara Huoma
€ Ha MOYETOKOT Ha JIUcTaTa M Hema mnpeTxoaHu 2k + 1 Hubmu, Toraml ce 3ema
MeJfjaHa OJ CUTE MPETXOMHU HUOIM (70 MTOYETOKOT Ha JINCTaTa). 3a KOpErupame
Ha HUOJIaTa, TH KOPUCTUME caMo TpeTxoaHuTe 2k + 1 HuOmu, Ouaejku cieaHuTe
HUOIU ce Hy/u (TOrpemHo JeKOAMPaHUOT CUMOOJ Mpunara Ha Hy/Ta MOJA-JTUCTa
CO HajMaJIKy YeTHPH MTOCIIEIOBATEIIHU HYATa HUOJIH) M BEPOjaTHO THE CE MOTPELTHO
nexkonupanu. HampaBuBme ekcriepuMeHTH 3a 2k + 1 emnakBo Ha 3, 5, 7 u 9 u
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pe3ynratute 0ea CIMYHHU, HO MaJIKy Mo00pHu pe3ynraru ce nobuBaar 3a 2k + 1
enHakBo Ha 7 win 9. OBle Tu Mpe3eHTUpaMe PEe3yATaTUTE TOOMEHU CO MeIMjaHa
o 7 mperxonHu HUOMM. Jla 3a0enexxume neka 3eMaMe HerapeH Opoj MPeTXOIHU
HUOIM OWJIejKuU ce mpecMeTyBa Me/lijaHaTa Ha OBUE HUOJIH 1 aKo OBOj Opoj € mapeH
TOTaIl MeMjaHaTa Moxe 1a Ouze Opoj kKoj He € BO ().

Ha Cnuxure 4.10 - 4.13, npercraBenu ce rpaduiiuTe Ha MPUMEPOILIUTE (CEM-
IJIOBM) Ha ayauo narorekute poouenu co bp3AJIl u bp3A 411 npen u mocne
ynotpebdara Ha npeuiokeHnot ¢puirep 3a SNR = -2, SNR= -1, SNR=0mu
SNR =1, coogsetHo. Ha cexoja cnuka, mpBuTe JBa rpaduiy ce oJHeCyBaaT Ha
narorekute noouern co bp3AJIIT (6e3 u co KopucTeme Ha (UIATEPOT, COOBETHO)
U TIOCJICJIHHUTE JIBE CIIMKH Ce 3a jarorekute nooueHu co bp3AJI4I1 (6e3 u co xo-
pucTeme Ha punTepot, cooaBeTHO). McTo Taka, ay1uo 1aToTeKUTe 100UEHH Mociie
IpUMEHaTa Ha MPeIOKEHNOT (QUITep MOXKaT J1a Ce HajAaT Ha CIeIHUOT JIMHK:
https://www.dropbox.com/sh/5zq51ly6qtiho8d6/AACTQBgUDopFq9psdbaMb8BKa?
d1=0.

Cmuka 4.10: SNR = —2

Cmuka 4.11: SNR = —1
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Cmuka 4.12: SNR =0

Cmuka 4.13: SNR =1

On nanenute rpaduIy U TaJCHUTE ayIuo TATOTEKU MOXEMe Jia 3a0enexnme
JIeKa MPEUIOKESHUOT (PUITEp 1aBa rojeMo Mo00pyBakkhe Ha 3ByKOT 3a pa3IiieiaHu-
Te BpeqHoctu Ha SN R. Pe3ynrarute on oBoj aeln ce oOjaBeHu Bo [78].






I1aBa 5

I'niabGepr-Eauor kanan

5.1 TI'mnbepr-Eamor Monen 3a padannu rpemiku

['un6ept-Ennot MozesnoT 3a padaliHu rpeniky € MOJIe)T Ha KaHasl BoBeieH o Earap
I'un6ept (Edgar Gilbert) u E.O.Exuot (E. O. Elliott). OBoj Mmozen e 6a3upan Ha
Bepura Ha MapkoB co fiBe coctojou G(1o6pa) u B(ioma). Kora kaHanor e Bo J10-
Opa cocrojba, BepojaTHOCTA 3a TIOTPEIIeH IPEHOC Ha e/IeH OUT € Malia, a Kora € Bo
Joma coctoj0a, oBaa BepojaTHOCT € rosieMa. OBOj MOJIEN € IUPOKO ynoTpeOyBaH
3a onuInyBamke Ha padanau (burst) rpenrku Bo KaHaJIUTE 32 TPEHOC, KOj OBO3MO-
’KyBa CHUMYJAIIMHA HAa JUTHTAJIHHUTE TPEIIKA BO KOMYHHKAIUCKUTE BpCKU. OBOj
Mmozen e npukaxan Ha Ciuka 5.1, kage mro (G ja mpeTcraByBa go0para cocTojoa,
a B momara coctoj6a Ha KaHaoT. BepojarHocTa 3a mpeMuH o1 100pa BO Joina
coctoj0a e Pyp u BepojaTHOCTA 3a MPEMHH OJ1 Jiola BO J00pa coctojba € Ppg

([57], [61D).

PGB

(Y, G

Crnuxka 5.1: Tunbept-Enunot Monen 3a padannu rpemku

ExcniepuMeHTHTE BO OBaa IOKTOPCKA IMCEpTalllja ce HallpaBeHH CO JIBa BUAA

69
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Ha ['mn6epr-Ennor kananu. Ilpeuot Bua Ha ['mnbepr-Ennot kanan e kaHan koj €
OmHapHO cuMeTpudeH Bo cekoja coctojoa (bCK), co BepojaTHOCT 3a OUT rpemika
P.(G) xora kananot e Bo 106pa coctoj6a u P, (B) Kora KaHaJoT € BO JIOIIA COCTOj-
6a. Kaj Bropuor Buza Ha ['unbepr-Ennot xanan, kananute ce ['aycoBu, kaze Bpes-
Hocta Ha SN R, Kora KaHajioT € Bo JoOpa cocTtojba, € rojgeMa, a Kora KaHajoT €
BO JiomIa coctojoa, BpeqHocta Ha SN Ry e mana.

5.2 HoBuH KPpUNITOKOA0BH 32 KAHAJIUTE €O padaHu rpelmiku

Bo excnepumenTuTe co kaHanuTe co padaiHu TPEIiKkd, He 1oouBame 100pu pe-
3yJITaTH CO MPETXOAHO 00jaCHETUTE AJITOPUTMH | TIOPAIH TOa, BO [ 79] mpennarame
HOBH aJITOPUTMH 3a KoAupame/nexonupame Hapeuenu PadanenAJlIT (Burst-Cut-
Decoding) u PadanenAl4I1 (Burst-4-Sets-Cut-Decoding). Ilo3nato e neka
UHTEPIIUBEPOT U ACHHTEPIUBEPOT CE€ KOPHUCTAT 3a CIpaByBame cO padaaHu rpe-
IIKK BO KOMYHHUKAIIMCKH cucteM. [lopaau Toa, BO HOBUTE aITOPUTMHU CE BOBEIYBa
MHTEPIIMBEP BO aJTOPUTAMOT 3a KOAUPAE U COOJBETEH JCUHTEPIUBEP BO aJro-
PUTaAMOT 3a JEKOIUPABE.

HpOL[CCOT Ha KOAUPAamkE¢ BO HOBUTC aJITOPUMHU CE COCTOU O/ CJICAHUBEC YCKOPHU:

— Bnesnaranmopaka M = My M,... M, ce mpommpyBa co T01aBamke peayHaaH-
THU  HYITH cuMO0Ju (Ha uct HauuH Kako Bo AJIIT u AJI411) u Ha TOj HAUMH
ce n1o6uBa pexyHaanTHata opaka L = LM LA | [(5/2) = LiLs...Ly, 5 on
N/2 6ura (Bo Alll) re. L = LWLP L6/ = [L,..L,,/4 on N/4
6uta (Bo AJI4IT), kane mro L) e mon6nok ox r cumGonu ox a3dykara Q, u
L; € Q. llpuroa, N =am,m =rsum = [+ v.

— Iloroa, 3a kogMpame /Ba (4ETUPH) TATH TO TIPUMEHYBaMe aITOPUTAMOT 32
mudpupame naaeH Ha Crnuka 2.1, Ha UcTa peAyHIaHTHA TTopaka L, Kopuc-
TEjKU pa3IMYHM apaMeTpH, CO IITO JoOMBaMe aBa (YUeTHpH) KOAHHU 300pa.

— Ha cekoj xozen 3060p noeanHeuyHO NpUMEHyBaMe HHTepIuBep. MHTepnuBe-
POT I npeypeayBa (10 peArLin) m-Te HUOIHM 01 KOTHHOT 300p BO MaTpuia
onpen k x (k/m). V3ne30T Ha MHTEPIUBEPOT € U3MEIIaHa IopakKa J00ueHa
CO YUTAmk-E HA OBaa MaTpPUIIATa M0 KOJIOHU.

— Iloroa, ru KoHKaTeHHpame JABara (UETUPHUTE) W3JIE3U Of UHTEPIUBEPOT U
Ha TOj HAYMH T0 JT0OMBaMe KOJHHOT 300p 3a Bjie3HaTa mopaka M T.e.
C = ClC%.FlC%m_Fl...OQC%_FQ...C(k—kl)m Cm Kazae Ci S Q
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HpOIIeCOT Ha JCKOoAWpamkEe CE€ COCTON OO CJICAHUBE UCKOPU:

— Ilocne npeHOCOT Ha KoIUpaHaTa NOpaka HU3 KaHAJIOT CO padaiHu rpemiky,
ja no6usame m3nesHara nopaka D = DWW DR D) kane mro D@ ce
non610koBH of r cuMmOonu. [Topakara D ce nenu Ha /iBe (YETUPH) TOPAKU
CO €THaKBa JIOJDKUHA.

— Ilpen mapanenHOTO AEKOAUpAHE, CE IPUMEHYBA JCHHTEPIMBEPOT Ha CEKOja
nopaka noeauHedHo. [10TouHO, ceKoj 071 IeTOBUTE Ha M3JIE3HATA TIOpaKa ce
npeypemysa (10 peannn) Bo Marpuia of pen (k/m) X k, a motoa mopakure
KOM C€ JIEKOINPAaaT ce JOOMBAaT CO UNTAME M0 KOJIOHU Ha TIOOMECHUTE MaTpH-
M.

— OBHe M3MEIIaHU TIOPAKH Ce IEKOANPAAT CO COOABETHUOT aJITOPUTAM 32 Jie-
xkoaupame Ha RCBQ (AIT nnu A1411).

[IporecoT Ha KomUpame/ IeKOIUpake Ha HOBUTE aJITOPUTMH IIEMATCKH € TPEeTCTa-
BeH Ha Cinka 5.2.

KOHep bt [IEKO/IpaHa [opaka
HHTepITHBE] Kanai Jexoniep co 4
2 3 JACHHTEPIINBED

3Bop

A4

A4

Cnuka 5.2: Kogupame/ekonupame co HOBUTE aITOPUTMHU

5.3 ExkcnepumenTajHu pe3yiararu 3a I'miadepr-Eaunor kanana

Bo 0Boj 1en ru mpe3eHTHpamMe eKCriepuMeHTaTHUTE pe3ynTat joouenu co RCBQ
3a MPEHOC HU3 KaHa co padaaHu rpenky. 3a cuMynaiyja Ha KaHaJI0T KOPHCTUME
['unGepr-Enuot monen. ['u cnopenyBame BpeIHOCTUTE HAa BEPOJaTHOCTA 3a MAKET-
rpeuika (P E R) u BepojatHocTa 3a Out-rpemika (B E R) no6uenu co A/, AJI411,
Padanen Al u PadanenAJI4I1. EkciepuMeHTHTE Ce HampaBeHu 3a koj (72, 288)
co para 1/4 xopucrejku ru A/l u PadanenAIT u xox (72,576) co para 1/8
kopucrejku ru cure anroputmu (AL, A1411, Padanen Al u PadpanenA1411).
Bo excniepumeHTHTE C€ KOPUCTAT CIEAHUTE TapaMeTpHU:
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— 3a kozot (72, 288) Bo AIT u PadanenAJII], KOpHCTEHH Ce CIACAHHUTE Tapa-
METpH:

— marepH 3a peaxynaantHoct: 1100 1110 1100 1100 1110 1100 1100 1100
0000 3a kox co para 1/2 u n1Ba pazauunu Kiydeu o 10 HuOMH.

— 3a kozor (72, 576) mapaMeTpuTe WITO ce KOPUCTAT Ce:

— Bo AIIT u PadanenA/II1- marepn 3a pexynaantHocT 1100 1100 1000
00001100 1000 1000 0000 1100 1100 1000 0000 1100 1000 1000 0000
0000 0000, 3a xox co para 1/4 u nBa pasnuunu Kiy4deBd o 10 HuOm.

— Bo AJI4IT u PadanenAJl4I1 - marepn 3a pegynmantaoct 1100 1110
1100 1100 1110 1100 1100 1100 0000 3a para 1/2 u 4eTupy pasTnIHU
kiydeBH of 10 HuOIm.

Bo cute exciepumenT ynotpedyBaMe rcTa KBazurpyna () naaena Bo Tabena
3.2

3a HOBUTE padaHU aNTOPUTMHU, HAMPABUBME EKCIEPUMEHTH 33 pPa3IuIHH
BpeAHOCTH Ha k, T.€. 3a cute Aenutenu Ha 36. BeymHocTt, OpojoT Ha HUOIU BO
nBaTa (WM YeTUPHUTE) KOHKaTeHUpaHnu komHu 30opoBu Bo AJ[I1/PadanenAIl
(wm AJ1411/ Padanen A J1411) uznecya 36 (unu 72). Hajnobpu pesyararu ce 10-
Ouenu 3a k = 9 u 3aToa caMmo THe ke OMaaT MpeTCTaBEeHH BO OBaa JUcCEpTallyja.

Bo IMormagje 5.3.1, mpeTcTaBeHu ce JOOMEHUTE EKCIIEPUMEHTATHHU Pe3yJITaTh
3a ['unbept-Ennot MonenoT co OMHapHO CUMETPUYHH KaHAIH 3 pa3InYHU BPE/I-
HOCTH Ha BEpOjaTHOCTA Ha OMT-IpeIiKa U pa3InYHU BEPOjaTHOCTHU HA MPEMUH.
ExcrniepuMeHTanHUTE pe3ynTaTy 3a pa3inaHu BpeqHocTH Ha S N R 1 BepOjaTHOCTH
3a mpemuH Ha ['mnbepr-Ennot mozaen co I'aycoBu kaHanu, ce ganenu Bo Ilorasje
5.3.2.

5.3.1 Excnepumentu 3a I'nibdepr-Eaunor moges co BCK kanaau

Bo cute excriepument 3a ['mnbepr-EnmnoT Moaen co GMHapHO CUMETPUYHY KaHAIN
ja KopHCTHMeE BepojaTHOCTa 3a OUT-rpemika Bo gobpa cocrojoa P.(G) = 0.01 u
HEKOJIKY Pa3JIMYHU BPETHOCTH HA BEPOjaTHOCTA 32 OMT-TpeIIka Kora KaHaJIOT € BO
nomra coctojba P.(B) € {0.2;0.16;0.13;0.1}.
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Ta6ena 5.1: ExcriepumenTanau pesynraru 3a R = 1/4

Pe(B) | PEReut | PERy_cur | BEReur | BERy cut
PGG =0.8 PBB =0.8
0.1 | 0.14069 0.06818 | 0.10453 0.05030
0.13 | 0.34014 0.18173 | 0.26055 0.13535
0.16 | 0.58078 0.32466 | 0.45424 0.24698
02 | 081271 0.51087 | 0.67081 0.40820
Poc =05 Ppp =05
0.1 | 0.13464 0.04665 | 0.09799 0.03376
0.13 | 032711 0.12283 | 0.24417 0.08970
0.16 | 0.56365 0.23394 | 0.43088 0.17073
02 | 0.82358 043581 | 0.65848 0.33149
Pgg =02 Ppp =038
0.1 | 0.20470 0.14177 | 0.14853 0.10266
0.13 | 0.46781 0.34619 | 0.35206 0.25621
0.16 | 0.73048 0.59497 | 0.57155 0.45788
0.2 | 0.942468 0.84951 | 0.79485 0.68579
Poc =08 Ppp =02
0.1 | 0.05709 0.00921 | 0.04201 0.00560
0.13 | 0.14292 0.01555 | 0.10386 0.01066
0.16 | 027728 0.03333 | 0.20678 0.02259
02 | 0.48898 0.07250 | 037152 0.05260

Bo Tabena 5.1, npeTcTaBeHH ce €KCIIEpUMEHTAITHUTE PE3y/ITaTH 3a Bepojat-
HOCTa 3a out-rpemka B FE R.,; u BepojaTHOCTa 3a nakeT-rpemika PFE R, (1o6u-
enu co AJIIT) u coonsernute Bepojarnoctt BE Ry, .y 1 PERy,_ .,y (10OueH co
PadanenAJIIT) 3a kox co para 1/4 u cienHuTe KOMOWHAIIMK HA BEPOjaTHOCTUTE
Ha IPEeMUH o 100pa Bo 100pa coctojoa FPgg 1 01 jiolia BO Jiola coctojoa Pppg:

- PGG:0.8I/IPBB:0.8
- PGG:O.5HPBB:0.5
— PGGZO.QI/IPBB:O.S

- PGG:0.8I/IPBB:0.2

AHanusupajku ru pesynrarute o Tabena 5.1, MojkeMme 1a 3aKTydrMe JIeKa 3a CUTe
Bpennoctr Ha P,(B) u 3a cute BpenHoctH Ha Ppp, pesyntatute 3a BE R, ce
noJ00pu 01 COONIBETHUTE pesynraru 3a BER,.,;. BcymHocr,

—3a P =08 u Pgg =0.8, BERy s € o1 1.6 1o 2.5 maru nogo6pa ox
BERcut;
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—3a P =0.5u Pgg =0.5, BERy s € o1 1.9 o 2.8 maru nmogo6pa ox
BERcut;

—3aPse =02uPgp = 0.8, BERy,_ . € okony 1.2 matu mogo6paon BER..;;

—3a P =0.8u Pgg =0.2, BERy, .,y € on 7.5 no 10 matu nonobpa ox
BER,,;.

Ta6ena 5.2: ExcriepumenTantu pesyarari 3a R = 1/8

Pog =08 Pgpp =08
Pe(B) BERcut BERb—cut BER4sets BERb—4sets

0.1 0.09183 0.04224 0.01796 0.00601
0.13 0.23069 0.11561 0.08060 0.02616
0.16 0.41820 0.22276 0.20798 0.07405

0.2 0.64522 0.39519 0.45947 0.20217

Pe(B) PERcut PERp_cut PERysets PERp_4sets

0.1 0.15790 0.07445 0.03578 0.01252
0.13 0.37334 0.19549 0.16957 0.05429
0.16 0.62600 0.35476 0.41101 0.15207

0.2 0.85671 0.56624 0.75302 0.34288

Paa =05 Pgg =05
P.(B) BERcut BERp_cut BFERjsets BERp_4sets

0.1 0.08336 0.02759 0.01619 0.00412
0.13 0.21774 0.07662 0.07504 0.01353
0.16 0.20663 0.15975 0.20663 0.04268

0.2 0.63793 0.31081 0.47000 0.01298

Pe(B) PERcut PERy_cut PERysets PERp_4sets

0.1 0.22753 0.16028 0.07099 0.03729
0.13 0.52584 0.39026 0.29586 0.17713
0.16 0.80105 0.66229 0.66993 0.45636

0.2 0.97227 0.89840 0.95542 0.82632

Pgg =08 Ppp=0.2
PE(B) BERcut BERb—cut BER4sets BERb—4sets

0.1 0.03391 0.00320 0.00576 0.00044
0.13 0.0926 0.00866 0.02041 0.00124
0.16 0.18494 0.02014 0.06019 0.00256

0.2 0.34766 0.04408 0.16918 0.00803

Pe(B) PERcut PERy_cut PERysets PERp_4sets

0.1 0.05889 0.00583 0.01094 0.00079
0.13 0.16503 0.01684 0.04133 0.00230
0.16 0.31617 0.03578 0.12802 0.00518

0.2 0.55465 0.07913 0.34569 0.01569

Hcr 3akmydok moxeme aa fodbueme co criopenyBamwe Ha PE Ry, ., u PER ;.
Bo TaGena 5.2, najeHu ce eKCIIEpUMEHTAIHH PE3yJITaTH 3a KoJ co para 1/8, 3a
ycTaTa KOMOMHAIM]a Ha BEPOJaTHOCTUTE HA MPEMUH 0] 100pa Bo Ao0Opa cocTojoa
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Pg v ox nmoriia Bo Jotma coctojoa Ppp, Kako u 3a koot co para 1 /4. Co BE R,
BERy ey, BERysers M BE Ry, 45et5 C€ O3HAYEHU BEPOJaTHOCTUTE 32 OUT-TpeITKa
noouenu co AJIIT, PapanenAJIIT, AJI41I1, PadanenAJI411, coogseTHo. McTo Taka,
co PER.;, PERy .4, PER s 1 PERy_ 450t C€ O3HAUCHU COOABETHUTE BE-
POjaTHOCTH 32 MAKET-TPEeIIKa.

On pesynrarute Bo Tabena 5.2, MokeMe Ja 3aKIydrMe JIeKa 3a CUTE BPEI-
HoctH Ha P, (B) u 3a cute BpeaHocTr Ha P u Ppp, pesyararure 3a BE R,
ce mogo0pu o7 coonBeTHUTE pe3ynTatu 3a BE R, v pesyntatute 3a BE Ry et
ce moo00pH 01 COOBETHUTE pe3ynTaTu J00ueHu 3a B E Ryq.is. VIcTO Taka, ako Tm
criopeyBaMe pe3yaTarure 3a padalHUTe aTOPUTMUTE, MOXKEME Ja 3aKITydynMe
neka PaganenAJl4I1 naBa on 2 no 7 matu nmomoOpu pesyaTaTd Bo cropeada co
PadanenAJII1. McTuot 3aximy4ok ce 1o0O6MBa 3a COOJIBETHUTE BEPOJaTHOCTH 3a Ta-
KeT-Tpelika.

5.3.2 Excnepumentu 3a I'mabepr-Eaunor moxe co I'aycoBu ka-
HAJIH

Bo oBoj nen, nageHu ce ekcriepuMeHTaNHUTE pe3yntaru 3a [ unbepr-Ennor monen
co l'aycoBu kanamu co SN R = 4 u pasnuyunau BpenHoctd Ha SN Rp € {—3, -2,
—1} ¥ co uctuTe BepojaTHOCTH HA TPEMUH KaKO ¥ BO EKCIIEPUMEHTHTE CO GHHAPHO
cumeTpuyHH KaHanu. [IpBo, Bo Tabena 5.3 mpeTcTaBeHu ce eKCIIEPUMEHTAITHUTE
pe3yinTarH 3a Koz co para 1 /4, Bo Koja ' ynoTpeOyBamMe HCTUTE 03HAKH KaKo IPeT-
XOJTHO.

Ta6ena 5.3: ExcriepumenTanau pesynraru 3a R = 1/4

Pe(B) PERcut [ PERy_ cut [ BERcut [ BERp_cut
Poc =08, Pgp =08

-3 0.56322 0.32366 0.44058 0.24605

-2 0.46867 0.35419 0.35223 0.26129

-1 0.16467 0.08179 0.12212 0.05911
Poc =05 Pgp =05

-3 0.56322 0.32366 0.44058 0.24605

-2 0.32754 0.12348 0.24303 0.08867

-1 0.15243 0.05609 0.10993 0.03993
Poc =02 Pgp =038

-3 0.73127 0.57783 0.57146 0.4417

-2 0.46867 0.35419 0.35223 0.26129

-1 0.22775 0.16561 0.16732 0.12115
Pgg =08 Ppp =02

-3 0.27282 0.03513 0.20121 0.02449

-2 0.15056 0.01980 0.10891 0.01393

-1 0.06732 0.00986 0.04852 0.00589
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Op TaGena 5.3 Mmoxeme /1a 3aKITy4UMe JIeKa pe3yJITaTUTe JOOUEHU CO HOBHOT
PadanenAIIL, ce ox 2 no 8 natu nmomodpu 0Ol COOABETHUTE pe3yATaT JOOUEHU
co crapuot AJIIL.

TaGena 5.4: ExcriepumenTantu pesyarari 3a R = 1/8

Pe(B) | BERcut | BERy_cut | BERusets | BERy_4sets
Pog =08, Ppp =08

3 | 040468 0.21957 0.202399 0.07334

2 | 023806 0.11587 0.08246 0.02539

-1 | 010796 0.04945 0.02266 0.00871
Pec =05 Ppp =05

3 | 038576 0.15412 0.20372 0.043289

2| 021698 0.07825 0.07806 0.01490

21| 0.09497 0.03024 0.02002 0.00385
Poc =02 Ppp =08

3 | 0.53986 042327 0.35535 0.22462

2 | 033082 0.24201 0.15007 0.08345

21| 015119 0.10676 0.03686 0.02265
Poc =08 Ppp =02

3| 017904 0.02085 0.05540 0.00328

2| 0.09442 0.01037 0.02074 0.00134

21| 0.04009 0.00503 0.00703 0.00060

PE(B) PERcut PERbfcut PER4sets PERb74sets
Poc = 0.8, Ppp =08

3 | 061031 0.34835 0.40048 0.15002

2| 038256 0.19693 0.17461 0.05457

-1 | 017821 0.08640 0.04860 0.01771
Poc =05 Ppp=05

3 | 0.60865 026116 0.40710 0.09454

2| 037028 0.13637 0.16748 0.03204

-1 | 0.16402 0.05501 0.04169 0.00835
Poc =02 Ppp =038

3| 0.78650 0.65300 0.65797 0.44758

2| 053269 0.40408 0.31820 0.18130

-1 | 026101 0.18613 0.08208 0.04910
Poc =08 DPpp=02

3 | 030645 0.03809 0.11880 0.00604

2| 0.16345 0.01886 0.04428 0.00252

-1 | 0.07063 0.00907 0.01404 0.00115

Bo Tabena 5.4, nanenu ce eKCIEpUMEHTAHA PE3yJTaTH 3a BEPOjaTHOCTA 3a
OWT-rpelKa i BepojaTHOCTA 3a MaKeT-rpenika 3a kox co para 1/8. TIpuroa, kopuc-
TEHH Ce UCTUTE O3HAKH Kako U mpeTxoHo. O oBaa Tabena, MOKeMe Ja HallpaBUMe
CIIMYHH 3aKIy4OIH 32 KOJOT 3a para 1/8, kako 3a koot co para 1/4. Otryka,
MOXXEME J1a 3aKJIyduMe JIeKa 3a cute BpeaHocTn Ha SN R, pesynrtarute 3a BER
u PER noOueHu cO HOBHUTE alTOPUTMU CE€ MOAOOpU BO criopenda co COOIBET-
HUTE pe3yiaTaTu JTOOHWEHHU CO cTapuTe Bep3uu Ha anroputmure. Mcto Taka, co
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PadganenAJI4I1 ce no6uBaat ox 2 10 8 maru MogoOpH pe3ynTaTu OTKOIKY co Pa-
danenAll1. Pesynrarure on oBoj nen ce o0jaBenu Bo [79].

5.4 ExKcnepMMeHTAJHM Pe3yJTATH 32 CJAMKHU

Bo 0Boj net mpeTcTaBeHu ce eKCIIepUMEHTAITHUTE pe3yiTati qooueHu co RC'B(Q)
3a MPEHOC Ha CJIMKY HU3 KAaHAITK CO padalHy TPEIIKi. BCymHOCT, TH UCTpaxkyBaMe
nepdopmancute Ha PadaneHA/II1 u PadbanenA /1411 3a npenoc Ha ciuku Hu3 [ mi-
oept-Ennor kanan. HampaBuBMe ekcriepuMeHTH co BaTa Buaa Ha [ unbept-Ennor
KaHanuTe (OMHAPHO CUMETPUYHHM KaHaiu U ['aycoBu kaHamm). Cute excrepu-
MEHTH ce HampaBeHu 3a kof (72,576) co para R = 1/8, By = 5 1 co ucTUTE
napaMeTpH Kako ¥ OOMYHUTE MMOPAKH BO IPETXOIHOTO ITOTIIAB]E.

[IpBo, Ha Cnukara 5.3 mpercraBeHu ce ciuku 3a Pog = 0.2, Pgp = 0.8 no-
OueHHU MmocJie MPEHOC HU3 KaHa 0e3 KOPUCTEHE Ha KO 32 KOPEKI[Hja Ha TPEeIIKH.
[IpBara cnuka e qobuena nocne npeHoc Hu3 ['mnbepr-Ennor kanan co BCK co
BEpOjaTHOCTA 3a OUT-Tpelka Bo 106pa coctojoa P.(G) = 0.01 u BepojaTHOCTa 32
OuT-Tperika Kora KaHasoT e Bo Joiia coctojoa P.(B) = 0.16, a Bropara co I'ay-
coBu kaHanu co SN Rg = 4 xora kaHanot € Bo f1o0pa cocrojéa u SNRp = —3
KOTa KaHaJlOT € BO JIola cocTojoa.

Crnuxka 5.3: be3 kopucTeme Ha KOl 32 KOPEKIIMja Ha TPEIIKU

5.4.1 ExcnepumeHTH 32 CJIMKH NpHU npeHoc HUu3 ['miubdepr-Eaunor
MO/1eJI0T €O OMHAPHO CHMETPUYHHN KAHAJIU

Bo cure excriepumentu 3a ['uinbept-EnnoT Mozien co GHHAPHO CHMETPUYHH KaHAIIN
ja KOpHCTHME BepojaTHOCTa 3a OuT-rpemika Bo gobpa cocrojoa P.(G) = 0.01 u
HEKOJIKY Pa3JIMuyH{ BPEIHOCTH HAa BEPOjaTHOCTA 3a OWT-TPEIIKa KOra KaHajoT €
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BO Jiota coctojoa P.(B) € {0.16;0.13;0.1} u cinenHnTe KOMOMHAIIMH HAa BEPO-
JaTHOCTHUTE Ha TpeMUH off 1o0pa BO A00pa cocTtojda Pgg U O Jiomia BO JIOIIa
coctojb6a Ppp:

— PGG:O.QI/IPBB:O.g
- PGG:O.SI/IPBB:O.Q

Ha Cnuka 5.4 npercraBenu ce ciukute noouenu 3a Pog = 0.2, Pgp = 0.8u
3a cuTe cooBeTHH BpeaHocTH 3a P, ( B) nobuenu co Padanen AT, a na Cnuka 5.5
WCTUTE CIUKH JTOOMEHHW TOCJIe MpUMEHa Ha GUIATEpOT npeaioxeH Bo Ilormasje
3.4.1. Cnuxute nobuenu 3a Pgg = 0.8 u Pgg = 0.2 namenu ce Ha Ciauka 5.6 u
Cnuka 5.7.

Cmuka 5.4: Cnuku nobuenu co PadpanenAJlll 6e3 kopucrewme Ha ¢uirep 3a
Poe =0.2, P = 0.8

Cmuka 5.5: Cinuku nobuenn co PadanenAJlIl co xopucrewme Ha duarep 3a
PGG - 02, PBB - 08

Cnukute noouenn co PadanenAJl411 3a P = 0.2, Pgp = 0.8 mpeTcTaBeHu
ce Ha Cnuka 5.8 (6e3 puntep) u Cnmka 5.9 (co ¢unrep), fogeka CIMKUTE 3a
Pse = 0.8, Pgg = 0.2 npetrcraBenu ce Ha Cnuka 5.10 (6e3 ¢punrep) u Cnuka 5.11

(co dunrep).
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Cnuka 5.6: Cnuku noouenu co PadpanenAJIIl 6e3 kopuctewme Ha ¢uirep 3a
Pse =0.8, Pgg = 0.2

Cmuka 5.7: Cmuxu nobuenn co PadanenA/lIl co xopucrewme Ha duarep 3a
Poe =08, Pgp =0.2

Cnuka 5.8: Cnuku noouenu co PadanenAJl4I1 6e3 xopucteme Ha dunrep 3a
Poea =0.2, P = 0.8

Op Cnukara 5.4 u Ciiukara 5.8 (3a P = 0.2, Pgp = 0.8) Moxkeme Ja 3aKiy-
yume aeka PadanenA/I411 naBa mogoOpu pesynraru Bo cniopenda co Padanen-
AJIIT 3a cute pasmienanu Bpeauoctr Ha P, (B). CropeayBajku ri CIIMKHTE 100H-
€HH TIPEe]I U TI0CJIe PUMeHa Ha (PUITEPOT, MOXKEME JIa 3aKITydyrMe Jeka QUITepoT
JaBa 3HAYUTEITHO MOJ00PYBamkE Ha KBATUTETOT HA CIMKUTE IEKOJJUPAHU CO JIBaTa
anroputmu. Ho, ounrienHo e nexa GpuiTepot gaBa mogo0pu pe3yaTaTH 3a CITUKUTE
nobuenu co PapanenAJlIl Bo ciopenda co PadanenAJI4I1. [Ipuunnara 3a oBa e
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Cmuka 5.9: Cauxu nobuenn co PadaneHAJI4I1 co kopucteme Ha ¢uarep 3a
PGG - 02, PBB - 08

Cnuka 5.10: Cnuku nobuenu co PadanenAJI4I1 6e3 kopucteme Ha Guirep 3a
Pse =0.8, Ppg = 0.2

Cmuka 5.11: Cnuku moouenu co PadaneHAJI4I1 co xopucreme Ha dunrep 3a
Poe =08, Pgp =0.2

MIOT0JIEMHOT OpOj Ha HEETEKTUPAHU T'PEIIKU BO eKcrepuMeHTute co Padanen-
AJIAT1. BeymHocT, GUATEPOT HE MOXE Ja TH JACTEKTHUPA OBOj BHJ HAa T'PEIIKH.
Cmukute 3a P = 0.8, Pgg = 0.2 (Cnuka 5.6, Cnuka 5.7, Cnuka 5.10, Criuka
5.11) ce mojacHHU MOpajy MOMATUOT OpPOj HA TPEIIKHA BO KaHAJIOT CO OBUE BEPO-
jarHocTH Ha mpemuH. [lopanu Toa, BO OBUE CIMKU HEMA TojieMa Pa3iiuKa IoMery
CIIMKHTE JEKOAUPAHU CO JIBaTa aJIFOPUTMU U 110 IpUMEHaTa Ha (UITEpOT.



5.4. Excnepumenmannu pe3yimamu 3a CIUKU 81

5.4.2 ExcnepuMeHTH 32 CJMKHU NpH npeHoc Hu3 I'mabdepr-Eanor
Moae 10T co 'aycoBu kaHam

Bo 0B0j nien, najenu ce eKcrepuMeHTaTHUTe pe3yiTary 3a [ unbepr-Ennot monen
co l'aycosu kananu 3a SN R = 4 v pasznuunu Bpeanoctuua SN Rp € {—3, -2,
—1} ¥ co ucTrTe BepOjaTHOCTH HA TPEMUH KAKO ¥ BO EKCIIEPUMEHTHTE CO GHHAPHO
CUMETPUYIHH KaHAIH.

Cruxure noduenu co PapanenAll13a P = 0.2, Pgg = 0.83acure SN Rp
magenu ce Ha Ciouka 5.12. Cinukure Ha Cnuka 5.13 ce oOHMEeHM O CIUKUTE
nanenu Ha Cnuka 5.12 mocne npumena Ha ¢unrepor. Cnukute 3a Pog = 0.8,
Ppp = 0.2 nanenu ce na Cnuka 5.14 (6e3 ¢punrep) u Cnuka 5.15 (co dpunrep).

Cnuka 5.12: Cnuku nobuenn co PadanenAJlIl 6e3 xopucteme Ha duiarep 3a
PGG — 02, PBB - 08

Cnuka 5.13: Cnuku gobuenu co PadanenA/lll co xopuctewme Ha ¢uiurep 3a
PG’G - 02, PBB - 08

Ha Cnuxa 5.16 (6e3 ¢punrep) u va Cnuka 5.17 (co puntep) npercraBeHu ce
ciukute nobuenn co PadaneHANl4I1 3a Poe = 0.2, Pgp = 0.8. Cnukure no6u-
€HH co 0BOj anroputam 3a Poe = 0.8, Pgp = 0.2 ce nagenu Ha Ciuka 5.18 (6e3
¢unrep) u Ha Cruka 5.19 (co ¢unrep).

AHanu3upajKu I CIMKUTE JaJIeHH BO 0BOj Jel (3a mpeHoc Hu3 [ unbepr-Ennot
co ['aycoBu kaHaM) MOXKEMe /1a TH N3BEZeMe UCTUTE 3aKIy9OIH KaKo U 32 CITUKUTE
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Cmuka 5.14: Cnuku nobuenu co PadanenAJlIl 6e3 xopucteme Ha dunrep 3a
Pse =0.8, Ppg = 0.2

Cnuka 5.15: Cnuxu nobuenu co PadaneHA/IIl co xopucteme Ha ¢unrep 3a
Pee =0.8, Pgp = 0.2

Cmuxka 5.16: Crnuku nobuenu co PadanenAJI411 6e3 kopucteme Ha uiTep 3a
PGG - 02, PBB - 08

Hu3 ['mnbept-Ennor co OuHapHO cuMeTpuuHU KaHamu. Pesynrature o 0BOj men
ce nanenu Bo [80].
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Cmuka 5.17: Cnouku nobuenu co PadanenAJl411 co kopucreme Ha dunrep 3a
PGG - 02, PBB - 08

Cnuka 5.18: Cnuku nobuenu co PadanenAJI4I1 6e3 kopucteme Ha GuiaTep 3a
PGG = 08, PBB =0.2

Cnuka 5.19: Cnuku nobuenu co PadanenAJl4I1 co kopucreme Ha uirep 3a
Pse =0.8, Ppg = 0.2

5.5 bDBp3-anopuram-3a-a1eKoaupanme co KpMIITOKOAOBY 32 pagaii-
HH TPEelIKH

Bo oBoj nen, cakame na ru npuMenume o6p3urte anroputmu Ha RCBQ nanenu Bo
I'maBa 4., 3a mpeHecyBame MOpaKu MPeKy KaHai co padaiHu rpenky. BeymHoct,
HUE T KOMOMHUpaMe MPETXOIHUTE JIBE UJICH BO JBA HOBU AJITOPUTMU 32 KOMIU-
pame/aexonupame HapeueHu bp3P-anropuram-3a-nexoaupame-co-npecenu
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(FastB-Cut-Decoding unu bp3P-AJIIT) u bp3P-anropuram-3a-nexkonupame-co-4-
npecenu (FastB-4-Sets-Cut-Decoding wim bp3P-A1411). Umeno, Ha TOYETOKOT
OpUTHMHAJIHATA MOpaKa ja KoAupaMe co €eH O] alropuTMHTE 3a Koaupame (bp3-
AITumm bp3AJI411). ITocne Toa, mpuMeHyBaMe HHTEPJIMBEP Ha JOOUEHUOT KOJICH
300p (pex coennHyBameTo). JloOueHara mopaka co HHTEPIMBEPOT Ce€ MIPEHECYBA
npeky padasieH kaHan. Ha mpuMmeHuTe mopaku Ha M3JI€30T Ha KaHAJIOT, MOcCie
JIEJIEHETO Ha JIB€ (WM YETUPH) JEJIOBH, IO MPUMEHyBaMe JEHHTEPINBEPOT Ha
CEKOj JIeJl U TIOTOA CUTE JIEJIOBH C€ JEKOAMpaar co MOMOLI Ha COOABETHHOT all-
TOpUTaM 3a JIEKOAUPAhE.

5.5.1 ExcnepumMeHTAJHH pe3yJTaTu

Bo 0BOj nen mpeTcTaBeHU ce eKCIIepUMEHTAIHUTE pe3yaTartu qoouenu co bps3P-
AJIIT u Bp3P-AJI411 3a para R = 1/4 u R = 1/8, 3a mpeHOC npeKy KaHajl co
padannu rpemiku. Bo Hamure exciepumeHTH ro kopuctume ['mnbepr-Enuor mo-
JICJIOT KaJie M BO JIBETe cOCTojOM KaHAIOT e ['aycoB, a BpeqHocta Ha SN Rg BO
no0pa cocTojba e BUCOKa, a BpeaHocta Ha SN R Bo Joia coctojoa e mana.

['u cnopenyBame pesynraru foouenure co bp3P-A/II1 u bp3P-A 1411 co coon-
BeTHUTE pe3yntaru 3a PadanenAJlIl u PadanenAI411. Ucro Taka, 3a na ja moka-
xKeMe e(UKacHOCTa Ha Op3uTe aIrOpUTMUTE, I'M MPE3CHTUPAME MPOLIEHTUTE O
MIOPAKUTE 3a KOU AEKOAUPABETO 3aBPIIMIO CO By, = 1,2, 3,4 min 5.

Bo excniepuMenTHuTe 'l ynorpedyBame CieIHUTE MapamMeTpu 3a KOAOT.

— 3a komor (72, 288) Bo PadanenA/IIT u Bp3P-AII1, mapamerpute ce:

— marepH 3a peaxyHaantHocT: 1100 1110 1100 1100 1110 1100 1100 1100
0000 3a para 1/2 u nBa pasau4Hu Kiy4esu o 10 HuGIH.

— 3a komot (72, 576), ce ynorpeOyBaar CIeAHUTE MapaMeTPH:

— Bo Padanen AJIIT u bp3P-A Il - marepn 3a penynaantHOCT: 1100 1100
1000 00001100 1000 1000 0000 1100 1100 1000 0000 1100 1000 1000
0000 0000 0000, 3a para 1/4 u nBa paznuuHu Kiydesu o 10 HHOMH,

— Bo PadanenA/14I1 u bp3P-A1411 - narepH 3a peaynaantHoct: 1100
1110 1100 1100 1110 1100 1100 1100 0000 3a para 1/2 u yetupu pas-

JUYHU Kiy4yeBu of 10 Hubmu.
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Bo cute excniepuMeHTH ja ynotpeOyBaMe ucTara KBa3urpyna Ha () najieHa Bo
Tabema 3.2.

Bo excniepumenture co PadanenAJII 3a kopor (72, 288) kopuctume Bay =
4, a Bo excriepuMeHTUTE O anroput™MoT bp3P-AJIIl makcumanHa BpeaHOCT Ha
Binaz € 4. 3a xopor (72,576) Bo anroputmure PadaneHAlIl u PadanenAJ4I1
KopuctuMme B,,,,, = 5, a Bo bp3P-AJlIl u bp3P-A/141] makcumanHara BpeqHOCT
Ha B,,.. € 5.

Bo cute ekcriepumentu Bpeanocta Ha SN R Bo no0Opa cocrojoae SN R = 4.
HanpaBuBMe ekcriepuMeHTH 3a pa3indHu BpegHoctu Ha SN R Bo joria cocTtojoa
SNRp € {—3,—2,—1} u3a cnequuBe KOMOMHAIMH HA BEPOjATHOCTH 32 IPEMUH
oJl 100pa Bo 100pa coctojba Py 1 o jiomia Bo jomia coctojoa Pgp Bo ['nnbept-
Ennor monenor:

- PGGIO.SI/IPBB:O.S

—PGG:0.5I/IPBB:O.5

— PGGZO.QI/IPBB:O.S

- PGG:0.8I/IPBB:O.2

Bo TaGena 5.5, nanenu ce eKCIEpUMEHTAIHUTE PE3Yy/ITaTh 32 BEPOjaTHOCTA 32
our-rpenika, BFE R u BepojatHOcTa 3a maker-rpemika PER 3a koot (72, 288).
Co BERy_ ¢y 1 PERy,_.,; TH 03HauyBaMe BepOjaTHOCTUTE AoOueHu co Pada-
neHAIIl, aco BER ¢p—cut U PER ¢t BepojaTHOCTHTE 0OMEHHU co bp3P-AJIIL
Pesynrarure 3a BERy, .y n PER,_.,; 3a PadanenA/lll, ce nmpe3eHTUpaHu BO
[Tormagje 5.3.2.
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TaGena 5.5: ExcriepumeHTanuu pesynraru 3a kof (72, 288)

SNRp | PERsy_cut | PERy_cut | BERpy—cut | BERy_cut
Poeg =08 Pgg=038

-3 0.27657 0.32366 0.20524 0.24605
—2 0.15431 0.17727 0.11143 0.13127
—1 0.06588 0.08179 0.04531 0.05911
Poe =05 Pgg=05>
-3 0.20838 0.23135 0.14832 0.16945
—2 0.10023 0.12348 0.06993 0.08867
-1 0.04097 0.05609 0.02839 0.03993
PGG:0~2 PBB:0.8
-3 0.57402 0.57783 0.43486 0.44170
—2 0.35088 0.35419 0.25447 0.26129
-1 0.15315 0.16561 0.10795 0.12115
Pou =08 Ppp—=02
-3 0.02254 0.03513 0.01529 0.02449
—2 0.00994 0.01980 0.00669 0.01393
-1 0.00382 0.00986 0.00253 0.00589

AHanusupajku ru pesyararute ox Tabena 5.5, Moxeme Ja 3aKIydrMe JeKa 3a
cute BpeaHocTH Ha SN Rp ¥ cuTe KOMOMHAIIMKM HA BEPOjaTHOCTHTE 32 MPEMHH
pesynrature 38 BER g,y 1 PE Ry, cr €€ MKy IIOIOOPHU O COOZIBETHUTE PE-
synratu 3a BERy oy i PERy_ ..

Kora nexomupamero Bo bp3P-AJlIl 3aBpmiyBa B,y = 1 win B, = 2
JIEKOJTUPAHETO CO OBOj aIropuTaM € MHOTy ToOp30 oTkoiky co PadanenAlIl.
3aroa, Bo TaGena 5.6 ro gaBame MPOIEHTOT Ha MOPAKU 32 KOM JEKOAUPAHETO
3aBpiiyBa €0 Bae = 1, Bae = 2, Bpee = 3 umu B, = 4 BO exkcnepu-
menTute co bp3P-AlIl. Op pesynrarure naseHu TaMy, MOKEME 1a BUIUME JeKa
NPOIEHTHTE 3aBHCAT HE caMo oj BpenHocTa Ha SN Rp, TYKy U Ol BEpOjaTHOC-
TUTE 3a MPEMUH O] JIOIIa BO JIOIMIAa U Ol Ao0pa 1o mobpa cocrojoa. 3a Pro =
0.8, Pgg = 0.2 u cute Bpeanoctu Ha SN Rp 3a moBeke o 75% oJ mopakuTe
JIEKOIMPAKETO YCICIIHO 3aBpIlyBa €O Bqr = 1 wim B, = 2. 3a Pog =
0.8, Pgg = 0.8 umu Pgg = 0.5, Pgp = 0.5 u SNRg = —1 noseke oxg 50%
O]l IEKOJIMPAETO € YCHEIIHO 3aBPIICHO €O B, = 1 wu B,,,, = 2. Bo apy-
TUTE EKCIIEPUMEHTH, KaJle IITO BEpOjaTHOCTA KaHAJIOT Ja Oujie BO Jolia cocTojoa
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€ IorojemMa, UMaMe oMaJj IpOLEHT Ha YCHEIIHO AEKOIUPABE cO By, = 1 unm
Bipar = 2. 3Hauu, MOXKEME J1a 3aKIIy9HMe JIeKa HOBHOT ajJrOpHUTaM ja ogo0pyBa
Op3uHata Ha nekoaupame Ha RCBQ 3a mpenecyBame npeky [ unbepr-EnmnoT kanan
CO MoMaJjia BEpOjaTHOCT 3a JIoIIa COCToj0a.

TaGena 5.6: IlporieHT Ha MOpaKyu AEKOJUPAHU 32 PA3IIUYHU BPEAHOCTU Ha B4,

SNRp | Brae =1 | Braz =2 | Bnaz =3 | Biaz =4
PGG:0-8 PBBIO.S

=3 1579% | 1823% [ 17.71% | 48.26%

—2 | 20.06% | 22.56% | 22.34% | 35.04%

—1| 24.95% | 29.59% | 2425% | 2121%
Pog =05  Ppp=0.5

-3 501% [  2039% | 26.30% | 48.19%

—2 8.92% | 29.10% | 30.34% | 31.64%

—1| 18.17% | 37.82% | 27.70% | 1631%
Pog =02 Ppp=10.8

-3 0.17% 328% | 10.95% | 85.60%

—2 0.42% 8.55% | 21.45% | 69.58%

~1 217% | 20.99% | 32.60% | 44.24%
Pog =08 Ppp=0.2

—3| 4242% | 32.80% | 16.32% 8.46%

—2 | 5097% | 32.00% | 12.66% |  4.37%

—1| 60.10% | 29.56% 8.13% |  2.22%

Bo Tab6ema 5.7 u Tabena 5.8, ru npercraByBaMe eKCIICPUMEHTATHUTE PE3yIl-
tartH 3a koot (72,576) co para R = 1/8. Ja cnopenyBame BepojaTHOCTa Ha OUT-
rpemkara (BER) n naker-rpemkara (P ER) noouenu co PadanenAIl, bp3P-
AT, PadanenA 1411 bp3P-AJI411.

Co BERy ey, PERy_cut, BERy 4sets, PE Ry 4515 T O3HaUyBaMe Bepo-
JaTHOCTHTE 3a MaKeT-TpelIka U OUT-rpenika J00MeHu co padamHuTe anropuTMU
(PadanenA Il u PacdbanesAJJ4IT) u co BER fp—cut, PER fy—cuts BER fp—4sets 1
PE R 4sets COONBETHATE BEPOJATHOCTH JOOUECHHU CO anropuTMuTe Ha bp3sP ain-
roputmute (bp3P-AIIT u bp3P-AJI411).

On pesynrarure nanenu Bo Tabena 5.7 u Tabena 5.8, Mokeme /1a 3aKITydnMe
JIeKa 3a CUTe KOMOMHAIMM HA BEPOJaTHOCTH 3a NMPEMUH M CUTE BPEIHOCTH Ha
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SNRp 3a BER n PER noGueHu cO HOBUTE Op3U aJTOPUTMH C€ MOT00PH O
COOJIBETHUTE pe3yiATaru 100ueHu co padannute anroputmute. CriopenyBajku ru
pe3yATaTuTe Off CUTE aTOPUTMHU, MOXKEME Ja BHAMME JieKa Hajao0pute pe3yi-
TaTu (3a CUTE MapaMeTpH Ha KaHAJIOT) ce JO0OMeHU co anroputmotr bp3P-AJI411.
3a P = 0.8, Pgp = 0.2 u cute pasmienanu Bpeanoctya Ha SN Rp, BpemaHoc-
tute Ha BER u PE R nobuenu co oBue anroputmu ce eqnaksu Ha 0. HMcro Taka,
O]l BPEMETPACHETO Ha eKCIIepUMEHTUTE 3akiyunBme neka bp3P-AJI411 e mHOTYy
noOp3 off IpyruTe TPU aJrOPUTMH pasIvielaHu BO OBOj JEJI.

Bo Tabena 5.9, nafeH e mpoueHTOT Ha MOPAKH Kaj KOU JeKOAUpameTo co bp3P-

AIIT u bp3P-AJl41I1 3aBpiryBa co Biar = 1, B = 2, Bae = 3, Biae = 4
Wi B, = 5.

Tabena 5.7: Exciepumenranuu pesynraru 3a BE R 3a xonot (72, 576)

SNRB BEbefcut ‘ BERbfcut ‘ BEbef4sets ‘ BERbf4sets
PGG = 08, PBB =0.8

-3 0.06381 0.09182 0.01421 0.03798

-2 0.02148 0.03935 0.00322 0.01631

-1 0.00624 0.01347 0.00044 0.00518
PGG:0-5 PBB:0-5

-3 0.03417 0.05539 0.00588 0.02263

-2 0.01257 0.02198 0.00138 0.00853

-1 0.00250 0.00707 0.00022 0.00251
PGG:O-2 PBB:O.8

-3 0.16994 0.19376 0.06586 0.08592

-2 0.06408 0.08687 0.01560 0.03244

-1 0.01697 0.02736 0.00258 0.01085
Poc = 0.8 Pgp =02

-3 0.00200 0.00477 0 0.00225

-2 0.00063 0.00174 0 0.00091

-1 0.00013 0.00075 0 0.00026
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TaGena 5.8: Excriepumentanuute pesyararu 3a PER 3a xkox (72, 576)

SNRp | PERpy—cut | PERy_cut | PERgy_ssets | PERy_asets
Poa =08, Pp=0.8

—3 0.11470 0.16734 0.02657 0.06552

—2 0.04155 0.07273 0.00662 0.02931

—1 0.01202 0.02556 0.00079 0.00900
Pog =05 Pgg=05>

-3 0.06509 0.10765 0.01202 0.03910

-2 0.02304 0.04198 0.00324 0.01419

-1 0.00540 0.01375 0.00043 0.00446
PGG:0'2 PBB:O.8

-3 0.29551 0.35628 0.12025 0.14653

-2 0.11874 0.16381 0.02988 0.05688

-1 0.03283 0.05357 0.00490 0.01879
Poc =08 Ppp—=02

-3 0.00374 0.00886 0 0.00410

—2 0.00115 0.00382 0 0.00158

-1 0.00029 0.00158 0 0.00043
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Opn TabGena 5.9, MoxkeMe a BUIUME J€Ka BO CUTE €KCIIEPUMEHTH JOOHUBME T10-
J0OpH MPOIICHTH (TIOTOJIEMH MPOIICHTH 3a IMOMalH 3,,,, ¥ MMOMaJIA MPOIEHTH 3a
HOTOJEMHU B,,4,) co bp3P-AJ1411 otkonky so bp3P-A/II1. Bo ckopo cute ciyuan,
MPOIEHTOT Ha IMOPAKH Kaj KoM 3a IeKoupame co bp3P-anropuram-3a-aexonupame-
co-4-tipecernu € moTpedbHo B, = 5 CO OBUE aITOPUTMH € 11011 8% U 32 IOBEKE 01
60% ox mopakuTe ACKOAUPAKETO 3aBPIIyBa cO B, < 3. Mckiydok o oBa ce
camo ciyyaute kora P = 0.2, Pgg = 0.8, SNRy < —2u Pgg = 0.8, Pgp =
0.8, SNRp = —3. Ucro Taka, 3a Pgg = 0.8, Pgp = 0.2 noBeke o IMOJIOBUHA O]
JIeKoIupamara 3aBpiuie co B,,,, = 1. OBa 3Hauu JeKka 3a OBHE MapaMeTpu Ha

kaHajioT anroputMot bp3P-AJI411 e noOp3 ox PaganenA1411.
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Tabena 5.9: IIpolieHT Ha TOpaKK IEKOIUPAHU CO PA3TIUIHU BPEIHOCTH HA 3,4,

Bp3P-anropuram-3a-1eKoanparme-co-Ipecern

Bmae 1 2 3 4 5
SNRp

Pgg =08 Ppp=0.8

-3 3.49% | 14.38% | 24.80% | 28.57% | 28.76%

—2 5.16% | 22.52% | 32.39% | 24.98% | 14.96%

-1 8.10% | 34.92% | 34.77% | 16.15% 6.06%
Pga =05 Ppp=0.5

-3 0.22% 9.41% | 33.84% | 33.83% | 22.70%

-2 0.78% | 20.39% | 43.13% | 25.25% | 10.45%

-1 2.62% | 39.57% | 40.81% | 13.28% 3.72%
Pgg =02 Ppp=0.8

-3 0% 0.18% 6.57% | 29.51% | 63.75%

-2 0% 1.56% | 20.51% | 41.17% | 36.76%

-1 0.04% 7.75% | 40.79% | 35.68% | 15.74%
Pgg =08 Ppp =02

=3 | 17.09% | 49.87% | 24.72% 6.55% 1.78%

—2 | 25.58% | 52.37% | 17.68% 3.64% 0.73%

—1 | 36.12% | 51.60% | 10.25% 1.68% 0.35%

Bp3P-anropuram-3a-gekonupame-co-4-mpecenu
Bmaz 1 2 3 4 5
SNRp

Pga =08 Ppp=0.8
—3 | 23.22% | 18.02% | 22.20% | 25.42% | 11.13%
—2 | 27.61% | 25.09% | 26.56% | 17.04% 3.70%
—1 | 35.64% | 32.21% | 24.14% 7.33% 0.68%
Pgg =05 Ppp=0.>5
-3 7.13% | 20.07% | 35.07% | 30.54% 7.19%
—2 | 12.36% | 31.98% | 38.33% | 15.50% 1.84%
—1 | 23.95% | 42.21% | 28.65% 4.85% 0.34%
Pgg =02 Ppp =028
-3 0.17% 2.12% 8.19% | 45.62% | 43.90%
-2 0.68% 6.96% | 25.23% | 50.45% | 16.68%
-1 3.18% | 19.99% | 44.45% | 28.76% 3.62%
Pgg =08 Ppp =02
—3 | 54.50% | 31.98% | 11.89% 1.55% 0.09%
—2 | 63.89% | 29.17% 6.44% 0.48% 0.01%
—1 | 73.37% | 23.83% 2.68% 0.12% 0%

Co oBue HoBu anroputmu, bp3P-AlI1 u bp3P-AJI411, no6uBme omodpu pe-
3yATaTy 3a BEPOJaTHOCTUTE HA MAKET-TpeliKa U OUT-TpelIka OTKOJIKY CO IpeT-
xonHo nedunupanute (PadanenAlll u PadanenAJI4I1) anropurmu Ha RCBQ
3a MPEeHOC MpeKy KaHalmu co padanHu rpemku. Vcro Taka, of Mpe3eHTUPaHUTE
IPOLIEHTH Ha MOPAKU Kaj KO JEKOAMPAETO 3aBPIIyBa CO Pa3IMYHU BPEIHOCTH
ol B4, MOXKEME J1a 3aKITy4MMeE JIeKa 32 HEKOM apaMeTpH Ha KaHajoT, bp3P-A /111
u bp3P-A 1411 anroputmMuTe 0BO3MOXKYBaaT modp30 nexkonupame. Pesynrarure ox
OBOj 11en ce nmpudareHu 3a neyareme Bo [87].



I'maBa 6

baok-Bepuru (Blockchain)

6.1 TexHoJsiornjara Ha OJIOK-BepPUTHTE - IOMM U OCHOBH

Bbrnok-eepucama mpeTcTaByBa JEIEHTPAIN3MPaHa IIaBHA KHUTa O] TPAHCAKIINH,
pacnperneneHa momery cuTe KOMIjyTepu Bo enHa P2 P mMpexa Kaje ITo 3a CEKOj
KOj € KOHEKTHPaH Ha Mpe»KaTta, Ce BUUIMBYU CUTE JIeTaJIU 3a TpaHcakuuuTe. Beym-
HOCT, OJIOK-BepuraTa € pacTeyka Hu3a Ha rmoBp3aHu O1okoBu. Cekoj 010k ce coc-
TOW OI BaJIMAHU TpaHCAKOWH, BPEMCHCKH I1€YaT, Xall IMOUHTECP A0 NPETXOAHHUOT
0J10K BO JIaHEOT U OpOj IITO Ce TeHepupa caMo EHAIll U KOj YYECTBYBa BO (hopMu-
pamEeTo Ha Xalll BpeTHOCTa Ha OJIOKOT (nonce), Kako MITO € MpukakaHo Ha Ciuka
6.1.

Bpemencku nevat BpeMeHcku nmevat BpemeHcku neuat
Xamr Ha TIPS TXOAHHOT Xair Ha IPeTXOJHHOT Xarmr Ha
~ ~ =
OIIOK 610K MPETXOAHHOT GIIOK
- | Gmok S i )i
‘ “Nonce™ ‘ ‘ “Nonce™ ‘ ‘ “Nonce™ ‘
‘ 3amuc 01 TPAHCAKLHI ‘ ‘ 3ammc o TpaHCAKIHH ‘ ‘ 3ammc o TpaHCAKIHH ‘

Cnuxka 6.1: EqnocraBHa O610K-Bepura

Kora Hexoj 6apa TpaHCakiija WM KOTa JBE CTPAaHU pa3MEHyBaaT MOAATOLH,
KaKo HITO C€ MapH, JOTOBOP WM Koe OMJIO CPEeICTBO KO€ MOXKE /1a € IUTUTAITHO
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onuiaHo, 0apaHara TpaHcakiyja ce mupHu Bo P2P mpexara Koja ce COCTOH 0]
KOMIIjyTepy HapedeHH ja3nmu. OBaa Mpeska O KOMITJyTepH ja BaIHIHpa TPAHCAK-
IMjaTa M CTaTyCcoT Ha KOPUCHHUKOT KOPUCTEJKH IMO3HATH aJITOPUTMH.

Bo 3aBHCHOCT 01 MpeXHUTE NapaMeTPH, TPAHCAKIIUjaTa WM ke ce Bepudu-
KyBa BE/IHAIIl WM CE 3alluIllyBa BO 0e30€eH 3alic U ce CTaBa BO CIIMCOKOT Ha
TPaHCAKIMH MITO YeKkaar 3a Bepudukanuja. Cekoj 610K ce uaeHTUPUKYBA CO XAl
U conpxu xeaep (pedepeHIia 10 XaoT Ha MPETXOHUOT OJIOK) U TpyIia Ol TpaH-
cakmuu (Cnuka 6.2).

MO JATOI

Xar

/ Xaunr Ha

IIpeTXOOHIIOT Onox

Cnuka 6.2: Enen 610k Bo 610K-Bepurara

CexkBeHI1aTa o1 TOBp3aHu OJIOKOBU Kpenpa 0e30e1Ha 1 He3aBuCcHa Bepura. bio-
KOBHTE MOpa MPBO JIa C€ BaJMIUpPaar a moToa Ja Ouuar J01aJeHU BO OJIOK-BEPH-
rara. Kora 61okoT ce Bepudukysa, ce AucTpuOyrupa HU3 Mpexara (ce Jo1aBa
BO IIOCTOEYKATA BEPUTa) U CEKOj ja3oi To jo/aBa OJOKOT BO MHO3MHCKaTa OJIOK-
Bepura. Toram TpaHcakiujara € komrieTHa. lllemarcku mpuka3 Ha TEXHOJIOTH]a-
Ta Ha OJoK-Bepura e najaeH Ha Cnuka 6.3.

Kora 310HaMEepHHOT KOPUCHHK Ce€ OOMIIyBa Jla MOAMETHE M3MEHET OJIOK BO
CUHIIMPOT, Xail ()yHKIIMjaTa Ha TOj OJIOK U Ha CUTE CJIeIHU OJIOKOBH Ke Ce IPOMEHHU.
OBue npoMeHH ke OuaaT NETeKTHpPaHU O[] JAPYTHTE ja3Iu U THE Ke ro ordpuar
OJIOKOT 071 MHO3HMHCKATa OJIOK-BEpHTa, CIIPEeIyBajKi H3MaMa BO JIAHEI[OT, IIPUKasKa-
Ho Ha Ciuka 6.4.

[Tocrojar yeTnpu TUNa Ha OJIOK-BEPUTH:

— Jasna 6nok-6epuea - BO KOja HeMa HUKaKBU OTpaHUYyBama 3a mpucramn. Cure
TpPaHCAKIIMH IITO CE OJBMBAAT Kaj jaBHAaTa OJIOK-BEpHUTa C€ IIEJIOCHO TPaH-
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Kaxo padorn:

[amm |

Om

[mmm |
/@\

v

) _—siel—ce-

Bapasara Tpancaxilja Bammganmja
ce mupu so P2P

Mpe3aTa COCTABEHA 0F
Hexoj Bapa KOMIT) YT€pH - ja37TH. Mpe:xa'ra omjasmt ja
TpaHCaKIHja BAMHM3HPA TPAHCAKI 313 K
CTAaTyCoT Ha KOPHCHHKOT
KOPHCT & K1 MOZHAT ANMTOPHTaN.

&edde s 8
\/ paHcaKIija ce

[ & e— (& e — ’,ouﬁmmpana CO OpYTH
°

Hoenor 6ok & nomanen Ha
NOCT0E4KATA GII0K-BEpHTa, Ha HAWMH
KOj € TPacH H HEIPOMEHET .

TpaHCAKITH]3TA &
KOMIIETHA

~/ Bamgmara pascasimia
MOME A BETYIH -
KPHITOBATYIA,
IOroBOpH, 3aMmICH"
U Op. HEGOpMATIT

TpaHCAKITHH T3 KpeHpag
MoK 07 MOTATOIH 22
TTIaBHATa KHHTA.

o o

o Kpunrosarvrara e METHYM Ha paSMEHa, COZTANEH H
CMECTEH ENeKTPOHCEN B0 OJI0K-ESpHTaTa, KOPUCT &jEI
TEXHIKA Ha KPUITHPakE, 33 12 F0 KOHTpOTpa
CO3TABARET0 HA MOHET 3pPHHT € THHMIN . BUT KoMH-0T
& Hajgodap Mo3HaT Ipimep.

K — O,

Q

o

Hema cymmuncka Hema usutixa He zaencu of ueHTpamara

EpeHOCT MOpaTy Toa fopMa 1 MOCTOR Danxa M Mpeara e
@ Blockgeeks ITO HE MOXE 113 2 CaMo B0 Mpexara. HOMILTETHO

OTHEYIYEA 33 CTOKA HaKo OcUCHTPATH3HpaHa.

T € 3MaTOoTo.

Crnuxka 6.3: Texnonoruja Ha 6mok-Bepurara [50]
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CHAapeHTHH, T.6. CEKOj MMa MPHCTal JI0 CeKOja TPAHCAKI[Mja HEKOTall Ha-

npaBeHa. CeKoj CO MHTEpHET KOHEKIIMja MOXKE Ja Mpaka TPaHCAaKIHH, a

UCTO Taka Aa Ouze u BajauaaTop (T.e. Ja yuecTBYyBa BO M3BPLIYBAaHETO Ha
KOHCEHCYC MPOTOKOJIOT). HajmomynapHuTe MHOBAIIMM Ha jaBHATa OJIOK-Be-
pura ce AMTMTAIHUTE BAyTU Oumxour u emepuym [19].

— Ilpusamna 610K-6epuea - Ha KOPUCHUILIUTE BO OBaa OJIOK-BepUTa MoTpedoHa
UM € JI03BOJIA JIa C€ MPUKIyYaT. TpaHCaKIMHUTE ce€ TMPUBATHU U JIOCTAITHU
caMO Ha KOPHCHUIIMUTE Ha KOU UM € JIaJieHa J03Bojia 3a J]a C€ MPUKIyYaT.
[IpuBatHaTa G10K-BepuUra € MOLEHTPAIN3UpPaHa U CYOjeKTUTE KO YIpaBy-
BaaT CO BepUraTa MMaar 3HaYMTEHA KOHTPOJIA HA/l yYECHHUIIUTE BO HCTHOT.
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Xam 12aa Xam 67as

TIper. Xam 2341 TIper. Xam 12aa TIper. Xam @4bb

Cnuxka 6.4: 3mener 610k Bo O6J0K-Bepurara

— Hoz6onena 6nok-6epuea - 3a pa3ivka oJl IpuBaTHATa OJOK-BEpUTa KaJIe IITO
€lIcH Cy0jeKT ja KOHTpOJIMpa Iiejara OJIOK-BEpHUTa, J03BOJIeHATa OJIOK-Be-
pura e ympaByBaHa o]l Tpyma CyOjeKkTH, T.e. OBOj BHJ MOXeE Jla Ce cMeTa
3a MMOTKATeropHja Ha mpuBaTHarta Onok-Bepura. IIpenHocra Ha oBaa OIOK-
BEpUra € Toa IITO MOXKe Ja 00eIMHM rpyTia Ha OM3HKUCH KOM padoTaar 3aeiHo,
HO MICTO TaKa M KOM Ce HaTIpeBapyBaar Mery cede, a Co Toa OBO3MOXKYBajK1
UM Ja Ounar noeukacHu, ¥ WHAUBUIYAIHO U KOJIEKTHBHO, COPA0OTyBajKH
BO HEKOH ACIEKTH O]l HUBHUTE OU3HUCH.

— Xubpuona 610K-6epuca - KOMOMHHpAWkE Ha MPEAHOCTA 3a MPUBATHOCT HA
IpUBaTHATa WIN A03BOJIeHATa OJOK-BEpHra co MPEeAHOCTUTE 3a 0e30eTHOCT
Y TPAaHCIAPEHTHOCT Ha jaBHara OJok-Bepura. OBa MpUIOHECYBa 33 3HAYHU-
TesHa (GIEKCHOMIHOCT MPHU M300POT Ha CyOjeKTHTE, KOM MONATOIH Ja TH
HarpaBar jaBHU U TPAHCIIAPEHTHH, a KOM NPUBATHU NIpU (pOpMUpABETO HA
OJOK-Bepurara.

6.2 burkoun

Bo 2008 roguna, moeauHel WM rpyna jyre, NOTHUIIAHA Toa uMero Cartomu
Hakamoro, ro m3namoa Tpynot “Bitcoin: A Peer-To-Peer Electronic Cash Sys-
tem” [83]. BUTKOMHOT, NpBaTa IJIaBHA IPUMEHA Ha OJOK-BEPUTHTE, IIPETCTaByBa
P2P Bep3uja Ha €IEKTPOHCKHU Kelll, IITO OBO3MOXKYBa IUPEKTHO OHJIAjH TUIAKabe
O]l €lHa CTpaHa Ha Apyra, 6e3 morpebda o1 BKIy4dyBame Ha TpeTa cTpaHa. Oaa
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KpHUIITOBATYTa € IpBa JCIEHTpAIM3UPaHa BalyTa Koja KOPUCTH KpunTorpaduja 3a
6e30eqHu TpaHcakiuu. Cekoj Koj K€ ro MHCTaJlupa OTBOPEHHOT U3BOPEH (Oopen
source) Mporpam MITo ro UMIJIEMEHTHPa 0BOj HOB IPOTOKOJI MOXe Ja OuJie e of
outkoun P2 P mpexara [7].

OCHOBHHTE KapaKTepUCTUKU Ha OUTKOUHOT Ce:

— Heyenmpanuzuparocm, 1ITO 3HAYM HE IOCTOEHE HA LIEHTpaJiHa OaHka. EMu-
TEpUTE Ha OBaa BaJlyTa CE KOPUCHUIIUTE WM HOCUTEIINTE Ha KOMITJyTepUTE
Kou “pynapar” (“mining” KOMIjyTepH) U KOU ja Bepu(pUKyBaaT cekoja TpaH-
cakIuja.

— TajHocTta 00e30emeHa co kpunrorpadujara co jaBeH KIIyd ja 1aBa 008epoa-
ma Ha OBaa BaIyTa.

— Aemenmuxayuja Ha TPAaHCAKLIMUTE OJ1 €CH JI0 IPYT ja30J1 BO OJIOK-Bepurara
€ HalpaBeHa CO IUTMTAJIHUOT IOTIIHUC.

- I[I/II"I/ITaJ'IHI/IOT IMOTIIMC Ha IOpaKaTa UCTO TaKa O6€36€,HYB3 unmezcpument Hu3
IMPCHOCOT.

Cekoja TpaHCakKIMja ce COCTOM Of;
— 6ne3 (T'M MOKaXXyBa TPAHCAKIIMUTE CO KOM UCTpaKayoT MpUMa OUTKOUHH)
— KonuyuHa (Cymara Ha OUTKOMHU KO UCIIPaKayoT TH UcHpaka A0 MpUMayoT)

— u3ne3 (OUTKOMH ajpecaTa Ha IPUMAYOT)

6.2.1 Kako pyHkumoHnpa OUTKOMHOT?

3a na Anuc ucnipatu napu (5 6utkonnun) Ha bo06, Taa eMuUTyBa mopaka co Hej3uHaTa
cMeTka (account) u cymara oj 5 outkonHu. Cekoj ja3oJ IMITO ja MpruMa rmopakara
npaBu axypupame (update) Ha KomHjaTa Ha IIaBHATAa KHHUTa U 1OTOA ja Mpemnpaka
nopakara 3a TpaHCaKI{jaTa, Kako IITo € mpukaxaHo Ha Cnuka 6.5.

KopucHUKOT BO OMTKOMH Mpexkara 6apa moceOHa JIO3UHKA 3a J]a MOXKE J1a TH
npuMH ucnpatenute napu. OBoj BU Ha 0€30€JHOCT Io 1aBa OUSUMATHUOM HOM-
nuc. Co HEroBa MOMOII C€ JOKa)XyBa aBTEHTUYHOCTA Ha Mopakara MpeKy mare-
MaTUYKH aJITOPUTaM IITO 3AIUTUTYBAa OJ KOMHpAme W W3Mama BO TUTHUTAHATA
ctepa.

JIUruTamHNOT MOTIMC KOPUCTH JBa IOBP3aHU KITyda!
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I'1aBHa KHHTA

Amuc 25BK
I'1aBHa kHUTA Bo6 25BK
Amuc 30 BK
bo6 20BK

I'maBHa KHMTa

Amuc 25 BK

bob 25BK

Amic —— Bod

5 ButkonHu

Cnuxka 6.5: Mcnpakame nopaxa

— Ilpusamen Ky K0j ce KOPUCTHU Ja 'O KpeHpa MOTIUCOT

— Jasen Kyd KOj CC KOPHUCTH 34a IIPOBCPKA Ha IIPpUIIAAHOCTA Ha ITOpaKara.

HcnpakadoT reHepupa npuBaTeH Kiyd U jaBeH kiyd. [lortoa, ja moTnuiryBa
ropakara co MOTIIMC U TO UCIpaka CBOjOT jaBeH KIy4, MOTMHCOT U MOpakara 10
MpekaTa. Ja3omoT Wi IPUEMHHUKOT MOToa MPOBEpyBa co ynorpeda Ha anropu-
TaM 3a BepuQUKaIja aja mopakara € MOTIHUIIaHa O] UCIPAKadoT, IMTO MOXKE
Jla ja HampaBHW CaMO COTICTBEHUKOT Ha MPUBATHUOT KJIy4 HA JaBHUOT KJIyY IITO €
ucnpateH. [Ipouecor Ha reHepupame U BepuduKalyja Ha TOTIUCOT IIEMaTCKU €
npukaxkad Ha Cnuka 6.6.

bunejku moTnucoT 3aBUCH O] TOpaKara, Toj ke OuJie pa3inieH 3a CeKoja TpaH-
cakiuja, Cinuka 6.7. OBaa 3aBUCHOCT 3HauW JieKa HUKOj HE MOXKE J1a ja IPOMEHHU
nopakara J1oJieka TOMUHYBa HU3 MpekaTa, OujiejKu ceKoja mMpoMeHa Ha rmopakaTa
Ke ro yHHIITH NOTHUCOT. Ha 0BOj HauMH ce 00e30e1yBa HHTETPUTET TPU MIPEHO-
COT.
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Hcnpakau TIpumau
T'eHeparop Ha KIyd:
JaBen xiyu
JaBeH xirya —‘ Taper
IIpuBaren Kiya l/
l TloTmic Anropuram 3a
\L BepudHKaLIja
AnropuTaM 3a
HOTIHITYBAke
HiYB L ITopaxka O
opaka:
Tlopaka: _J7 Kpurrrokomosn

HCIIpaTeHa o1 [OTIHITYBa1
KPHUIITOKOIOBH mp A

Qarcuera

Cnuka 6.6: JlurutajieH noTmnuc

6.2.2 TpaHcakuuy 4 INIABHA KHUTA

3a na moxe Anuc jaa nparu 5 OutkouHu Ha boO, Taa Mopa /1a ce MoBUKa Ha OHUE
TpaHCaKIUH Kaje mTo Anuc 106uBa Outkounu. Toa ce enesnu mpancakyuu. Jpy-
TUTE ja3]Id KOU ja Bepu(UKyBaaT oBaa TpaHCaKIMja T MPOBEPYyBaaT CUTE BIE3HU
TpaHcakuuu Ha Annc. Bo OMTKOMH MpekaTa ce KOPUCTH MPaBUIOTO, JIeKa CUTE
BJIE3HU TPAHCAKIIMM MOpa /1a C€ UCKOPUCTAT. AKO U3J1€30T € IoMaJl O] BIE3HUTE
TpPaHCAKIMK TOTalll Pa3JIMKaTa OJ] BI€30T U U3JIE30T KaKo BI€3Ha TPAHCAKIIHM]a TOB-
TOPHO CE€ Bpaka Ha wucHpakadoT. JlaHemoT Ha TpaHCAaKUMUTE € MPUKaKaH Ha
Cnuka 6.8.

butkoun pyoapume tv BepuuKyBaaT TpaHCAKIIMUTE, TH CTaBaaT BO OJOKOBU
O]l TPAHCAKIMH U OJUTY9yBaaT KOj OJIOK € CIICHUOT, T.€. OUMKOUH CUCEMOm TH
rpymnupa TpaHCAKIIMUTE BO OJIOKOBH W TH MOBP3yBa BO OJ0K-Bepurarta. bumejkwu,
MHOTY JIyf'e MOXKaT Jla co3/1a1aT OJIOKOBH BO MICTO BpeMe, KOj OJIOK Ke Bie3e MpB
BO OJIOK-BepuUrara ce pelana co yrnorpeda Ha xai GyHkiujara. QakTopor mTo ja
OJlpe/lyBa BEpPOjaTHOCTA JIeKa KOMIT)yTepOT pyoap Ke ro MOTBpAU OJIOKOT Ha TpaH-
CaKIIMH € MO3HAT KaKko medcuna (difficulty) pakmop.
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HI‘IFI‘[T&H@H IIOTITHC

Amnc 2bo6 5 GUTKoHHHI 546373728...
Amnc 2bun 10 6utkonHN 535372728...
Amnc 2Kum 100 6rrtkonHn 66277%827...

Pa3mITIeH ceKoj mat

Crnuxka 6.7: TpaHCakIIMCKH ITOPaKU

txn Transaction Chain
History of Ownership
Jane — Fred
txn txn
txn e
- ;_‘,
-~ ®
Fred — Alice Alice — Bob
Juan — Fred
txn txn
txn / _ -.‘)
\af
> Charles — Alice Charles — Emily
Charles — Charles
Zack — Charles two outputs

Cnuka 6.8: VicTopuja Ha COTICTBEHOCT Ha TPAHCAKIMCKH JaHel [34]

6.2.3 Xammpame BO OUTKOUH CHCTEMOT

Xamr (pyHKIMjaTa € MaTeMaTHYKH MPOoIIeC Koja MpuMa elleH BIie3, CTPUHT CO Mpo-
M3BOJTHA JTOJDKWHA, U3BPIITYBa OMepallja HaJl HETO U Bpaka M3JI€3€H MOJaToOK CO
¢uxcHa nomxuHa. butkonnot kopuct SHA-256 u RIPEMD-160 xam ¢yHKImm.
BeymHocT, kora ce KOpHCTH XamoT BO OUTKOWH CHCTEMOT, TOj C€ MpPecMeTyBa
nBa natu. [logecto ce kopuctu xam ¢pynkuujata SHA-256, noneka RIPEMD-160
ce KOPHUCTH 3a KpEUpame Ha KPaTKU XalloBH 3a OMTKOMH aapeca. Bo Tabena 6.1
Jaj7ieH € IpuMep Ha JIBOJHO Xalllupame Ha CTPUHTOT “‘bitcoin”.
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Tabena 6.1: IIpumep Ha TBOJHO XaIIMpamke Ha CTPUHTOT ~bitcoin”

SHA256
npeama pynoa co SHA-256 6b88c087247aa2f07eelc5956b8ela9f
4c71892a70e324f1bb3d161e05cal07b
emopama pynoa co SHA-256 | a23b7f87e4250b3a64b737f349c06422
f752f419cbb25ae9169a6¢cfle23f4462

SHA-256 & RIPEMD-160
npeama pynoa co SHA-256 6b88c087247aa2f07eelc5956b8ela9f
4c71892a70e324f1bb3d161e05cal07b
emopama pyHoa b67199610e811d5eba9e

co RIPEMD-160 337877a8f55f766d7401f

6.2.4 Texuna pakTopoT BO OUTKOUH CHCTEMOT

Wznes3or ox xam ¢pyHKIMjaTa HAa 6JIOKOT Mopa Aa Ouje moj cnenuduyHa BpeTHOCT
HapeueHa yen. Texcuna € MepKa 3a Toa KOJIKY € TEeIIKO J]a Ce HajIe XaIloT I0J] 0Baa
nen. Bpennocra Ha TexxuHa (hakTopoT ce MeHyBa Ha cekou 2016 GiokoBu. OBa ke
Mpou3Bee, BO MPOCEK, eaeH 010k cekoj 10 munyTH (para Ha 0;10K0T). TEeKOBHHUOT
TeXnHa (akTop U xaw pamama (6p3uHaTa CO KOja KOMIjYTepOT U3BpIIIyBa OIle-
panyja Bo ONTKOMH CUCTEMOT) IO OIpeeayBaar OpojoT Ha reHeprUpaHH OUTKOMHH
IITO MOXKE €JHa MHIMBHUIYya J1a T IMOCTHTHE BO TEKOT Ha JIEHOT. [IpBHOT pymap
KOMITjyTep IITO Ke ja pelny 3araTkara (1a Hajje Xail BpeIHOCT MO/ IaJieHaTa 1en),
Ke HalpaBM €MUTYBAmkhEC Ha HETOBHOT OJIOK M CO TOa HEroBaTa rpyra Ha TpaHCaK-
UM € MpudareHa Kako cieaHa Bo 6Jok-sepurara, Cnuka 6.9.

Bo 0B0j nen HarpaBMBMe aHAJIM3U HAa TOA KAKO (DaKTOPOT TEKMHA Ce MEHYBa
B0 Mecel aBryct 2017 u rogumHo Bo nepuonot ox anpui 2017 no ampun 2018
ronuHa. Ha Cnuka 6.10 u Ha Cnuka 6.11 npukaxaHu ce pe3yiaTaTuTe Of OBUE
aHaJIU3K.
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COZIPIKIHA HA OIOK 0]
TPAHCAKITHA

\
[ |

ID ma CIIyIajHO pe3yiurar

MPETX. m30pan O6poj on

OJ10K (nonce) XamoT ? nen
f(#36A..., #2406, tx#a32,..., 2011) = 536... < 200...
f(#56A..., 7246, tx7a32,...,2012) = 312.. < 200...
f(#56A..., #2406, tx#a32,..., 2013) = 247.. < 200...

Cnuka 6.9: Xam ¢yHkuyja

2500000000000000

2000000000000000 — DakTop Texuna Jaa Y aand

1500000000000000 -

1000000000000000

500000000000000

0

01.08. |
02.08.
03.08. |
04.08.
05.08. |
06.08.
07.08. |
08.08.
09.08. |
10.08.
11.08. |
1208 |
13.08. |
1408, |
15.08. |
16.08. |
17.08.

—o— Qakrop Texxuna

Crnuxka 6.10: ®axTopoT TexuHa Bo aBryct 2017
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5000000000000
4000000000000 -
3000000000000
2000000000000

®axtop Texuna

1000000000000 — Y ®
-~ 00—
- T - -
0"\ 04\ Q';\ Q‘O Q';\ Q\"\ Q‘;\ Q"\ Q’;\ 0‘;\ Q';\ Q';b Q’e’ Q\"b Q\it
R N U, . N N, . N, . N N, . N, -
PR K AR - R LR - > N . R R
LA S AR A A A S S A A

== DaxTtop Terxxuna

Cnuxka 6.11: ®@akropor Texxuna of anpuit 2017 no anpun 2018

6.2.5 3emju Kajae IITO OUTKOUHOT € JIeraJieH

BUTKOMHOT He € TIOBP3aH CO HUTY €HA Biajia OuejKu € He3aBUCHa BanmyTa. Jlamu
TO]j € JIETAJICH WU He, 3aBUCH o1l 3emjara [22], [53].

Bo CA/] GUTKOMHOT ce KOPUCTHU JIeTyMHO BO 3aBUCHOCT 0 ip>kaBara. Cekoj
HOEMHEI] KOj pyZlapy OUTKOMHH € TIpeIMeT Ha ofaHouyBame. O HOeMBpH
2013 roguHa, OUTKOMHOT C€ CMeTa 3a “JIeraJIHO CPEJICTBO 3a pa3MeHa’.

Bo Aeécmpanuja neraiHo e na ce TpryBa, pyaapyBa | Ja ce KymmyBaar OuT-
KOWHU HU3 IleNiaTa 3eMja. BUTKOMHOT ce cMeTa 3a BACTHMHCKH Hapu o1 1 jyiu
2017 roguHa.

Bo 2017 ronuna janonckama énada ro aeraau3upa OUTKOMHOT KaKO METO[
Ha makame. Cera, 3eMjara ce oOuIyBa Jia TH 3alITUTH OUTKOWH TPAaHCAK-
LUHTE.

PyckuoT 3aMeHHK MUHHUCTEp 3a (PMHAHCUH Pa3MHUCIyBa Ja ro Jierajau3upa
OUTKOMHOT U APyruTe KpunroBanyTH Bo 2018 roauHa, nako ce€ yumre Hema
oduuMjaneH u3BemTaj. Pycuja ucto taka pabotu Ha pa3Boj Ha KpunroPy6-
Jba- HEJ3MHA COTICTBEHA KpUnroBaityTa [28].

Bo beneuja: “Munuctepot 3a GUHAHCUH MOCOYH JIeKa MHTEPBEHIMjaTa Ha
BJIaJlaTa BO OIHOC HAa BUTKOMH cHUCTEMOT HE C€ YUNHU HEOIIXO/IHA BO MOMEHT-

9

oT .
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— VYnorpebara Ha OUTKOMHOT BO Beruxa bpumanuja He € peryiaupaHa u Out-
KOMHOT C€ TpeTHpa Kako “TIpUBaTHU Mapu’ IITO Tpeda Ja ce olaHOoYyBaar
co JIJIB ipu TpryBame.

— @panyuja ©Ma OIpeCHU PErylaTuBU 3a ynorpeda Ha OutkonHoT. Cekoja
yrnotrpeda Ha OUTKOMHOT MOPa J1a COIPIKH MOAATOIH 32 KOPUCHHUKOT, IITO HE
€ KapaKTepUCTUKa Ha OUTKOWHOT.

— Apeenmuna, Umanuja n Xonanouja ue To 3a0paHyBaart, HO THE CE CKENTHY-
HU KOH OMTKOWHOT. APreHTHHCKATa Biaa MaHu(eCTHpa CKeTITH3aM 3apaind
HEBO3MOXKHOCTA JIa C€ BOCIIOCTaBH KOHTPOJIA BP3 HOBATa BallyTa O CTpaHa
Ha BIIACTHUTE, IITO C€ TOJKYBa KAaKO IJIOJHA TOYBA 32 HEJleralHu TpaHCakK-
IIUH.

— butkonHOT BO Maxedonuja € ce yuire HeJeraleH.

6.3 IlameTHH 1OTOBOPH

Pa3menyBameTo Ha BpeHOCT, IMOT, aKIIMK WX IITO OWJIO OJT BPEAHOCT HA TPaH-
criapeHTeH, 0e3 KOH(IMKTEH HaYMHHU, METy JIBajiia CONCTBEHUIIA BP3 OCHOBA HA
MHO>KECTBO Ha yCJIOBH BKJIIYY€HH BO JIOTOBOD, T'0 Ie(prHMpPaaT IaMETHHUOT JIOTOBOP.
OB0j IOTOBOP € KOHTPOIUPAH CO ACIIEHTPAIU3HpPAHATa COTTIACHOCT Ha OJIOK-BEepH-
rara. Kako v TpaiMIIMOHAIIHUOT IOTOBOP, CO TAMETHUOT JIOTOBOP Ce ACPUHUPAHU
nmpaBuiaTa u Ka3HUTe okoy Hero. [1okpaj Toa, maMeTHHUOT JOTOBOP aBTOMATCKH
T'H CIIPOBEyBa THE OOBpCKH [26].

Cekoj maMeTeH JI0roBOP C€ COCTOU O MPOTPAMCKH KOJI, TaTOTEeKa 3a CKJIa/IH-
pame 1 OunaHc Ha cMeTKU. JlaToTekara 3a cKiIafupame Ha JOTOBOPOT ce YyBa BO
Onok-Bepurara, JoAeKa MPOTrPaMCKUOT KOJl Ha JOTOBOPOT TO M3BPIIIyBa MpeKaTa
Ha pynapu Bo Oliok-Bepurara. KogoT Ha JOrOBOpPOT Ce M3BPIIYBa CEKOTall Kora
€/ICH KOPMCHHK WJIM HEKO]j IPYT JIOTOBOP HCIpaka mopaka. /J[oroBopor Moxke uCTo
TakKa Jla IpuMa 1 UCIpaka napu Ha APyTH JOTOBOPH WIIM KOPUCHUIIM BO OMIIAHCOT
Ha cmeTtkara [10]. Ha Cnuka 6.12 e mpercTaBeH e€IeH €IHOCTAaBeH MOjeN Ha
naMeTeH J0roBOp.

6.3.1 IIpumeHa Ha naMeTHHUTE JOTOBOPH

Bo 0Boj e, ke qajieMe HeKOJIKY MPUMEHH Ha ITAMETHUTE JJOTOBOPH, aHATH3UPAHU
BO Tpynot [74]:



6.3. [lamemnu docosopu 103

ITameTreH JoroBop Mery
A(ucnpakau) u B(mprvay)

Tpancaxnuja (HcOopakambe BpeTHOCT)

On A —‘—b JoB

Hacrau (ucnpakame uadopmarja)

Ox A 4‘—5 JoB

Cnuka 6.12: EqnocraBeH Mol Ha MaMeTeH JOTOBOP

— IlpeaHOCTH HA TEXHOJIOTHjaTa HA OJIOK-BEePUTUTEe BO MY3HYKATA HHIYC-
TpHja

bnok-Bepurara Moxxe /1a Hajae MpuUMeEHa BO My3udkara auctpudynuja. Ko-
PHUCTEJKH ja OBaa TEXHOJOTHja My3WYapUTe U MY3UUYKHUTE KOMIIAHUU KOU
noceyBaaT My3UUKH IpaBa MOXaT Aa 100MjaT COOABETHH CPEICTBA CEKO-
rail Kora HUBHaTa My3HKa c€ KOPUCTH 3a KOMepIHjaiHu 1enu. [raBHara
KHHTa CO TPaHCAKIUHU Ha OJOK-BepUraTa MOXKe /1a OCTBApH TUPEKTHA BPCKa
noMerl’y My3udapute u o0oxkaBarenute. My3ukara co equHcTBeH 1D u Bpe-
MEHCKH Te4aT MO)KE Jla ce HalpaBU jaBHa Ha IIaBHara kHura. Ha oBoj
HAYMH, MOXE J]a Ce cIipeyar MpoOJIeMHTe CO Mpe3eMamke, KOMMUPamke U MO-
muduKanyja Ha AUTUTaNHaTa coapkuna. Cekoj 3amuc Ha TiIaBHATa KHHTra
Ha OJIOK-Bepurara MMa METarnoJaTony co MH(OPMAIIUH 32 COTICTBEHOCTA U
mpaBara, Taka IIITO CEKOj MOXKe J1a Th BUAM U BepudukyBa. MoHeTHn3aimjara
Ha My3HKaTa € HalpaBeHa CO MaMeTeH JOroBOp KOj OBO3MOXYBa IUIaKame
Ha HampaBeHUTE TpaHcakiuu. Ha 0BOj HauMH, KOPUCHUIIUTE MOXAT Ja TO
u30epaT 3amucoT M BeHAI Ja UM IUIaTaT Ha COMCTBEHUIUTE CO MOMOII Ha
kpunroBaiyta [40].

Omnnaju my3uukara miargopma Ha benyu Poyepce e eaHa o koMmaHuUUTe
IITO HampaBHja MIOOATHO JENEHTpaIN3upaHa KHUTa Ha OJIOK-BEpUTa KaKo
peleHue 3a IpobJIeMHTe CO CONICTBEHOCTA, TUTAKAmHEeTO U TPAaHCIIAPEHTHOCTA
BO My3HMYKaTa HHIyCTpHja. 3aMucuTe BO OBaa KHUTA CO TpaHcakuuu ce ~’dot-
Blockchain” - HOB auHamMuueH Gpopmar Ha 1aToTeka (eJ1eH BUJI 3UIT JaTOTEKa)
KOJ T HOCU CUT€ MH(OPMAINH 3a CEKO]j 3aIlHC.
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— IlameTHHTE AOrOBOPHU BO OCUT'YPUTECJIHUTE IMMOJTUCHA

[Ipouecot Ha mobapyBamaTa BO OCUTYPUTEITHUTE MOJIUCU CE YLITE € pauyeH
CO TOJIEeMa KOJTMYMHA YOBEUKa BKIYUYCHOCT M MOXKE Jla Tpeba MHOTY Bpeme
J07IeKa Jla ce miaTu nonucara. [laMmeTHUTEe TOTOBOpHU MOKAT Jla TO aBTOMa-
TU3Upaar oBoj mporec. [IpeqHocTUTEe HA MAMETHHOT JOTOBOp C€: HaMa-
JyBamke Ha TPOIIOIKTE, 3TOJIEMYBake HAa TPAHCIIAPEHTHOCTA U JJoBepOara.
VYcnoBuTe 3a Bii€3 Ha IaMETHHUOT JIOTOBOP CE 3alUIIIyBaaT BO OJIOK-BepuUrara.
Ha npumep, Bo citydaj Ha MpUpoIHA HEMOroja, MpoUecoT Ha modapyBame
Ce aKTUBHPA aBTOMATCKH, 0e3 moTpeda o1 4oBeuko nejcTBo [47].

Enen npuMep Ha mpuMeHa Ha NMaMETHHUTE JOTOBOPH BO OCHTYPHTEITHHTE
nonucu npetrcraByBa Erepuck (Etherisc) koj o HeomamMHa 3amo4Ha co 1po-
Jax0a Ha TOKEHHU CO IOMOIII Ha TEXHOJIOTHjaTa Ha OJIOK-BEepUTHUTE.

HpnMeHa Ha 6J10K-BepI/IFaTa BO CUCTEMOT 3a IMAaTCHTH

CucTeMOT 3a MaTeHTH € MHCTPYMEHT KOj IITO UM [ToMara Ha MHOBaTOPUTE
Jla TH KOPUCTAT CBOWTE MPOM3BOAM M Jia TH 3allITUTAT CBOMTE IpaBa HaJl
HUB. bujejku cucTteMor 3a MaTeHTH Cce yIITe UMa HEeKOU cIaboCTH, KOpU-
CTEHETO HA TEXHOJIOTH]jaTa Ha OJIOK-BEepUTHTE OU MOXKETIO J1a TOMOTHE /1a ce
Momnpasar HeKou of] HeroBute Hepoctaronu [3]. OBa MoXke J1a ce HarpaBu
TOpaJii CICTHUBE JIBE KAPAKTEPUCTUKH HA OJIOK-BepuUrara:

— Xawwuparve - cuTe XallleBU CE €IMHCTBEHM, 112 TypH 1 Majia IPOMEHA BO
BJIE30T K€ pe3ysITupa BO pa3jinyeH xaml. McTuor xaii ce npousBeayBa
caMo CO Xalllupame Ha UIACHTUYEH BIIE3.

— Jlokas 3a nocmoerse - CUTE XallleBU C€ 3alMIITyBaaT BO OJIOK-BepHUrara
CO CO3/1aBame Ha 3aIlMC JIeKa XalloT MOCTOeN BO AajieHO Bpeme. Cekoj
MOXKC Jia I'O IMOTBpAX 3alIMCOT, HO HI/IKOj HE MOXKE ,uaja BHUIW HEroBara
coapxuHa. Co 1eN CONCTBEHUIIMTE HA TMATEHTOT JIa TO JOKaXKaT I0-
CTOCHETO Ha TOj JIOKYMEHT BO JIaJIcHO BpeMme, THe Tpebda IMOBTOPHO
Jla Xalupaar uIeHTHYHa Konuja. OBOj MpoIec MOXKe Ja UM TTOMOTHE
Ha MHOBATOPUTE JIa ja 3allTUTAT HUBHATA padoTa CO CKJIaJupame Ha
XamoT o4 HUBHUOT IIAaTCHT BO 6HOK-BCpI/IFaTa.
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6.4 Ananu3a HA MOKHOCTHTE 32 MOAOOPYBame HA OJIOK-BepH-
rTUTe

bunejku nponecot Ha BepuuUKalrja Ha CeKoja TpaHCaKIKja € MHOTY OaBeH, uMa
norpeba oJ] BOBelyBam€ Ha TpeTara IVIaBHAa MHOBallMja BO OJIOK-BepUrara Hape-
YyeHa CKaJlupame BO O0Kk-Bepurara. CkanupaHara OJ10K-Bepura ro rnpasH mpoie-
COT MOOpP3 MPEeKy UCTPAXKYBabE Ha:

— KOJIKy NOTBPIM C€ MOTPEOHM Jla ce BalIuAMpa €lHa TPAHCAKIMja U Ja ce
nojesiu paborara epuKacHoO U

— rpaHUIaTa Ha K3HOCOT Ha TPAHCAKIIMK KOU Mpe)kaTa Ha OJIOK-BepUrara Moxe
Jla T MpoLiecupa.

OBaa Monmu(ukanuja, T.e. CKaIMPamETo, HE ja 3arpo3yBa Oe30eMHOCTa HA OJIOK-
Bepurara. Ckanupanara 6J0K-BEpHUTa ce 0O4eKyBa Ja Oujie TOBOJHO Op3a 1a Bimjae
Ha [oT u ma Ouzme Bo mapasena co IIaBHUTE MOCPEIHUIM MPH IUIaKamkeTo (Ha
npumep VISA u PayPal) Bo cBerot Ha 6ankapcTBoTO [19].

6.4.1 IIpoGJieMOT HA ABOjHO TPOLIEH:E

Ckanupanara OlOK-BepHra ro mpaBu mporecot nodp3 0e3 aa Biujae Ha Oe30en-
HOCTa Ha Mpexkara. Bo mporiecot Ha pyname, cexoj 10 MUHYTH ce TpaBy HOB OJI0K
KOj ce BKJIy4yBa Bo Onok-Bepurara. Kora rpancakuujara e BKIy4eHa BO OJIOK IITO
ce aucTpuOyHnpa Bo MpekaTa Ha OJIOK-Bepurara, Taa TpaHCaKIHja ce MHHUPA Ha
JImabodnHa o7 efieH OJIOK (eaHa MOoTBpaa 3a TpaHcakijara). Co cekoj HOB 00K
BO OJNOK-BepHrara, JiuadoynHaTa Ha TOCTOjaHUTe OIOKOBU CE 3roJieMyBa 3a €JIeH.
TpaHcakuyjara e moTBpeHa Kora JylabounHara Ha OJOKOT € Ha OJPEAEeHO HUBO
(mmect e BooOW4acH Opoj Ha MOTBpM) [44].

JIBOjHO TpolIewme 3HaYM KOPUCTEH-€ HAa UCTU OUTKOWHU IMOBEKE Of €HAIL.
OTkako eHaIl Ke ce MOTBPIU TPaHCaKIIMjaTa, HEBO3MOXKHO € Ja C€ TPOILH JBOJHO.
BepojatHocTa 3a ycnemHo JBOJHO TpolIeHwke ce mpecMeTyBsa criopen [lyaconosa
pacmpenenta [83]:

“L \keA q\ ok
P=1-3 ==y
k=0
Kajze

<4
— A = — e cpeaHa BPEIHOCT;
p
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— 2z Opoj Ha MOTBPAM Ha TPAHCAKIIM]jaTa - OpOj Ha OJIIOKOBU CO KO “UCKPEHUOT
jazod (ja30J1 Koj IITO C€ OTHECYBA HAa HAYMHOT Ha KOj OYEKyBaMe J1a C€ O/THE-
CyBaar ja3JIuTe T.e. He ce O0MIyBa /1a ja MOAH(HUIIMPa HCTOPHjaTa, MPABHITHO
TH OICIYXyBa OIIOKOBUTE U TPAHCAKIMHUTE, MPABUIHO T'H MpPEHECyBa IMO-
pakH, MOaTOLHM U CJ1.) UMa MPEAHOCT MpeJl Hanalrayor;

— ¢ € BepOojaTHOCT HamaradoT Ja IO HajAe CIETHHOT ONOK (Xaiml parara Ha
Hararayor);

— p = 1—q e BepojaTHOCTA UCKPEHHOT ja30JI J1a IO Haj/le CIEIHUOT OJIOK.

Ha Cnuka 6.13 u Tabena 6.2 1 mpeTcTaBeHa € BEpOjaTHOCTA 3a YCIICITHO JIBOJHO
TpolIeHkhe Kako (DYHKIIHja O] Xalll paTara Ha Hamarador ¢, 3a pa3InyHU BPEAHOCTH
Ha Opojot Ha moTBpau n [39].

1.20000

1.00000

0.80000

=2 TpaHCaKIHH

0.60000 =3 TpaHCaKIHH
4 TPaHCAKIIHH

0.40000 =5 TpaHCAKIHK
/ =6 TPAHCAKLIHH

0.20000

BEPOJATHOCTA 38 YCIIEIIHO AVILIO TPOLIEE:E

24

5% 10% 15% 20% 25%30% 35% 40% 45%50%
% Ha Xam paTaTa Ha MpeaTa 1o I'o IoCeayBa HanaraioT

0.00000

Cnuxka 6.13: BepojaTHOCT 3a yCIENTHO ABOJHO TPOIICHE

Bbpojot 6 e n30paH kako mpeTrnocTaBKa Jeka HamaradoT He MOXe Jla TocelyBa
noBeke o1 10% on nenara xam para u pu3ukot of 0.1% uinu nomaniky Moxe 1a ce
npucdatu [97]. Ho, Ha mpumep, ako xam parata e okony 40%, Torar ce noTpeOHH
90 norBpau 3a 1a uma nomanky on 0.1% maHca 3a ycnenieH Hanaj (Hanajgor 3a
JIBOJHO TPOIIEH-E Ha TPAHCAKIIM]aTa € HApEUEeH “‘aITepHATUBEH UCTOPUCKH Haraa’).
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Tabena 6.2: BepojaTHOCT 3a yCHENIHO JBOJHO TPOIICHE

Xam pata Ha Hamarador || 2 3 4 ) 6
BO % IOTBpP. MOTBpP. HOTBP. IOTBpP. MOTBpP.
5% 0.01265 || 0.00164 || 0.00022 || 0.00003 || 0.00004
10% 0.05098 || 0.01317 || 0.00346 || 0.00091 || 0.00024
15% 0.11504 || 0.04423 || 0.01725 || 0.00678 || 0.00268
20% 0.20393 || 0.10324 || 0.05300 || 0.02742 || 0.01425
25% 0.31544 || 0.19612 || 0.12351 || 0.07836 || 0.04994
30% 0.44572 || 0.32458 || 0.23913 || 0.17735 || 0.13211
35% 0.58881 || 0.48446 || 0.40251 || 0.33637 || 0.28217
40% 0.73640 || 0.66417 || 0.60340 || 0.55063 || 0.50398
45% 0.87772 || 0.84440 || 0.81561 || 0.78979 | 0.76611
50% 1 1 1 1 1

6.4.2 Kako cucremMoT Ha 0JI0K-Bepurara ce cCpaByBa coO IpoO-

0J1eMOT HA ABOjHO TPoIIeHme?

CregauoT mpumep ro o0jacHyBa MPOIECOT HA CIPABYBAKETO CO MPOOIEMOT Ha
JIBOJHO TPOIICHE:

Hexka A uma enen OMTKOMH U caka jaa ro ucnparu Ha b. OBaa TpaHcakiiyja
(napeuena T1) oqu Bo 0a3eHOT Ha HETIOTBP/ICHHU TPAHCAKLIMU U YeKa 1a Ouje
HOTBP/CHA.

Bo ucto Bpeme A ucnpaka enen Outkond Ha B. OBaa TpaHcakumja (Hape-
yeHa T2) ucTO Taka BieryBa BO 0a3€HOT U UeKa IMOTBP/A.

Hexka npBara tpancakuuja T1 ce u3Bieye o7 6a3eHOT Ha HEMOTBPAEHH TPaH-
cakmuu. [Ipen Tpancakiyjara nqa Ouje BKiIrydeHa Bo OJIOK-BepuUrara, ce mpo-
BepyBa Hej3uHaTa BanuaHocT. OBaa TpaHCcakIHja ke Ouie BauaHa CO OTIe]
Ha TOoa MTO A uMa eJeH OUTKOMH U UCTHOT € BMETHAT BO OJOK-BepHUrara.
Cera, Tpancaknujara T2 e u3BinedeHa o 0a3eHOT, HO He € BaluaHa (OuIejKu
A Hema roBeke ONTKOMHHM) U HeMa Ja Oujie MOTBpICHA.

Axo Tpancakiuure T1 u T2 ce moTBpayBaaT UCTOBPEMEHO, Toraml OJIO0K-
BEpUrara uma JiBe TpaHKH U [IPU Toa IpBaTa TPAHCAKI[Mja Koja K& CTUTHE J10
CJIETHUOT OJIOK Ha MOTBPAU ke OHJie OTBpIEHA.
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— Axo T1 u T2 ro crurnat cnegHHOT OJIOK HCTOBPEMEHO, TPKATa 3a CICTHUOT
OJIOK TTPOJOIKYBA.

— 3atoa ce mpenopaydysa Jia ce rmouekaar 6 MmoTBp/AU 3a 3aBpIIyBamke Ha MOT-
BpIyBameTO Ha TpaHcakuujara. Kako mTo Mmoxeme na Buaume Bo Tabena
6.13, MHOTY € HEeBepOjaTHO JeKa TPAHCAKIIMUTE KE€ CTUTHAT J0 CICAHHOT
OJI0K MCTOBPEMEHO MoBeke o7 6 maru. 3Hauu, Ha KpajoT caMo €Ha TpaH-
cakiyja ke Ouie IoTBpICHA.

“Bunymika” (fork) Bo Onok-Bepurara ce coszaBa Kora OpUrHHAJIHUOT KOJ Ha
OJ0K-Bepurara ce axxypupa, Ho cCaMo HEKOH O]] ja3JITe Ha OJI0K-Bepurara ro npu-
(akaar axxypupameTo. BeynrHocT, Toa € mpoMeHa Ha ITPOTOKOJIOT Ha OJI0K-Bepura-
Ta, IITO TO KOPUCTH COPTBEPOT 3a JAa OJUTYYH JAJIM € BaTUJIHA TPAHCAKIIMjaTa WU
He. Ha oBoj HauMH, opuruHanHaTta OJOK-BEpUra OCTaHyBa MCTa U aXypHUpaHU-
T€ ja3JIM Ce pasjeiyBaaT Ol OpUTHHAIHATA OJIOK-BEpUTa U co37aBaaTr HOBa OJIOK-
Bepura. AnTepHaTUBHHOT uctopucku Haman € 100% BepojaTHO aa ycree ako
HarmaradyoT ¥Ma KOHTpPOJIA HaJl MOBeke O MOJOBHHA OJ1 MpeXHara xam pata. Bo
TOj CIydYaj, Hamara4oT MOXKE J1a TIPOJIOJIKH Jla C€ JBMKH 0 HEroBara MpHBaTHA
“Bulynika” c€ O MOMEHTOT Kora rpaHKara Ke cTaHe IOoZojira of “BHIIyIIKara”
u3rpajzieHa o “McKpeHara’ Mpeka, 3aroa IITO TOj Cera MOXE Jia TeHepupa 0yo-
KOBH TIOOP30 O] IPYTUTE YUSCHHUIIM HA Mpexara [32].

6.4.3 Ckagupana 010Kk-Bepura

HakamoTo BoBeJe orpaHuuyBame Ha rojieMuHara Ha 61o0koT on IMB 3a cekoj
6710k BO jaBHaTa Onok-Bepura. OBa e 6e30e1HOCHa MepKa, Ia Taka CeKoj OJOK
CO roJIeMUHA HaJl Taa rpaHHIa BeJHall ke Ouzae onduen on P2 P mpexara. Osa
OTpaHUYYBaKkE T YCIIOPYBa TPAHCAKIIMUTE U HE MOXKE J1a O1Jie BO 4eKop co Op3u-
HaTa Ha IUTakamke CO JAPYTHTE BATyTH M KPEIUTHH KapPTHYKH.

Bo Tabena 6.3 majeH e nperiea Ha MPOCEYHUOT OPOj HAa TPAaHCAKIIMK Harpa-
BEHH CO KPUNTOBAIYTU M CO CTaHAApJHa KpenuTHa KapTuuka [42]. ButkonHoT
MMa OTpaHNYyBame 011 3 10 4 TpaHCAKIIMU BO CEKyH/1a (MAKO TEOPETCKH U3BPILyBa
1o 7, Ho Toj Opoj HUKOTAII He ce ocTurHyBa). OBa HE € CUTYyaIlfjara co MpuBaTHA-
Ta O5ok-Bepura. Taa Moyke 1a TOCTUrHE U3BpIIyBamke Ha Haja 1000 TpaHcakuuy BO
CeKyH]Ia, 3aToa IITO CEKOj ja30JI Ha MpeXkaTa BO IpUBAaTHATA OJIOK-BEpUTa KOPUCTH
BHCOKO KBaJIMTETEH KOMIIJyTEp CO CHJIHA UHTEPHET BPCKa.

[Tocrojar HeKoNKy pelleHHja 3a MoA0OpyBame Ha CKaJlaOWIHOCTa Ha OJIOK-
BEpHUTrara KoM IITO BeKe ce WK ke Ouar uMIsieMeHTiHpanu. Hekou of HajrmaBHUTE
pelieHrja 3a ckanaOuiIHOCTa aHaJIM3upaHu Bo [75] ce:
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Tabena 6.3: butkoun u Erepuym Hacnipotu PayPal u Visa Tpancakiuu Bo cekyHaa

Banyra TpaHcakuu BO CeKyH/1a
Bitcoin 3 110 4 TpaHCaKIIMK BO CEKyH/a
Etherium || 20 TpaHcakuuu Bo ceKyHIa
PayPal 193 Tpancakuuy MpocevyHo
Visa 1667 TpaHcakuuu BO CEKyH/a

— “Onnenen cBenok” (Segwit)

3rojyieMyBam€ Ha TOJIEMHHATA Ha OJIOKOT
— “Jlenemwe Ha mapuuma’ (Sharding)
— “Ilokas Ha yaen” (Proof of Stake)

“Oooenen ceedok” (Segwit) € anTepHATUBHO PEIICHHE 33 CKaTaObMIIHOCTA Ha
OJIOK-Bepurara, IMpeKy 3rojeMyBambe Ha OpOjOT Ha TPaHCAKIIMU BO OJIOK, Oe3 3ro-
JeMyBam€ Ha roJieMHUHaTa Ha OJ0koT. “OpJieseH cBeIoK” moMara Jia ce 3rojieMu
MPOCTOPOT 32 HOBU TPAHCAKIIUU CO OTCTPaHyBAHKE HA MOAATOLUTE 32 MOTIIHCUTE
o]l OMTKOMH TpaHCAKIMUTE. BCymHOCT, uaejara Bo “OjjiefieH CBEOK~ € Jia ce
OTCTpPaHAT JUTHTAIHUTE MOTIUCH U UCTHUTE J1a C€ CKIAANpaaT HaJaBOpP O OCHOB-
HUOT OJIOK Ha TpaHcakiyjata. Ha OBOj HauMH “BaJIMIAIIMOHUOT™ JIE € OJBOCH
o “eheKTUBHHMOT JeN Ha TpaHCaKIMjaTa U MOBEKe TPAHCAKIMU MOXKaT Ja ce
BKJIOIIAT BO OJIOKOT O€3 Jia ce 3rojieMH rojieMHHaTa Ha OJ0KoT [37].

Jururananot nornuc ondaka 65 MPOLEHTH Ol TpaHCaKIujara. AKO ce OT-
CTpaHH, Ke ce 0100011 TOBEKe MPOCTOP BO OUTKOMH OJIOKOT 3a MOBEKE TpaHCaK-
nuu. Ha oBOj HauMH ce BOBedyBa M HOBa €IMHHUIIA 32 TOJIEMUHATa Ha TpaHCakK-
muurte. Co “onfienieH CBeI0K ’, TpaHCaKIIMjaTa € MoJiefieHa Ha JiBa JieNa: IMOo1aToIH
KOM ILITO HE Ce CBEJOIHM (M KOM MOpa J1a Ouaar 3a4yBaHH Ha OJIOKOT KaKoO TTOPAHO)
Y TIOZATOIM 3a CBEAOIM (KOW CE€ MpeMecTyBaaT BO MPOAOILKEHHUOT Ook). Cekoj
0ajT BO JIEJIOT HA MOJATOIUTE IITO HE ce cBenoiu ce opou kako 4 WU (weight
units), goaeka O6ajTUTEe BO JCJIOT Ha MOAATOIM 3a CBEAOLHM ce Opojar camo mo |
WU. MakcuMamTHHOT KanaluTeT Ha OJIOKOT Ha 0BOj HauMH u3HecyBa 4 kWU, mro
Ou oaromapaso Ha cTapara MakCHMajHa rojieMuHa Ha 610k on 1MB kora He Ou
ce kopucren “onneneH cBeaok . Haarpagbara co “oaeneH cBenok” Ha OUTKOMH
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MIPOTOKOJIOT ce mojaByBa Bo aBrycT 2017 roguna. Cera 3a cera, HOBHOT (opmar
ro kopucar okoiy 30 IIpoLeHTH o1 cuTe TpaHcakuuu [37].

CornacHo uctpaxyBamara Ha BitMEX mpoiieHToT Ha TpaHCaKIIMH KOU TO KO-
pucTar “ojjeneH cBeoK” € najaeH Ha Ciuka 6.14.
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Crnuka 6.14: [IpolieHT Ha TpaHCAKIIMKM KOU KOPUCTAT “OJFICJIeH CBEJIOK™

3eonemysarve na conemunama Ha 6aokom. Bo OUTKOMH CHCTEMOT TOJIEMHHATA

Ha OJI0KOT e orpaHuueHa Ha MmakcumyM 1MB. [locTojaT HeKoNIKy apryMeHTH 3a U
IPOTHB 3roJieMyBamke Ha TolieMUHaTa Ha OjokoBuTe. [7aBeH apryMeHT MpOTHB
3rojieMyBamb-ETO Ha roJIeMHHATa Ha OJIOKOT € JIeKa Toa Ke MpeIu3BHKa 3roieMeHa
LEHTpalu3aIyja.
Cekoj MoOBp3aH KOMITjyTep Ha OMTKOMH MpeXkara ce Hapekysa jason. Iloctojar
JIBa BUJIA ja3NId BO OUTKOWH OJIOK-BepUTara: IEJIOCHU ja3h U JEITYMHHU ja3iu.
[{eocHUTE ja3yu TO MOTBPAYBaaT CeKoj OJIOK M CeKoja TpaHCaKmuja. 3aroa, Iie-
JIOCHUTE ja3d Mopa Ja CKJIaupaaT KolKja Ha KOMIUJIETHATa IMIaBHATAa KHUTA Ha
610k-Bepurara (nmoseke o 165 GB). JlenymHuTe ja3nu He ja 4yBaar 1iey1aTa KHUTA.
Tue kopucTar eHOCTaBEH MOJ 3a Bepu(uKkaiuja Ha makame (SPV), koj 6apa na
ce mpe3eMe camo KomujaTa Ha 3arjiaBhjara Ha OJIOKOBUTE Ha HAjAOJTHOT JIAHEII
mTo ce qo0MBa CieIejKu To A0Ka30T 3a padora (PoW) [83].

Opn nopyra ctpaHa, pyaapoT co3faBa OJIOKOBU BO OJNOK-BepHrara KOM IITO TH
qyBaar ja3nute. butkouH mpexara ce ofpxysa co npudnmxHo 10.000 nenocHu
jasmu, gomeka OpojoT Ha pynapu ce npoienysa Ha okoy 100.000. 3ronemyBameTo
Ha rojeMuHaTa Ha OJIOKOT MpaBy LIETOCHUTE ja3Nv a OuAaT MocKamu 3a paKyBa-
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we. OBa JoBeAyBa 710 MOMAJIKy Xallepu Ja paboTaT co IEJOCHHU ja3sid, CO IITO
[EHTpATN3UPAHUTE CHTUTETH OU UMaJie TTOToJIeMa MOK, IIITO ja 0cJiadyBa BpEIHOC-
Ta Ha OuTKOMHUTE. PynapuTe nMaaT KOPHUCT O 3rOJIEMYBambETO Ha TOJIeMHUHATa Ha
OmoKoT, OuaejKH 3roJeMeHara roieMruHa Ha OJOK 3Ha4M MOBEKE TPaHCAKIUHU 10
610k. Ho, oBa ke ro 3rojemMu U3HOCOT Ha TPOLIOIUTE 33 TPAHCAKIIKja IITO CEKO]
pyZap MOXKe J1a TH HaIllpaBH O] PyIapeHETO Ha OJIOKOT.

”Jlenere na napuurva’’ (Sarding) Enen ox HajrogemMuTe mpoOiIeMu 3a KPUTITO-

BaJyTHTE ¢ Op3uHaTa Ha Bepudukanyja Ha TpaHcakuuure. Cekoj IETOCEH ja3o
BO MpeskaTa Ha OJIOK-BEpHUTHUTE ja UyBa lej1aTa [MlaBHa KHUra Ha TpaHCaKuuu. Me-
TOZOT JiefiCHh-¢ Ha Mapuiiba UMa 3a el Ja ja TMOJIeNIM TpaHCaKI1jaTa Ha AeJI0BY, a
10TOA Ja TH paIlIMpH JICIIOBUTE MEl'y Mpekara Taka IITO ja3inure Aa paboraar Ha
OJIJICJTHY JICJIOBH O TpaHcaknujara. Ha oBoj HaunH, BKYITHOTO BpeMe 3a MMOTBPLY-
Bam-€ Ha TpaHCaKIMjaTa € HaMaJIeHo.
Hopmanen 6510k Bo O110Kk-BepHuraTta MMa 3arjiaBue Ha 6J0KOT U TEJO IITO TU COIAPKU
cHUTe TpaHCcakIK Bo 05okoT. KopeHot Ha Mepkiie (Xalll Ha CUTE XalllOBU O CUTE
TpaHCAKUUHU BO OJIOK) Ha CHTE TPAaHCAKIMH C€ Haola BO 3arIaBHETO Ha OJIOKOT.
MeTozoT ieere Ha Mapyibha ro MEHyBa OBa CO IIOMOII Ha IB€ HUBOA HA MHTEPAK-
yja.

[TpBOTO HMBO CE COCTOM O TPAHCAKIIMCKA TPyTIa KOja € MoJieJieHa Ha 3arjaBHe
Ha TpaHCakIuckara rpyna u teno. Cekoj Aen uMa CBOja Tpyma Ha TPaHCAKIUU.
XenepoT Ha TpaHCAKLKCKATa Irpyma € MoJesieH Ha JIEB U AeceH Jei. JIeBHoT aen
conpxu: ID Ha nmenort, kopeH mpes coctojoa (cocToj0a Ha KOPEHOT Ha JENOT, MPe
Jla Ce OoAaaT TPAHCAKIIMUTE), KOPEH Mociie cocToj0a (cocTojba Ha KOPEHOT Ha
JIEJIOT TOcje T0aJCeHUTE TPAHCAKIINK) U KOPEHOT 3a MpHeM (KOpEeH 3a MPHEM I10
JOJIABAETO HA CUTE TPAHCAKIIMU BO JAEJOT). [[eCHHOT e e MONH CO CIy4ajHO
U30paHy BaJUIaTOPU KOU T'M Bepu(HUKYBaaT TPAaHCAKIIMUTE BO JenoT. Tenoro Ha
TpaHCakKLKcKara rpyna ru uma ID Ha cure TpaHcakiuy BO A€IIOT.

BTtopoTto HUBO € HOpMaiHa OJIOK-BEpHra, HO cera UMa JiBa OCHOBHU KOPCHH:
KOPEH Ha cocTojOara (KOj ja MmpeTcTaByBa Iejara cocToj0a kKoja € TMoJeseHa Ha
JIEJIOBM) U KOPEHOT Ha TpaHCaKIMcKara rpymna (T COApPXKHU CUTE TPYNH Ha TpaH-
CakIMK BO TOj 6J10K). BeylHOCT, 0Ba HMBO € Kako eTHOCTaBHA OJIOK-BEpUra, Koja
npudaka TpaHCAKLUCKU Py HAMECTO TPAHCAKIUH.

Co nenemeTo Ha mapurba, MHOTY ITapajielIHU TPAHCAKIIMY MOYKAT J1a Ce CIIydar
BO MCTO BPEME U 3aT0a Ha OBOj HAUYWH NepPOpMaHCUTE Ce MOI00pyBaar T.e. jpoara
JI0 3rOJIEMYBamkE€ Ha CIPOBOUIMBOCTA (MaKCMMAaJIHATa CTallKa co Koja ce Mpolie-
cHpaaT TPaHCAKIMK) U HaMallyBame Ha JIAaTeHTHOCTa (BPEMETO 3a MOTBPAYBambE
JieKa TpaHCaKIMjaTa e BKIIyueHa) BO Mpexara Ha OJok-Bepurara [24].

Zilliga, HoBara uatdopma Ha OIOK-BepUrd, Oa3upaHa Ha TEXHOJOrHjaTa Ha
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JIeJiekhe Ha MapuMiba Koja TO pelraBa mpoOIeMOT CO CKallaOMITHOCTAa CO KOM Ce
COOYYyBAar CeramrHuTe miaTGopMu 3a OJI0K-BepHUry Kako mto ce butkownn n ETepu-
yM, To 00jaBH jaBHO TECTOT Ha Hej3uHaTa Mpexa. Bo Tabena 6.4 e maneHa criopen-
Oara Ha MO)KHOCTHTE 32 00paboTKa Ha TpaHcakiuuTe Bo Erepuym u Zilliga.

Tabena 6.4: Cnopenba Ha MOXKHOCTUTE Ha NPOILECHPabe Ha TPAHCAKIIMUTE BO
Etepuym u Zilliga

bpoj na nenocuu | bpoj Ha TpaHcakiuu
jazmu BO CEKyHJIa
Ethereum || 25000 15 —20
Zilliga 1800 1218

Axko Opojot Ha jaznu Bo Zilliga ce 3ronemu n18ojHO Ha 3600, cipoBOATUBOCTA
ke ce 3ronemu Ha 2488 Tpancakuuu Bo cekyHaa [45] [101] [31]. Ox TabGena 6.4
jacHo e nexka Zilliga gypu u co moman 0poj jas3inu € Bo cocTojoa na mporecupa
MHOT'Y TIOBEKE TpaHCaKIMH BO ceKyH/a o Erepuym mimn butkouH.

”[loka3s na yoen”(Proof of stake). IloBekeTo KpUIITOBAIYTH TO CJIEAAT IPOTO-
KOJIOT Ha JI0Ka30T 3a pabota (proof of work), mro 3Haum neka pymapure pymapar
KPHIITOBAJYTH CO PElIaBamke Ha KPUIITO-3araTKu. Bo MPOTOKOJIOT Ha TOKA30T Ha
yzIes1, MOCTOojaT BAIUAATOPH HaMeCTO pyaapu. Bamumatopot Tpeba 1a MHBeCTHPA
HEKOW OJ HETOBUTE Cpe/CTBa Kako yaen. [loroa, BanmmaTopoT 3amodHyBa J1a Tu
BaHIMpa OJOKOBUTE HA CIICTHUOB HAYMH: aKO BUIH OJIOK 32 KOj CMETa JIeKa MOXKe
J1a ce 0a e BO OJIOK-BepHUrara, Toj o MOTBPAYBa OJIOKOT CO TOA IITO Ke ce 00JI0KU
Ha Hero. Ako OJOKOT ce MpUIpYXH Ha ONOK-Bepurara, BaJuAaToOpoT ke Jobue
Harpaja NpoNOpPIUOHAIHA CO BIOKEHHOT Yl AKO BalMIATOPOT Cc€ OOJIOXKH
Ha 3JI0HaMepeH OJIOK, YZIeJIOT IITO TOj TO MHBECTUPAJ Ke OHJie 0J3€MEH OJ Hero.
ETepuym nMIieMeHTHpa MPOTOKOI 3a J0Ka3 Ha yaen co Kopucreme Ha Kacmep
anroputam 3a koHceH3yc [24]. TIpenqnocTa Ha KOPUCTEHETO HA IPOTOKOJIOT JTOKa3
Ha yJesl HaMeCTo JIoKa3 3a paboTa € Toa IMITO C€ KOPUCTH 3HAYUTETHO ITOMAJIKY
€Hepruja M Kako Pe3yaTar Ha TOa € MOCKOHOMHYCH.

Bo Tabena 6.5 nanena e cnopenda Ha HEKOM MapaMeTpu MOMery MPOTOKOJINTE
7I0Ka3 3a paboTa U JOKa3 Ha yJell.
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Tabena 6.5: Criopenda Ha MPOTOKOJIUTE J0Ka3 3a paboTa M JI0Ka3 Ha yem

Jlokas 3a pabota Jloka3 Ha yznen
ITorpomyBauka Ha T'onema Mana
eHepruja
[ToTpebuu anatku Omnpema 3a He e motpebna
pynapeme omnpema
Besbennoct Bucoka He Tectupano
JleneHTpanu3upaHoCT Tennenuuja ko KopucHunure Mmoxar
vs. LleHTpanu3npaHocT || UEHTPATU3UPAHOCT | Ja T'M KOHTPOJIUPAAT
TOKEHUTE

6.5 be30oeqnn macuau nogarouu u loT Bo O0k-Bepurure

Kako mto kaxxaBme mpeTXoHO OI0K-BepUraTa mpeTcTaByBa JUCTPUOyHpaHa KHU-
ra IITO BHJICHTUPA TPAHCAKIINY BO OJIOKOBH MTO popmupaar yianer. OBoj JIaHel
e 6e30e/1eH, HEMTPOMEHJIMB U TPAaHCIIAPSHTEH. 3aToa, PEIICHH]aTa IITO T'H KOPUCTH
TEXHOJIOTH]jaTa Ha OJIOK-BEPUTHTE MOXKE J1a OMIAT CTOJIO HA CHCTEMHTE 3a 00padoT-
Ka U MPOIIECHPAhE HA MOIATOIUTEe BO PAMKHUTE Ha opranusanuute. MHTEerpHpa-
ETO Ha OJIOK-BEPUTHTE CO MACUBHUME NOOAMOYU UMa MHOTY TIPETHOCTH OUICjKU
OBO3MOJKYBa TIOZ00PO YIIPaBYBamkE CO OTPOMHUTE KOJIMYUHH M PA3HOBUIHOCT Ha
uHpopmaruuTe. MacUBHUTE MOAATOIM M OJOK-BEPUTUTE C€ KOPEJIaTUBHHU: Ma-
CHUBHHTE IOJIaTOIM MMaaT KamaluTeTH 3a 00paboTKa IMITO MOXKAT Jia C€ CIipaBaT
CO KOMILIEKCHOCTA Ha ONIOK-BepUrara U Hej3uHaTa rojemMa eKclaH3muja u 00paTHo
[27]. UMmemeHTanujaTa Ha OJIOK-BEPUTHTE BO MACHBHHUTE TIOAATOIH MTOTBPAYBa
JIeKa IMOAATOIUTE C€ TOUYHU U 0e30€IHU U CIIO/IeTyBakhETO Ha TIOJATOIIUTE K€ CTaHe
MMOEHOCTABHO.

6.5.1 IIlto ce MacuBHM mogATOLU?

Macusnu nooamoyu (Big Data) e n3pa3 Koj ce KOpUCTH 3a COOMpare Ha MAaCUBHH U
KOMIUIEKCHH MHO)KeCTBa Ha mojiatonid. Ha mpumep, @ejcOyk 01 CBOETO OCHOBAHE
uma cobpano 300 merabajtu (PB) muvHM mogaTony, Kako mMTo ce: 3a9yBaHU 3aIli-
CH, UCTPATeHHU IMOpaku, 00jaBeHW BHIea, MOJATOLM 3a TPAHCAKIMH O OHJIAjH
TPAaHCAKIIUH U KyITyBamkbe Mel'y MHOTY APYT'H U3BOPY HA MAaCHBHU TIOIATOIIH.
Temiko e 1a ce 00paboTyBaaT ¥ aHAIU3UPAAT MACUBHUTE MOATOIH CO TPAIU-
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LIMOHAJIHUTE TEXHUKU, OU/I€]KU CTaHyBa 300D 3a rojieM 00eM Ha CTpYKTypUpaHU U
HECTpPYKTypupaHu nogaronu. Ho, cemak geHec CKOpo CeKoja KOMITaHHuja KOPUCTH
MaCHBHU MO/IaTOIIM 32 J]a ja IOCTUTHE KOHKYpPEHTHAaTa NPEeAHOCT Ha Ta3aport. Vmaj-
KU ro 0Ba BO IIPEIBH /I, aTaTKUTE 3a 00pabOoTKa M aHaJI13a HA MACUBHUTE MOJIaTOLU
C€ HAjTIOBOJTHUOT M300p HAa KOMIIAHMUTE BO OJTHOC Ha TPOILIOIMUTE U APYTUTE MPH-
nobuBku. Paznuunnot Buj Ha nogarouy, loT n HECTpyKTypHpaHu U3BOPU MOKAT
Jla ce yyBaar u o0paboTtyBaat co anatkurte kako mro ce Hadoop, Plotly, Bokeh,
uTH. CTyquuTe NOKa)XyBaar JeKa OKoiy 2.5 KBaTpUJIMOHU 0ajTH MOJATOLH CE re-
HepHUpaaT CeKoj JIeH.

W nokpaj BakBHOT MPpHUIOHEC 32 €(PUKACHO YIPABYBAHE CO MACBHU KOJMUUHH
Ha MOAATOIH, TOCTOH TTOTOJIEMa 3arPIKEHOCT 33 IPUBAaTHOCTA HA KOPUCHUIIUTE U
6e30e1HOCTa Ha MacuBHUTE Nofarony. [locrojar MHOTY MpUMEpH KOU IO MOKaXYy-
Baar TOA, KaKo IITO € MAaCUBHUOT Hay4eH €KCIIEpUMEHT crpoBeieH o1 DejcOyk,
6e3 na ru MHGOpMHUpa CBOUTE KOPUCHUIM €KCIUIMUMTHO Wid Biajxara Ha CAJ|
yecTornaTy Oellle HararaHa 3apajiu HaOJby/lyBame Ha Hej3UHUTE rparaHu 0e3 HUBHO
JTMPEKTHO ofo0peHue. JleHec OM3HHMCUTE c€ BHUMATEIHU BO NpHU(aKameTo Ha
MAaCHBHHTE IMOAATOIIH, CO LIeJT 1a ce 00e30e/11 HUBHATA TaJHOCT U MPUBATHOCT [38].

6.5.2 IIpuaoOuBKUTE O MPUMEHATA HA 0JIOK-BEPUTUTE BO
MACHBHUTE MOAATOLH

Kaxo mrto cnomuaBme, 6€3 oriie1 Ha pa3HOBHIHOCTA, Op3MHATA M 00EMOT Ha To/1a-
TOIIMTE, aJJaTKUTE 32 00pabOTKa Ha MACUBHUTE TOJIATOIIM MOYKAT J1a TH 00padoTy-
Baar nojatouute. McTo Taka kaxkaBMe Jieka 0J10K-Bepurara O0BO3MOXKyBa TpaHCIa-
PEHTHOCT U €THOCTABHOCT BO IMPOLIECUPAKETO BO cekoja obnact. Ho, BaxkHOCTa
Ha MaCHBHHTE MMOJIATOIM U PAa3BOjOT HA TEXHOJOTHjaTa Ha OJIOK-BEPUTUTE BO IIO-
CJIeIHUTE TOAMHHU OBO3MOXYBA HAMYIITAkE HAa CTAPUTE CTPYKTYPH 3a 00paboTka
Ha nHGOpMaIK 1 00padoTKa Ha OU3HUC TPAHCAKIIUUTE, T.€. CE MPABU TIOBP3YBaHE
Ha OBHUE JIBE JIUCUUIUIMHU. AHaln3a Ha MPUAOOUBKUTE Ol MpUMEHaTa Ha OJIOK-
BEPUTUTE BO MACUBHUTE MTOJATOLM € HAaIIpaBEHa BO TPYHOT [82].

Hekou o mpunoOuBKHUTE O/1 KOPUCTEHETO Ha TEXHOJIOTHjaTa Ha OJIOK-BEPHUTH-
T€ BO aHAJINTHKATa Ha MAaCUBHHTE mojaTonu [49] ce:

— HaMaJyBame Ha TPOIIONHUTE (3HAYUTEITHO TH HaMaTyBa TPOIIIOIIUTE 32 CKJIa-
TUpamke);

— 3TOJIEMYBam€ Ha CJIEUINBOCTA (CEKOj POU3BOJI WIIH TOKYMEHT UMa ~TUTH-
TaJHa JIO3WHKA mTO 00e30eayBa clie/iekhe Ha MOTEKIIOTO U MMaTyBamkEeTO Ha
MIPOU3BOJIOT);
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— 1oo0pyBame Ha KBAJIUTETET HA OAATOLUTE (T101aTOLUTE C€ KOMIUJIETHU U
CTPYKTYpPHUpPAHN);

— OJIECHYBaH€ Ha IIPUCTAIOT J0 [T0JIaTOLUTE (KOPUCHULIMTE OJ] pa3JIMYHU OJI7Ie-
JIM MOXarT Jla MpUCTamar 0 MOJATOIMTE 3a aHAJIM3a Ha IPOLECOT U OBa IO
CKpaTyBa BPEMEHCKHOT UKJIYC Ha MPUCTAIN U aHAIKM3a Ha MOJAaTOIH);

— moaoOpyBame Ha O6e30eqHOCTa (CHCTEMOT € ICIICHTPaIu3upaH 1 TpaHCHa-
PEHTEH, Taka IITO PU3UKOT O]l JIAYKHU aKTHBHOCTH CE HAMAITYBa).

AHaju3a HA HEKOJIKY HMIUVIEMEHTAIIUA HA TeXHOJIOFI/IjaTa Ha 6HOK-BepHFHTe
BO MACMBHUTE IMMOAATOIH

— 3a0p3yBame BO MHAYCTpHjaTa 32 (UHAHCUCKH YCIYyTH

[ToBp3yBameTo Ha OJIO0K-BEPUTUTE U MACUBHHUTE MOJATOIH BO PUHAHCHCKHUTE
WHCTHUTYIIHH K€ OBO3MOXKH J]a C€ IPOIIEHH PU3HKOT U J1a C€ UACHTU(PHUKYBaaT
COMHUTEIIHUTE 00paciiy Bo peaHo BpeMe. KopucTtemero Ha OJIOK-BEPUTUTE
KaKO CPEJICTBO 3a CIIPOBELyBah€ Ha TPAHCAKIIMU K€ [IOMOTHE J1a CE 3aIITUTAT
OaHKUTE M HUBHUTE KIMEHTHU O]l U3MaMa, Jia ce 3a0p3a MpoLecoT Ha TpaH-
CaKIIMH | JIa C€ HamaJjaT TPOIIOIuTe 3a TpaHchepu Ha mapu [33].

Ha mpumep, Bo mocieHuTe HEKOJIKY TOAMHH, CO 1T Ja CE€ TOEAHOCTaBaT
TpanchepuTe Ha Tapu Mel'y OaHKAPCKUTE CMETKH CO KOPUCTEHE Ha TEXHO-
jorujara Ha OJIOK-BEpUTUTe, OpraHu3aiuja Ha 47 janoHCKU OaHKU Ce MPHUK-
JTy4yu Ha ONok-Bepura crapramn HapedeH Ripple, a co 1en e na ce u3Bpiu
TpaHchep BO peatHo BpeMe co IIOHUCKA I1eHa. TpaauioHaIHUTe TpaHcde-
PH BO peasTHO BPEME Ce CKallM, KaKo pe3yJiTaT Ha MOTEHIMjaTHUTEe (GaKTopu
Ha PU3MK, KaKO ILITO € JIBOJHOTO TPOLIEHE KOE IITO MOXKE Ja ce U30erHe
CO TEXHOJIOTHjaTa Ha OJIOK-BepUruTe. AHAJIU3UTE HA MACUBHUTE MOAATOIN
3aeHO CO OJIOK-BEPUTUTE MOXKAT J1a TH UICHTU(PHUKYBAaaT pUSHUYHUTE TPaH-
cakuuu nmoop3o ox TekoBHUTE. OBa r'M HaMajlyBa TPOILIOIMTE CO TPAHCAK-
LIMHU BO peasiHo BpeMe [54].

— be30eaHOCT BO HHAYCTPHjaTa HAABOP 01 0AHKAPCTBOTO

Co 1en 1a ce CIIpaBatT CO MOAAaTOIMTE U Jia ro CripedyaTr XakCpCTBOTO U OJIN-
BOT Ha mogaTonu, 34paBCTBCHATA 3allTUTA, jaBHaTa a,I[MI/IHI/ICTpaI_II/Ij a, IIpeT-
anjaTHjaTa 3al104YHaa CO KOPHUCTCHC HA 6JIOK-BepI/IFI/ITe.

Ha mpumep:
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— 3apasctBo: [Ipoekr Bo maboparopujara Ha MUT Meawuja, mo3Har kako
Menpek, 3amo4HyBa Jla Kpeupa CUCTeM Ha OJOK-BEpUTH KOj UM JlaBa
NPUOPUTET Ha areHIfjara Ha MAlMeHTH U KOj UM J03BOJyBa Ha Ma-
[MUEHTHTE J1a T crofienaT cBouTe 3anucu. Co I1el1 1a ce OJIeCHH Jele-
ETO Ha JI03BOJIUTE 3a MPUCTAIl JI0 Mojaronure, Meapek ro KOpucTu
npuBaTHUOT Jlanel Erepuym [4].

— OcurypyBame: Konrponupana rmasHa nonuca ox Benuka bpuranuja
u Tpu nokaau nonucu o CAJl, Cunranyp u Kennja 3anumranu ce Bo
aMeTeH JI0TOBOP KOj OBO3MOXKYBa 3a€JHUYKU YBUJ BO MOAATOLIUTE
U JIOKyMEHTallijaTa 3a MOJIMCUTE BO peajHo BpeMme. biiok-Bepurara
00e30eyBa JaCHOCT BO MOKPUEHOCTA U IUIAKAKETO MpeMHuja Ha JIo-
KaJTHO M IJIaBHO HUBO. McTO Taka, 0BO3MOXKyBa aBTOMATCKO MpeyTpe-
JyBam€ 710 yUECHULIUTE BO MpEKaTa MOCie U3BPILYBakhE Ha IAKamkETO
[46].

— Cueneme Ha cHa0yBauYKUTe CHHUMPH

CrokaTa BKIIy4eHa BO CHa0lyBauKHOT CHHIIUP CE J10/laBa BO OJIOK-Bepurara
1 Cce KOPHUCTU MOOWITHA aruTuKaIja 3a cle/Ielhe Ha cOCToj0ara Ha CTOKUTE
nojeka ce ucrpakaar. [IpuagoOMBKUTE O KOPHCTEHETO Ha OJIOK-Bepurara
BO CHHUMPOT Ha CHaOIyBame ce cienuure [46]:

— HaMaJlyBame WIN eIMMUHHUPABE HA H3MaMUTE U TPEIIKUTE;
— Toxo0pyBame Ha yIIPaBYBAmbETO CO 3AJMXUTE;

— MHUHHMHU3UPAkE Ha TPOIIONHUTE 32 JIOCTABA,;

— HaMaJlyBam€ Ha OJUI0XKYBamaTa IMopaan JOKyMEHTANjaTa,;
— 1o0p30 uIeHTU(UKYBamkE Ha TPOOIEMUTE;

— 3TOJIEMEHa OTPOIIyBavKa U MMapTHEPCKa J0Bepoa.

Ha npumep, co nen na ce mogoopu 6e30e1H0CTa HAa XpaHaTa IpeKy 3rojieMyBa-
€ Ha HAOJbYYBamkETO Ha MIPOM3BOAMTE O]l MECTOTO Ha TIOTEKIIO 0 BPEMETO KOra
ce TpojIaBa Ha MOTPoITyBadoT, Walmart KopucTr TEXHOJIOTHja Ha OJIOK-BEpUTHUTE.
Ha oB0j HauMH, KOPUCHUIIUTE TOOMBAAT BEPOJOCTOCH YBHI 32 MIOTEKIIOTO Ha Xpa-
Hara. JloOMBamETO HEMPOMEHJIMBHU, BEPOIOCTOJHU U CIIEUIMBU MOAATOLH € O
TOJIEMO 3HaueH-€ 3a YCIEeX0T Bo paboremero Ha Walmart, 3aToa mro o6paborysa
40 neradajtu (PB) momarouu cexoj nex [38].
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IIpumepn 3a nonoOpyBame Ha MACMBHUTE MOJATOLM KOPHCTEjKH 0/10K-Bepura

Bo 0Boj nen ke nmpe3eHTHpamMe HEKOJIKY MPUMEpH 3a UMILUIEMEHTalMja Ha OJIOK-
BEPHUTUTE BO MACUBHUTE MOJATOIIH.

— IIpumep 1: GOLEM

GOLEM wmpexara e AelieHTpajlu3upaHa Mpeska Ha KOMIIjyTepH Ha Koja IITOo
CEKO0j MOYKE J1a IIPUCTAIH, LITO ja KOPUCTH KOMIIjyTepcKara MOKHOCT Ha KO-
PUCHHMIIUTE HA MpeskaTa 3a Jia TO HalpaBU CyNEepKOMITjyTepoT (PyHKIIMOHA-
aeH. JlanromuTe, JECKTONMMTE U LEHTPHUTE 3a MOJATOLM CE CaMO HEKOJIKY
IpUMeEpH Ha ypeIu KoM IPUI0HEeCyBaar 3a IpecMeTyBambe Ha MOKTa BO Mpe-
xara. Mpexxara Golem mma 3a 11e11 1a co3/1a/1e AeUeHTpaTn3upaHa eKOHOMH-
ja Ha crio/ieNTyBamkEe Ha KOMITjyTepCcKaTa MOK, KaJle CeKOj MOXKe Ja 3apaboTu
napu “r3HajMyBajku’’ O]l CBOjaTa KOMITjyTepPCKa MOK WJIA Pa3BUBAE U TIPO-
naBame copTBep. BeymHoCT, Taa MMa 3a 1€ [1a ja HalpaBU KOMITjyTepcKara
MOK MHOT'Y TO€BTHHA OTKOJIKY IIITO € JIEHEC, a CO TOA ¥ HaMaJlyBambe Ha TPO-
HIOIUTE 32 HEJ3UHO KOpUCTEHE [23].

— IIpumep 2: PATH

[Tnardopmara PATH ce cTpemu 1a ru 06e1uHN OJIOK-BEPUTHTE K MACHBHUTE
IIO/IaTOIIH, A CO IIeJI 1a UM OBO3MO’KYBa Ha KOPUCHHIIUTE J1a TO “U3HajMyBaar”
HUBHHOT €KcTpa orcer. Ha mpumep, eqHa KoMIIaH#uja caka J1a iMa yBUJI KaKo
Hej31HaTa BeO CTpaHa € Mpe3eHTHpaHa BO JABHOCTA WJIM MaK KOJIKaBa MOK-
pUEHOCT UMa Hej3MHaTa Mpeka BO O/IpE/IeH MepHoJ Ha IeHOT U.T.H. Ha kom-
IjyTepuTe Ha KOMIIAHUUTE C€ MHCTaJIMpaar “jasiu 3a pyaapewme Ha Path” u
THe paboTaaT MaCUBHO BO 11033/1MHA - 3apab0oTyBaar TOKEHH, a CO IIeJl 1a T
00e30enar pabOTHUTE YBUAU HA KOMIIAHUUTE, CIOMHATH MpeTxoqHo. OBa e
caMo e/1Ha Off MHOT'yTe I1aT¢opMu Ha OJIOK-BEpUTUTE KOja UM OBO3MOXKYBa
Ha KOMIIAHMUTE J1a ja UCKOPUCTAT OIpOMHATa 1norpeda Ha KOMIIAHUUTE Ja
I'M TOJ00paT MHOXECTBATA MOJATOLM KOH IITO T aHAJU3UPaaT U 1a T'H KO-
pHCTarT 3a CBOUTE NNPOU3BOAM U YCIYrH. BCyIIHOCT, BUCTHHCKATa BPEAHOCT
Ha MOJIaTOLIUTE BO OJOK-BEpUTaTa € KBAIUTETOT Ha MMOJATOLUTE U KaKo THE
ce yyBaarT BO IJIaBHaTa KHHUra. Taka, oBaa Iuiatgopma 3a€JHO CO JAPYTHUTE
iat¢opMu Ha OI0K-BEPUTUTE UM IIOMaraaT Ha KOMITAHUUTE 1a TH ToA00paT
NOJATOLMTE U CTaHYBaaT MOCPEIHULU Mel'y KOMIAHUUTE U KOPUCHULUTE
[52].

— IIpumep 3: ECTOHUJA
ECTOHMIJA ce cTtpemu na Ouje HajHANPEIHOTO JAUTHUTAIHO OIMIITECTBO,



118 Inasa 6. Brok-eepueu (Blockchain)

KOE ce 3acCHOBa Ha OJok-Bepurure. Taa ja kopuctu MHGPaACTPYyKTypara 3a
nornuuryBame 0e3 kinyd (Keyless Signature Infrastructure) (KCH) 3acuoBa-
Ha Ha TexHoJjorujara Ha Onok-sepurute. KCU ce kopucTH 3a CKIIaaupame
Ha jaBHU MOJATOLIM BO OJOK-BepHrara, Tu3ajHupaHa na o0e30enu ckanadu-
JIeH TUTUTaJIeH MOTIHC, CO KOPUCTEHE Ha Kpuntorpadeka xam (yHKIuja.
Kopucrejku ro oBa, Biagara Moxke Ja HaOJbymayBa KakBU OMIIO IPOMEHHU
BO 0a3zara Ha MOAATOIM, CO IITO CE OCHTypaBa JeKa MOAATOIUTE Ce TPaH-
cnaperTtHU. O] OBa MPOM3JIEryBaar CICIHUTE JIBE MPUIO0OUBKH: HaMaIly-
BarhC Ha HA/IBOPEIIHUTE (haicu(hUKyBaHN/U3MEHETH 3alIUCH U OTCKHYBAHC
Ha MEIIakEeTO Ha HEOBJIACTEHH BIAUHM CIIY>KOCHUIM BO HH(POPMALIUUTE U
noaaronure [38].

— IIpumep 4: SKRY
DUHAHCUCKUTE UHCTUTYLMH, TOJIUIIMjaTa U ONTKOMH KOMIIAHUUTE MOKaT Ja
JIeTeKTUPAAT COMHUTEIHN aKTUBHOCTH KOPHCTEJKU IO IPBUOT MPOU3BOJ HA
SKRY. Toj moxe 12 uneHTH()UKYBa U JIETaJTHU U HEJIETaIHU Cy0jeKTH, IITO
OBO3MOXKYBa CJIE/ICH-E HA PEryJaTUBUTE M UCTPAruTe Ha HHTEPHET KPUMHU-
HaJIOT, KaKo IITO CE€ M3HYIyBamke Ha OTKYyN Ha copTBep, PUHAHCUpAmHE Ha
TEpOpHU3aM WJIM TProBHja CO IpOra Ha TEMHA MpexKa.

6.5.3 HHuTepHeT HA HeWITATA U OJIOK-BEpUIHTE

[Ipumenara Ha OJIOK-BEpUTHUTE BO MHTEPHET HA HEIITAaTa UM OBO3MOXYBa Ha [oT
ypeauTe Aa y4ecTByBaaT BO TPAHCAKIIMHUTE HA OJOK-BEPUTUTE M JIa MPOHAOraaT
HOBU CTHJIOBH Ha TIUTUTAJTHU HHTEpakimu. OBaa TEXHOJIOTH]ja Ke 00e30e11 eqHOC-
TaBHA MHPPACTPYKTYypa 3a YPEAUTE TUPEKTHO M 0€30€IHO Ja MpeHecyBaarT mojia-
TOLIM WJIH TIApH KOPUCTEJKU TAMETHU JOTOBOPHU.

IIpenn3Bunu 3a 6e30enen loT mones

TexoBHHOT [0T exocucTeM ce 3aCHOBA Ha IICHTPATH3UPAH - KIIUSHT/cepBep MOJET,
KaJIe [ITO CUTE YPEAH Ce UACHTU(UKYBAAaT, aBTEHTULIUPAAT U C€ MIOBP3yBaaT MPeKy
obnak cepBepu. OBaa CTPYKTypa € HaJMaCMBHUOT IMPEAM3BUK 3a Oe30eaHocTa
Ha [oT. Jlypu u ako ypenure ce Ha KpaTKo pacTojaHUE, BPCKara rmomery HUB Ke
Mopa J1a MoMHHE HU3 00nakoT. OBHE MOJENH MPOIOJIKYyBaaT Jja ce€ KOpUCTaT BO
nenemnute 10T Mpexu, nako Tue He OM MOXKeJe J1a Ce ClpaBaT CO PACTEUKUTE
norpebu Ha ruranTckuot loT ekocrcTeM Bo MaHMHA. TpomonuTe 3a MOCTOJHUTE
IoT pemenuja, KoM KOpUCTAT LEHTPAIU3UPAH MOJIEIN, C€ YILITE €/1HA ToJieMa IIpeuKa
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3a uaHuot pact Ha UT mpexara. ObGnanure, MacuBHUTE (papMH 3a CEpBEPU U
MpPEXHHUTE ypeard MMaaT TMOTOJIEMH TPOIIONH 32 HHPPACTPYKTypara u OAp KyBa-
meTo. McTo Taka, 3a 1a ce 3amrTuTar ypenure u miargopmure Ha loT o ¢pusmuko
HapyllyBame, MOTPeOHN ce HOBH Oe30e1HOCHU TexHoioruu. [lokpaj Toa, MHOTY
ypenu Bo [oT cuctemMoTr kKopucTar €1HOCTaBHU OIIEPAaTUBHU CUCTEMHU U IIPOLIECOPHU
KOU He MOAJIpKyBaaT HanpeaHu 6e30e1HoCcHU cuctemu [43].

brnok-Bepurure Bo IoT Moske 1a ce KOpUCTAT 3a CIIe/IeHhE Ha IOBP3aHUTE Ype iy,
00paboTKa Ha TpaHCAKIIMUTE M KOOpAUHAIM]ja moMery ypenute. JleneHTpaausu-
paHaTa MpUpoja Ha TEXHOJIOTHjaTa Ha OJIOK-BepUrHTe Ke MpousBeze nodiexcu-
OWJIEH CHUCTEM 3a BOJACHEC HA ypEeOuTe, a CO KpUNTOrpa)CKUTE aJrOPUTMU IIO-
naronure ke Oujar moBeke MpHUBAaTHU. [JaBHaTa KHUra Ha OJIOK-BEPUTHTE HE
MOJKe J1a Oujie M3MaHUITYJIMpaHa O]l 3JIOHAMEPHU KOPUCHUIIM OUJICJKH HE MTOCTOH
Ha eJJHa €MHCTBEHa JIOKallKja, IITO 3Hauu JeKa e HempoMeniuBa. Mcro Taka,
0J0K-BepUrara oBo3MoXxyBa 6e30enHo P2P ucnpakame Ha nopaku momery loT
ypeaute. MoXXHOCTUTE Ha OJIOK-BepuraTa, Kako IITO € JeeHTpaIn3alnjaTa, aBTo-
HOMHMjaTa 1 IOBEPJIMBOCTA, ja MpaBaT OBaa TEXHOJIOTH]ja UieaiHa 3a PyHIaMeHTa-
Ha komrioHeHTa Ha [oT pemenujara [43].

6.5.4 IIpumep na IoT u ocurypyBame

Mogenu Ha ocUTypyBame 3acHOBaHO Bp3 yrnoTpeba (Usage-based insurance mo-
dels-UBI) ce Hexou ox HOBHTE MPOM3BOAU IITO K€ pa3BUjaT TOYHH aKTyapCKU
MOJIEJIM KOU c€ TOTpeOHU 3a OCUTypUTENHUTE KomnaHuu. Ha mpumep, Bo aBTO
OCHUTypYyBambETO, MOXKEME J1a KOPUCTUME MU pUpPaHU TOIATOIHU 32 BpeMe Ha BO3e-
€, pacTojaHuja, 3a0p3yBame, CONUpame U JAPYTH WH(POPMALIMU KOU CE KOPHUC-
TaT 3a WACHTU(UKAIMja HAa BO3a4Md CO BUCOK PU3MK W BalWanuja Ha uHDOpMa-
[IMUTE BKIYYECHH BO ariukanuute. Ha oBOj HaumH, MOXe 1a UM 00e30ennme
Ha MOTPOILIYBAYHUTE MOrojieMa KOHTpoJa HajJ HUBHHUTE mpemuu. llpamamero e
KaKo Jla ce yImpaByBa CO OTPOMHHOT 00€M Ha MOJaToIU MopaJau KOMYHHUKalljaTa
nomMery MIWJIMOHHU ypeau. MacuBHHUTE CIOKEHU MPEXH MOXe J1a OujiaT yrpaBy-
BaHM 0]] OJIOK-BEpHUrara co ypeau KOM KOMYHHUIIMpaaT MeryceOHO 3aCHOBaHO Ha
P2 P mpexara, CUTYpHO U IPELIM3HO, HAMECTO Jla Ce TpajM CKal LIeHTap 3a Moja-
touu. OBOj THI HA YpEIH 3a YIPaByBamke € MOCBTUH O] IICHTPATHHOT MOJIENT Ha
noxaronu [48].






I1asa 7

MpexHo Koagupame 0a3MpaHo HA
KBa3UIPyNu

Bo mpBara masa ja o0jacHMBME NMpUMEHaTa Ha KBa3UTPYNHUTE U KBA3UTPYITHUTE
TpaHc(hopMalry BO JAU33aJHUPABETO Ha KPUNTOrpad)CKU MPUMHUTHBHU, KOIOBH 32
OTKPHBAWkE W KOJOBHU 3a IMONpPaBamke HA TPEIIKUA. |M HaBeZOBME M MPUYMHHUTE
3a Toa, KaKo LITO Ce: CTPYKTypara Ha KBa3uIrpynure, HUBHUOT rojiem 0poj, cBOj-
CTBAaTa Ha KBa3UIPYIICKUTE TpaHchopmMaruu 1 Apyru. Cera, ce mocTraByBa Iipalia-
€ J1aJIM KBAa3UTPYIIUTE MOKE J1a HajaaT npuMeHa Bo Omok-sepurure. Co 1en aa
ce 00e30emu moOp3 MPeHOC BO €1Ha Mpeka (Ta U BO OJIOK-BEPUTHTE), CE KOPUCTHU
TakaHapeueHO MPEKHO Koaupame. Bo 0Boj 1em, ke najemMe eHa mpuMeHa Ha KBa-
3UTPYNHUTE TpaHCPOpMAaIMK BO OBOj BUJ Ha KOAUPAIHE.

7.1 MpexHo Koaupame

MpexHo Koaupame € TeXHHKa Koja ja 1Mojo0pyBa MpexHaTta MOKHOCT U 00e30e-
ZlyBa IIOTOJIEMa CUTYpHOCT. [IpeHeceHHTe momaroiy ce Koaupaar co el Ja ce
3roJIeMH CHPOBOUIMBOCTA, JIa C€ HaMaJlaT O/UIOXKYBamaTa U J]a Ce HalpaBH Mpe-
*ara nopoOycHa. Bo MpeXHOTO Koiupame, BO ja30JI0T ce KOpUCTAT ainrebapcku
QITOPUTMHU 32 KOAMPae Ha HETOBUTE MPUMEHHU NOPAaKH BO M3JIE3HH MOpaku. Bo
KpajHUTE ja3u, JOOMEHUTE OpaKU Ce JEKOAUpaar 1 ce MpeHecyBaar 10 HUBHUTE
nectuHay. Ha oBOj HauwH, MOTPEOHH ce MOMAJIKY TPEHOCH 3a IIPEHECYBambe Ha
CHTE TIOIaTOLM, HO 32 JIa C€ pealn3upa oBa € NoTpedHa moroiema oopaboTKa BO
HNOCPETHUYKUTE U TEPMUHAIHUTE ja3au. HajrmomymapHOTO MpEKHO KOIUpame €
JMHEAPHOTO MPEKHO Kofupame. Toa mpeTcraByBa MareMaTnika TEXHUKA Koja ja
no100pyBa MpoMmycHaTa MOK, e(pKacHOCTa M CKaJTAOMIIHOCTA Ha MpeXKaTa, Kako u
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OTIIOPHOCTA O] HAITA/IX U IPUCIIYIIKYyBamke. BO JIMHEApHOTO MPEKHO KOAUPAE
HAMECTO €IHOCTAaBEH MPEHOC Ha MaKeTH cO MH(OpMAIMHU, ja3uTe TeHepUpaar
HOBH ITAKETH KO CE JINHECAPHU KOMOUHAIIMHI Ha MTPETXOIHO IPUMEHH ITaKETH, MHO-
KEJKH TH CO KOS(UIIMESHTH N30paHu O] KOHEYHO ToJIe. Ja3uTe ru qoO1BaaT OBUE
KOJIMPaHU MOPAKU ¥ TH coOupaat Bo mMarpuia. OpUrHHATHUTE TIOPAKW MOYXAT J1a
ce modmjar o MaTpuIlaTa co MeTooT Ha ['aycoBa enmvuHanyja [5], [63], [S8].

M | M?
M'+M?

M+ AP M M
R1 RZ

Crnuka 7.1: MpexHo konupame Bo “TlenepyTka”

Mpeskara “nieniepyTka’ € hopMa Ha MpeKHa TOTIOJIOTH]a KOja MOXKe J1a C€ KOPH-
CTH 3a IMOBP3yBambe Ha Pa3JIMYHU ja3jIv BO MyJITHIIpoliecopcku cuctem [20]. OBaa
Mperka 4eCTO C€ KOPUCTH 3a J1a CE MIyCTpUpPa KaKO MPEKHOTO KOIUPAEHE MOKE
J1a TO 3200MKOJIM PYyTUPAKBETO (HacouyBameTo). J(BaTa MHPOpPMAICKH U3BOPH T'H
emuTupaar nopakute M u M? xon Mopa 1a GuaT IPEHECEHH JI0 J[Ba Pa3IHYHU
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jazmu Ry u Ry. Cekoj ja3oa MOXe Jla HOCH caMO e€lHa mopaka. lLleHTpamHuor
JIMHK MOJKe J1a Th HocH camo M mmu M?, Ho He u aBeTe. AKO NPETHOCTaBHME
JieKa ja ucrpakame nopakara M au3 nenTaport, Toram R, 6u ja no6un M nsa
naTH U HeMa 1a ja 1ooue M? poonmto. Mcnpakamero Ha M2, IOBIIEKyBa CIMYeH
npobnem 3a Ry. 3Hauu, pyTHPAmkETO € HETOBOTHO 3aTOa IIITO HUTY €HA [IeMa 3a
pyTHpame He MOXe 1a Ti nperece M u M? uctoBpeMeHo J10 IBETE I CTHHALHM.
Ha Cnunxa 7.1 e mpukaxkaHa Mpexkara “mernepyTka” M Kako mopakure M' u M?
MOXKar J1a ce MpeHecar 10 KpajHUTe ja3nu Ry u Ry KICTOBPEMEHO T.11I. TH KoAupame
nopakure M u M? xopucrejkn M* + M?2.

(M) . | ) Ep2 (M)
b=E; (M"Yt Epp(M*)(mod2"

! D
B e
R, R,

Cnuka 7.2: MpexHO Konupame 0a3upaHo Ha KBa3UTPYIH

CrnoxeHOCTa Ha JIEKOAMPAmETO CO KOpUCTEHEe Ha ['aycoB METOA Ha eluMHu-
HallMja, HU ja Jajie ujejata 3a KOHCTPYHPamhe HOB aJITOPUTAM 32 MPEXKHO KOIH-
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pame Oasupan Ha kBazurpynu. OBOj aqropuTaMm € MOETHOCTABEH M MoOp3 OT-
KOJIKY QJITOPUTMHUTE HITO C€ KOPHCTAT BO IMHEAPHOTO MPEKHO Komupame. iejara
3a MPEXKHOTO KOIUpame 0a3upaHo Ha KBa3UTPYIH € MMPETCTABEHO Ha €HOCTaBHA
mpexa Ha Ciinka 7.2. Bo 0BOj anropuTam KOpUCTUME:

— Kgasurpyna (Q, %) ox pen 2" 3aeaHO co Hej3uHaTa mapactpoda \ .

— FE - Tpancdopmanuja co smaep [ 3a konupame U mudpupame nopaku u D;
-TpaHcdopMalja co UCTHOT JIUep [ 3a IeKoAupame U Jemupprupame.

Aneopumam 3a MpedxscHo Koouparoe

Bo u3BopoT S, KOHEUeH Opoj Ha MOpaKK ce TeHEpUpaaT | ce UCIpaKkaat JIo Ipy-
rute jasnu Ha mpexara. Heka, M' u M? ce opuruHaiHu MOpaKky of 1m cUMOONIH
on Q).

Yekop 1. Jazonor A ja npuma nopakara M' u Ha Hea npumenysa E - Tpancdop-
Marmja co JajieH Iuaep /11 ja uenpaka kogupanara nopaxa Fp (M) no cpenanor
jazon B u 10 kpajHuort jason R;. Ha wctu HauwH jasonot C' ja mpuma rmopakara
M? u na Hea npuMenyBa E - TpanchopManuja co qaneH auaep lo M ja ucrpaka
Komupanara nopaka Fy, (M?) no cpexnuor jason B u 10 jasonor Rs.

Yexop 2. Bo cpennuor jazon B ce npaBu codupame mo Moyt 2" Ha IBEeTe pH-
menu nopaku Fj, (M') u Ey,(M?) u ce ucnipaka noGuenara nopaxa b 0 ja3onor
D.

Yexop 3. Jazonor D ja ucnpaka koaupaHata nopaka Fy,(b) no kpajHUTE ja3nu
Ry u R,. Ha 1oj nauun, jasonor R, ja npuma Ej, (M) u Ej,(b), a jasonor R, ja
npuma Ey,(M?) u Ej, (D).

Kpajuure jazmu Ry u Ry, rv eKoaupaaT opuruHaianuTe nopaku M* u M? na
CJIEIHUOT HAYHUH:
Aneopumam 3a oexoouparbe

Bo jazomor Ry:
[pumennre nopaxu ce £y, (M) u E,(b)).
Yexop 1. ITopakara b e nobreHa co npuMeHa Ha MHBep3Ha TpaHchopmanuja Dy,
Ha Fj, (b)), T.e. b = Dy, (E, (b))
Yexkop 2. [Topaxara Ey, (M?) ce no6uBa co onzemanse 1o Moy 2" nabu Fy, (M?).
Yexop 3. Opurunannure nopaku M u M? ce no6uBaar co npuMeHa Ha HHBEP3HU
tpanchopmannu Dy, u Dy, na E; (M) u E;,(M?) coonsetno, re. M' = Dy, (Ey,
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(Ml)) u M? = D12<E12<M2))'

Bo jazonor Rs:

IIpumennte nopaku ce Fy, 2 1 Ey, (D).

Yexkop 1. ITopakara b € jo6ueHa co npuMeHa Ha HHBep3Ha TpaHchopmaruja Dy,
Ha El3 (b), T.e. b= Dl3 (El3 (b))

Yexkop 2. Iopaxara F;, (M?) ce nobua co onzemame no moxyn 2" wabu E;, (M?).
Yexop 3. Opurunanaure nopaku M' u M? ce no6usaar co npuMeHa Ha UHBEP3HHU
tpanchopmannu Dy, u Dy, na E; (M) n E,,(M?) coonsetno, T.e. M* = Dy, (Ey,
(M) u M? = Dy (B, (M?).

[Tpouiecot Ha KoaMpame U JEKOAUPame CO OBOj aIropuTaM Koj KOPUCTH KBa-
3Urpyna ofi pesi 22 oNuIIaH € IpeKy CIEIHUOT HPUMED:

[pumep: Heka Q = {0, 1,2, 3}. Ja 3emame cieHara KBa3urpyHa onepaiija
* M COOJIBETHATA OIepanuja \ Ha (.

* o 1 2 3
o]0 2 1 3
1 1 3 2 0 (7.1)
212 0 3 1
313 1 0 2
\N]0 1 2 3
0o,0 2 1 3
3,10 1 2 0 (7.2)
213 0 1 1
12 3 0 2

— Konupamwe
Axo M' =1233, M? =2323,1, = 1,1y = 2 uls = 3, Toraut:

— Ajawucnpaka E(1233) = 2032 no B u Ry,
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— (C jawucnpaka F5(2323) = 0310 1o B u Ry

— Bjampuma F1(1233) = 2032, F5(2323) = 0310 u ja ucnpaka mopa-
kara b = (2032 + 0310) mod 4 = 2302 g0 D.

— Tloroa D ja ucnpaka E3(2302) = 1002 mo Ry u Rs.

— Jlexonupame
R, ro nobusa ciegHoTO:

~ E4(1233) = 2032
— E5(2302) = 1002

W3BopHuUTE Nopaku ce J00UBaaT CO CIECAHUTE ONEPALMH:

b = D3(1002) = 2302

~ F5(2323) = (2302 — E;(1233)) mod 4 = (2302-2032) mod 4 = 0310
— M, = D;(2032) = 1233

— M, = D,(0310) = 2323

R; o nobuma cieaHoTo:

~ E,(2323) = 0310
~ F5(2302) = 1002

W3BopHUTE NOpaku ce J00UBaaT CO CIECAHUTE OIEPALUH:

b = D3(1002) = 2302

E1(1233) = (2302 — F5(2323)) mod 4 = (2302-0310) mod 4 = 2032
— M, = D;(2032) = 1233

— My = Dy(0310) = 2323

OBO0j HOB aNTOpPUTaM MMa HEKOJIKY MTPEIHOCTH BO OTHOC HA JTMHEAPHOTO Mpe-
XKHO Koaupame. OBie, JEeKOTUPAKETO KOPUCTH MHOTY TTOCTHOCTaBHH OTEPaIIH
OTKOJIKY BO JINHEAPHOTO MPEXHO Koaupame. IMeHo, HamecTo a periaBame cUc-
TEM JIMHEApHU PaBeHKH KOpUCTejkH ['aycoB MeTOA Ha elMMHUHALMja, TIPUMEHY-
Bame camo D-Tpanchopmanuja. 3aroa, HAIIKMOT aJropuTam ode3demyBa moodp3
nporec Ha aexonupame. VIcTo Taka, 3apaau Beke JOKaKaHUTE KpUMTOrpadcku
CBOjCTBa Ha KOPUCTCHHUTE KBA3UTPYITHU TpaHC(opMaIuu, OBOj airoputaM o0e3-
OemyBa TajHOCT Ha MpEeHeCeHuTe mogarory [81].



I1aBa 8

AJITOpUTAM 32 HAMAJIYBaK€ HA MPOCTOPOT
BO 0JIOK-BepUIHTE 0A3UPAH HA
CIO/e/IyBAh€¢ HA TAJHA

Kaxko mro cnomHaBMe npeTxosiHo, OJI0K-BepHrara e qucTpuOyupana 6a3a Ha 3anm-
CH WU jJaBHA KHUTA Ha CUTE BPEMEHCKH 3aIlUIIaHu TPAHCAKIIUH 3a4yBaHU BO CUTE
KOMIIjyTepu Bo enHa P2P mpexa. BceymHocT, 6J0K-Bepurara € pacteuka JucTa
Ha MMOBp3aHu 0J10K0BH [75]. biokoBUTE ce COCTOjaT O/ BaJIUTHU TPAHCAKIINH, Bpe-
MEHCKH TIeYaT W Xalll MOKa)XyBad KaKo BPCKa JI0 MPETXOMAHUOT OJIOK BO JIAHEIIOT.
VYuecHUIMTE ja MOTBPAYBaaT CEKoja TpaHCAKIIMja BO INIaBHATA KHUT'A CO KOHCEH3YC
Ha MHO3MHCTBOTO. MH(popManuuTe mTO ce BHECYBaaT BO [NIaBHATA KHUTa HUKOTAIIl
HEe MOXaT J1a ce u30pumar. [71aBHaTa KHUTra Ha OJIOK-BEpHUraTra COOpKH 3aruc 3a
CEeKOja TpaHCaKII1ja HeKoralll HanpaseHa [7].

bunejku cekoj jazon Tpeba na ru yyBa CUTE TPAHCAKIUH, IPOCTOPOT 3a CKJIa-
Jpame Op30 ce 3rojieMyBa U CO T0a pacTaT TPOILIOLUTE 3a CKIIaIUPabEe Ha 1ielaTa
Mpexa Ha Onmok-Bepurara. [lopaau Toa, uma norpeda oJ] MpoMeHa Ha KOHLENTOT
Ha cKiIaaupame Bo Onok-Bepurata. Ha Cnuka 8.1 gajena e BKynmHara rojieMUHA
Ha CHTE 3ariaBija Ha OJIOKOT U TPaHCAKIIUUTE BO OJIOK-BepHUrara Ha OUTKOMHOT BO
TEKOT Ha MuHaTaTa ronuna (2019).

Bo [8] aBropure npeanaraar pemaBame Ha 0BOj poOJieM CO MOMOII Ha Mpe-
YKHO Kopiupame. Tue ro aenar 6J0KoT co roieMuHa (G Bo k MakeTH co eTHaKBa J101-
*uHa. OBUE k MaKeTH ce KoAupaar BO 1 KOJAUPaHU MAKETH KOPUCTEJKU JTMHEApHU
KOMOMHAIIMM Ha OPUTMHAIHUTE MaKeTH.

Konnenror Ha Jucmpubyupan Ilpocmop 3a Ckaraduparse na 610K-6epuzume
(Distributed Storage Blockchain nnu kpatko DSB) e BoBenen Bo [94]. Bo muc-
TpUOYHUPAHHOT IPOCTOP 32 CKIAHpahe Ha OJIOK-BEPUTUTE TPAHCAKITUCKHOT OJIOK
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Blockchain Size
262.7 GB '

2019-02-14 blockchain.info/charts 2020-02-13

Crnuxka 8.1: I'onemuna Ha Blockchain [21]

ce nmdpupa co ynorpeda Ha pa3IMUHU NMPUBATHH KIIYYEBU M 1OTOA CE€ JUCTPH-
Oyupa Ha MOIMHOXKECTBaTa of ja3nu. Vcro Taka, Xall BpEIHOCTUTE U KIy4eBU
3a mudpupame ce 9YyBaaT Mery ja3iIuTe oJl MOIMHOXECTBOTO BO P2 P Mpexara
CO TOMOIII Ha IIeMara 3a CIOoJeNyBame Ha TajHa. JucTpuOynpaHUOT TpOCTOp
3a CKJIQJIUPame Ha OJIOK-BEPUTHTE 3HAYUTEITHO IO HaMayBa IMPOCTOPOT 3a CKJia-
JMpambe BO CHUCTEMOT Ha OJIOK-BEpUTHTE. 3a Jla ce MOJ00pH JAUCTPUOYHPAHHOT
IPOCTOP 3a CKJIAAUpame Ha OJIOK-BEPUTHTE, C€ MpesIara JOKalHa [IeMa 3a CIIo-
JieITyBamke Ha TajHa BO [56].

Bo [95] aBropure v mogobpyBaar nepdopmMaHcuTe Ha OIOK-BEPUTUTE U TH
HaMajyBaaT TPOIIOIMTE 32 CKIIAANPAKHE CO KOPUCTEHE Ha TEXHUKUTE HA TEOPET-
CKOTO KOJTUpAmbe.

Bo oBoj nen, ke npeaioxuMe Ha KO HAaUWH MOXKE Jla C€ HaMalld TPOCTOPOT 3a
CKJIaIpar-e BO OJIOK-BepuraTa co KopucTeme Ha memara Ha [llamup 3a criogenysa-
Be Ha TajHa. [IpBo ke ro oO6jacHMME KOHIIETITOT Ha paboTa Ha OBaa meMa.

8.1 Illema na llamup 3a cnoaejiyBame HA TajHA

Bo [100] Ilamup T0 BOBEIE KOHIENTOT HA cnodenysarve Ha majua npeky (k, n) -
memara Ha rparoT (threshold scheme). Herosuot mozen ce 6a3upa Ha TOJTMHOMH.
Cnopen xonuenrort Ha [1lamup, memara 3a criozenryBame Ha TajHa € Jja ce TUCTPH-
Oyupa TajHaTa S Ha rpyna oJ n Y4eCHHUIH, TaKa IITO CEKOj yUECHHK Ke o0ue eleH
nen of TajHata. [lo3HaBameTo Ha KOj OMITO & MITH TTOBEKE AETIOBH ja mpaBu S JIeCHA
3a MpecMeTyBamwbe, HO IOMAJIKy Of1 £ Jiea He ja peKOHCTpyHpaar TajHaTa mopaka
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S. 3a ma ce cnogenu mopakara S, ciIydaeH MOJMHOM of crereH k—1, f(z) =
ap + a1x + asx? + ... + ap_12*—1 ce M36Upa HA CIETHUOB HAUKH:

— TajHaTa IIopaka S € KOHCTaHTHHOT YIEH T.€. KOC(i)I/ILII/IeHTOT aop,

— 1,0z, ...,0;_] CE CIIy4aJHO U30paHU KO€(UIIMEHTH O] KOHEYHO moie [,
KaJie p e mpocT Opoj;

— n-te Touku (menosu) ((i, (7)) 3a pasnU4HE BPEIHOCTH Ha i (Ha IpUMEp
3a¢ = 1,2,...,n) 3aeqHO CO MPOCTHOT OPOj p, C€ TUCTPUOyUpaar Ha N
yuecHuiy (jazau) [100] [9].

— ceKoj wieH nobuBa eqHa Touka (i, f(i)) U co Koe OHII0 TTOAMHOXKECTBO CO
k ox oBhe TOYKH, KOCHUIMEHTUTE HA TIOTMHOMOT MOXArT Ja Ce Hajaar co
KOPHUCTEHE Ha HHTEPIIOJIaLHja.

[ITemara na [llamup 3a crionenyBme Ha TajHa (K, 1) ©Ma HEKOJIKY MPETHOCTH.
Hekowu oz HuB ce:

— 3a ¢ukcHo k, MOkeMe J1a HarpaBUME TMHAMHYKO JI0/IaBahE WIIH OPHIIICHE
Ha JIeTunba, 0e3 MpoMeHa Ha JPYTUTE JIETIOBH;

— Moskeme JiecHO na ja momobpume Oe30emHOCTa O€3 MpoMEHa Ha TajHara,
KOHCTPYHPajKH CaMO HOBH TOYKH 33 YUCCHHUIUTE, 3aJ[P)KYBajKH IO UCTHOT
KOHCTaHTEH YWICH Ha TIOJTMHOMOT;

— JIOKOJIKY € Ba)kHa XHepapxHjara Ha yUeCHULIMTE, MOKEME a UM JaJieMe Ha
YUECHHIIUTE pasinueH Opoj mapuuba criopel HHBHOTO HUBO BO XHepapXxuja-
Ta.

8.2 HamauayBame Ha IPOCTOPOT 32 CKJIAAUPabE

Bo 0Boj e pejutaramMe eTHOCTaBeH aJITOPUTaM 3a HaMaJlyBarmbe Ha TPOCTOPOT 3a
CKJIaiupam-e Ha OJIOK-Bepurara Bp3 OCHOBa Ha miemara Ha [llamup 3a criofienyBame
Ha TajHa, OTMIIAHO BO MPETXOIHHUOT JIeN. ANITOPUTAMOT € CIIE/ICH:

Yexop 1. [o nenmume TpaHcakuucku OMOK B Ha k makeTu co eqHaKBa JI0JI-
JKUHA, 03HAYEHU €O by, by, ..., b;_1 , KOM BCYITHOCT C€ IIeNTi OPOCBH.
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(Cute cneqHyM apuTMETHYKH ONEPAlMK C€ W3BPIIYBaaT BO KOHEYHO nonie [,
KaJie mTo p € MpocT Opoj morosem of Opojot Ha jaznute n u b;,3a 1 <t < k.)

Yexop 2. Koucrpyupame nomauHom f(x) ox cremneH (k—1) co koedurmeHtu
bo, b1,
R ,bk,1 T.C.
f(J]) = b() + bll‘ + bg[L’2 + ...+ bk_ll’]%l

Yexop 3. Ce npecmetyBaar n-te aAenoBH (i, f(i)) 3a pa3muYHA BpEIHOCTH Ha
i (ma mpumep 3a i = 1,2,...,n) U ce pacnpeeyBaar 10 COOJABETHHUTE ja3i Ha
0J10K-BepuUrara.

Cexoj jason mobusa emHa touka (i, f(i)) n KoehUIUEHTUTE HA TTOIHMHOMOT
MOJKaT JIa C€ HajaaT 3HaejKu Koj OWIIO k 01 OBUE ACIIOBUTE, KOPUCTE]KU MHTEPITOIA-
ija. Co oBa, GIIOKOT ke 6uie 00HOBEH Ou/ejKu KOe(PUIIMEHTUTE Ha TIOJTMHOMOT C€
JIEJIOBU 071 OJIOKOT. 3HA4H, TIPOIIECOT Ha PEKOHCTPYKITHja ce CBEIyBa Ha MHTEPIIO-
Jaryja Ha TOJTMHOMOT.

Co 0BOj anropuTam, CEKOj ja30J1 BO CUCTEMOT Ha OJIOK-BEpHUTaTa 4yBa 10 €JIeH
JIeJT, HAMECTO I1eJ1 OJIOK, CO IITO ¢ HaMajlyBa MPOCTOPOT 3a CKIIAJAUPambe, a UCTO-
BPEMEHO U MPOIIECOT Ha 0OHOBYBaE € €THOCTABCH.

Co creqHHOB TIpUMeEp Ke o MPHKakeMe KOHIIENTOT Ha HAIIMOT aJaTrOpUTaM.

Ipumep 1. : Hexa B = 123416 e eden 6n10k. 10 denume na 3 napuurba co eOHaxkea

OONIICUHA:
by = 12,by = 34,by = 16

3emame p = 37 u 2o popmupame nonuHomom 00 6mop cmenex
f(z) =12 + 342 + 162°

Axo cakame osue b610ko8u da ce cnooenam Ha 4 jaznu, npecmemyeame 4 denosu
(i, f(2)) 3a paznuunu epeonocmu na i = 1,2, 3, 4. I'u dobusame mouxkume (1,62),
(2,144),(3,258), (4,404) u eu oucmpubyupame ogue mouku 00 cooosemuume 4
Jjaznu na 6nox-eepucama.

IIpoyec na pexoncmpykyuja:

3a pekoHCTpyKIHMja Ha mopakara B noBonHM ce 3 Touku. Ha mpumep, ako
ru 3Haeme Toukute: (1,62),(2,144), (3,258) ke ru npecmerame JlarpaHxoBuTe
OCHOBHH TIOJIMHOMH:
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[ToToa, KOpHCTEjKU TM OBUE MTOJTMHOMHU IO JOOMBAME OPUTHHAIHUOT MTOJIMHOM:

ls

F@) =162+ 1y 144+ I3 - 258 =

2 br 2 3z

= (-4 3)- 624+ (—a?+4r—3)- 144+ (— — == +1)-258 =
(2 2+) + (=2 4+ 4x — 3) +(2 2+)

=12 + 34z + 1622

On xoedunmeHTUTEe HA JOOMEHUOT TOJIMHOM, ja PEKOHCTpyHpaMe OpUTHHAI-
Hara rnopaka B = 123416.

Ha oBoj HaunH, WIyCTpUpaBMe HOBA U MMOETHOCTABHA HIEja 32 HAMAIYBambe
Ha TPOUIOIUTE 32 CMECTYBamkhEe BO TEXHOJIOTHjaTa Ha OJOK-BEPUTHUTE 3aCHOBAHA
Ha meMmara Ha lllamup 3a cnopenyBame Ha TajHa. Pesynratute on oBOj Aein ce
o0jaBenu Bo [93].






3akiay4ok

Bo ronem 6poj uctpaxyBama, ce MoKaxka JeKa KBa3UrpylnuTe U KBa3UTPYIHUTE
TpaHcpopMalyu MOXE J1a HajAaT MpUMeHa BO TeOpHjaTa Ha KOAUpAmkEe U KPUIITO-
rpadujara. [Ipuynan 3a Toa ce: CTPyKTypara Ha KBa3UTPYHHUTE, HUBHUOT TOJIEM
0poj, CBOjcTBaTa Ha KBAa3UTPYIHUTE TpaHCHOpPMAIMK U apyro. BeymHocT, kBa-
3UTPYNHUTE TPaHC(HOpPMALMU Ce MPECTUKYBamka Ol KOHEYHH HU3W HaJl KOHEYHA
a30yKa 1 [MOKa)KyBaaT CBOjCTBA Ha IUCKPETHH IMHAMUYKHU cUcTeMU. BakBara npu-
MeHa Ha KBa3UTPYNUTE U KBA3UTPYITHUTE TPaHCHOPMALIUHU € peJaTUBHO HOBA 00-
JacT U MPETCTaByBa MPEAU3BUK 32 HUBHOTO HaTaMallHO HCTPaKyBamke M HUBHA
pUMEHa BO pa3HH 00IacTH.

[TpBHOT fen 071 OBaa [ucepTalrja € HOCBETEH Ha CIIy4ajHUTE KOJOBU Oa3upaHu
Ha KBa3uIpyIu NpeasoxkeHu 3a nps nar ox Januno Imuropocku, Cmune Mapkos-
cku 1 Jbyrmuo Komapes. OBue koioBU ce KOMOMHAIM]a HA KpUNITOTpadCKu anro-
PUTMH U KOJIOBH 3a KOPEKIIMja Ha TPEIIKU U 3aBUCAT OJ1 HEKOJIKY ImapamMeTpu. AKO
OBHE KOJIOBU C€ KOPUCTEHH 3a KOJUPame Ha MOPaKH, TOTAIl IO OPUTHHAIHUTE
MOAATOIM MOXeE Jla Ce JI0jJIe CaMO JIOKOJIKY C€ 3Hae TOYHO KOW MapaMeTpu ce
KOPUCTEHHU BO MPOLIECOT Ha KOIUPAE, 1yPU U aKO KOMYHUKALIMCKUOT KaHal € 6e3
npedyku. 3aroa, ako MH(OpMalUUTEe KOM CE IPEHECyBaar, ce Of Ta€H KapakTep,
MPEUIOKEHUTE CITy4ajHU KOIOBU CE BO TojieMa MPEAHOCT Mpel OCTaHATUTE.

Bnujanuero Ha mapameTpute Bp3 nepPpopMaHCUTE Ha OBHE KOJIOBH € IIPOYUEHO
BO [88]. Ox pe3ynrarure 70OHMEHHU O] TOA MIPOyUyBamke, 3aKIy4eHO € JeKa u3opa-
HaTa KBa3urpyna, J0JDKMHATa Ha MOYETHUOT KIIyd M HAUMHOT Ha U300p Ha peayH-
JnaHTHaTa nHpopMaluja (M300pOT Ha MATEPHOT) UMAaT TOJIeMO BIIMjaHHE Ha Tep-
dbopmancute Ha oBue KopoBu. Op HampaBeHuTe excniepuMmenTu co RCBQ moxke
Jla ce 3aKJIy4H Jieka Op3uHaTa Ha IEKOIUPA-E € €IeH O]l HajroJeMUTe MpoOIeMu
Kaj OBHE KOJIOBH.

Co uen na ce 3a0p3a mpouecoT Ha JeKoaupame, Anexkcanapa [lomoscka-Mut-
poBuk, Cmuiie MapkoBcku 1 Bepunia bakeBa, neunupaar HOB aJaropuram 3a Ko-
Jpam-e/IeKOIMpame HapeueH aluropuTaM-3a-aeKoanpame-co-npeceru (Cut-De-
coding niau AJIIl anropuram), a moToa UCTUTE aBTOPHU IpaBaT MoAU(UKaIja Ha
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OBOj aJITOpUTaM, HapeUYeHa alrOpUTaM-3a-AeKoaupame-co-4-pecenu (AJ14I1 an-
TOpUTaM).

JIeKOUpameTo CO OBUE aJTOPUTMHU € JICKOTUPAHE CO JIMCTa, Ta OTTyKa Op-
3MHATa Ha JCKOJMpae 3aBHCH O] TOJIEMHHATA Ha JICTaTa (1oMalia JINCTa 3HAYH
noOp30 nexoaupame). Bo oBHe alropuTMH, rojleMHHATa Ha JIMCTaTa 3aBUCH OJ1
B4z (IpeTmiocTaBeH Opoj Ha OUT TPELIKU MPH MPEHOC Ha e/IeH 0J10K). 3a moMaiu
BPEAHOCTH Ha B3,,,, c€ moOMBa momMaja JucTa, HO IPOOIEMOT € TOa IITO HUKOT Al
HE MOXKE OJTHAIpE]] ]a Ce 3HAae TOYHUOT OpOj HAa HACTAHATH TPEIIKU MPH MPEHOC
Ha e7icH OJIOK. Ako TOj Opoj € TorojieM of1 MPEABUACHUOT B,,,,,, TPEIIKaTa HeMa
na Ouje mompaBeHa, HO aKo MPEABHIEHOTO B,,,, € Mperojiemo, Toram uMame
IPETOJIEMH JIMCTHU U IPEMHOTY CIIOPO JIEKOAMpame. 3a Ja ce U30erHe osa, bapem
3a KaHaJIM CO TTOMAJI LTy M, C€ MpeJIaraaT HOBH aJITOPUTMU 3a J1a ce 00e30eIH KO-
JIMpar-e CO IIOMaJIH JINCTH HapeueHH bp3-anropuraM-3a-1eKoaupame-Cco-Tpeceru
(Fast-Cut-Decoding wiu bp3AII1) u bp3-anropuram-3a-aekoaupame-co-4-mpe-
cemu (Fast-4-Sets-Cut-Decoding nnu bp3An4lIl).

Bo excniepuMmeHTHTE CO KaHAIUTE CO padalHu IPeliky, He 1o0uBame 100pu
pe3ysTaTu co MPeTXOAHO NeduHIpaHuTe anroputMu. Ilopamu Toa mro uHTEpIU-
BEPOT U JICHHTEPIIMBEPOT C€ KOPUCTAT 3a CIPaByBamkhe CO padalHU IPEUIKH BO KO-
MYHUKAIIMCKUTE CUCTEMH TpeiaraMe HOBU aJTOPUTMH 33 KOTUPAHE/IeKoanpa-
me HapeueHn PadanenA/lll (Burst-Cut-Decoding) u PaganenAJI411 (Burst-4-
Sets-Cut-Decoding), Bo kou BOBeyBaMe WHTEPJIUBEP BO AITOPUTAMOT 3a KOIH-
pame U COOJBETEH JICMHTEPIIUBED BO aJITOPUTAMOT 32 JICKOANpame. AHATU3UPA]-
KM TU TOOMEHUTE Pe3yNITaTH 3aKilydyBaMe JieKa BEpOjaTHOCTUTE 3a OUT rpelka co
HOBHUTE padaliHi aJrOpUTMHU ce HEKOJIKY (o 2 1o 10) maTu mogo0pu o1 COOIBET-
HHUTE BEPOjaTHOCTH 3a OUT Ipelika JOOUEHH CO COOABETHUTE CTAPH AJITOPUTMHU 32
KOZIMpame/aexoaupame. VICTHOT 3aKiTydyoK MOKe J1a e U3BJIe/IE U 32 BEPOjaTHOC-
THUTE 32 TAKET TPeIKa.

Bo cute exciepiMeHTH 3a IPEHOC Ha CIIMKHU | ay/INO JaTOTEKH, Kaj CITMKUTE 1
ayMo IaTOTeKUTe Oea BOOWINBH OIITETYBakha KOH CE€ Pe3yJITaT Ha HEKOPETHPAHUTE
rpemku. Co 1eJ J1a ce TonpaBaT OBHE OIITETYBama U Ja ce JOOHjaT MojacHH
CJIUKH, IeUHUPAH € puirep 3a mogo0pyBame Ha KBAIUTETOT HA CIIMKHUTE U ayTHO
JIATOTEKUTE.

Enna MoXXHA TIpakTHYHA IPUMEHA Ha OBHE KPUTITOKOIOBHUTE € BO OE3KHMUHHUTE
KaHaJIM CO TOJIEM IITyM, KaJie KOJOT MPUPOHO C€ BKIIOMYBa BO MOAATOYHOTO HUBO
(data link layer), ondakajku TH 1 KOTUPAKETO U MHU(PPUPAKHETO BO €IHA IIEMa.
[IpenyoxennTe koJ0BU OU MOKeIe /1a HajaaT IpUMEHa U 3a KoAupame U mudpu-
pame Kaj caTeIMTCKO IMTUTATHO BHIeo eMuTyBame (satellite digital video broad-
casting (DVB-S)). Momentanno, DVB-S u DVB-S2 kopucrar nBe HuBoa Ha mmema
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3a KoJHpame, MPOCIEeHO CO IeMa Ha mudpupame. Hammot npucran 3a Konu-
pame 'l 3aMEeHyBa OBUE CIIOCBH Ha KOANPamke U MH(pHparme BO €IMHCTBEHA IIeMa
BO KOja C€ MMIUIEMEHTHPAHU CUTE TIOTPEOHH KapaKTEPUCTHKH.

Pa3Bojor Ha TexHomnorujara Ha Onok-Bepurute (Blockchain) Bo nenemrHoro
COBpPEMEHO XKUBECH-E, HH ja JIaBa Wjejara 3a yIITe eIHa MPUMEHAa Ha KBa3UTPY-
IHUTE - MPUMEHa BO OJIOK-BEPUTUTE 3a 3a0p3yBamke Ha MPEHOCOT Ha TPAHCAKIIUUTE
BO BepHUTraTa M 3a HaMallyBame Ha MPOCTOPOT 3a CKIIaAupame. BeymHocT, 61ok-
BEPUTHTE MIPETCTaByBa JACUCHTPUWIN3UPAH CUCTEM (0e3 LEHTpaJIeH aBTOPUTET Ha
OJNTy4yBam€) 32 pa3MeHa Ha BPEAHOCTH JUPEKTHO TOMery (U3UYKHUTE JIUIA, HA
npumep, TpaHcdep Ha napu 6e3 LeHTpajeH aBTopuTeT (6aHka, (UHAHCHCKA WHC-
TUTYLH]A, ...), T.€. JCIEHTpaJu3hpaHa Mpexa 3a MPEeHOC Ha BPEAHOCTH (KpHUII-
TOBAJIyTH) 3aCHOBaHa Ha P2 P mpexara. Ha moyeTokoT o1 BTOpHOT JieJ1 Ha OBaa
JUcepTalja, HalpaBeHO € UCTPaKyBame 3a TEXHOJIOTHjaTa Ha OJOK-BEpUTHUTE.
Pasrienanu ce OCHOBHHTE IMOMMHU KOPUCTEHU BO OBaa TEXHOJIOTHja, HAYMHOT HA
pabota Ha OIIOK-BepUrara, Hej3MHUTE OCHOBHU KapaKTEPUCTUKHU, KaKO U HEj3HMHATA
npuMeHa Bo MacuBHHUTE noparonu (BigData) u Marepuer Ha Hemrata (1oT).

Enen on rmaBHuTe npobiaemMu BO OJOK-BEPUTHTE € Op3uHATa HAa MPEHOCOT.
MpeXHOTO KOAMpamke Kako €IHa TEXHUKA IIITO ja MoA00pyBa MOKHOCTA HA MpeXka-
Ta 1 00e30emyBa rmoroyieMa 0e30€THOCT € €HO O] pelICHHjaTa Ha OBOj MPpoOIeMm.
Co uen na ce 06e36e11 MOOP3 U MOEAHOCTABEH MPOLIEC HA AEKOAUPAE BO MPEXK-
HOTO KOJIMpame, NeUHUPAH € HOB allTOPUTaM 32 MPEXKHO KoAUpame O6a3upaH Ha
KBa3WUTPYIH 32 3T0JeMyBambe Ha CIPOBOIJIMBOCTA BO KOMYHHUKAIFCKAaTa Mpexka
“nenepyTka’.

Kaxko miro ce 3roiemyBa OpojoT Ha TpaHCAKIIMU BO OJIOK-BEpUTraTa, Taka ce 3ro-
JIeMyBa U MIPOCTOPOT NOTPEOCH 3a CKIIaIUpahe Ha UCTHTE, CO IIITO CE OTPaHUYyBa
ckajaOMIIHOCTa Ha OBOj cucTeM. HamanmyBameTo Ha roJieMHHATa Ha TPaHCAKIIU-
jaTta koja ce 4yBa BO OJIOKOBUTE Ha OJIOK-BEpHTara € €IHO O] PeIlieHujara 3a Ha-
MaJTyBame Ha MMPOCTOPOT MOTPEOCH 32 CKIaIMpakhe U HaMaITyBarbe Ha TPOIIOIUTE
3a CKJIaupame Ha TpaHcakuujara. O TaMy U ujejaTa 3a ajJropuTaM 3a Hamaury-
Bah€¢ Ha MPOCTOPOT 32 CKIIAJMPamE BO OJIOK-BEpUTaTa CO KOPHCTEHE Ha IIeMara
Ha [Ilamup 3a ciogenyBame Ha TajHA.

Ha xpajot Moxe Ja ce 3aKTy4H JIeKa aHaJIH3UTE O] HCTPaKyBambaTa HallPaBEeHH
BO OBaa JHCepTalfja 1aBaaT HOBU PE3y/ITaTH BO HACOKA HAa MPUMEHATa Ha KBa3H-
rpyIUTE Kako BO 00JIacTa Ha KOJUPAKHETO U KpunTorpadujara, Taka ¥ BO TEXHO-
JIOTHjaTa Ha MPEXHOTO KOAMPakhe U HAMATYBamhETO Ha TIPOCTOPOT 32 CKIIAUPAhE
BO Onok-Bepurara. TemaTa e akTyenHa U JOOMEHHUTE pe3yaTaTu OTBOPHja MHOTY
npalrama 3a IOHATaMOIITHHU UCTPaXyBama. Ha mpumMep, Kako KBa3UTPyIHTE U KBa-
3UTPYIHUTE TPAHCHOPMAILIUN MOXKAT Jla Ce MPUMEHAT KOHKPETHO BO TEXHOJIOTH-
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jara Ha OJIOK-BEPHTHUTE 32 HAMaJTyBame Ha MPOCTOPOT 3a CKIaAupame, 0e3 aa ce
3roJIeMH KOMIUIEKCHOCTa BO MpeKara U TPOIIOIUTE HACTAHATH TPU CKIIAINPahe
Ha TpPaHCAKLUUTE.

[TpennoskeHUTE AITOPUTMH 32 3TOJIEMYBaH€ Ha CIIPOBOTHMBOCTA BO P2 P Mpe-
JKUTE, KaKO U BO HaMaJyBame Ha TPOIIOIMTE 33 CKIAUpakhe Ke MOXKe Ja ce MpH-
MEHAT BO TEKOBHUTE CUCTEMH CO OJIOK-BEPHTH.
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Chapter 1

Quasigroups and quasigroups string
transformation

In this chapter, we will give a brief overview of quasigroups. More details for
quasigroups and their properties are given in [2], [11], [62]. Using quasigroups,
some string transformations have been defined in [64], [66], [67], [68], [60], [12].
They are called quasigroup string transformations. These quasigroup transforma-
tionsfor are very useful for construction of cryptographic primitives and for de-
signing error-detecting and correcting codes. The reason for this are: the structure
of quasigroups, their large number and their properties.

1.1 Quasigroups and their properties useful in cryptography
and coding theory

A quasigroup (Q, ) is a groupoid, i.e., a set Q with a binary operation * : Q* — Q,
satisfying the law:

Vu,v e @)z, y € Q) (zxu=v&u*xy="0) (1.1)

In fact, (1.1) says that a groupoid (@, *) is a quasigroup if and only if the equations
x *xu = v and u * y = v have unique solutions x and y for each given u,v € Q.

Further on, we will assume that the set () is final. Let the quasigroup (Q, %)
is given. Five new quasigroup operations, called parastrophies, can be performed
from the operation *. We need only one of them denoted with ””\ ” which is defined
as follows:

Txy=z <= y=u)\=2
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The algebra (Q, *, \ ) satisfies identities:

r\(rxy)=y, xx(@\y) =y (1.2)

and (@, ) is also a quasigroup.
Further on, we give some properties of quasigroups.

Definition 1.1. 4 quasigroup (Q, x) is commutative if it satisfies the identity
THY =Y *T. (1.3)
Definition 1.2. 4 quasigroup (Q, x) is associative if it satisfies the identity
(xxy)xz=ax%(y*2) (1.4)

Definition 1.3. A quasigroup (Q, ) is a left loop if it has a left unit element e € )
such that
VzeQ)(exz=ux) (1.5)

Definition 1.4. 4 quasigroup (Q, x) is a right loop if it has a right unit e € Q such
that
VzxeQ)(xrxe=u1x) (1.6)

Definition 1.5. 4 quasigroup (Q, x) is a loop if it has an unit e € Q) such that
VzeQ)(zxe=x=ex1) (1.7)
Let note that (@, x) is a loop iff it is a left loop and right loop.

Definition 1.6. 4 quasigroup (Q, x) is idempotent if it satisfies the identity
THkT =2 (1.8)

A quasigroup (@, *) of order n is shapeless if and only if it is non-idempotent,
non-commutative, non-associative, it does not have neither left nor right unit, it
does not contain proper sub-quasigroups, and there is no k < 2n for which iden-
tities of this kinds are satisfied:

r(.x(xxy)) =y, y=((y*x)*..)*wx. (1.9)

k k
The condition k£ < 2n for identities (1.9) means that any left and right trans-
lation of quasigroup (@, *) should have the order £ > 2n + 1. For cryptographic

purposes, it is preferably to choose a shapeless quasigroup [17].
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Table 1.1: Number of quasigroups of order n < 11

@n
1

2

12

576

161280

812851200

61479419904000

108776032459082956800
5524751496156892842531225600
9982437658213039871725064756920320000
776966836171770144107444346734230682311065600000

— O Vo0 O LN AWM —~3

—_

1.2 Quasigroups string transformation

Here, we will describe the quasigroup transformations that we will use in the fol-
lowing chapters for designing a class of error-correcting codes. For the given
alphabet Q, the set of all finite strings of the elements of ) will be denoted by Q,
ie,Qt ={aay...ax]a; € Q,n € N} or QT = QU Q? U Q?. ... Furthermore,
we will consider the quasigroup which is a degree of 2, i.e. 2%, for some k. In this
way, any element of () can be presented as k-tuples of bits. If k = 4, the elements
of () are nibbles.

Using the quasigroup operation *, two quasigroup string transformations are
defined in [67]. They are mappings from Q" to Q™ (| @ |> 2) called e-transformation
and d transformation.

* e-transformation is a function in Q*, which is defined as follows.
For fixed element [ € @), called a leader and a; € Q,i =1,2,...,n,

bl = l*al,
i+1 = bi*aiﬂ, 22172,71—1
(1.10)

The graphical presentation of ¢; , is given on Fig. 1.1.



156 Chapter 1. Quasigroups and quasigroups string transformation

o . o
ekl

Figure 1.1: Graphical representation of the function e; ..

* d-transformation is a function d;\ : Q* — Q7 which is defined as follows.
For a fixed leader land a; € Q,i=1,2,....n

- C1 =1 \ ai,
dl’\(al"'aw_cl'”c’l@{cz‘+1 = a;\ a1, 1=12...n—1
(1.11)
The graphical presentation of d;\ is given on Fig. 1.2.
a—i»d;—r»dad: —+——» —An-1 1»0n

I | I |

v v v | v ‘

Ccj c2 Cn-1 Cn

Figure 1.2: Graphical representation of the function d;\

As a result of the equation (1.2) we have that the following property holds:

Property 1.1. ([67]) The mappings e and d are bijections (permutations) and for
each string o € Q7 it is true

di\ (€14 (a)) = a = e (dip ()
i.e., d = e~! is an inverse bijection of ¢ .

Let %, %3, ..., %, are quasigroup transformations defined over @ and \ 1, \o, ..., \ .
are corresponding parastophic transformations over (). Let the transformations
€11 %15 Clawas -y €l %y, Ar€ defined in the same way asin (1.10),ad;, \,, di, \,5 -5 iy, 0\
as in (1.11), by selecting fixed leaders [y, lo,...,l, € Q.

We form the following compositions:
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E = Clyytn © Cly_1,45,-195 +++y OCly xq
D= dl1,\1 © dl2,\2o7 D) Odlny\n

As a consequence of Property 1, we have that £/ and D are bijections that are
mutually inverse.

1.3 Cryptographic properties of quasigroup transformations

Here we will consider some cryptographic properties of quasigroups string (e- and
d-) transformations. The E-transformation can be used for designing an encrypt-
ing algorithm, and D-transformation - for decrypting algorithm. Let M be an orig-
inal message and C' = (M) is corresponding encrypted message. Discovering
the message M from message C' is imposible without knowing the quasigroups
used in transformation £. A brute force attack for questing these quasigroup is
also impossible due to the large number of quasigroups (especially, for large order
n).

— One of the most important cryptographic properties of quasigroup transfor-
mations is uniform distribution of the symbols (pairs, triples and so on) in
the encrypted string which provides resistance against statistical kind of at-
tack. This property of quasigroup E—transformation is addressed in [67]
where the authors proved the following property.

Let (Q, *) be a given finite quasigroup and p = (p1, pa, ..., p|q|) be the prob-
ability distribution of the symbols in (), such that p; > 0 for each ¢ and

Z p; = 1. Then the following theorem holds.

Theorem 1.1. ([67]) Consider a random string M = ayas . ..a, (a; € Q)
drawn i.i.d. according to the probability distribution p. Let C' be obtained
after k applications of an e—transformation on M. If n is a large enough
integer then the distribution of substrings of C of length t is uniform for each
1 <t < k. (We note that for ¢ > k£ the distribution of substrings of C' of
length ¢ is not uniform.)

— Another important cryptographic property of the encrypted string C'is its pe-
riod. In [69] authors proved that the period of quasigroup processed strings
grows at least linearly and the increasing of the period depends on the chosen
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quasigroup. More about the period of quasigroup processed string is given
in [13].

1.4 Classification of quasigroups by fractality and linearity

The results of existing investigations tell us that the good cryptographic proper-
ties of quasigroup processed string depend on the chosen quasigroups. Therefore,
classifications of finite quasigroups are very important for successful application
of quasigroups in cryptography and coding theory. It is a difficult problem, since
the number of quasigroups (even of small order) is very large.

A classification of quasigroups by graphical presentation of quasigroup pro-
cessed strings is given in [14]. In that paper, the authors classified the set of all
quasigroups of given finite order n into 2 disjoint classes, the class of so called
fractal quasigroups (if the graphical presentation of quasigroup processed strings
has structure), and the class of so called non-fractal quasigroups (if the graphi-
cal presentation of quasigroup processed strings has not structure). The class of
fractal quasigroups is not recommended to be used for designing cryptographic
primitives. The number of fractal quasigroups of order 4 is 192 and the number of
non-fractal quasigroups is 384.

In [15], the authors give a representation of a quasigroup as vector valued Boo-
lean functions. A quasigroup (@, *) of order 2" can be represented by a vector
valued Boolean function f : {0,1}?" — {0,1}" on the following way. Let rep-
resent an arbitrary x € () as binary vector © = (21, x9,...,2,) € {0,1}". Then,
foreach z,y € )

rxy = f(xy, .. x0n) = (fi(z1, .o, Ton), ooy fuTr, .oy Toy)) (1.12)

where we take

r=(x1,T2 ..., Zn), Y= (Tpi1, Tnio,- .-, L)

and
fi 40,1}y — {0,1}

are the corresponding components of f.

Using this Boolean representation, (in [15]), the quasigroups are divided into
two classes: linear quasigroups and non-linear quasigroups by Boolean represen-
tation.
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Definition 1.7. The quasigroup (Q,*) is linear if all functions f; (in 1.12) for
1 =1,2,...n are linear polynomials.

Definition 1.8. The quasigroup is non-linear if there exist function f; (in 1.12) for
somet = 1,2,...n which is not linear.

Non-linear quasigroups are divided into two subclasses: partial (or weak) non-
linear and pure non-linear quasigroups. Partial non-linear are quasigroups such
that there exist at least one component that is linear Boolean function and at least
one component that is non-linear Boolean function. A quasigroup is pure non-
linear if all its components are non-linear Boolean functions.






Chapter 2

Random Codes based on quasigroup

The initial idea for applying quasigroups in random codes is given in [17] and
[16], where Random Codes Based on Quasigroup (RCBQ) are proposed. RCBQs
are cryptocodes, i.e., they are defined using a cryptographic algorithm during the
encoding/decoding process. These codes with a single algorithm allow not only
correction of certain amount of errors that occur when transmitting through a noisy
channel, but also provide information security. The recipient of the information
can only access the original data if he knows exactly what parameters are used in
the coding process, even if the communication channel is noiseless. In this thesis
we consider RCBQ as error correction codes and therefore their cryptographic
properties will not be analyzed here.

These codes correct errors by using encryption/decryption algorithms during
the encoding and decoding process. We will denoted these coding/decoding al-
gorithms as Standard Algorithm for RCBQ. They include several parameters and
their performances depend on the chosen parameters. The influence of the pa-
rameters on the performances of these codes has been studied in [88]. In [85] the
authors compared performances of these codes with the performances of Reed-
Miller (RMC) and Reed-Solomon codes (RSC). From the obtained results the au-
thors concluded that, the RMC and the RSC have better decoding performances in
a binary symmetrical channel with bit-error probability p < 0.05. In the opposite
case, the RCBQ outperforms them significantly. Nevertheless, the time efficiency
of the RMC and the RSC is much higher than that of RCBQ. So, the speed of
decoding of RCBAQ is its disadvantage and it is a challenge for further improve-
ments. In order to improve the performances of these codes, the authors in [89],
[90], [91][107], defined new algorithms for coding/decoding, called Cut-decoding
algorithm and 4-Sets-Cut-Decoding algorithm. In these papers, the performances
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of Random Codes Based on Quasigroup for data transmission through a binary-
symmetric channel are considered.

2.1 Description of Standard algorithm for RCBQ

In this section, we will present the Standard algorithm for Random Codes Based
on Quasigroups proposed by Gligoroski, Markovski and Kocarev ([17] [16] [65]).

2.1.1 Totally asynchronous stream cipher

Random Codes Based on Quasigroup are based on a class of totally asynchronous
stream cipher (T"ASC), which concept is defined in [17] as follows:

Definition 2.1. A4 totally asynchronous stream cipher is one in which the keystream
is generated as a function of the intermediate key and all previous plaintext letters.
The encryption function of a totally asynchronous stream cipher can be described
by the equations:

ED = (69D my), ¢; = bW, m,)

where k) is the initial secret state of the key, k") are intermediate keys, f is the
key next-state function, and h is the output function. The decryption function of a
totally asynchronous stream cipher can be described by the equations:

KD = #(kD ;) my = (kD ;).

From the definition, it is clear that the totally asynchronous stream cipher gives
cipher text ¢; which depends on all previous plain text letters mg, mq, ..., m;. The
authors of RCBQ give one possible implementation of TASC by using quasigroup
string transformations, called EdonZ.

2.1.2 Standard algorithm for coding process

Let @ be a set of all a-bit symbols, i.e., () has 2¢ letters, (), *) is a given
quasigroup, and (@, \) is its parastrophe. Before encoding with Standard algorithm
for RCBQ, the sequence of bits obtained from the information source is divided
into blocks with a length of Ny, bits and let M be one of these blocks. We will
assume that M = MM, ... M;, where M, € @, i.e., M; are symbols of a-bits.
Hence it is clear that Ny, = la.

Then the coding process is performed in the following steps:
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— The message M received from the source is expanded by adding redundant
information. In this way, each message with a length Ny, 1s mapped to
a message with length N > Ny,.. This can be done in many different
ways, but usually only zeros that are appropriately placed in the message
are added, according to certain patterns and we get the expanded message:

L=LWL® L) = [ L,..L,,

where L; € ), and L are sub-blocks of r a-bit symbols. So, N = ma and
m = rs. In this way, we obtain ( Ny, V) code with a rate R = Nyjoer/N.

— The extended message is encoded using quasigroup transformations. The
encoding/encrypting algorithm (from TASC) is given in Figure 2.1.

— At the end of the coding algorithm, the code word
C = C0s...C,

is obtained, where C; € ().

2.1.3 Standard algorithm for decoding process

In fact, the decoding is a procedure in which the sent codewords should be returned
(if it possible). Since errors occur during transmission, decoding is only possible
if redundant information is used. In this code, decoding uses the fact that some
letters in certain positions in the extended message are zero. During the decoding
process block by block is decoded sequentially. This type of decoding allows part
of'the codeword to be decoded when it is impossible to decode the entire codeword.
After transmission through a noisy channel, the codeword C' will be received as
amessage D = DU D@ DG = D D,...D,, where D are blocks of
symbols from @) and D; € (). The decoding process consists of four steps: (7)
procedure for generating the sets with predefined Hamming distance, (i7) inverse
coding algorithm, (iii) procedure for generating decoding candidate sets and (iv)
decoding rule.

Procedure for generating the sets with predefined Hamming distance-

The probability that maximum ¢ bits in D are not correctly transmitted is

Ppit) = i (Cj)pk(l —p)

k=0
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Encryption Decryption
Input: Key k = k1ko ...k, and || Input: The pair
L:LngLm (alag...as,klk‘g...kn)
Output: codeword Output: The pair
C = C’ngCm (6162...63,K1KQ...KH)
Forj=1tom Fori=1ton
X + Lj; K; + k;;
T + 0; Forj=0tos—1
Fort=1ton X, T < ajq1;
X — ki x X; temp + Ky;
T+ ToX; Fori =nto2
ki +— X; X < temp \ X;
k, < T T+ ToX,;
Output: C; < X temp < K;_1;
Ki 1 <+ X;
X < temp\ X;
K, < T;
cjy1 +— X;
Output: (cico...cs, K1Ko ... K})

Figure 2.1: Algorithms for encryption and decryption

where p is the probability of bit-error in the channel. Let B,,,, be a given integer
which denotes the assumed maximum number of bit errors that occur in a block
during transmission. We generate the sets H; = {ala € Q", H(DY, a) <
Bpas}, fori=1,2,..., s, where H(D®, a) is a Hamming distance between D)
and «. The cardinality of the sets H; is

ra ra ra
Bcecsz]-
o= (V) (5) ot ()

and the number B, . determines the complexity of the decoding procedure: to
find the element C'¥) in the set H;, less than or equal to Bj..rs checks have to
be made. Clearly, for efficient decoding the number of checks B je.rs has to be
reduced as much as it is possible.

Inverse coding algorithm — The inverse coding algorithm (ICA) is the decrypt-
ing algorithm of TASC given in Figure 2.1.
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Generating decoding candidate sets - The decoding candidate sets Sy, S,
Sa,...,Ss are defined iteratively. Let Sy = (k; ... k,; \), where A is the empty se-
quence. Let S;_; be defined for i > 1. Then S; is the set of all pairs (J, wyws . ..
w,q;) obtained by using the sets S;_; and H; as follows (w; are bits). For each
element o € H; and each (8, wiws ... Wyeu—1)) € Si—1, We apply the inverse
coding algorithm with input (v, 5). If the output is the pair (-, ) and if both se-
quences v and L) have the redundant zeros in the same positions, then the pair
(0, W1W3 . . . Wra(i—1)C1C2 - - . &) = (0, W1 W3 . . . Wyei) (¢; € Q) is an element of .S;.

Decoding rule — The decoding of the received message D is given by the fol-
lowing rule:

* If the set Sy contains only one element (d; ...d,,w; ... w,.) then L =
W1 . . . Wres 18 the decoded (redundant) message. In this case, we say that we
have a successful decoding.

* If the decoded message is not the correct one then we have an undetected-
error.

* In the case when the set S contains more than one element, we say that the
decoding of D is unsuccessful (of type more-candidate-error).

* Inthe case when S; = () forsome j € {1,..., s}, the process will be stopped
(and then we say that an error of type null-error appears). We conclude that
for some i < j, DY contains more than B,,,,, errors, resulting in C; ¢ H,.

2.2 Cut-Decoding algorithm

A. Popovska-Mitrovikj, S. Markovski and V.Bakeva in their paper [88] investi-
gated the influence of parametars of Random Codes Based on Quisigroup on codes
performances. They conclude that all parameters used in the code (such as, the pat-
tern, the key length, the quasigroup) affect on the performances of Random Codes
Based on Quasigroup. But the biggest problem of these codes is the decoding
speed. In order to improve the decoding speed, these authors (in the papers [89],
[90], [91]) define a new encoding/decoding algorithm called Cut-Decoding algo-
rithm and they study their performances when messages are transmitted through
a binary symmetrical channel. Since decoding with RCBQ is actually a list de-
coding, decoding speed and the probability of accurate decoding depend on the
size of the lists of potential candidates for the decoded message.Therefore, the
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Cut-Decoding algorithm has been proposed to reduce the number of candidates
for decoding in all iterations of the decoding process. In this algorithm, a mes-
sage is coded twice using different parameters, and the candidates for the decoded
message are obtained using the intersection of the corresponding sets S. On this
way the decoding process for code (72,288) is 4.5 times faster than the Standard
algorithm ([89], [107]).

2.2.1 Coding with Cut-Decoding algorithm

In Standard algorithm for coding described in the previous section, we used
code (Npjock, N) with the rate R = Nyoer/N. In Cut-Decoding algorithm, two
(Nbiock, N /2) codes with rate 2R are used to encode/decode the same message
with Ny, bits. The coding process consists of the following steps:

— The input message M = M, M,...M; is expanded by adding redundant v
zero symbols (in the same way as in the Standard coding algorithm) and
thus we obtain redundant message L = LWL®) L/ = L Ly...Ly, 5 of
N /2 bits, where L% is a subblock of r symbols from the alphabet (), and
L; € Q. Thereby, N =am, m =rs,and m = [ + v.

— Then, for coding, we use twice the coding algorithm given in Figure 2.1, on
the same redundant message L, using different parameters (different keys or
quasigroups).

— In this way we obtain the codeword for the input message M as a concate-
nation of two codewords of N /2 bits, i.e.,

C == 0102-'-Cm/20m/2+1'-'0m7

where C; € Q).

2.2.2 Decoding with Cut-Decoding algorithm

The coded message is transmitted through a Gaussian channel and we obtain
the outgoing message D = DM D®) . D) where D™ are sub-blocks of r sym-
bols. The message D is divided into two messages D; = DM D@ D(/2) and
Dy, = D&/2+1) D/242) | D) with equal length. Then, these two messages are
decoded parallel with the corresponding parameters. The decoding process consists
of the same 4 steps as Standard algorithm, with a modification in the procedure
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1. The sets Hz-(l) are formed. 1. The sets HZ@) are formed

2. Foreach a; € Hi(l), we apply | 2. For each ais € HZ-(Z), we apply
ICA (aq, k1) and let ICA (g, ko) and let

(B1, k))=ICA (v, ky). (B2, k5)=ICA (g, ka).

2.1. We check if 8, and L® 2.1. We check if 8, and L®
have the redundant symbols have the redundant symbols

in the same positions. in the same positions.

If they do then (K}, 3;) € S | If they do then (k}, 35) € S

Table 2.1: Generating decoding candidate sets

for generating decoding candidate sets. For each block of the two messages, the
steps in Table 2.1 are done in parallel.

— Let two decoding candidate sets Sfl) and SZ@) be obtained in the both decod-
ing processes, in the same way as in Standard RCBQ.

— Let
V} = {w1w2 ... wm-|(57 wiws . .. wmi) € Sz(])}’] = 1’ 2

andV =V, NV,
— For each (8, wyws . .. w,q;) € Si(l), ifwiwsy . .. wee; ¢V, then
SZ-(I) — Si(l) \ {(0, wiws . .. Wras) }-
Also, for each (9, wiws . .. w,q;) € Si@), ifwyws ... w.q ¢V, then
S SN {(8, wyws . .. W)}
Actually, we eliminate from SZ-(I) all elements whose second part does not
match with the second part of an element in the Si(Q), and vice versa. In the

next iteration the both processes use the corresponding reduced sets Si(l) and
5.

)

— The procedure is repeated for each i < s/2.

The decoding rule in Cut-Decoding algorithm is defined in the following way.
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» After the last iteration, if the reduced sets SS)Q and SS)Q have only one el-
ement with same second component w ... Wyqs/2, then L = wy ... w42
is the decoded redundant message. In this case, we say that we have a suc-
cessful decoding.

* If the decoded message is not the correct one then we have an undetected-
error.

* If we obtain Si(l) =0, Si(Q) # () or SZ-(Q) =0, S}l) # () in some iteration then
the decoding of the message continues only with the nonempty set SZ-(Q) or
SZ-(I), correspondingly, by using the standard RCBQ decoding algorithm.

* In the case when Si(l) = Si(Q) = () in some iteration, then the process will be
stopped (null-error appears).

« If the reduced sets SS)Q and 55)2 have more than one element, after the last
iteration, we have more-candidate-error.

 Toresolve the problem of greater number of more-candidate-errors a heuris-
tic is used in the decoding rule to eliminate this type of errors. Namely, from
the experiments with RCBQ it can be seen that when the decoding ends with
more elements in the reduced decoding candidates sets in the last iteration,
almost always the correct message is in these sets. In this case, we can ran-
domly select a message from the one of the reduced sets in the last iteration
and it can be taken as the decoded message.

In the paper [91] the authors proposed methods for reducing the number of
null-error and more-candidate-error in Cut-Decoding algorithm:

1. In order to decrease the number of unsuccessful decodings with null-error,
method by backtracking in Cut-Decoding algorithm, is defined. Actually, if
in the 7" iteration of the decoding process, it is obtained that SZ-(U = Si(Q) =
0, (i.e., the two reduced sets are empty), it means that in a previous step j < i
the correct block, which was to be processed, is lost. This is the case if the
number of errors during the transmission of a block is greater than B,,,;.
Some of these errors will be eliminated if several iterations of the decoding
process are canceled and some of them are repeated with a larger value of

Bmax-
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2. A similar modification by returning in Cut-Decoding algorithm is proposed
in order to reduce the number of unsuccessful decodings with more-candida-
te-error. If the decoding process ends with more-candidate-error, then the
number of candidates will be reduced to one, if some iterations are canceled
and they are performed with a smaller value of B,,,,. Namely, in the case
when the decoding ends with more than one element in the reduced decod-
ing candidate sets in the last iteration, then several iterations are canceled
and the first of the canceled iterations is performed with a smaller value of
Binaz. In the following iterations, the previous value of B, is used.

In order to reduce the number of unsuccessful decodings of null-error and
more-candidate-error in Cut-Decoding algorithm, these two proposed methods
have been combined and experiments with this algorithm have been performed in
my master’s thesis. The percentage of eliminated unsuccessful decodings ranges
from 22% to 90% depending on the value of SN R in Gaussian channel.

2.3 4-Sets-Cut-Decoding algorithm

Improving the decoding speed with Cut-Decoding algorithm gives the idea of us-
ing intersections of more sets .5;, in order to obtain a greater increasing in de-
coding speed. Thus, the authors of Cut-Decoding algorithm in [92] modified that
algorithm and use four transformations of the redundant message. With this new
algorithm, called the 4-Sets-Cut-Decoding algorithm, a better improvement in de-
coding speed was obtained. Also, in order to improve the probability of package
error and bit error, several methods have been defined for generating reduced sets
with decoding candidates.

2.3.1 Coding with 4-Sets-Cut-Decoding algorithm

In this modification of Cut-Decoding algorithm instead of (Ny,cx, V) code with
rate R, we use four (Ny,er, N /4) codes with rate 4R, that encode/decode a same
message of Ny bits.

The input message M = M; Ms... M, is expanded by adding redundant v zero
symbols (in the same way as in the Standard coding and Cut-Decoding algorithm)
and thus we obtain redundant message L = LWL® L/ = L, Ly...L,,/, of
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N /4 bits, where L) is a subblock of r symbols from the alphabet ), and L; € Q.
Thereby, N = am, m =rsand m = [ + v.

In the process of coding we apply the encryption algorithm, given in Figure 2.1,
on the same redundant message L four times using different parameters (different
keys or quasigroups) and we obtain the codeword C' of the message as concatena-
tion of the four codewords of N /4 bits.

2.3.2 Decoding with 4-Sets-Cut-Decoding algorithms

In [92], the authors suggest 4 different versions of 4-Sets-Cut-Decoding algo-
rithms. The best results are obtained using the 4-Sets-Cut-Decoding algorithms
#3. In our experiments we use only this version and here we will briefly explain it.
After transmitting through a noisy channel, we divide the outgoing message D =
DO DA D) in four messages D' = DWW D) D6/ D2 = Dls/4+1) Dls/4+2)
...D(S/Q), D3 = D(S/2+1)D(5/2+2)... D(33/4) and D* = D(35/4+1)D(3s/4+2)...D(S)
with equal lenghts and they are decoded parallelly with the corresponding param-
etars. Similarly, as in Cut-Decoding algorithm, in each iteration of the decoding
process the decoding candidate sets obtained in the four decoding processes are

reduced, in this way. Let Si(l), 852), Si(?’) and Si(4) are sets of decoding candidates
obtained in i'" itteration of the four parallel decoding processes, i = 1,...,s/4.
Let Vi = {wiwy ... Weei|(0, wiws . .. Wee) € SZ-(U},. v Vi = {wws . W

(6, wiws .. . wyai) € SPYandV = VinVan VN Vi IfV = 0, then V =
(VinVanVs)U(VinVan V) U(ViNVaN V) U (VaNVsN V). Then, from S,
SZ-(Q), Si(?’) U Si(4) are eliminated all elements whose second part does not match with

some element from V.

After the last iteration, if all reduced decoding candidate sets Si}i, Sgi, Sﬁ‘?i,

SSZ have only one element with same second component w; . . . Wyq4/4, then L =
W1 ... Wres/4 18 the decoded redundant message. In this case, we say that we have
a successful decoding. 1f the decoded message is not the correct message, then we
say that an undetected error has occurred. If the reduced sets have more than one
element, after the last iteration, then we have more-candidate-error. 1If we obtain
SZ-(I) = SZ@ = Si(g) = 554) = () in some iteration of decoding process with 4-Sets-
Cut-Decoding algorithm, then the process will be stoped (null-error appears). But,
if we obtain at least one nonempty set, in some iteration, then the decoding con-
tinues with the nonempty sets (the reduced sets are obtained only by intersection
the non empty sets). To solve the problem of most unsuccessful decoding with

more-candidate-error, the same heuristic as in Cut-Decoding is used.
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Experimental results for codes based on
quasigroup

The experimental results obtained with Standard algorithm and Cut-Decoding al-
gorithm for transmission through a Gaussian channel were presented in my master
thesis and published in [76]. There, the performances of these codes were in-
vestigated. We conclude that the performances depend on the code parametars:
pattern, key and quasigroup. In this section, we give the experimental results ob-
tained with 4-Sets-Cut-Decoding algorithm and we compare these results with the
corresponding results obtained with Cut-Decoding. First, we will briefly explain
Gaussian data transmission channel.

3.1 Gaussian channel

The most significant continuous data transmission channel is Gaussian channel
presented in Figure 3.1. It is a discrete time channel where the output in time 7 is Y;
and that output is obtained as the sum of the input X; and the noise Z;. The noise
is drawn of independent and identicaly distributed random variables Z; from a
Gaussian distribution with variance N. We call it Additive White Gaussian Noise
(AWGN), and the channel is called Gaussian (AWGN) channel.

In fact,
Yi=X,+72;, Z;~N(,N).

We assume that the noise Z; is independent of the signal X;. This is a good
model that can describe several types of communication channels. Ifthe noise vari-
ance is zero, then the receiver receives the transmitted signal correctly. Because

171
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Zi

X %@% Y

Figure 3.1: Gaussian channel

X can receive any real value, the channel can transfer any real number without
error.

If the noise variance is not zero and there is no input limit, we can choose an
infinite subset of arbitrary inputs so that the resulting inputs will differ from each
other with a low error probability. Such a scheme has infinite capacity [6].

The most common input limitation is power limitation. For any codeword
(1,9, ..., T,,) transmitted over the channel, we have:

%meéP

Suppose we want to send one bit through the channel. For the given power
limit, the best we can do is send a signal whose strength is one of the two analog
levels ++/P or —/P. The receiver sees the corresponding received signal Y and
tries to decide which of the two levels of the signal is sent to. Assuming that the
two levels are equally likely (this is the case if we want to send exactly one bit of
information), the optimal decoding rule is to decide that a signal with a power of
+V/Pissentif Y > 0 or signal with strength —/P, if Y < 0.

Digital modulations are used to transfer data to mobile phones, scientific and
geomagnetic instruments, etc. Any digital modulation scheme uses a finite number
of different symbols to represent digital data. One of these modulations is PSK
(Phase-shift keying). It uses a finite number of phases, each associated with a
single pattern of binary digits. Usually each phase encodes an equal number of
bits. Each bit model forms a symbol, which is represented by a certain phase.
The demodulator, which is specially designed for the set of symbols used by the
modulator, determines the phase of the received signal and replicates it back to the
symbols that represent it, thus returning to the original data.
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The simplest form of PSK modulator is BPSK (Binary Phase-shift keying)
which uses only 2 phases. With BPSK, binary digits 1 and 0 can be represented by
the analog levels ++/Ej, and —+/E, respectively. Here P = E}, is a power limit.

This model is shown in Figure 3.2 ([98]).

[IpenaBaren ITpuemuuk
ip BPSK | © : Y | ppsk | P
" Mod — " De-Mod | 1/0
1/0 u3BOp 1/ By i
i)

Figure 3.2: Simple block diagram with BPSK transmitter-receiver

The simulation of this modulation is performed through AWGN channel. How-
ever, the probability of bit error (Bit Error Rate, or short BE R) is calculated by
changing the value of the SN R (Signal-to-noise-ratio) on the AWGN channel. So,
the probability of bit-error BER is a function of SN R.

Values for probability of bit-error B, for SN R values in the range of —3 to 10
decibels are shown in Table 3.1. From the table, it can be seen that the probability
of bit-error P, decreases with an increase of SN R.

3.2 Choosing parameters for optimal RCBQ
Let briefly explain how the experiments in [76] were made and how we chose
the parameters for optimal RCBQ obtained with Standard and Cut-Decoding al-

gorithms. Experiments with RCBQ are performed as follows:

- First, the message received from the source is expanded by using a pattern
to add redundant zero nibbles. Six different patterns were used.
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SNR B,
-3 0.1584
-2 0.1306
-1 0.1038
0 0.0786
1 0.0563
2 0.0375
3 0.0229
4 0.0125
3 0.0060
6 0.0024
7 0.000773
8 0.000191
9 | 0.0000336
10 | 0.00000387

Table 3.1: The probability of bit-error

The extended message is coded using the encryption algorithm (Standard or
Cut-Decoding algorithm).

BPSK modulated is performed on the coded message , with 0 — —1 and
1—1.

The signal is transmitted through the Gaussian channel in which there are
noises and therefore the received signal at the output of the channel does not
have to be the same as the input.

Then, the output signal is demodulated as follows:

1) if the received signal is greater than 0, then we assume that bit 1 is
output at the input of the channel;
2) if the received signal is less than 0, then we assume that bit 0 is output
at the input of the channel,
The demodulated message is decoded using the previously decoding rule.

The received message is compared to the initial one and the probability of
bit error BE R and the probability of packet error PE'R are calculated.
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The probability of packet error PE R on the communication channel is calcu-
lated as the ratio of the number of incorrectly transmitted blocks (packets) and the
total number of blocks transmitted through the channel. Incorrectly transferred
blocks appear in the following cases:

1. Ifthere is only one element in the last set of candidates for decoding Sj, that
element (decoded message) is compared with the input message. If they are
equal, then we have an accurate decoding. If the decoded message differs in
at least one bit from the input one, then an undetected error occurs and the
packet is incorrectly transmitted, i.e., a packet error occurs.

2. Packet errors also occur in other types of unsuccessful decoding, i.e, null-
error and more-candidate error.

The total number of incorrectly transmitted blocks is the sum of the incorrectly
transmitted blocks in the previous two cases.

The bit-error probability BE R of the communication channel is calculated as
the ratio of the number of incorrectly transmitted bits and the total number of bits
transmitted through the channel. The total number of incorrectly transmitted bits
is the sum of the incorrectly transmitted bits in the following two cases:

1. Upon successful decoding, the decoded and input message are compared
and the number of bits in which they differ is determined.

2. In case of unsuccessful decoding, the following two cases are considered:

2.1. When null-error appears, one of the sets S; = (). In that case, all
elements of the set S;_; are taken and the maximum common prefix
of its elements is found. Let that prefix have length k. This common
prefix is then compared to the first £ bits of the input message (which
is m bits long). If they differ in ¢ bits, then the number of incorrectly
transmitted bits is m — k + .

2.2 If more-candidate error occurs, then we again find the maximum com-
mon prefix from the elements of the last set Sy and the procedure for
determining the number of incorrectly transmitted bits is performed in
the same way as null-error.

In order to investigate the influence of the pattern on the code performance, in
my master thesis, experiments were performed on several different patterns to add
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redundant zero nibbles. Experiments are performed for different values of SN R in
the range of —3 to 10 decibels. From the made experiments, we found the patterns
which give the best results (the smallest BER and PER) and we use these patterns
for experiments in this PhD thesis.

Also, in order to check the influence of the key on the performance of the code,
experiments were performed with different key lengths. Analyzing the obtained
results (in my master thesis) it is concluded that the key with length 10 gives the
best results, so that key length is taken as a parameter in the construction of the
optimal RCBQ.

To test whether quasigroup selection affects code performance, experiments
were performed with a cyclic quasigroup of order 16 (for a key of length 10).
Then, experiments were performed with a quasigroup of order 16 obtained as a
direct product of quasigroups of order 2. Experimental results obtained with this
quasigroup are worse than the results obtained with the cyclic quasigroup. The
cyclic quasigroup and the quasigroup obtained by direct product of quasigroups
of order 2 are examples of fractal quasigroups. On the other hand, the quasigroup
given in Table 3.2 is an example of a nonfractal quasigroup and the results obtained
with this quasigroup are quite satisfactory. Also, the given quasigroup is shapeless,
which is good for cryptographic purposes. From the previous examples, it can be

concluded that the choice of the quasigroup has a huge impact on the performance
of the code [76].

3.3 [Experimental results with 4-Sets-Cut-Decoding algorithm

We made many experiments for 4-Sets-Cut-Decoding algorithm and we found the
optimal parametars at the same way which is explained in Section 3.2. The best
results for code (72,576) with rate R = 1/8 are obtained with the following pa-
rameters:

- In Cut-Decoding - redundancy pattern: 1100 1100 1000 0000 1100 1000
1000 0000 1100 1100 1000 0000 1100 1000 1000 0000 0000 0000 for rate
1/4 and two different keys of 10 nibbles.

- In 4-Sets-Cut-Decoding - redundancy pattern: 1100 1110 1100 1100 1110
1100 1100 1100 0000 for rate 1/2 and four different keys of 10 nibbles.

- In all experments we used the same quasigroup on () given in Table 3.2.
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Table 3.2: Quasigroup of order 16 used in the experiments
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In the experiments with these algorithms we use B,,,., = 5. In Table 3.3, we
present experimental results for bit-error probabilities BE R..,; and BE R4, Ob-
tained with Cut-Decoding algorithm and 4-Sets-Cut-Decoding algorithm, respec-
tively, and the corresponding packet-error probabilities PER.,; and PE Rysess.
For SN R smaller than —1, using of Cut-Decoding algorithm does not have sense
since the values of bit-error probabilities are larger than the bit-error probability

in the channel.

Table 3.3: Experimental results with R=1/8

SNR BERcut BERg4sets PERcut PER4sets
—2 /] 0.06548 /| 0.11283
—1 ] 0.05591 | 0.02225 | 0.10491 | 0.03831
0| 0.01232 | 0.00449 | 0.02376 | 0.00835
1 | 0.00224 | 0.00066 | 0.00425 | 0.00136
2 1 0.00037 | 0.00008 | 0.00058 | 0.00014

Analyzing the results in Table 3.3, we can conclude that for all values of SN R,
results for BE Ry.is are better than the corresponding results of BER.,;. The
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same conclusions can be derived for comparison of PE Ryse;s and PERy;.

3.4 Experimental results for images

Here, we present the experimental results obtained for transmission of images
through a Gaussian channel for different values of signal-to-noise ratio (SN R).

In all experiments (for different values of SN R in the channel) we consider
the differences between transmitted and decoded image. Also, we compare exper-
imentally obtained values for bit-error probability (5B E R) and packet-error prob-
ability (P E R) and the duration of the decoding processes with both algorithms.

In all decoding algorithms for RCBQ, when a null-error appears, the decoding
process ends earlier and only a part of the message is decoded. Therefore in the
experiments with images we use the following solution. In the cases of a null-
error (all reduced sets are empty in some iteration), we take the strings without
redundant symbols from all elements in the sets from the previous iteration and
find their maximal common prefix substring. If this substring has k symbols then
in order to obtain decoded message of [ symbols we take these &£ symbols and add
[ — k zero symbols at the end of the message.

We present and compare the results obtained using both algorithms for RCBQ
with modifications for reducing the number of unsuccessful decoding.

All experiments are for code (72, 576) with rate R = 1/8, By, = 5, different
values of SN R, using the same parameters as in Section 3.3.

In the experiments for image transmission we use the image of ”Lenna”, given
in Fig. 3.3 a). In the same figure, the second image is encrypted image of Lenna
(using encryption algorithm given in Section 2.1.2) before transmitting through a
Gaussian channel. It is evident that the algorithm crypts the images. After that, the
image is transmitted through the channel (with different values of SN R) and the
corresponding decoding algorithm is applied. In Fig. 3.4 — Fig. 3.8, we present
images obtained for SNR = —2, SNR = —1, SNR = 0 and SNR = 1, corre-
spondingly. In each figure, the first image is obtained after transmission through
the channel without using any error-correcting code, the second image is obtained
using Cut-Decoding algorithm and the third one — using 4-Sets-Cut-Decoding al-
gorithm.

From the figures (first and third image in Fig. 3.9 — Fig. 3.12), we can see that
Cut-Decoding and 4-Sets-Cut-Decoding algorithms correct many errors appeared
during transmission. Also, we obtain less damages (lines) of the images with 4-
Sets-Cut-Decoding algorithm than with Cut-Decoding algorithm.
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b)
Figure 3.3: Original and encrypted image

Figure 3.5: SNR = -2

The values of BE R and P E R obtained with both algorithms (presented in Ta-
ble 3.4 and Table 3.5) confirm our conclusions from images. There, BER..,; and
PER,, denote the probabilities for Cut-Decoding algorithm and BER, s
and PER, s — corresponding probabilities obtained by 4-Sets-Cut-Decoding
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Figure 3.7: SNR =0

Figure 3.8: SNR =1

algorithm. From these tables we can see that for all values of SNR, BER, e
is more than 3 times smaller than BER,.,;. Also, the packet-error probabilities
obtained with 4-Sets-Cut-Decoding algorithm are more than 2 times smaller than
the probabilities obtained with Cut-Decoding algorithm.

As we explain before when null-error appears we add [ — k zero symbols at
the end of the message and this makes horizontal black lines on the image. The
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Table 3.4: Experimental results for BER

SNR | BER.; | BERy sets
-3 | 0.31351 0.10411
—2 | 0.13257 | 0.03487
—1 | 0.04029 | 0.01233

0 0.00990 | 0.00306
1 0.00161 0.00040

Table 3.5: Experimental results for PER

SNR | PER.: | PER4_sets
-3 | 0.52898 | 0.24045
-2 | 0.24265 | 0.08019
—1 ] 0.07429 | 0.02622
0 0.01675 | 0.00645
1 0.00316 | 0.00082

horizontal white and gray lines are obtained in the case of more-candidate-error
when the randomly selected message from the reduced sets in the last iteration
differs from the original message.

On the other hand, the images obtained without using error-correcting codes
do not have these lines, but the entire images have points that are incorrectly trans-
mitted symbols.

In Table 3.6 and Table 3.7, probabilities of null-error (PER,,;) and more-
candidate-error (P E R ore—candidare) are€ given. From these tables we can conclude
that with Cut-Decoding algorithm we obtain a much greater number of unsuc-
cessful decodings with null-error than with 4-Sets-Cut-Decoding algorithm, but
the number of more-candidate-errors is smaller. Therefore, the images decoded
with Cut-Decoding algorithm have more black lines than the images decoded with
4-Sets-Cut-Decoding algorithm. Also, the most of the lines in the third images
(obtained with 4-Sets-Cut-Decoding algorithm) are white or gray.

Also, we analyzed the speed of two algorithms and concluded that 4-Sets-Cut-
Decoding algorithm is faster than Cut-Decoding algorithm. The speed of the al-
gorithms depends on the value of SN R and it increases as SNV R increases. For
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Table 3.6: Experimental results with Cut-Decoding

SNR PERW][ PERmorefcandidate
-3 | 0.52719 0.00096
—2 1 0.24155 0.00041
—1 | 0.07402 0.00027
0 0.01675 0
1 0.00316 0

Table 3.7: Experimental results with 4-Sets-Cut-Decoding

SNR PERW]] PERmore—candidate
-3 | 0.07278 0.10588
—2 | 0.02691 0.03131
—1 | 0.01181 0.00796
0 0.00247 0.00288
1 0.00041 0.00027

example, for SN R = 1, 4-Sets-Cut-Decoding algorithm is two times faster than
Cut-Decoding algorithm, and for SNR = —2, it is 16 times faster. In order to
clear some of damages (horizontal lines) on the images, in the next subsection we
propose a filter that visually enhance pixels damaged by null-errors and more-
candidate-errors.

3.4.1 Filter for images decoded by cryptcodes based on quasi-
groups

For repairing of a damage, a filter has to locate where it appears. Locating of the
null-errors is easy since we add zero symbols in the place of the undecoded part
of the message. In order to locate more-candidate-errors we change the decoding
rule for these kind of errors. Instead of random selection of a message from the
reduced sets in the last iteration, we take a message of all zero symbols as a decoded
message. Now, one pixel is considered as damaged if it belongs in a zero sub-block
with at least four consecutive zero nibbles. The basic idea in the definition of this
filter is to replace damaged pixel intensity value with a new value taken over a
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neighborhood of fixed size. In this process, we use the median of the nonzero
gray values of the surrounding pixels, so our filter is a median filter.

For each damaged pixel in the position (i, j), the filter uses the following al-
gorithm:

1. Take a 3 x 3 region centered around the pixel (i, j);

2. Sort the nonzero intensity values of the pixels in the region into ascending
order;

3. Select the middle value (the median) as the new value of the pixel (7, j).

In Fig. 3.9 — Fig. 3.12, we present images obtained with Cut-Decoding and 4-
Sets-Cut-Decoding algorithm before and after application of the proposed filter
for SNR = -2, SNR = —1, SNR = 0 and SNR = 1, correspondingly.
In each figure, first two images are for Cut-Decoding (without and with the filter,
correspondingly) and last two images for 4-Sets-Cut-Decoding algorithm (without
and with the filter).

Figure 3.10: SNR = —1
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Figure 3.11: SNR =0

Figure 3.12: SNR =1

From the presented images we can notice that the proposed filter provides a
great improvement of the images for all considered values of SN R. Also, this
filter gives better results for the images obtained with Cut-Decoding algorithm
than with 4-Sets-Cut-Decoding algorithm. The reason for this is the larger number
of undetected-errors obtained with 4-Sets-Cut-Decoding algorithm.
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Fast-Cut-Decoding and
Fast-4-Sets-Cut-Decoding algorithms

In this chapter, we propose new coding/decoding algorithms for RCBQ called
Fast-Cut-Decoding and Fast-4-Sets-Cut-Decoding algorithms. Our goal is increas-
ing the decoding speed and decreasing the probability of bit-error. As we mention
previously, the decoding with Cut-Decoding and 4-Sets-Cut-Decoding algorithms
is actually list decoding. Therefore, the speed of decoding process depends on
the list size (a shorter list gives faster decoding). In both algorithms, the list size
depends on B,,,, (the maximal assumed number of bit errors in a block). For
smaller values of B,,,;, shorter lists are obtained. But, we do not know in ad-
vance how many errors appear during transmission of a block. If this number of
errors is larger than assumed number of bit errors B, in a block, the errors will
not be corrected. On the other side, if B, is too large, we have long lists and the
process of decoding is too slow. Also, larger value of B,,,, can lead to ending of
the decoding process with more-candidate-error (the correct message will be in
the list of the last iteration, if there are no more than B, errors during transmis-
sion). Therefore, with all decoding algorithms for RCBQ, more-candidate-errors
can be obtained, although the bit-error probability of the channel is too small and
the number of bit errors in a block is not greater than B,,,, (or no errors dur-
ing transmission). In order to solve this problem, we propose new modifications
of Cut-Decoding and 4-Sets-Cut-Decoding algorithms, called Fast-Cut-Decoding
and Fast-4-Sets-Cut-Decoding algorithms.

Here, instead of fixed value B,,,, in the both algorithms, we start with B,,,,, =
1. If we have successful decoding, the procedure is done. If not, we increase the
value of B,,,, with 1 and repeat the decoding process with new value of B,,,;,
etc. The decoding finishes with B,,,, = 4 (for rate 1/4) or with B,,,, = 5 (for

185
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rate 1/8).

The new algorithms try to decode the message using the shorter lists and in
the case of successful decoding with small value of B, (B < 4), we avoid
long lists and slower decoding. Also, we decrease the number of more-candidate-
errors.

4.1 Experimental results

In this section, we will present the experimental results for new fast algorithms
and compare them with the existing ones.

4.2 Experimental results for Fast-Cut-Decoding and Fast-4-Sets-
Cut-Decoding algorithms

In this section, we give the experimental results obtained with new Fast-Cut-Decod-
ing and Fast-4-Sets-Cut-Decoding algorithms for rate R = 1/4 and R = 1/8,
for different values of SNV R in Gaussian channel. We compare these results with
corresponding results obtained with Cut-Decoding and 4-Sets-Cut-Decoding algo-
rithms. In order to show the efficiency of new algorithms we present percentages
of messages which decoding finished with B,,,, = 1,2,3,4 or 5.

First we present results for code (72, 288) with rate R = 1/4. For this code,
we made experiments with Cut-Decoding algorithm and Fast-Cut-Decoding algo-
rithm using the following parametars:

— Redundancy pattern: 1100 1100 1000 0000 1100 1000 1000 0000 1100 1100
1000 0000 1100 1000 1000 0000 0000 0000 for rate 1/2

— Two different keys of 10 nibbles, and
— Quasigroup on (@, ) given in Table 3.2 and the corresponding parastrophe.

In experiments with Cut-Decoding algorithm we use B,,,,, = 4 and for Fast-
Cut-Decoding algorithm the maximum value of B, is 4.

In Table 4.1, we give experimental results for bit-error probabilities BE R,
and packet-error probabilities PE R,,; (obtained with Cut-Decoding algorithm)
and the corresponding probabilities BER¢_,; and PER;_ ., (obtained with Fast-
Cut-Decoding algorithm). The results for BER,.,; and PE R,.; for Cut-Decoding
algorithm are given in Chapter 3. In this part, the authors concluded that for values
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of SN R smaller than 0, the coding does not have sense since the bit-error proba-
bility obtained with Cut-Decoding algorithm is larger than the bit-error probability
in the channel (without coding).

Table 4.1: Experimental results with R = 1/4

SNR | BERy | BER;_out | PERwy | PER;—_out
0007153 | 0.06122 | 0.10001 | 0.08993
1] 001830 | 001493 | 0.02722 | 0.02275
21000249 | 0.00155 | 0.00410 | 0.00274
310.00073 | 0.00006 | 0.00230 | 0.00014
471000052 | 0.00001 | 0.00252 | 0.00007

Analyzing the results in Table 3.3, we can conclude that for all values of SN R,
results for BERy_.,; are better than the corresponding results of BER,,;. For
SNR =4, BERj_ ., is even 50 times smaller than BER,,,. The same conclu-
sions can be derived by comparison of PER_.,; and PER.,.

In Table 4.2, we present the percentage of messages which decoding ended
with B = 1, Bz = 2, Biae = 3 or By = 4. From the results given there,
we can see that for smaller values of SN R (0 or 1), we have larger percentage of
messages which decoding needed B,,,,, = 3 or 4. On the other side, for SNR = 4,
the decoding of more than 90% of the messages successfully finished with B,,,,, =
1. From these results, we can conclude that for larger values of SN R (low noise
in the channel) decoding with the new proposed algorithm is much faster than the
old one.

Table 4.2: Percentage of messages decoded with different values of B,

SNR | Biaz =1 | Biaz =2 | Braz =3 | Biae = 4
0 2.74% 26.35% 37.28% 33.63%
1 14.66% 45.83% 28.98% 10.53%
2 44.62% 41.90% 11.41% 2.07%
3 76.45% 20.50% 2.79% 0.26%
4 93.68% 5.89% 0.42% 0.01%
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Further on, we present the results for code (72,576) with rate R = 1/8. We
compare experimental results obtain with Cut-Decoding, Fast-Cut-Decoding, 4-
Sets-Cut-Decoding, Fast-4-Sets-Cut-Decoding algorithms. In the experiments we
used the following parameters:

- In Cut-Decoding, Fast-Cut-Decoding algorithms - redundancy pattern: 1100
1100 1000 0000 1100 1000 1000 0000 1100 1100 1000 0000 1100 1000 1000
0000 0000 0000 for rate 1/4 and four different keys 10 nibbles.

- In4-Sets-Cut-Decoding, Fast-4-Sets-Cut-Decoding algorithms - redundancy
pattern: 1100 1110 1100 1100 1110 1100 1100 1100 0000 for rate 1/2 and
four different keys 10 nibbles.

- In all experments we used the same quasigroup on () given in Table 3.2.

Here, in the experiments with old algorithms we use B,,,, = 5 and for Fast-
Cut-Decoding and Fast-4-Sets-Cut-Decoding algorithms the maximum value of
Bz 18 5. In Table 4.3, we present experimental results for bit-error probabili-
ties BE Ry, BERf_cyt, BERysers, BERf_44¢15 obtained with Cut-Decoding al-
gorithm, Fast-Cut-Decoding algorithm, 4-Sets-Cut-Decoding algorithm and Fast-
4-Sets-Cut-Decoding algorithm, respectively, and the corresponding packet-error
probabilities PE Ry, PERf_cyt, PERysets, PER¢_4sets. For SN R smaller than
—1, using of Cut-Decoding algorithm does not have sense since the values of bit-
error probabilities are larger than the bit-error probability in the channel.

In Table 4.4, we give the percentage of messages which decoding ended with
Biar = 1, Biazr = 2, Biaz = 3, Biae = 4 0t B4, = 5 for both new algorithms.

From the results given in Table 4.3 and Table 4.4, we can derive similar con-
clusions for rate 1/8 as for rate 1/4. Namely, we can conclude that for all values of
SN R, the results for BE R and PFE R obtained with the new algorithms are better
than the corresponding results obtained with the old versions of these algorithms.
Again, this improvement is more significant for the larger value of SN R, i.e., for
low noise in the channel. Even more, for SNR > 2, the values for BER and
PFER obtained with the new algorithms are equal to 0.

From Table 4.4, we can see that if the values of SN R are smaller then with
new Fast-4-Sets-Cut-Decoding algorithm, we have larger percentage of messages
which decoding needed B,,,, = 4 or 5. On the other side, for SNR = 2, de-
coding of more than 80% of the messages successfully finished with B,,,,, = 1 or
Binae = 2. Therefore, we can conclude that for larger values of SN R (low noise
in the channel) decoding with the new proposed algorithms is much faster than
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Table 4.3: Experimental results with R=1/8

SNR BERcut | BERj_ oy BER4sets | BERf_4gets
-2 / /1 0.06548 | 0.04905
—1 ] 0.05591 | 0.03920 | 0.02225 | 0.00795
0 | 0.01232 | 0.00872 | 0.00449 | 0.00074
1 | 0.00224 | 0.00069 | 0.00066 | 0.00013
2 | 0.00037 0 | 0.00008 0
SNR PERcut | PERj_yt PER4sets | PERj_ggcts
-2 / /1 0.11283 | 0.09086
—11]0.10491 | 0.07171 | 0.03831 | 0.01656
0 | 0.02376 | 0.01598 | 0.00835 | 0.00151
1 | 0.00425 | 0.00187 | 0.00136 | 0.00021
2 1 0.00058 0 | 0.00014 0
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with the old one. The results from this part are published in [86].

4.3 Experimental results for images

In this section, we investigate the performances of fast algorithms for transmission
of images. For this goal, we made many experiments for transmission in Gaussian
channel and RCBQ as an error-correcting code. We compare the results obtained
using four algorithms for RCBQ: Cut-Decoding, Fast-Cut-Decoding, 4-Sets-Cut-
Decoding and Fast-4-Sets-Cut-Decoding with modifications for reducing the num-
ber of unsuccessful decodings. All experiments are made for code (72, 576) with
rate R = 1/8 and different values of SN R in Gaussian channel.

In the experiments we used the same parametars (given in previou section) as
for ordinary messages.

Here, in the experiments with old algorithms we use B,,,, = 5 and for Fast-
Cut-Decoding and Fast-4-Sets-Cut-Decoding algorithms the maximum value of
Binar 18 5. In the case of null-error or more-candidate-error, we apply the same
heuristic as in Section 3.3.

As previous, in the experiments for image transmission we use the image of
”Lenna”, given in Fig. 3.3 a). The image is transmitted through the channel (with
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Table 4.4: Percentage of messages decoded with different values of B,

Fast-Cut-Decoding
mas 1 2 3 4 5
SNR
-2 / / / / /
-1 0% | 1.57% | 25.32% | 44.46% | 28.64%
0| 0.07% | 13.80% | 49.38% | 27.88% | 8.86%
1] 1.71% | 48.12% | 39.16% | 9.43% | 1.58%
2| 18.84% | 65.41% | 13.88% | 1.68% | 0.18%
Fast-4-Sets-Cut-Decoding
Pmaz 1 2 3 4 5
SNR
-2 0% | 1.14% | 7.68% | 51.39% | 39.79%
—1 0% | 6.99% | 32.13% | 49.54% | 11.02%
0| 3.39% | 28.74% | 48.76% | 17.62% | 1.48%
1120.24% | 51.47% | 25.88% | 2.33% | 0.09%
2| 57.86% | 37.67% | 4.37% | 0.10% | 0.01%

different values of SN R) and the corresponding decoding algorithm is applied. In
Fig. 4.1 — Fig. 4.4, we present images obtained for SNR = —2, SNR = —1,
SNR = 0and SNR = 1, correspondingly. In each figure, the first image is ob-
tained using Cut-Decoding, the second image is obtained using Fast-Cut-Decoding
algorithm, the third image using 4-Sets-Cut-Decoding algorithm and the fourth one
using Fast-4-Sets-Cut-Decoding algorithm .

Figure 4.1: SNR = -2
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Figure 4.2: SNR = —1

Figure 4.4: SNR =1

If we compare the images, we can conclude that the images obtained with Fast-
Cut-Decoding algorithm and Fast-4-Sets-Cut-Decoding algorithm are clearer than
the corresponding images obtained with Cut-Decoding algorithm and 4-Sets-Cut-
Decoding algorithm. Also, the images obtained with Fast-4-Sets-Cut-Decoding
algorithm are clearer than the corresponding images obtained with Fast-Sets-Cut-
Decoding algorithm for all values of SN R.

In Table 4.5, we present experimental results for bit-error probabilities BE R,
BERf_cyt, BERysers, BERf_ 45045 Obtained with Cut-Decoding algorithm, Fast-



192 Chapter 4. Fast-Cut-Decoding and Fast-4-Sets-Cut-Decoding algorithms

Cut-Decoding algorithm, 4-Sets-Cut-Decoding algorithm and Fast-4-Sets-Cut-De-
coding algorithm, respectively, and the corresponding packet-error probabilities

PERcut> PERf—cut> PER4sets’ PERf—4sets-

Table 4.5: Experimental results with R = 1/8

SNR BERcut | BERj_ oyt BER4sets | BERf_4gets
—2 | 0.13257 | 0.14189 | 0.03487 | 0.04886
—110.04029 | 0.03947 | 0.01233 | 0.00823

0 | 0.00990 | 0.00594 | 0.00306 | 0.00062

11 0.00161 | 0.00140 | 0.00040 0
SNR PERcut | PERj_out | PERi_sers | PERf _ggets
—2 1 0.24265 | 0.24952 | 0.08019 | 0.09063
—110.07429 | 0.07127 | 0.02622 | 0.01634
—0 | 0.01675 | 0.01332 | 0.00645 | 0.00151

11 0.00316 | 0.00307 | 0.00082 0

In Table 4.6, we present the percentage of messages which decoding ended
with Bae = 1, Bz = 2, Biez = 3, Bez = 4 or B, = 5 with Fast-Cut-
Decoding algorithm. The conclusions are very similar as for ordinary messages.
From the results given there, we can see that for greater values of SNR (1 or 2),
we have larger percentage of messages which decoding needed B,,,,, = 2. From
these results, we can conclude that for greater values of SN R (low noise in the
channel) decoding with the new proposed algorithm is much faster than the old
one.

Table 4.6: Percentage of messages decoded with different values of B,

SNR | Binae =1 | Bz =2 | Baz =3 | Binae =4 | Braz =5
-2 0% 0.12% 6.04% 33.92% 59.91%
-1 0% 1.61% 25.89% 43.27% 29.24%

0 0.08% 14.16% 48.15% 28.93% 8.68%
1 1.99% 47.68% 39.29% 9.37% 1.68%
2 18.76% 66.03% 13.43% 1.68% 0.07%
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In Table 4.7, we present the percentage of messages which decoding ended
with Bue = 1, Biazr = 2, Biae = 3, Biae = 4 Bpae = 5 with Fast-4-Sets-
Cut-Decoding algorithms. From the results given there, we can see that for greater
values of SIVR (1 or 2), we have larger percentage of messages which decoding
needed B,,,; = 1 or 2. This means that for greater values of SN R (low noise
in the channel) decoding with the new proposed algorithm is much faster than the
old one.

Table 4.7: Percentage of messages decoded with different values of B,

SNR | Bpaz =1 | Bz =2 | Braz =3 | Biae =4 | Bigz =9
—2 0.03% 1.15% 7.84% 51.11% 39.87%
-1 0.36% 7.28% 32.74% 48.81% 10.82%

0 3.53% 28.00% 49.77% 17.19% 1.51%
1 20.54% 51.37% 25.84% 2.14% 0.10%
2 57.79% 37.70% 4.49% 0.03% 0%

With these new algorithms, Fast-Cut-Decoding and Fast-4-Sets-Cut-Decoding
algorithms, we obtained better results for packet-errors and bit-error probabilities
than with the previously defined (Cut-Decoding and 4-Sets-Cut-Decoding) algo-
rithms of RCBQ, for transmission through a Gaussian channels. Also, from the
presented percentages of messages which decoding ends with different values of
By We can conclude that for larger value of SN R Fast-Cut-Decoding and Fast-
4-Sets-Cut-Decoding algorithms provide faster decoding.

4.4 Experimental results for audio files

In this section, we investigate the performances of fast algorithms for transmission
of'audio files. In our experiments we use Gaussian channel and RCBQ as an error-
correcting code. Similarly, as for images, we compare the results for code (72, 576)
with rate R = 1/8 obtained using four algorithms for RCBQ: Cut-Decoding, Fast-
Cut-Decoding, 4-Sets-Cut-Decoding and Fast-4-Sets-Cut-Decoding and different
values of SN R in Gaussian channel. In these experiments we use the audio that is
consisted of one 16-bit channel with a sampling rate of 44100 H z and it is a part
of Beethoven’s ”Ode to joy” with a total length of approximately 4.3 seconds.

In the experiments we used the same parametars as for ordinary messages.
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Similary as for images, in the experiments with Cut-Decoding and 4-Sets-Cut-
Decoding algorithms we use B,,,, = 5 and for Fast algorithms the maximum
value of B,,,4, 18 5.

In all decoding algorithms for RCBQ, when a null-error appears, the decoding
process ends earlier and only a part of the message is decoded. Therefore in the
experiments with audio files we use the following solution. In the cases when a
null-error appears, i.e., all reduced sets are empty in some iteration, we take the
strings without redundant symbols from all elements in the sets from the previous
iteration and we find their maximal common prefix substring. If this substring has
k symbols then in order to obtain decoded message of [ symbols we take these &
symbols and add [ — k zero symbols at the end of the message.

In Table 4.8, we present experimental results for bit-error probabilities BE R,
BER¢_cyt, BERygets, BER¢_4sets oObtained with Cut-Decoding algorithm, Fast-
Cut-Decoding algorithm, 4-Sets-Cut-Decoding algorithm and Fast-4-Sets-Cut-De-
coding algorithm, respectively and the corresponding packet-error probabilities
PER.y, PER¢_cyt, PERysers, PER¢_45ets. For SN R smaller than —1, the us-
age of Cut-Decoding algorithm does not have sense since the values of bit-error
probabilities are larger than the bit-error probability in the channel.

Table 4.8: Experimental results for BER and PER

SNR BERcut | BERj_ oy BER4sets | BERf_4gets
—2 / /1 0.03658 | 0.04782
—110.04741 | 0.04019 | 0.01122 | 0.00825
0| 0.01114 | 0.00713 | 0.00281 | 0.00081
1 ]0.00175 | 0.00086 | 0.00052 | 0.00003
SNR PERcut | PERj_cyt PERysets | PERj_gqcts
-2 / /| 0.08451 | 0.08917
—1 1 0.08623 | 0.07589 | 0.02499 | 0.01644
0 | 0.02208 | 0.01418 | 0.00632 | 0.00165
1| 0.00383 | 0.00177 | 0.00113 | 0.00012

From the experimental results given in Table 4.8 we can conclude that for all
values of SNV R, the results for PE R and B E R obtained with Fast algorithms are
better than the results obtained with Cut-Decoding and 4-Sets-Cut-Decoding algo-
rithms, especially for larger values of SV R (low noise). Even more, for SNR > 2
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bit-error and packet-error probabilities obtained with Fast algorithms are 0. Also,
decoding with these new algorithms is much faster than with the old one.

For all experiments, we also consider the differences between the sample val-
ues of the original and decoded signal. We present these analysis on graphs where
the sample number in the sequence of samples consisting the audio signal is on
the x-axes and the value of the sample is on the y-axis. In Fig. 4.5 the original
audio samples are presented. Graphs for decoded audio files for considered val-
ues of SIVR are given in Fig. 4.6 - Fig. 4.9. In Fig. 4.6 (for SNR = —2) we
present only two graphs, the first one is for 4-Sets-Cut-Decoding algorithm and
the second is for Fast-4-Sets-Cut-Decoding algorithm, since the coding/decoding
with Cut-Decoding algorithm does not have sense. Namely, the obtained value od
BER is larger than the bit-error in the channel. For the other values of SN R, in
Fig. 4.7 - Fig. 4.9, we present 4 graphs (for decoded audio files using all 4 men-
tioned algorithms) in the following order: Cut -Decoding, Fast-Cut-Decoding, 4-
Sets-Cut-Decoding and Fast-4-Sets-Cut-Decoding.

Figure 4.5: Original audio samples

Figure 4.6: Results for SNR = —2

From these figures we can derive the same conclusions as from the tables for
PER and BER. From the graphs it is evident that for all values of SN R, the
results obtained using 4-Sets-Cut-Decoding algorithm are better than the results
obtained with Cut-Decoding algorithm and the results obtained with the new Fast
algorithms are better than corresponding results obtained with the old versions of
these algorithms.
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Figure 4.9: Results for SNR =1

All audio files obtained in our experiments for transmission through a Gaus-
sian channel with different SN R can be found on the following link:
https://www.dropbox.com/sh/5zq51ly6qtiho8d6/AACT(BgUDopFq9psdbaMb8BKa?
d1=0.

If someone listened to these audio files, he/she would notice that as SN R de-
creases, the noise increases, but the original melody can be listened completely
in background. This is also evident on the graphs. If we compare the graphs for
files decoded with all 4 algorithms with the graph for original audio samples we
can see that the samples of the original audio are contained on all graphs. This is
the reason why we can still hear the original melody in the background intermixed
with the noisy sounds. In order to clear some of these noisy sounds, in the next
subsection we propose a filter that can repair some of damages done by null-errors
and more-candidate-errors.
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4.4.1 Filter for enhancing the quality of audio decoded by crypt-
codes based on quasigroups

For repairing of a damage, a filter has to locate where it appears. Locating of the
null-errors is easy since we add zero symbols in the place of the undecoded part
of the message. In order to locate more-candidate-errors we change the decoding
rule for these kind of errors. Instead of random selection of a message from the
reduced sets in the last iteration, we take a message of all zero symbols as a decoded
message.

The basic idea in the definition of this filter is to replace damaged (erroneously
decoded) nibbles with a new value derived from the values of several previous
nibbles. So, we take all decoded messages as one list of nibbles and one nibble is
considered as an erroneously decoded symbol if it belongs in a zero sub-list with
at least four consecutive zero nibbles. Then each erroneously decoded symbol
(nibble) we replace with the median of the previous 2k + 1 nibbles in the list. If
the erroneous nibble is at the beginning of the list and there are no 2k + 1 previous
ones, then a median of all previous nibbles (to the beginning of the list) is taken.
For repairing of a nibble, we use only previous 2k +-1 nibbles since the next nibbles
are zeros (erroneously decoded symbol belongs in a zero sub-list with at least four
consecutive zero nibbles) and probably they are erroneously decoded. We made
experiments for 2k + 1 equal to 3, 5, 7 and 9 and the results were similar, but they
are a little bit better for 2k + 1 equal to 7 or 9. Further on, we present results obtain
with median of 7 previous nibbles. Notice that we take an odd number of previous
nibbles since a median of these nibbles is computed and if this number is even the
median can be a number which is not in ().

In Fig. 4.10 — Fig. 4.13, we present graphs of samples of audio files obtained
with Fast-Cut-Decoding and Fast-4-Sets-Cut-Decoding algorithm before and af-
ter using of the proposed filter for SNR = —2, SNR = —1, SNR = 0 and
SNR = 1, correspondingly. In each figure, first two graphs are for Fast-Cut-
Decoding (without and with the filter, correspondingly) and last two images for
Fast-4-Sets-Cut-Decoding algorithm (without and with the filter). Also, audio files
obtained after application of the proposed filter can be found on the following link:
https://www.dropbox.com/sh/5zq51y6qtiho8d6/AACTQBgUDopFq9psdbaMb8BKa?
d1=0.
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Figure 4.12: SNR =0

Figure 4.13: SNR =1

From the given graphs and audio files we can notice that the proposed filter
provides a great improvement of the audio for all considered values of SN R.
The results of this section are published in [78].
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Gilbert-Elliot channel

5.1 Gilbert-Elliott Burst channel

Gilbert-Elliott Burst channel is a channel model introduced by Edgar Gilbert and
E. O. Elliott. This model is based on a Markov chain with two states: G (good or
gap) and B (bad or burst). In the good state the probability for incorrect transmis-
sion of a bit is small, and in the bad state this probability is large. This model is
widely used for describing burst error patterns in transmission channels, that en-
ables simulations of the digital error performance of communications links. This
model is shown in Fig. 5.1, where G represents the good state and B represents
the bad state. The probability of moving from bad to good state is Pp¢ and this
probability from good to bad state is Pgp ([57], [61]).

Pce

SooIZ

Figure 5.1: Gilbert-Elliott Burst Model

We made experiments with two kinds of Gilbert-Eliott channel. In the first one,
in each state the channel is a binary symmetric with bit error probabilities P, (G)
in the good state and P,(B) in the bad state. In the second one, the channels are

199



200 Chapter 5. Gilbert-Elliot channel

Gaussian where SN R is high in the good state and low in the bad state.

5.2 New cryptcodes for burst channels

In experiments with burst channel, previously explained algorithms do not give
good results and therefore we define a new algorithms for coding/decoding called
Burst-Cut-Decoding and Burst-4-Sets-Cut-Decoding algorithms [79]. It is known
that interleaver and deinterleaver are useful for reducing errors caused by burst
errors in a communication system. Therefore, the new algorithms introduce an in-
terliver in the encoding algorithm and an appropriate deinterliver in the decoding
algorithm.

The encoding process in the new algorithms consists of the following steps:

— The input message M = M, M,...M; is expanded by adding redundant v
zero symbols (in the same way as in ADP and AD4P) and thus we obtain
redundant message L = LWL® L1/2 = L,L,...L,,/, of N/2 bits (in
ADP), i, L = LWL@ LY = L Ly...L,, 4, of N /4 bits (in AD4P),
where L") is a subblock of r symbols from the alphabet @, and L, € Q.
Thereby, N = am, m =rsand m = [ + v.

— Then, for coding, we use twice (four times) the coding algorithm given in
Figure 2.1, on the same redundant message L, using different parameters,
thus we obtain two (four) codewords.

— We apply the interliver to each codeword individually. The interliver rear-
ranges (in rows) the m-nibbles of the codeword into a k x (k/m) matrix. The
output of the interliver is a mixed message obtained by reading this matrix
in columns.

— Then, we concatenate two (four) outputs of the interliver and thus obtain the
codeword for the input message M, i.e., C' = ClC%HC’szH...C’gC%H
.C e—1ym C), where C; € Q).

k

The decoding process consists of the following steps:

— The coded message is transmitted through a burst channel and we obtain
the outgoing message D = DM DA DG) where D are sub-blocks of
r symbols. The message D is divided into two (four) messages with equal
length.
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— Before parallel decoding, the deinterliver is applied to each message indi-
vidually. Specifically, each part of the outgoing message is rearranged (in
rows) into (k/m) x k, matrix and then the decoded messages are obtained
by reading columns of the resulting matrices.

— These mixed messages are decoded with the appropriate RCBQ (ADP or
ADA4P) decoding algorithm.

The encoding/decoding process of the new schematic algorithms is presented
in Figure 5.2.

,|  Coder with : decoded message
Source ) > Chantal ,| Decoder with

o7 > > : —
interleaver deinterleaver

Figure 5.2: Coding/decoding with new algorithms

5.3 Experimental results for Gilbert-Elliott model

In this section we present the experimental results obtained with RCBQ for trans-
mission through a burst channel. For simulation of the channel we use the Gilbert-
Elliott model. We compare the values of packet-error probability (PER) and
bit-error probability (B E R) obtained with Cut-Decoding, 4-Sets-Cut-Decoding,
Burst-Cut-Decoding and Burst-4-Sets-Cut-Decoding algorithms. We consider cod-
es (72, 288) with rate 1/4 using Cut-Decoding algorithm and Burst-Cut-Decoding
algorithm, and also (72, 576) with rate 1/8 using all algorithms (Cut-Decoding, 4-
Sets-Cut-Decoding, Burst-Cut-Decoding and Burst-4-Sets-Cut-Decoding). In the
experiments we use the following code parameters :

— for code (72, 288) in Cut-Decoding and Burst-Cut-Decoding algorithm, the
parameters are:

— redundancy pattern: 1100 1110 1100 1100 1110 1100 1100 1100 0000
for rate 1/2 and two different keys of 10 nibbles.
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— for code (72,576) the code parameters are:

— 1in Cut-Decoding/Burst-Cut-Decoding - redundancy pattern: 1100 1100
1000 00001100 1000 1000 0000 1100 1100 1000 0000 1100 1000 1000
0000 0000 0000, for rate 1/4 and two different keys of 10 nibbles.

— in 4-Sets-Cut-Decoding/Burst-4-Sets-Cut-Decoding - redundancy pat-
tern: 1100 1110 1100 1100 1110 1100 1100 1100 0000 for rate 1/2 and
four different keys of 10 nibbles.

For all experiments we use the same quasigroup on () given in Table 3.2.

For new burst algorithms, we made experiments for different values of &, i.e.,
for all divisors of 36. Namely, a number of nibbles of two (or four) concatenated
codewords in Cut-Decoding/Burst-Cut-Decoding (or 4-Sets-Cut-Decoding/Burst-
4-Sets-Cut-Decoding) algorithms is 36 (or 72). Best results are obtained for & = 9.
Further on, we will present only results for this value of k.

In Subsection 5.3.1. we present experimental results for Gilbert-Elliott model
with binary symmetric channels for different values of bit-error probability and
different transition probabilities. The experimental results for different values of
SN R and different transition probabilities in Gilbert-Elliott model with Gaussian
channels, are given in Subsection 5.3.2.

5.3.1 Experiments for Gilbert-Elliott with BSC channels

In all experiments for Gilbert-Elliott model with binary symmetric channels we
use P.(G) = 0.01 for bit-error probabilities in the good state and some different
values of bit error probabilities in the bad state P.(B) € {0.2;0.16;0.13;0.1}.

In Table 5.1, we give experimental results for bit-error probabilities BE R,
and packet-error probabilities PE R,,; (obtained with Cut-Decoding algorithm)
and the corresponding probabilities BERy,_.,; and PERy,_.,; (obtained with Burst-
Cut-Decoding algorithm) for code with rate 1/4, and following combinations of
transition probabilities from good to good state Ps and from bad to bad state
P BB-

- PGG:O.SandPBB:QS
- PGG:O.E)andPBB:O.E)

— PGG:O.2andPBB:O.8
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- PGG:0.8andPBB:O.2

Table 5.1: Experimental results for R = 1/4

PE(B) PERcut [ PERy_cut [ BERcut [ BERp_cut
P =08, Ppp=0.8
0.1 0.14069 0.06818 0.10453 0.05030
0.13 0.34014 0.18173 0.26055 0.13535
0.16 0.58078 0.32466 0.45424 0.24698
0.2 0.81271 0.51087 0.67081 0.40820
Pgeg =05 Ppp =05
0.1 0.13464 0.04665 0.09799 0.03376
0.13 0.32711 0.12283 0.24417 0.08970
0.16 0.56365 0.23394 0.43088 0.17073
0.2 0.82358 0.43581 0.65848 0.33149
Poc =02 Ppp =08
0.1 0.20470 0.14177 0.14853 0.10266
0.13 0.46781 0.34619 0.35206 0.25621
0.16 0.73048 0.59497 0.57155 0.45788
0.2 | 0.942468 0.84951 0.79485 0.68579
Poc =08 Ppp =02
0.1 0.05709 0.00921 0.04201 0.00560
0.13 0.14292 0.01555 0.10386 0.01066
0.16 0.27728 0.03333 0.20678 0.02259
0.2 0.48898 0.07250 0.37152 0.05260

203

Analyzing the results in Table 5.1, we can conclude that for all values of P,.(B)
and for all values of Pgg and Pgp the results for BER,_.,; are better than the
corresponding results of BE R,,;. The same conclusions can be derived for com-

parison of PER,_.,; and PER,.;.

for Pog = 0.8 and Pgg = 0.8, BE Ry_.,; 1s from 1.6 to 2.5 times better than

BERcut;

for Pog = 0.5and Pgg = 0.5, BERy_.,,; 1s from 1.9 to 2.8 times better than

BERcut;

for Pog = 0.2 and Pgg = 0.8, BER,_.,; 18 about 1.2 times better than

BERcut;

for Pog = 0.8 and Pgg = 0.2, BERy_,,; 1s from 7.5 to 10 times better than

BER .
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In Table 5.2, we give experimental results for code with rate 1/8, with same
combinations of transition probabilities from good to good state Pgg and from
bad to bad state Ppp as for the code with rate 1/4. There, BE Ry, BERy—cuts
BER,sts and BER),_ 445 are bit-error probabilities obtained with Cut-Decoding,
Burst-Cut-Decoding, 4-Sets-Cut-Decoding and Burst-4-Sets-Cut-Decoding algo-
rithm, correspondingly. Also, PER.;, PERy_cuty PERysers and PE Ry, yse45 are

corresponding packet-error probabilities.

Chapter 5. Gilbert-Elliot channel

Table 5.2: Experimental results for R = 1/8

Poc =08, Pgp =08
PE(B) BERcut BERp_cut BER4sets BERy_4sets
0.1 0.09183 0.04224 0.01796 0.00601
0.13 0.23069 0.11561 0.08060 0.02616
0.16 0.41820 0.22276 0.20798 0.07405
0.2 0.64522 0.39519 0.45947 0.20217
Pe(B) PERcut PERp—_cut PERysets PERp_4sets
0.1 0.15790 0.07445 0.03578 0.01252
0.13 0.37334 0.19549 0.16957 0.05429
0.16 0.62600 0.35476 0.41101 0.15207
0.2 0.85671 0.56624 0.75302 0.34288

Poc =05 Ppp =05
Pe(B) BERcut BERp_cut BERysets BERp_4sets
0.1 0.08336 0.02759 0.01619 0.00412
0.13 0.21774 0.07662 0.07504 0.01353
0.16 0.20663 0.15975 0.20663 0.04268
0.2 0.63793 0.31081 0.47000 0.01298
Pe(B) PERcut PERy_cut PERysets PERy_4sets
0.1 0.22753 0.16028 0.07099 0.03729
0.13 0.52584 0.39026 0.29586 0.17713
0.16 0.80105 0.66229 0.66993 0.45636
0.2 0.97227 0.89840 0.95542 0.82632

Pog =08 Ppp =02
Pe(B) BERcut BERy_cut BFERysets BERy_4sets
0.1 0.03391 0.00320 0.00576 0.00044
0.13 0.0926 0.00866 0.02041 0.00124
0.16 0.18494 0.02014 0.06019 0.00256
0.2 0.34766 0.04408 0.16918 0.00803
Pe(B) PERcut PERp_cut PERysets PERp_4sets
0.1 0.05889 0.00583 0.01094 0.00079
0.13 0.16503 0.01684 0.04133 0.00230
0.16 0.31617 0.03578 0.12802 0.00518
0.2 0.55465 0.07913 0.34569 0.01569

From the results in Table 5.2, we can conclude that for all values of P,(B) and
for all values of Pgq and Pgp, the results for BER,,_.,; are better than the cor-
responding results of BE R.,; and the results for BE R, 4.5 are better than the
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corresponding results of BE Ryse;s. Also, if we compare the results for burst algo-
rithms, we can conclude that Burst-4-Sets-Cut-Decoding algorithm gives from 2 to
7 times better results than Burst-Cut-Decoding algorithm depending of the channel
parameters. The same conclusions can be derived for packet-error probabilities.

5.3.2 [Experiments for Gilbert-Elliott with Gaussian channels

In this subsection, we presented the experimental results for Gilbert-Elliott model
with Gaussian channels with SNRs; = 4 and for different values of SNRp €
{—3,—2, —1} and the same transition probabilities as in the experiments with bi-
nary symmetric channels. First, in Table 5.3 we give experimental results for code
with rate 1/4, where we use the same notations as previously.

Table 5.3: Experimental results for R = 1/4

Pe(B) PERcut [ PERb—cut [ BERcut [ BERb—cut
Poc =08, Ppp =08

-3 0.56322 0.32366 0.44058 0.24605

—2 0.46867 0.35419 0.35223 0.26129

—1 0.16467 0.08179 0.12212 0.05911
Poc =05 Ppp =05

-3 0.56322 0.32366 0.44058 0.24605

—2 0.32754 0.12348 0.24303 0.08867

—1 0.15243 0.05609 0.10993 0.03993
Poc =02 Ppp =038

-3 0.73127 0.57783 0.57146 0.4417

-2 0.46867 0.35419 0.35223 0.26129

—1 0.22775 0.16561 0.16732 0.12115
Poc =08 Ppp =02

-3 0.27282 0.03513 0.20121 0.02449

—2 0.15056 0.01980 0.10891 0.01393

—1 0.06732 0.00986 0.04852 0.00589

From Table 5.3, we can see that the results obtained with the new Burst-Cut-
Decoding algorithm are from 2 to 8 times better than the corresponding results
obtained with the old Cut-decoding algorithm.

In Table 5.4, we give experimental results for bit-error probabilities and packet-
error probabilities for codes with rate 1/8. The notations are previously given.
From this table, we can make similar conclusions for rate 1/8 as for rate 1/4.
Namely, we can conclude that for all values of SN R, results for BER and PER
obtained with the new algorithms are better than the corresponding results ob-
tained with the old versions of the algorithms. Also, Burst-4-Sets-Cut-decoding
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algorithm gives from 2 to 8 times better results than Burst-Cut-decoding algorithm.
The results of this part are published in [79].

Table 5.4: ExcriepumenTanau pesyntaru 3a R = 1/8

P.(B) | BERcut | BERy_cut | BERysets | BERy_4sets
Pog =08, Pgp =08

—3 | 0.40468 0.21957 0.202399 0.07334

—2 | 023806 0.11587 0.08246 0.02539

-1 | 0.10796 0.04945 0.02266 0.00871
Poc =05 Ppp =05

—3 | 038576 0.15412 0.20372 0.043280

—2 | 021698 0.07825 0.07806 0.01490

—1 | 0.09497 0.03024 0.02002 0.00385
Poc =02 Ppp=08

—3 | 0.53986 0.42327 0.35535 0.22462

—2 | 033082 0.24201 0.15007 0.08345

—1 | o0.15119 0.10676 0.03686 0.02265
Poc =08 Ppp=02

—3 | 0.17904 0.02085 0.05540 0.00328

—2 | 0.09442 0.01037 0.02074 0.00134

—1 | 0.04009 0.00503 0.00703 0.00060

PE(B) PERcut PERbfcut PER4S€1‘,S PERbfélsets
Pgg =08, Ppp =028

-3 0.61031 0.34835 0.40048 0.15092

-2 0.38256 0.19693 0.17461 0.05457

-1 0.17821 0.08640 0.048603 0.01771
Pgg =05 Ppp=0.>5

-3 0.60865 0.26116 0.40710 0.09454

-2 0.37028 0.13637 0.16748 0.03204

-1 0.16402 0.05501 0.04169 0.00835
Pgg =02 Ppp =038

-3 0.78650 0.65300 0.65797 0.44758

-2 0.53269 0.40408 0.31820 0.18130

-1 0.26101 0.18613 0.08208 0.04910
Pog =08 Ppp=0.2

-3 0.30645 0.03809 0.11880 0.00604

-2 0.16345 0.01886 0.04428 0.00252

-1 0.07063 0.00907 0.01404 0.00115

5.4 Experimental results for images for transmission through
burst channels

In this section we present experimental results obtained with RC B( for transmis-
sion of images through a burst channel. Namely, we investigate performances of
Burst-Cut-Decoding and Burst-4-Sets-Cut-Decoding algorithms for transmission
of images through a Gilbert-Elliot channel. We made experiments with two kinds
of Gilbert-Elliott channels (binary symmetric channels and Gaussian channels).
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All experiments, presented in this subsection, are made for code (72, 576) with
rate R=1/8, B,,,. = 5 and the same parametars as for ordinary messages fiven in
previous section.

First, in Fig. 5.3 we present some images for Po¢ = 0.2, Pgp = 0.8 obtained
after transmission through the channel without using any error-correcting code.
The first one is obtained after transmission through a Gilbert-Elliott with BSCs
with a bit-error probability in the good state P.(G) = 0.01 and a bit-error proba-
bility in the bad state P.(G) = 0.01 and the second one — with Gaussian channels
with SN Rg = 4 when the channel is in the good state and SN R = —3 when
the channel is in the bad state.

Figure 5.3: Images obtained after transmission through the channel without using
any error-correcting code

5.4.1 Experiments for Gilbert-Elliott with BSC channels

In all experiments for Gilbert-Elliott model with binary symmetric channels, we
use bit-error probability in the good state P.(G) = 0.01 and a few different values
of bit-error probabilities in the bad state P.(B) € {0.16;0.13;0.1} and the fol-
lowing combinations of transition probabilities from good to good state P and
from bad to bad state Pgrg:

— PGG = 0.2 and PBB =0.8
- PGG :0.8andPBB =0.2

In Fig. 5.4 we present the images obtained with Burst-Cut-Decoding algorithm
for Poc = 0.2, Pgp = 0.8 and all considered P,(B) obtained with Burst-Cut-
Decoding algorithm. The corresponding images obtained after aplication of the
filter (proposed in Section 3.3.1.) are presented in Fig. 5.5. Images obtained for
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Pse = 0.8 and P = 0.2 are given in Fig. 5.6 (without the filter) and Fig. 5.7
(with the filter).

Figure 5.4: Images obtained with Burst-Cut-Decoding algorithm without the filter
for PGG = 02, PBB =0.8

Figure 5.5: Images obtained with Burst-Cut-Decoding algorithm with the filter for
Poe =02, Ppp =0.8

Images obtained with Burst-4-Sets-Cut-Decoding algorithm for Pgg = 0.2,
Pgp = 0.8 are presented in Fig. 5.8 (without the filter) and Fig. 5.9 (with the fil-
ter), while images for P;g = 0.8, Pgp = 0.2 are presented in Fig. 5.10 (without
the filter) and Fig. 5.11 (with the filter).

From the images in Fig. 5.4 and Fig. 5.8 (for P = 0.2, Pgg = 0.8) we can
conclude that Burst-4-Sets-Cut-Decoding algorithm gives better results than Burst-
Cut-Decoding algorithm for all considered values of P.(B). Comparing the im-
ages before and after applying the filter we can conclude that the filter significantly
enhances the quality of images decoded with both algorithms. But, it is visible that
the filter gives better results for the images obtained with Burst-Cut-Decoding al-
gorithm than with Burst-4-Sets-Cut-Decoding algorithm. The reason for this is
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Figure 5.6: Images obtained with Burst-Cut-Decoding algorithm without the filter
for PGG = 08, PBB =0.2

Figure 5.7: Images obtained with Burst-Cut-Decoding algorithm with the filter for
Pse =0.8, Pgg = 0.2

Figure 5.8: Images obtained with Burst-4-Sets-Cut-Dcoding algorithm without the
filter for P = 0.2, Pgg = 0.8

the larger number of undetected-errors in the experiments with Burst-4-Sets-Cut-
Decoding algorithm. Namely, the filter cannot detect this kind of errors. The
images for P = 0.8, Pgp = 0.2 (in Fig. 5.6, Fig. 5.7, Fig. 5.10, Fig. 5.11) are
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Figure 5.9: Images obtained with Burst-4-Sets-Cut-Dcoding algorithm with the
filter for PGG = 02, PBB =0.8

Figure 5.10: Images obtained with Burst-4-Sets-Cut-Dcoding algorithm without
the filter for P = 0.8, Pgg = 0.2

Figure 5.11: Images obtained with Burst-4-Sets-Cut-Dcoding algorithm with the
filter for P = 0.8, Pgg = 0.2

clearer due to the smaller number of errors in the channels with these transition
probabilities. Therefore, in these images there is no great difference between the
images decoded with both algorithms and after applying the filter.
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5.4.2 [Experiments for Gilbert-Elliott with Gaussian channels

In this subsection, we present the experimental results for Gilbert-Elliott model
with Gaussian channels for SN R = 4 and different values of SN Rp € {—3, —2,
— 1}. For these channels we made experiments with the same transition probabil-
ities as in the experiments with binary symmetric channels.

Images obtained with Burst-Cut-Decoding algorithm for Py = 0.2, Pgg = 0.8
and all considered SN Rp are given in Fig. 5.12. The images in Fig. 5.13 are ob-
tained from the images given in Fig. 5.12 after applying the filter. Images for
Psq = 0.8, Pgg = 0.2 are given in Fig. 5.14 (without the filter) and Fig. 5.15
(with the filter).

Figure 5.12: Images obtained with Burst-Cut-Decoding algorithm without the fil-
ter for Pog = 0.2, Pgg = 0.8

Figure 5.13: Images obtained with Burst-Cut-Decoding algorithm with the filter
for PGG = 02, PBB =0.8

In Fig. 5.16 (without the filter) and in Fig. 5.17 (with the filter) we present
the images obtained with Burst-4-Sets-Cut-Decoding algorithm for Pro = 0.2,
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Figure 5.14: Images obtained with Burst-Cut-Decoding algorithm without the fil-
ter for PGG = 08, PBB =0.2

Figure 5.15: Images obtained with Burst-Cut-Dcoding algorithm with the filter for
Pee =0.8, Pgp = 0.2

Ppp = 0.8. Images obtained with this algorithm for Py = 0.8, Pgg = 0.2 are
given in Fig. 5.18 (without the filter) and in Fig. 5.19 (with the filter).

Figure 5.16: Images obtained with Burst-4-Sets-Cut-Decoding algorithm without
the filter for P = 0.2, Pgg = 0.8
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Figure 5.17: Images obtained with Burst-4-Sets-Cut-Decoding algorithm with the
filter for PGG = 02, PBB =0.8

Figure 5.18: Images obtained with Burst-4-Sets-Cut-Decoding algorithm without
the filter for P = 0.8, Pgg = 0.2

Figure 5.19: Images obtained with Burst-4-Sets-Cut-Decoding algorithm with the
filter for P = 0.8, Pgg = 0.2

Analyzing the images given in this subsection (transmitted through a Gilbert-
Elliott with Gaussian channels) we can derive the same conclusions as for images
transmitted through a Gilbert-Elliott with BSCs. The results of this section are
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published in [80].

5.5 Fast Decoding with Cryptcodes for Burst Errors

In this section, we want to adopt fast algorithms of RCBQ given in Chapter 4. for
transmission through a burst channel. So, we combine the previous two ideas in
two new algorithms for coding/decoding called FastB-Cut-Decoding and FastB-4-
Sets-Cut-Decoding algorithms. Namely, at first we apply one of the coding algo-
rithm (Fast-Cut-Decoding or Fast-4-Sets-Cut-Decoding algorithms) on the origi-
nal message. After that we apply interleaver on the obtained codewords (before
concatenation). Interleaved message is transmitted through a noisy burst channel.
On the received messages on the output of the channel, after dividing in two (or
four) parts we apply deinterleaver of each part and then all parts are decoded using
the appropriate decoding algorithm.

5.5.1 Experimental Results

Here, we present experimental results obtained with FastB-Cut-Decoding and Fast-
B-4-Sets-Cut-Decoding algorithms for rate R = 1/4 and R = 1/8, for transmis-
sion through a burst channel. In our experiments we use Gilbert-Elliott model
where in both states the channel is a Gaussian and SN R in a good state is high
and SN Rp in a bad state is low.

We compare results obtained with FastB-Cut-Decoding and FastB-4-Sets-Cut-
Decoding algorithms with the corresponding results for Burst-Cut-Decoding and
Burst-4-Sets-Cut-Decoding algorithms. Also, in order to show the efficiency of
Fast algorithms we present percentages of messages which decoding finished with
B =1,2,3,4 0r 5.

In the experiments we use the following code parameters.

— For code (72,288) in Burst-Cut-Decoding and FastB-Cut-Decoding algo-
rithm, the parameters are:

— redundancy pattern: 1100 1110 1100 1100 1110 1100 1100 1100 0000
for rate 1/2 and two different keys of 10 nibbles.

— For code (72,576), the code parameters are:
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— 1in Burst-Cut-Decoding and FastB-Cut-Decoding - redundancy pattern:
1100 1100 1000 00001100 1000 1000 0000 1100 1100 1000 0000 1100
1000 1000 0000 0000 0000, for rate 1/4 and two different keys of 10
nibbles,

— in Burst-4-Sets-Cut-Decoding and FastB-4-Sets-Cut-Decoding - redun-
dancy pattern: 11001110 1100 11001110 1100 1100 1100 0000 for rate
1/2 and four different keys of 10 nibbles.

In all experiments we use the same quasigroup on () given in Table 3.2.

In the experiments with Burst-Cut-Decoding for the code (72,288) we use
Binae = 4, and in the experiments with FastB-Cut-Decoding algorithm the maxi-
mum value of B, is 4. For the code (72, 576) in Burst-Cut-Decoding and Burst-
4-Sets-Cut-Decoding algorithms we use B,,,. = 5, and in FastB-Cut-Decoding
and FastB-4-Sets-Cut-Decoding algorithms the maximum value of B, is 5.

In all experiments the value of SN R in the good state is SN R = 4. We made
experiments for different values of SN R in the bad state SNRp € {—3,—2, -1}
and for the following combinations of transition probabilities from good to good
state P;¢ and from bad to bad state Py in the Gilbert-Elliott model:

- PGG = 0.8 and PBB =0.8

- PGG:O.E)andPBB:O.E)

- PGG = 0.2 and PBB =0.8

- PGG:O.SandPBB:O.2

In Table 5.5, we give experimental results for bit-error probabilities BER
and packet-error probabilities PFE R for the code (72,288). With BER,,_.,; and
PER,_.,; we denote probabilities obtained with Burst-Cut-Decoding algorithm,
and with BER,_c,; and PE Ry, probabilities obtained with FastB-Cut-De-
coding algorithm. The results for BER;,_.,; and PE R;,_,; for Burst-Cut-Decoding
algorithm are presented in Section 5.3.2.
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Table 5.5: Experimental results for code (72, 288)

SNRp | PERsy_cut | PERy_cut | BERpy—cut | BERy_cut
Poeg =08 Pgg=038

-3 0.27657 0.32366 0.20524 0.24605
—2 0.15431 0.17727 0.11143 0.13127
—1 0.06588 0.08179 0.04531 0.05911
Poe =05 Pgg=05>
-3 0.20838 0.23135 0.14832 0.16945
—2 0.10023 0.12348 0.06993 0.08867
-1 0.04097 0.05609 0.02839 0.03993
PGG:0~2 PBB:0.8
-3 0.57402 0.57783 0.43486 0.44170
—2 0.35088 0.35419 0.25447 0.26129
-1 0.15315 0.16561 0.10795 0.12115
Pou =08 Ppp—=02
-3 0.02254 0.03513 0.01529 0.02449
—2 0.00994 0.01980 0.00669 0.01393
-1 0.00382 0.00986 0.00253 0.00589

Analyzing the results in Table 5.5, we can conclude that for all values of
SNRpg and all combinations of transition probabilities, results for BER ¢y cy
and PE Ry, are slightly better than the corresponding results of BE Ry,
and PERy_ ..

When decodings in FastB-Cut-Decoding algorithm end with B,,,, = 1 or
Binar = 2, decoding with this algorithm is much faster than with Burst-Cut-
Decoding. Therefore, in Table 5.6 we give the percentage of messages for which
decoding ended with B, = 1, Bjae = 2, Bjae = 3 or B, = 4 in the
experiments with FastB-Cut-Decoding algorithm. From the results given there,
we can see that the percentages depend not only on the value of SN R but also
on the transition probabilities for bad-to-bad and good-to-good state. For Pog =
0.8, Pgp = 0.2 and all values of SN R for more than 75% of the messages decod-
ing successfully finished with B,,,,. = 1 or B4 = 2. For Pog = 0.8, Pgg = 0.8
or Pog = 0.5, Pggp = 0.5 and SN R = —1 more than 50% of the decoding suc-
cessfully finished with B,,,,, = 1 or B, = 2. In other experiments, where the
probability the channel to be in a bad state is greater we have a smaller percentages
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for successful decoding with B,,,, = 1 or B, = 2. So, we can conclude that
the new algorithm improves decoding speed of RCBQs for transmission through
a Gilbert-Elliott channel with smaller probability for bad state.

Table 5.6: Percentage of messages decoded with different values of B,

SNRp Bm(w:l‘Bmawzz‘Bmaz:?)‘Bmacs:Zl
Poe =08 Ppp =038

-3 15.79% 18.23% 17.71% 48.26%
-2 20.06% 22.56% 22.34% 35.04%
—1 24.95% 29.59% 24.25% 21.21%
Poa =05 Ppp=0.5
-3 5.11% 20.39% 26.30% 48.19%
—2 8.92% 29.10% 30.34% 31.64%
-1 18.17% 37.82% 27.70% 16.31%
Poa =02 Ppp=0.8
-3 0.17% 3.28% 10.95% 85.60%
—2 0.42% 8.55% 21.45% 69.58%
-1 2.17% 20.99% 32.60% 44.24%
Poc =08 Ppp =02
-3 42.42% 32.80% 16.32% 8.46%
-2 50.97% 32.00% 12.66% 4.37%
-1 60.10% 29.56% 8.13% 2.22%

In Table 5.7 and Table 5.8, we present the experimental results for code (72, 576)
withrate R = 1/8. We compare bit-error (BFE R) and packet-error (PE R) prob-
abilities obtain with Burst-Cut-Decoding, FastB-Cut-Decoding, Burst-4-Sets-
Cut-Decoding and FastB-4-Sets-Cut-Decoding algorithms. With BE Ry ..,
PERy i, BERy 4515, PE Ry 4515 We denote probabilities for packet- and bit-
error obtained with Burst algorithms (Burst-Cut-Decoding and Burst-4-Sets-
Cut-Decoding algorithms) and with BER ¢, cut, PER fp—cut, BERfy—45ets and
PER,_4sets the corresponding probabilities obtained with FastB algorithms
(FastB-Cut-Decoding and FastB-4-Sets-Cut-Decoding).
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Table 5.7: Experimental results for BE R for code (72, 576)

SNRp | BERy_cut | BERy_cut | BERsb_ssets | BERy_ssets
Poc — 08, Ppp — 028

-3 0.06381 0.09182 0.01421 0.03798

—2 0.02148 0.03935 0.00322 0.01631

—1 0.00624 0.01347 0.00044 0.00518
Poe =05 Pgg=05>

-3 0.03417 0.05539 0.00588 0.02263

-2 0.01257 0.02198 0.00138 0.00853

-1 0.00250 0.00707 0.00022 0.00251
PGG:0~2 PBB:0.8

-3 0.16994 0.19376 0.06586 0.08592

—2 0.06408 0.08687 0.01560 0.03244

-1 0.01697 0.02736 0.00258 0.01085
Pow — 08 Ppp—=02

-3 0.00200 0.00477 0 0.00225

—2 0.00063 0.00174 0 0.00091

-1 0.00013 0.00075 0 0.00026

From the results given in Table 5.7 and Table 5.8, we can conclude that for all
combinations of transition probabilities and all values of SN R, results for BER
and PE R obtained with new FastB algorithms are better than the corresponding
results obtained with Burst algorithms. Comparing the results of all algorithms, we
can see that the best results (for all channel parameters) are obtained with FastB-
4-Sets-Cut-Decoding algorithm. For P = 0.8, Psp = 0.2 and all considered
values of SN Rp, the values of BER and PE R obtained with this algorithm are
equal to 0. Also, from the duration of the experiments we concluded that FastB-
4-Sets-Cut-Decoding algorithm is much faster than the other three considered al-
gorithms.

In Table 5.9, we give the percentage of messages which decoding with FastB-
Cut-Decoding and FastB-4-Sets-Cut-Decoding algorithms ended with B, = 1,
Bmaz =2, Bmax =3, Bmaw =4or Bmax = 5.
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Table 5.8: Experimental results for PE R for code (72, 576)

SNRp | PERpy—cut | PERy_cut | PERgy_ssets | PERy_asets
Poa =08, Pp=0.8

—3 0.11470 0.16734 0.02657 0.06552

—2 0.04155 0.07273 0.00662 0.02931

—1 0.01202 0.02556 0.00079 0.00900
Pog =05 Pgg=05>

-3 0.06509 0.10765 0.01202 0.03910

-2 0.02304 0.04198 0.00324 0.01419

-1 0.00540 0.01375 0.00043 0.00446
PGGZO'Q PBB:O.8

-3 0.29551 0.35628 0.12025 0.14653

-2 0.11874 0.16381 0.02988 0.05688

-1 0.03283 0.05357 0.00490 0.01879
Poc =08 Ppp—=02

-3 0.00374 0.00886 0 0.00410

—2 0.00115 0.00382 0 0.00158

-1 0.00029 0.00158 0 0.00043
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From Table 5.9, we can see that in all experiments we obtained better per-

centages (larger percentages for smaller B,,,, and smaller percentages for larger
B,q2) with FastB-4-Sets-Cut-Decoding algorithm than with FastB-Cut-Decoding
algorithm. In almost all cases, the percentage of messages which decoding needed
Binar = 5 with these algorithm is below 8% and for more than 60% of messages
the decoding ended with B,,,, < 3. Exception of this are only the cases when
PGG = O.Q,PBB = 08, SNRB < —2 and PGG = 08, PBB = OS,SNRB = —3,
Also, for Pge = 0.8, Pgp = 0.2 more than half of decodings ended with B,,,, =
1. This means that for these channel parameters FastB-4-Sets-Cut-Decoding al-
gorithm is faster than Burst-4-Sets-Cut-Decoding algorithm.
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Table 5.9: Percentage of messages decoded with different values of B,

FastB-Cut-Decoding

Bmae 1 2 3 4 5
SNRp

Pgg =08 Ppp=0.8

-3 3.49% 14.38% | 24.80% | 28.57% | 28.76%

-2 5.16% | 22.52% | 32.39% | 24.98% | 14.96%

—1 8.10% | 34.92% | 34.77% | 16.15% 6.06%
Pgg =05 Ppp=0.>5

-3 0.22% 9.41% | 33.84% | 33.83% | 22.70%

—2 0.78% | 20.39% | 43.13% | 25.25% | 10.45%

—1 2.62% | 39.57% | 40.81% | 13.28% 3.72%
Pgg =02 Ppp=0.8

-3 0% 0.18% 6.57% | 29.51% | 63.75%

—2 0% 1.56% | 20.51% | 41.17% | 36.76%

—1 0.04% 7.75% | 40.79% | 35.68% 15.74%
Poo =08 Ppp =02

—3 | 17.09% | 49.87% | 24.72% 6.55% 1.78%

—2 | 25.58% | 52.37% | 17.68% 3.64% 0.73%

—1 | 36.12% | 51.60% 10.25% 1.68% 0.35%
FastB-4-Sets-Cut-Decoding

Bmaz 1 2 3 4 5

SNRp

Pga =08 Ppp =08
—3 | 23.22% | 18.02% | 22.20% | 25.42% | 11.13%
—2 | 27.61% | 25.09% | 26.56% | 17.04% 3.70%
—1 | 35.64% | 32.21% | 24.14% 7.33% 0.68%
Pgg =05 Ppp=0.>5
-3 7.13% | 20.07% | 35.07% | 30.54% 7.19%
—2 | 12.36% | 31.98% | 38.33% | 15.50% 1.84%
—1 | 23.95% | 42.21% | 28.65% 4.85% 0.34%
Pgg =02 Ppp =028
-3 0.17% 2.12% 8.19% | 45.62% | 43.90%
-2 0.68% 6.96% | 25.23% | 50.45% | 16.68%
-1 3.18% | 19.99% | 44.45% | 28.76% 3.62%
Pgg =08 Ppp=0.2
—3 | 54.50% | 31.98% | 11.89% 1.55% 0.09%
—2 | 63.89% | 29.17% 6.44% 0.48% 0.01%
—1 | 73.37% | 23.83% 2.68% 0.12% 0%

With these new algorithms, FastB-Cut-Decoding and FastB-4-Sets-Cut-De-
coding algorithms, we obtained better results for packet-error and bit-error prob-
abilities than with the previously defined (Burst-Cut-Decoding and Burst-4-Sets-
Cut-Decoding) algorithms of RCBQ for transmission through a burst channels.
Also, from the presented percentages of messages which decoding ends with dif-
ferent values of B,,,, we can conclude that for some channel parameters FastB-
Cut-Decoding and FastB-4-Sets-Cut-Decoding algorithms provide faster decod-
ing.
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Blockchain Technology

6.1 Blockchain Technology - notion and basics

Blockchain is a decentralized ledger of transactions, distributed on all computers
in one peer-to-peer network (P2P) where all details of transactions are visible to
everyone connected to the network. Namely, this is a growing list of linked blocks.
The blocks consist of valid transactions, a timestamp and a hash pointer as a link
to the previous block in the chain and “nonce” (a number that is generated only
once and which participates in the formation of the hash value of the block) shown
in Fig. 6.1.

Timestamp Timestamp Timestamp

Hash of previous Hash of previous Hash of previous
block block block
> - —>
‘ “Nonce™ ‘ ‘ “Nonce” ‘ ‘ “Nonce™ ‘

‘ Block transactions ‘ ‘ Block transactions ‘ ‘ Block transactions ‘

Figure 6.1: A simple Blockchain

When someone requests a transaction or two parties exchange data, this could
be money, contract or any other asset that can be digitally described, the requested

221
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transaction is broadcast to peer-to-peer network consisting of computers called
nodes. This network of nodes validates the transaction and the status of the user
using known algorithms. Depending on the network’s parameters, the transaction
is either verified immediately or transcribed into a secured record and placed in
a list of pending transactions. Each block is identified by a hash and contains a
header (a reference to the hash of the previous block) and a group of transactions
given in Fig. 6.2.

data

/ hash
/ hash of previous

block

Figure 6.2: One block in the Blockchain

The sequence of linked blocks creates a secure, interdependent chain. Blocks
must first be validated to be added to the Blockchain. When a block is verified,
it is distributed through the network (added to the existing chain) and each node
adds the block to the majority Blockchain. Then the transaction is completed. A
schematic representation of Blockchain technology is given in Fig. 6.3.
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Figure 6.3: Blockchain technology [50]

There are four types of Blockchains:

— Public Blockchain - where there are no access restrictions. All transactions
that take place in the public Blockchain are completely transparent, i.e., ev-
eryone has access to every transaction ever made. Anyone with an internet
connection can send transactions and also be a validator (i.e., participate in
the execution of the consensus protocol). The most popular public Block-
chain innovation are bifcoin and ethereum, digital currencies [19].
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— > —>
Hash 12aa Hash 44bb56dd
Previoushash 2341 Previoushash 12aa Previoushash

Figure 6.4: Modified block in Blockchain

— Private Blockchain - users in this Blockchain need permission to join the

chain. Transactions are private and available only to users who have been
granted access to the chain. The private Blockchain is more centralized and
the chain management entities have significant control over its participants.

— Permitted Blockchain - Unlike a private Blockchain where an entity con-

trols the entire Blockchain, the permitted Blockchain is managed by a group
of entities, i.e., this type can be considered as a subcategory of the private
Blockchain. The advantage of this Blockchain is that it can unite a group
of businesses that work together, but also compete with each other, thus
enabling them to be more efficient, both individual and collective, collabo-
rating in some aspects of their businesses.

— Hybrid Blockchain - combining the privacy advantage of a private or per-

6.2

mitted Blockchain with the security and transparency benefits of a public
Blockchain. This contributes to significant flexibility in the selection of en-
tities, which data to make public and transparent, and which private when
forming a Blockchain.

Bitcoin

In 2008, an individual or group writing under the name of Satoshi Nakamoto, pub-
lished a paper entitled “Bitcoin: A Peer-To-Peer Electronic Cash System” [83].
Bitcoin, which is the first major application of Blockchain, is a peer-to-peer ver-
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sion of the electronic cash that allows direct online payments from one party to
another without the need of trusted third party. This cryptocurrency uses cryptog-
raphy to secure transactions. Everybody who installs the open source program that
implements this new protocol can become part of the bitcoin peer-to-peer network

[7].

The main characteristics of bitcoin are:

— Decentralized - means non-existence of a central bank. Emitters of this cur-
rency are the users or holders of ”mining” computers who verify the trans-
actions.

— The security provided by cryptography with public key gives the confidence
of this currency.

— Authentication of the transactions for one to another peer in Blockchain net-
work is made with digital signature.

— Digital signature of the message also provides integrity through the transfer.

Every transaction consists of:

— input (that shows transactions with which the sender received Bitcoins)

— quantity (the amount of Bitcoins that sender sends to the recipient)

— output (Bitcoin address of the recipient)

6.2.1 How does bitcoin work?

If Alice wants to send money (5 bitcoins) to Bob, she broadcasts a message with
her account and the amount of 5 bitcoins. Each node that receives the message
updates the copy of the ledger of transactions and then sends the message for the
transaction, shown in Fig. 6.5.
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Ledger

Alis 25 Bitcoins

Ledger Bob 25 Bitcoins
Alis 30 Bitcoins

Bob 20 Bitcoins

Ledger

Alis 25 Bitcoins

Bob 25 Bitcoins

Alis —> Bob

5 Bitcoins

Figure 6.5: Sending message

The bitcoin network user requires a special password to be able to receive
the sent money. This type of security is provided by the digital signature. lIts
help proves the authenticity of the message through a mathematical algorithm that
protects against copying and fraud in the digital sphere.

The digital signature uses two connected keys:

— Private key used to create the signature.

— Public key used to check a message’s affiliation.

The sender generates a private key and public key. After that, they sign the
message with the signature and send their public key, the signature and the message
to the network. Then the node checks that the message has been signed by the
sender using the verification algorithm. That can be done by the holder of the
private key to the public key that is sent. The process of generating and verifying
the signature is schematically shown in Fig. 6.6.
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Sender Reciever
Key Generation:
Public Key —‘ Public Key Public Key
Private key l
l Signature Verification
\L Algorithm
Signing
Algoriﬂllm Message
\2 i ¢ Message:
Message: Crypicodes
Crypteodes sent by si gne1‘
Daniela

Figure 6.6: Digital signature

Since the signature depends on the message, it will be different for each trans-
action (Fig. 6.7). This dependency means that no one can change the message
as it passes through the network, as any change in the message will destroy the
signature. In this way, the integrity of the transmission is ensured.

Digital signature

Alis & Bob 5 bitcoins 546373728
Alis = Bil 10 bitcoins 535372728...
Alis = Kim 100 bitcoins 662772827...

different each time

Figure 6.7: Transaction messages
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6.2.2 Transaction and ledger of transactions

If Alice wants to send 5 bitcoins to Bob, she must refer to those transactions where
Alice gets bitcoins. These are input transactions. Other nodes that verify this
transaction check all of Alice’s input transactions. In the bitcoin network, the
rule is that all incoming transactions must be used. If the output is less than the
input transactions then the difference between the input and the output as an input
transaction is returned to the sender. The transaction chain is shown in Fig. 6.8.

txn Transaction Chain
History of Ownership
Jane — Fred
txn txn
txn =
- E
Fred — Alice Alice — Bab
Juan — Fred
txn txn
txn / -./)
h
> Charles — Alice Charles — Emily
Charles — Charles
Zack — Charles two outputs

Figure 6.8: Transaction chain [34]

Bitcoin miners verify the transactions, put them into blocks of transactions and
decide which block is the next one, i.e., bitcoin system groups the transactions into
blocks and connects them in Blockchain. Since, many people can create blocks
at the same time, which block will enter first in Blockchain is decided by using a
hash function. The factor that determines the probability that the mining computer
will verify the block of transactions is known as difficulty factor.

6.2.3 Hashing in Bitcoin system

A hash function is a mathematical process that takes as input a string of arbitrary
length, performs an operation on it, and returns output data of a fixed length.

Bitcoin uses both SHA-256 and RIPEMD-160 hashes. Usually, when a hash is
used in Bitcoin system, it is computed twice. Most often SHA-256 hashes are
used, while RIPEMD-160 1s used for creating a shorter hash for a bitcoin address.
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On Table 6.1 we give an example of double hashing of string "bitcoin”.

Table 6.1: Example of double hashing of string “bitcoin”

SHA256

first round of SHA-256 6b88c087247aa2f07eelc5956b8ela9f
4c71892a70e324f1bb3d161e05cal07b
second round of SHA-256 | a23b7f87¢4250b3a64b737{349c06422
£7521419cbb25ae9169a6cf1e2314462

SHA-256 & RIPEMD-160
first round with SHA-256 | 6b88c087247aa2f07eelc5956b8eladf
4¢71892a70e324f1bb3d161e05cal07b
second round b67f99610e811d5eba%e

with RIPEMD-160 337877a8f55f766d7401f

6.2.4 Difficulty factor in Bitcoin system

The output of the hash function of a block has to be under specific value called
target. Difficulty is a measure about how hard is to find a hash bellow this tar-
get. The value of the difficulty factor changes on every 2016 blocks. This will
produce, on average, one block every ten minutes (a rate of the block). The cur-
rent difficulty factor and hash-rate (the speed at which a computer is completing
an operation in the Bitcoin code) determine the number of generated Bitcoins that
one individual can achieve daily. The first "miner” computer that solve the puzzle
(find a hash value below the given “target”) will broadcast its block and its group
of transactions is accepted as the next in the Blockchain, Fig. 6.9

We made analyses of how difficulty factor changes daily during August 2017
and annually in period from April 2017 to April 2018. In Fig. 6.10 and in Fig. 6.11
the results of those analyses are shown.
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Figure 6.9: Hash function
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Figure 6.10: Difficulty factor in August 2017
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Figure 6.11: Difficulty factor from April 2017 to April 2018
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6.2.5 Countries where Bitcoin is legal

Bitcoin is not related to any government as it is an independant currency. Whether
it is legal or not, it depends on the country [22], [53].

— In US4 Bitcoin is used partially depending on the state. Every individual
who mines Bitcoins is subject to taxation. Since November 2013, Bitcoin is
regarded as a “’legal means of exchange”.

— In Australia it is legal to trade, mine and buy Bitcoins all over the country.
Bitcoin is regarded as real money since 1 July 2017.

— In 2017 the japanese goverment legalized Bitcoin as a method of payment.
Now, the country is trying to protect the Bitcoin transactions.

— The Russian Deputy Finance Minister is thinking to legalize Bitcoin and
other cryptocurrencies in 2018, although there is no offical report yet. Russia
is also working on development of CryptoRuble - its own cryptocurrency
[28].

— In Belgium: “The Minister of Finance indicated that government interven-
tion with regard to the bitcoin system does not appear necessary at the present
time” [53].

— The use of Bitcoin in UK is not regulated and Bitcoin is treated as “private
money”” which has to be VAT taxed when trading.

— France has certain regulations about Bitcoin use. Each exchange or Bitcoin
wallet must contain user data, which is not a characteristic of Bitcoin.

— Argentina, Italy and the Netherlands do not prohibit it, but they are skeptical
towards Bitcoin. Argentinian government manifest sceptisism due to the
impossibility to establish control over the new currency by the authorities,
which is interpreted as a fertile soil for illegal transactions.

— Bitcoin in Macedonia is still illegal.

6.3 Smart contract

Exchanging a value, property, shares, or anything of value in a transparent, conflict-
free ways, between two owners based on a set of conditions is included in an
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agreement called smart contract, which is controlled by decentralized consent on
a Blockchain. As a traditional contract, a Smart contract defines the rules and
penalties around an agreement. Furthermore, the Smart contract automatically en-
forses those obligations [26].

A program code, a storage file and an account balance are parts of the smart
contract. A contract’s storage file is stored on the Blockchain, while a contract’s
program logic is executed by the network of miners. Whenever a user or another
contract sends a message the contract’s code is executed. A contract can also
receive and send money to other contracts or users into its account balance [10].

In Fig. 6.12 we give a simple model of a smart contract.

Smart contract between
A(sender) and B(reciver)

| Transaction (sending value) |
| From A }—\—P| ToB |

| Event (sending information) |

From A ToB

Figure 6.12: A simple model for a Smart contract

6.3.1 Application of smart contracts

In the following we will describe some applications of smart contracts.

— Advantage of Blockchain technology in music industry

Blockchain can be also applied for a music distribution. Using this technol-
ogy musicians and music companies that own music rights could receive ap-
propriate funds anytime when their music is used for commercial purposes.
Blockchain ledger can make a more direct connection between musicians
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and fans. A music with a unique ID and timestamp can be made public on
the ledger. In this way, problems with downloading, coping and modify-
ing of the digital content can be prevented. Every record on the Blockchain
ledger has metadata with information for ownership and the rights, so ev-
eryone can see it and verify. The monetization of the music is made with
smart contract that enable payment transactions. In this way, consumers can
choose the record and immediately pay to the owners using cryptocurrency
[40].

Benji Rogers’ on-line music platform is one of the companies that have made
a globally decentralized Blockchain ledger as a solution for the problems
of ownership, payment and transparency. The records of this Blockchain
ledger are ”dotBlockchain” - a new dynamic file format (one type of zip
file) that carries all the information for each record.

— Smart contracts in insurance policies

The process of requirments in insurance policies is still manuel with a big
amount of human involvement and it can take a long time to be paid. Smart
contracts can autiomize this process. The advantages of smart contract are
cost reduction, increased transparency and trust. The input conditions of the
smart contract are recorded onto the Blockchain. And for example, in case
of natural disaster, the claim process is activated automatically without the
need of human action [47].

An example of the application of smart contracts in insurance policies is
Etherisc, which recently began selling tokens using Blockchain technology.

— How Blockchain could help the patent system

The patent system is an instrument that helps innovators to utilize their prod-
ucts and protect their rights over the products. Since the patent system has
still some weaknesses, using Blockchain could help to correct some of its
disadvantages [3]. This can be done with the following two characteristics
of Blockchain:

— Hashing. All hashes are unique and even a small change in the input
will result in a different hash. Same hash is produced only by hashing
the identical input.
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— Proof of existence. All hashes are recorded on the Blockchain by cre-
ating a record where the hash existed at a given time. Everyone can
verify the record, but nobody can see its content. In order to prove the
existence of that document at a specific time, the patent owners have
to hash the identical copy of it again. This process can help innovators
to protect their work by storing a hash of their patent description on
the Blockchain.

6.4 Analysis of the possibilities for improvement of Blockchain
technology

Since the process of verification on every transaction is very slow, there is a need
for a third major innovation called a Blockchain scaling. A scaled Blockchain
makes the process faster by investigating:

— how many confirmations are necessary to validate each transaction and to
separate the work efficiently and

— the limits on the amount of transactions the bitcoin network can process.

This modification does not sacrifice security of Blockchain. A scaled Block-
chain is expected to be fast enough to power the Internet of things and go parallel
with the major payment middlemen (for example: VISA and PayPal) of the bank-
ing world [19].

6.4.1 The double spending problem

A scalable Blockchain makes the process faster without sacrificing security. In the
mining process, a new block is made and included in a Blockchain approximately
every 10 minutes. When the transaction is included in a block which is distributed
in Blockchain network, the transaction is mined at depth of one block (one confir-
mation of the transaction). With each new block in the Blockchain, the depth of
the existing blocks is increased by one. The transaction is verified when the block
depth is at a specific level (six is a common number of confirmations) [44].
Double spending means using the same bitcoins more than once. Once a trans-
action is confirmed, it is impossible to be double-spend it. The probability of a
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successful double spend calculated according to Poisson distribution [83] is given
with this formula:

? )\k -2

k=0
where
2q .
- A= z4 1s the mean;
p
— z is the number of confirmations of transaction (the number of blocks by
which “the honest” node has an advantage over the attacker). “The honest”
nodea node that behaves to the way we expect nodes to behave, i.e., does not
try to modify history, to properly serve blocks and transactions, to properly
transmit messages, to properly transmit formatted messages and data, etc.;

— ¢ 1s the probability the attacker finds the next block (the attacker’s hashrate);
— p = 1—¢q is the probability an honest node finds the next block.

Table 6.2 and Fig. 6.13 presented the probability of successful double spend,
as a function of the attacker’s hashrate ¢, for different values of the number of
confirmations n [39].
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Figure 6.13: The probability of a successful doublespend
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Table 6.2: The probability of success

Attacker’s % || 2 3 4 5 6

hash rate conf. conf. conf. conf., conf.,
5% 0.01265 || 0.00164 || 0.00022 || 0.00003 || 0.00004
10% 0.05098 || 0.01317 || 0.00346 || 0.00091 || 0.00024
15% 0.11504 || 0.04423 || 0.01725 || 0.00678 || 0.00268
20% 0.20393 || 0.10324 || 0.05300 || 0.02742 || 0.01425
25% 0.31544 || 0.19612 || 0.12351 || 0.07836 || 0.04994
30% 0.44572 || 0.32458 || 0.23913 || 0.17735 || 0.13211
35% 0.58881 || 0.48446 || 0.40251 || 0.33637 || 0.28217
40% 0.73640 || 0.66417 || 0.60340 || 0.55063 || 0.50398
45% 0.87772 || 0.84440 || 0.81561 || 0.78979 || 0.76611
50% 1 1 1 1 1

The number 6 is chosen with an assumption that an attacker cannot possess
more than 10% of the whole hash rate and the risk of 0.1% or less can be accepted
[97]. But, for example, if the hash rate is around 40%, then 90 confirmations are
needed to have less than 0.1% chance for success of the attack (an attack for double
spending of the transaction called “alternative history attack™).

6.4.2 How does Bitcoin system handle the double spending prob-
lem?

The following example explains the process of handling with the problem of dou-
ble spending:

— Let A has one bitcoin and he want to send it to B. This transaction (called
T1) goes to the pool of unconfirmed transactions and wait to be confirmed.

— At the same time A sends one bitcoin to C. This transaction (called T2) also
goes into the pool and wait for confirmation.

— Let first transaction T1 is pulled out of the pool of unconfirmed transac-
tions. Before the transaction is included into the Blockchain, its validity is
checked. This transaction will be valid since A has one bitcoin and it is in-
serted into the Blockchain. Now, transaction T2 is pulled out of the pool,
but it is invalid (since A has no more bitcoins) and will not be confirmed.
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— If transactions T1 and T2 are validated simultaneously, then the Blockchain
has two branches and the first one to reach the next block of confirmations
will be confirmed.

— If T1 and T2 achieves the next block simultaneously, the race for the next
block continue.

— Therefore it is recommended to wait 6 confirmations for completing trans-
action. As, we can see in Table 6.13, it is highly improbable that the trans-
actions will reach the next block simultaneously more than 6 times. So, at
the end only one transaction will be confirmed.

The “fork” in the Blockchain is created when the original Blockchain code is
updated, but only some of the Blockchain nodes accept the update. In effect, it
is a change in the Blockchain protocol used by the software to decide whether
the transaction is valid or not. In this way, the original Blockchain remains the
same and the updated nodes separate from the original Blockchain and create a
new Blockchain. Alternative history attack is 100% probable to succeed if the
attacker is in control of more than half of the network hash rate. The attacker can
continue with his private fork until the moment it becomes longer than the branch
built by the honest network because he can now generate blocks faster than the
other participants of the network [32].

6.4.3 Blockchain Scaling

Nakamoto introduced a block size limit of IMB for every block in the public
Blockchain. This was a security measure, so any block over that limit would be
immediately rejected by the P2 P network. This limitation slows down the trans-
actions and cannot keep up with the speed of other currencies payment and credit
cards.

In Table 6.3 a review of the average number of transactions made with cryp-
tocurrencies and standard credit card is given [42]. Bitcoin has a limit of 3 to 4
transaction per second (although theoretically process up to 7, but that number
is never being reached). This is not the situation with private Blockchain. They
can reach over 1000 transactions per second, because each node on the network
in private Blockchain uses high-quality computer with strong bandwidth internet
connection.
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Table 6.3: Bitcoin and Eterium vs PayPal and Visa transactions per second

Currency || Transactions per second

Bitcoin 3 to 4 transactions per second
Etherium || 20 transactions per second

PayPal 193 transactions per second average
Visa 1667 transactions per second

There are several solutions to improve Blockchain scalability that have been
or will be implemented. Some of the major scalability solutions are analyzed in
[75]:

— Segwit

— Block Size Increase

Sharding

Proof of Stake

Segwit (Segregated Witness ) 1s an alternative solution for Blockchain scalabil-
ity, through increasing the number of transactions in a block, without increasing
the size of the block. Segregated witness helps to enlarge the space for new trans-
actions by removing signature date from Bitcoin transactions. In fact, the proposal
in segregated witness is the digital signatures of all input transaction to move to
the end of the transaction data in part called witness. In this way “’validating” part
has been separated from the “effective” part of the transaction [37]. The digital
signature takes 65 percent of transaction. If it is removed, more space will be free
up in the bitcoin’s block for more transactions. A new unit for transaction size is
introduced by segwit. Now, the transaction is divided in two parts: non-witness
data (which must be stored on the block like before) and witness data (which is
moved to the extended block). Non-witness data byte counts as 4 WU (weight
units) each, while witness data byte only counts as 1 WU each. The maximum
capacity of a block is 4 kWU, which would correspond to the old maximum block
size of IMB if no one uses segwit. The segwit upgrade to the Bitcoin protocol oc-
curred in August 2017. A new format is used by around 30 percent of transactions
[37].
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According to BitMEX research the percentage of transaction that use segwit is
given on Fig 6.14.
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Figure 6.14: Percentage of transactions that use segwit

Block Size Increase. In the bitcoin’s Blockchain the block size is limited to a
maximum of 1MB. There are several arguments for and against increasing the size
of blocks. A major argument against block size increase is that it will cause in-
creased centralization. Each connected computer on the bitcoin network is called
anode. There are two types of nodes in bitcoin Blockchain: full nodes and light-
weight (or partial) nodes. Full nodes validate every block and transaction. There-
fore, full nodes must store a copy of the complete Blockchain ledger locally (more
than 165 GB). The lightweight nodes do not store the complete ledger. They use
a simplified payment verification (SPV) mode which only requires to download a
copy of the block headers of the longest proof of work chain [83].

On the other hand, a miner creates blocks in the Blockchain that the nodes
keep. Bitcoin network is maintained by roughly 10.000 full nodes, while the num-
ber of miners estimated to be around 100.000. Increasing the block size makes
the full nodes more expensive to operate. This leads to less hashers running full
nodes and centralized entities would have more power, that weakens bitcoins value
proposition. Miners have benefit from increasing of the block size, since increased
block size means more transactions per block. This will increase the amount of
transaction fees that a miner can make from mining a block.

Sharding. One of the biggest problem for cryptocurrencies is the speed of
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transaction verification. Each full node in the network has to store the entire Block-
chain ledger. Sharding breaks down a transaction into shards, spreads it among the
network and nodes work on individual shards side-by-side. On this way, the over-
all time taken is decreased. A normal block has a block header and a body that
contains all transactions in the block. The Merkle root (hash of all hashes from
all block transactions) of all transactions is in the block header. Sharding changes
this into two levels of interaction.

The first level is the transaction group which is divided into a transaction group
header and a body. Each shard has its own group of transactions. The transaction
group header is divided in left and right part. The left part contains: shard ID,
pre state root (state of the shard root before the transactions were applied), post
state root (state of the shard root after the transactions are applied) and receipt
root (receipt root after all the transactions in the shard are applied). The right part
is full of randomly chosen validators who verify transactions in the shard. The
transaction group body has the transaction’s IDs of all transactions in the shard.

The second level is the normal Blockchain, but here it contains two primary
roots: the state root (represents the entire state which is broken down into shards)
and the transaction group root (contains all transactions groups inside that block).
Level two is like a simple Blockchain, which accepts transaction groups rather
than transactions.

By dividing the pieces, many parallel transactions can take place at the same
time and therefore in this way the performance is improved, 1.e. there is an increase
in throughput (the maximum rate at which transactions are made) and a decrease in
latency (time to confirm that the transaction is involved) in the Blockchain network
[24].

Zilliqa, a new Blockchain platform based on the technology of sharding that
solves the scalability issue faced by current Blockchain platforms like Bitcoin and
Ethereum, has announced the release of their public test net. In Table 6.4 compar-
ison of the capability of processing transactions in Ethereum and Zilliga is given.

If the number of nodes in Zilliga is double to 3600 the throughput scales as well
to 2488 transactions per second ([45], [101], [31]). From Table 6.4 it is clear that
Zilliga even with less number of nodes is able to process much more transactions
per second than Ethereum or Bitcoin.

Proof of Stake. Most cryptocurrencies follow the proof of work protocol,
which means that miners mine cryptocurrencies by solving crypto-puzzles using
dedicated hardware. In proof of stake protocol there are validators instead of min-
ers. The validator have to invest some of his assets as stake. Then the validator
starts validating blocks on the following way: if he sees a block that he thinks can
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Table 6.4: Comparison of capability of processing transactions in Ethereum and
Zilliga

Number of full | Number of transactions
nodes per sec.

Ethereum || 25000 15 —20

Zilliqa 1800 1218

be added to the Blockchain, he validates the block by putting a bet on it. If the
block gets appended to the Blockchain, the validator will receive a reward pro-
portional to the invested stake. If the validator bet a malicious block, the stake he
has invested will be taken from him. Ethereum implement proof of stake protocol
using the Casper consensus algorithm [24]. The advantage of using proof of stake
protocol instead of proof of work is that it uses considerably less energy and as a
result is more cost effective.

Table 6.5: Comparison of proof of work and proof of stake protocols

Proof of work | Proof of stake
Energy High Low
consumption
Required tools | Mining No equipment
equipment necessary
Security High Untested
Decentralized || Tends to Users can
vs. Centralized || centralize remain in control
of their tokens

In Table 6.5 a comparison of some parameters of proof of stake and proof of
work protocols is given [30].
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6.5 Secure Big Data and IOT with implementation of Block-
chain

As we said before Blockchain is a distributed ledger that records transactions in
blocks that form a chain. This chain is secure, immutable and transparent. There-
fore, solutions that use Blockchain technology can be a pillar of data handling and
processing systems within organizations. Integrating Blockchain with Big Data
has many advantages because it enables better management of enormous volumes
and variety of information. Big Data and Blockchain are correlative: Big Data has
processing capacities that can handle Blockchain complexities and its big expan-
sion and vice versa. Implementation of Blockchain in Big Data confirms that data
is accurate and secure and sharing of data will become more simple.

6.5.1 Whatis Big Data?

Big Data is a term used for a collection of large and complex data sets. For exam-
ple, Facebook has collected 300 petabytes (PB) of personal data since its inception,
They kept the records, sent messages, published videos, e.t.c. A big data are trans-
action data from online transactions and shopping.

It is hard to process and analyze Big Data with traditional techniques, because it
refers to a big volume of structured and unstructured data. However, today almost
every company uses Big Data to achieve a competitive advantage in the market.
With this in mind, large data processing and analysis tools are the most favor-
able choice for companies in terms of costs and other benefits. Different types of
data, IoT and unstructured sources can be stored and processed with tools such as
Hadoop, Plotly, Bokeh, etc.

Studies show that 2.5 quintillion bytes of data are generated daily.

Despite such a contribution to the effective management of large amounts of
data, there is a growing concern about user privacy and big data security. There
are many examples that show it, like the large-scale scientific experiment con-
ducted by Facebook without informing its users explicitly or the government has
often come under attack for its observation on its citizens without their explicit
permission. Today the great businesses are careful in accepting big data, in order
to ensure their security and privacy [38].



6.5. Secure Big Data and 10T with implementation of Blockchain 243

6.5.2 Benefit of application of Blockchain in Big Data

Implementation of Blockchain in Big Data confirms that data is accurate and se-
cure and sharing of data will become more simple.

Some of the benefits of using Blockchain technology in Big Data analytics are
[49]:

— reduces costs (significantly reduces storage costs);

— increasing traceability (each product or document has “digital password”
which ensures tracking of its origin and journey);

— enhanced data quality (data is complete and structured, weak points in a big
data analytics which increase accuracy and makes analysis easier);

— facilitates data access (users from different departments can access the data
for the analysis process and this shortens the time cycle of data access and
analysis);

— enhancing security (the system is decentralized and transparent, so the risk
of fraudulent activities is reduced).

Analyses of several implementations of Blockchain technology in Big Data

— Speeding up the financial service industry. The connection of Blockchain
and Big Data in financial institutions will allow to estimate risk and identify
suspicious patterns in real time. Using Blockchain as a means of conducting
transactions will help to protect banks and their customers from fraud, to
speed up the process of transactions and reduce the cost of money transfers
[33].

For example, in the last few years, in order to simplify money transfers be-
tween bank accounts using Blockchain technology, an organization of 47
Japanese banks joined a Blockchain startup called Ripple. The aim of this is
to perform real-time transfers at a lower cost. The traditional real-time trans-
fers are expensive, because of the potential risk factors as double spending
that can be avoided with Blockchain technology. Big Data analyses together
with Blockchain can identify risky transactions faster than the current ones.
This reduces the cost with real-time transactions [54].
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— Security in industries outside of banking. To handle data and prevent hack-
ing and data leaks, healthcare, public administration, enterprises have started
using Blockchain.

For example:

Healthcare: aproject at the MIT Media Lab known as Medrec is start-
ing to create Blockchain system that gives priority to patient agency,
which authorizes patients to share their records. In order to make the
sharing of permissions to access data easier, Medrec uses a private
Ethereum chain [4].

Insurance: A controlled master policy from the UK, and three local
policies from the U.S., Singapore and Kenya, have been written into a
smart contract that enables a shared insight into policy data and docu-
mentation in real-time. Clarity into coverage and premium payment at
the local and master level is provided by Blockchain. It also enables
automated alerting to participants in the network after payment events
[46].

— Supply Chain Monitoring. The goods included in Supply Chain are added to
the Blockchain and a Mobile App is used to monitor the status of the goods
while being transported. The benefit of using Blockchain in Supply Chain
are [46]:

reduce or eliminate fraud and errors;
improve inventory management;
minimize courier costs;

reduce delays from paperwork;
identify issues faster;

increase consumer

partner trust.

For example, in order to improve food safety by increasing the monitoring
of products from the place of origin to the time it is sold to the consumer,
Walmart uses Blockchain technology. In this way, users get credible insights
of the origin of food. Receiving unchangeable, credible and traceable data is
of great importance to success of Walmart’s operations, because it produces
40 petabytes of data every day [38].
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Examples for improving Big Data using Blockchain

In this subsection we present several examples of implementation of Blockchain
in Big Data.

— Example 1:GOLEM

GOLEM network is a decentralized network of computers that utilizes com-
puter power of the network users to make the supercomputer functional.
Laptops, desktops, and data centers are just a few examples of devices that
can contribute computing power to the network.The Golem network aims
to create a decentralized computing power sharing economy, where anyone
can make money by “renting” their computing power or developing and sell-
ing software. In fact, it aims to make computing power much cheaper than
it is today, thereby reducing the cost of using it [23].

— Example 2: PATH

Path aspires to unite both Blockchain and Big Data allowing users to rent
their extra bandwidth. This comes as a result of the fast acquiring of Block-
chain technologies among people and companies, for example, a company
wants to have an insight into how its website is presented to the public or
how much coverage its network has at a given time of day, etc. ”Path Mining
Nodes” are installed onto companies’ computers and they work passively in
the background - earning tokens, and in order to ensure the working insights
of the companies mentioned earlier. This is just one of many Blockchain
platforms that allow companies to take advantage of the enormous need for
companies to improve the data sets they analyze and use for their products
and services. The real value of Blockchain data is the quality and how it
is stored on the public ledger. Thus, this platform, together with the oth-
ers Blockchain platforms that help companies to improve data, can become
middlemen between companies and the users [52].

— Example 3: ESTONIA

ESTONIA strives to be the most advanced digital society based on Block-
chain. Ituses Keyless Signature Infrastructure (KSI)-based Blockchain tech-
nology. KSI is used to store public data in a Blockchain, designed to pro-
vide a scalable digital signature using a cryptographic hash function. Using
this, the government can observe any changes in the database thus ensur-
ing that the data is transparent. This has two benefits: cuts down external
falsified/tampered records, and makes harder for unauthorized government
officials to interfere with information and data [38].
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— Example 4: SKRY
Financial institutions, law enforcement, and Bitcoin companie’s can detect
suspicious activities using the first product of Skry. It can also identify legal
and illegal entities, which enables following regulations and investigation of
cyber-crimes like ransomware extortions, terror financing or drug trafficking
on the dark web.

6.5.3 Internet of Things (IoT) and Blockchain

Application of Blockchain in IoT enables IoT devices to participate in Blockchain
transactions and invents new styles of digital interactions. This technology will
provide a simple infrastructure for devices to directly and securely transfer data or
money using Smart contract.

Challenges of a secured IoT model

The current [oT ecosystem is based on a centralized model — client/server model,
where all devices are identified, authenticated and connected through cloud servers.
This structure is the biggest challenge of IoT security. Even, if the devices are at
a short distance the connection between them will have to go through the cloud.
These models continue to be used in today IoT networks, although they might not
be able to handle the growing needs of giant IoT ecosystems in the future. The
costs for existing IoT solutions, that use centralized model, are another big obsta-
cle for the future growth of the IT network. The clouds, large server farms, and
networking devices have higher costs for infrastructure and maintenance. Also, in
order to protect IoT devices and platforms form physical tampering, new security
technologies are needed. In addition, many devices in [oT system use simple op-
erating systems and processors that not support advanced security systems [43].

Blockchain in IoT can be used in tracking connected devices, processing of
transactions and coordination between devices. The decentralized nature of Block-
chain technology will produce a more flexible system for running the devices
and with the cryptographic algorithms data will be more private. The Blockchain
ledger cannot be manipulated by malicious users since it does not exist in any sin-
gle location, which means that it is a tamper-proof (the data stored on the Block-
chain is tamper-proof and cannot be changed). Also, Blockchain enables secure
peer-to-peer messaging between [oT devices. Capabilities of Blockchain, such as
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decentralization, autonomy and confidentiality, make this technology ideal for a
fundamental component of 10T solutions [43].

6.5.4 Example of IoT and insurance

Usage-based insurance (UBI) models are some of the new products that will de-
velop accurate actuarial models which is valuable to insurers. For example, in the
auto insurance, we can use encrypted data for driving times, distances, accelera-
tion, braking and other behaviors for identification of high-risk drivers and valida-
tion of the information included in the applications. On this way, we can provide
consumers bigger control over their premiums. The question is how to manage
the enormous volume of data and logic because of the communication between
millions devices. Large complex networks can be managed by Blockchain with
devices communicating between each other on a peer to peer basis, securely and
accurately, instead of building an expensive data center. This type of managing
devices is cheaper than the data central model [48].






Chapter 7

Network Coding based on quasigroups

In the first chapter, we explained the impact of quasigroups and quasigroup trans-
formations on the construction of cryptographic primitives and in designing error
detection and error correction codes. We have listed the reasons for this, such
as: the structure of quasigroups, their large number, the properties of quasigroup
transformations and others. In this chapter we will see how quasigroup transfor-
mations can be applied in network coding. Namely, we will propose an application
of these quasigroup transformations in network coding in order to provide faster
and simpler decoding process.

7.1 Network coding

Network coding is a promising technique that improves network throughput and
provides high reliability. The transmitted data is encoded in order to increase
throughput, reduce delays and make the network more robust. In a single node, al-
gebraic algorithms are used to generate output messages by encoding its received
messages. Then, the received messages are decoded and transmitted to their des-
tinations. In this way, fewer transmissions are required to transfer all the data,
but this requires more processing at intermediary and terminal nodes. The most
popular network coding is the linear network coding. It is a mathematical tech-
nique that improves throughput, efficiency and scalability of the network, as well
as resistance to attacks and eavesdropping. In linear network encoding, instead of
simply transferring packets of information, nodes generate new packets that are
linear combinations of earlier received packets, multiplying them by coefficients
selected from the final field. The nodes receive these network coded messages and
collect them in a matrix. The original messages can be recovered by performing
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Gaussian elimination on the matrix [5], [63], [58].

A butterfly network presented in Fig. 7.1 is a form of network topology that
can be used for connecting different nodes in a multiprocessor system [20]. This
network is often used to illustrate how network coding can outperform routing.
Two source information M! and M? must be transmitted to two destination nodes
Ry and R,. Each node can carry only single information. The central link would
be only able to carry M or M?, but not both. Suppose we send M* through the
center, then R, would receive M* twice and not receive M? at all. Sending M?,
poses a similar problem for R,. So, the routing is insufficient because no routing
scheme can transmit both M or M? simultaneously to both destinations. Fig 7.1
shows the “butterfly” network where the messages M* and M? can be transmitted
to the end nodes R; and R,, simultaneously, using encoding of the messages M*
u M? with M + M?2.

The complexity of decoding due to the use of Gaussian method of elimination
gives us an idea of constructing a new algorithm for quasigroup network coding,
with the aim of increasing the throught in the “butterfly” communication network.

Our idea for network coding based on quasigroups is presented on a simple
network shown on Fig. 7.2. In this algorithm we use:

— Quasigroup (Q, ) of order 2™ together with its parastrophe \ .

— E . - transformation with leader [ and quasigroup operation * (for coding
and encrypting of messages) and D, -transformation with the same leader
[ and the corresponding quasigroup operation \ (for decoding and decrypt-

ing).
Network Coding Algorithm

At the source S, a finite amount of information is generated and multicast to
other nodes on the network. Let, M and M? are original messages of m symbols
from Q).

Step 1. The node A receives the message M, applies on it the E - transformation
with a given lider /; and it sends the coded message £y, (M?) to the intermediate
node B and to the receiver R;. In the same way the node C' receives the messages
M?, applies on it the £ - transformation with a given lider I, and it sends the en-
coded message Ej, (M?) to the intermediate node B and to the receiver Ry.

Step 2. The intermediate node B makes an addition modulo 2" of two received
messages Ej, (M') and E;,(M?) and sends the obtained message b to node D.
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M

M4 Ar?

' M+ MP M'+ M* M
R1 RZ

Figure 7.1: Butterfly network

Step 3. The node D sends encoded message F, (b) to receivers Ry and R,. In this
way, the node R, receives FEj, (M') and Ej,(b), and node R, receives Ej,(M?)
and F,(b).

Destinations nodes R; u Rs, decoded original information M*! and M? on the
following way:
Decoding Algorithm

In node R;:
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E; (MY . | , Ep2(MY)
b=E;;(M")+ E;;(M*)(mod2")

@ Ei3(b)

B we
e __igﬁ«'.‘
R,

Figure 7.2: Network coding based on quasigroup

The received messages are E;, (M) and Ey, (D).

Step 1. The message b is obtained applying inverse transformation D,, on £, (b),
i.e., b= Dlg (Elg (b))

Step 2. The message £, (M?) is obtained with subtraction modulo 2" of b and
Ey, (M?Y).

Step 3. The original messages M' and M? are obtained by applying the in-
verse transformations Dy, and Dy, on E, (M"') and Ej,(M?) correspondingly, i.e.,
Ml = Dl1 (Ell (Ml)) and M2 = Dl2 (El2 (MQ))

In node Ry:
The received messages are E;, (M?) and Ey, (b).
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Step 1. The message b is obtained applying D;, on Ey,(b), i.e., b = D;,(E (b))
Step 2. The message Ej,(M?) is obtained with subtraction modulo 2" of b and
E, (M?).

Step 3. The original messages M' and M? are obtained by applying the in-
verse transformations Dy, and D, on E, (M') and E,(M?) correspondingly, i.c.,
M' = Dl1 (Eh (Ml)) and M* = Dlz(Elz(Mz))'

Next we will give an example for process of coding and decoding with this
algorithm using quasigroup of order 2% .

The process of encoding and decoding with this algorithm using a quasigroup
of order 22 is described by the following example:

Example 7.1. Let Q = {0, 1,2,3} . We consider the following quasigroup oper-
ation % and the corresponding operation \ on Q).

« o 1 2 3
00 2 1 3
1|1 3 2 0 (7.1)
2 |2 0 3 1
313 1 0 2
\ 0 1 2 3
0olo0 2 1 3
310 1 2 0 (7.2)
213 0 1 1
12 3 0 2

— Coding
If MY = 1233, M? = 2323, 1, =1,y =2 ul3 = 3, then:

— Asends E,(1233) = 2032 to B and Ry,



254 Chapter 7. Network Coding based on quasigroups

— C sends F5(2323) = 0310 to B and Ry

— B receives E,(1233) = 2032, E5(2323) = 0310 and sends the mes-
sage b = (2032 + 0310) mod 4 = 2302 to D.

— Then D sends F3(2302) = 1002 to Ry and R».

— Decoding
R receives the next one:

~ E4(1233) = 2032
~ E5(2302) = 1002

Source messages are obtained with the following operations:

— b= D5(1002) = 2302

— E5(1233) = (2302 — E1(1233)) mod 4 = (2302-2032) mod 4 = 0310
— M, = Dy(2032) = 1233

— M, = Dy(0310) = 2323

Ry receives the next one:

~ E,(2323) = 0310
— E3(2302) = 1002

Source messages are obtained with the following operations:

~ b= D3(1002) = 2302

— E1(2323) = (2302 — F5(2323)) mod 4 = (2302-0310) mod 4 = 2032
— M, = Dy(2032) = 1233

— M, = D5(0310) = 2323

This new proposed algorithm has several advantages over linear network cod-
ing. Here, decoding uses much simpler operations than in linear network coding.
Namely, instead of solving a system of linear equations using method of Gaussian
elimination, we apply only a D-transformation. Therefore, our algorithm provides
faster decoding process. Also, due to the already proved cryptographic properties
of used quasigroups transformations this algorithm provides an information secu-
rity of transmitted data. These results are published in [81].



Chapter 8

Algorithm for reducing storage in
Blockchain based on secret sharing

As we mentioned before, Blockchain is a distributed database of records or public
ledger of all time stamped transactions saved in all computers in one P2 P network.
This is a growing list of linked blocks [75].The blocks consist of valid transactions,
a timestamp and a hash pointer as a link to the previous block in the chain. Each
transaction in the public ledger need to be verified by participants with consensual
majority. Information that is entered in the ledger can never be changed or deleted.
The Blockchain ledger contains an information for every transaction ever done [7].

Since each node needs to store all transactions, the storage space rapidly in-
creases and storage cost of an entire Blockchain network grows. Therefore, there
is a need of changing the storage concept in Blockchain. In Fig. 8.1 the total size
of all block headers and transactions in Bitcoin Blockchain over the last year is
given.

In [8] authors propose a solution for this problem based on network coding.
They divide a block with size G into k equal length packets. These k packets are
encoded into n encoded packets using linear combinations of original packets.

The concept of Distributed Storage Blockchain (DSB) is introduced in [94].
In Distributed Storage Blockchain the transaction block is encrypted using differ-
ent private keys and then distributed to subsets of nodes. Also, hash values and
encryption keys are stored among the peers of the subset using a secret-sharing
scheme. DSB greatly reduces the storage space in a Blockchain system. In or-
der to improve Distributed Storage Blockchain a local secret-sharing scheme is
proposed in [56].

In [95] authors enhance Blockchain performance and reduce storage costs us-
ing coding-theoretic techniques. In this part, we propose how to reduce the stor-
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Blockchain Size
262.7 GB '

2019-02-14 blockchain.info/charts 2020-02-13

Figure 8.1: Blockchain size [21]

age space in Blockchain through a novel use of Shamir’s secret sharing scheme.
Therefore, we will first explain the concept of this scheme.

8.1 Concept of Shamir’s Secret-Sharing scheme

In [100] Shamir introduced the concept of secret sharing through a (k, n) threshold
scheme. His model was based on polynomials. The concept of Shamir’s secret-
sharing scheme is to distribute a secret .S to a group of n participants, such that each
participant receives one share of the secret. Knowledge of any k& or more shares
makes S easy to compute, but less than £ shares do not reconstruct the secret
message S. In order to share the message S, a random (k—1)-degree polynomial
f(x) = ap + a1 + asx® + ... + a_,2" ! is chosen in this way:

— the secret message S is the constant term, i.e., the coefficient ag;

— ai,as,...,a,— are randomly chosen coefficients from a finite field F),,
where p is prime number;

— the n points (shares) (i, f(¢)) for different values of ¢ (for instance i =
1,2,...,n) together with the prime p, are given to n participants (nodes)
[100] [9].

— every participant obtains one point (¢, f(7)) and with any subset of k of these
points, the coefficients of the polynomial can be find using interpolation.
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Shamir’s (k, n) secret sharing scheme has the several advantages. Some of
them are:

— For fixed k, we can dynamically add or delete pieces without changing the
other pieces;

— We can easily improve the security without changing the secret, constructing
only new shares for the participants, keeping the same polynomial constant
term;

— If the hierarchy of participants is important, we can give a different number
of pieces to participants according to their level in the hierarchy.

8.2 Reducing Blockchain storage using Shamir’s Secret-Sharing
Scheme

In this Section we propose a simple algorithm for reducing Blockchain storage
based on Shamir’s Secret Sharing described above. The algorithm is the following
one.

Step 1. Divide the transaction block B into k£ equal length packets, denote as
bo, b1, ..., bi_1, that are expressed as integers.
(All following arithmetic operations are performed in a finite field Z,, where p is
a prime number larger than number of nodes n and b;, for 1 <t < k.)

Step 2. Constructa (k—1)-degree polynomial f(x) with coefficients by, by, . . .,
bk:—l i.e.,
f(z) = by + b+ boa® + ... + bp_12"-1

Step 3. Compute n shares (4, f(i)) for different values of i (for instance i =
1,2,...,n) and distribute this shares to corresponding Blockchain nodes.

Each node obtains one point (4, f (7)) and the coefficients of the polynomial can
be find knowing any k of these shares, using interpolation. With this, the block
will be recovered since the coefficients of the polynomial are parts of the block.
So, the reconstruction process is reduced to the interpolation of the polynomial.
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On this way, each node in a Blockchain system stores one share, instead of
whole block. Therefore, we reduce the storage space and the recovery process is
simple. With the following example we will illustrate the concept of our algorithm.

Example 8.1. Let B = 123416 is a block. We divide it into 3 equal length pieces:
bp = 12,b; = 34,b, = 16
We take p = 37 and form the 2-degree polynomial
f(x) =12 + 342 + 1622

Ifwe want to share this block to 4 nodes, we compute 4 shares (i, f(i)) for different
values of i = 1,2, 3,4. We obtain points (1,62), (2,144), (3,258), (4, 404) and we
distribute these points to corresponding 4 Blockchain nodes.

Reconstruction process::

For reconstruction of the message B any 3 points are enough. For example, if
we know points: (1,62), (2, 144), (3,258) we will compute Lagrange basis poly-
nomials:

r—2 x—3 r—2 x—3 x? 15%5

'“1-92 1-3 1 =2 5 "5 T
r—1 -3 -2 z-3 9

= . = . S 4y —

279571 2-3 1 T +dr—3

l_:r;—l ac—2_x—1 x—2_ac2 3x+1

7 3.1 3-2 2 1 2 2

Then, using these polynomials we obtain the original polynomial:

f@)=1-62+1, 144 + ;- 258 =

x? 5% 2 3z

=(—— == 43)- 62+ (=2 +40—3)- 144+ (= — =+1)-258 =
(2 2+) + (=2 +4x — 3) +(2 2+) 8

= 12 + 34z + 1622

From the coefficients of the obtained polynomial, we reconstruct the original
message B = 123416.
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